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New ransomware variant
RansomHub 48
Chaos : Joker, .DeathGrip, OcreanSpy

Stop : .qual
Makop : .ursq
Dharma : ZILLA

Globelmposter : .GameCrypt
o>

New ransomware & group

Vanir, Pryx, RansomCortex, NullBulge, MadLiberator, Lynx
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Who is Pryx

Pryx is a cool nigga who loves getting illegal access to big corporations, Pryx is definitely not a ransomware group.
Pryx is a cybercriminal or threat actor, whatever you want to call it. Pryx might soon get into hacktivism, bcuz why not
Pryx hates jews, pedos, gays, pajeets and niggers.

This is the new era of Pryx, Pryx is the best.

Don't you love this cute sp1d3r?
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You must be the domain administrator or CEO, in other words, our latest victim. You reading this message means that the internal infrastructure of your company
has been compromised, all your backs up are deleted or encrypted.

We have also stolen the majority of all important data held by your company.

Going forward, it would be in your interest to cooperate with us, to prevent further disgrace.

We are aware of everything. We have carefully studied all your finances and we know how much is a fair price for you to pay, with that in mind, know that we
shall treat you fairly.

When you choose to disregard our kindness and report to law enforcement or data recovery experts to help you figure out a way to recover your lost data, you only

lose TIME and MONEY, and we in the process lose our patience

Losing our patience would result in the leaking of your sensitive information to your competitors and other cyber-criminals that would certainly make a profit
off it. It would be in your best interest to aveid this.

We are always willing to negotiate as we believe dialogue should always be the first option and drastic action should be saved for last.

If we are unable to come to an agreement, we shall sell or give away all the information that we have stolen from you.

Navigating this website has been kept minmal and simple.
To list all commands, type help in the terminal.

Contact:

leaks
news
contact
help
clear
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It seems we can't find what you're looking for. Perhaps searching can help. Stalkers & Osinters
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Hello, I'ts FOG Blog #

Confidential information of companies will be posted here

Latest Posts all posts +
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Asbury Theological Seminary

Mon, June 24, 2824

Asbury Theological Seminary is an evangelical Christian seminary in Wilmore,
Kentucky. Asbury is accredited by the Commission on Colleges of the Southern
Association of Colleges and Schools and the Association of Theological Schools in

the United States and Canada.

www . asburyseminary.edu Industry Higher Education Size 281-588 Revenue $32.6 Million

Data tzken over 10 GB

404: Not found
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ODEF) BTIE MAO) 22IV) =8RMH)
If you are reading this, then you have been the victim of a cyber attack. We call ourselves Fog and we take
ITo contact us you need to have Tor browser installed:

1. Follow this link: {redacted)}
2. Enter the code: {redacted)
3. Now we can communicate safely.

If you are decision-maker, you will get all the details when you get in touch. We are waiting for you

readme.txt
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27192 goske Aget. HC-256 AuelZe olgd utl ootz APshul, twsl

ARG 7Ie AR ghell AEEO e RSA F7171€ o8 Eeelt.

o gl Windows WHolE AMgs] H2a Wil HAREY {AF HolHE BT AAS

Argate] Qo) BPE AL,
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FOG @AYol of-g1et

infosec

Initial Access

HE E2 z|ato| At B

; of
Discovery HIE3H ZAE A TUF ARS 2% 1P B Kt

B2l 71L BX FRY ALZE B8 AY B At i
B MuA Y ZE HEYst S

Lateral Movement xjasa €Y ﬂi:i 3oz i}a‘l

FIIH HAE B A

EEL A YW MHlA HAH H
SAE YsHE S SN HE =

ASR T+ g3t 9l EDR FRME S
oty el xiet

HESI 22| L Wk 2|L3T S 2L 3|
GlofE W

ASR 74 #4318 B¢ oty B KT

o]

FOG #Aflole 27 AEE 9o &4F VPN AA5HE olg3th o8 WAlsky] flaliAl zt
A% Bz FHage] dete FojsiAy, HIBASE 2UF AAA Ahe ARE e &

g AAY T IP oflM 2adskA] Retes AlRtsior qtrh. kI, Ao ARG
Z Buas Aual wg@AsielAYy Adety, Fr1doz AARL AA U 7Alste] ©
&2 AL At AY Aljtshs & wE7F 2 asi

FOG & VPN & ol83) 7] 45 & W5 vEgZe] F7hgoz stasts] gia) 24 Aot

2% VEYD AHAS BART YEYD B6 A4S AT 5 Uk ASAE AT 9

Windows 15 A& S4sloF Stk o] ooz BWash Auit EES Abde] HBHs

PAEA RS P 4 gtk ¢ W S 9ls) SMB, RDP, PsExec 5& ol8stHz
H

HAAEY SAL AR 915 BAE WohEe ST AE shte el

FOG = A& R HEYZ= VM &38a 4417171 1% PowerShell 23 HES} 54
vl Z3ich o2 wWrz]elr] s ASRP 7L @AslstAY EDR £24L ga)

OAEroE, FOG MMl 22 daamet ohel WEND B4 WA gastels] ui
YEQD B AU AT ARG AxSAL vBYSstel 9% drse] I 4+ UES
shof @tk G AHSAE dolE BEshs e WAsh] gla Wy BARS AAshe
glonz, WMo VEHI AFro] HoleS A4t WY sor Fit,

15 ASR(Attack Surface Reduction): FZAA7} AFgSH= EA mg A9l Ad) 7M5gt T2AAS Apdst=s BT 75

Al
-1 =

16 EDR (Endpoint Detection and Response): #FFE|Q} 2utd A 5 chdv|ox] dAs= ofd P98 AAtez #Axlsi

hgstel el e v £2A

AT
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ﬂ Indicator Of Compromise )1

&
FOG : SHAZS6

€67260804526323484f564eebeb6c99ed021b960b899ff788aed85bb7a9d75¢3

§

®

File Name

locker_out.exe

enc.exe
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+ TrendMicro 34! 2

E o] Z] (https://www.trendmicro.com/en_us/research/24/g/new—play-ransomware—
linux—variant—targets—esxi—shows—ties—with—p.html

o Trellix &

2] ZHo]A] (https://www.trellix.com/blogs/research/akira—ransomware/)
+ BleepingComputer 54 &

52 ZHo]7] (https://www.bleepingcomputer.com/news/security/fake—crowdstrike—
fixes—target—companies—with—malware—data—wipers/)
+ Avast 54 B

27 (https://decoded.avast.io/threatresearch/decrypted—donex—ransomware—and—its—
predecessors/)

+ BleepingComputer 521 E#Ho]Z] (https://www.bleepingcomputer.com/news/security/meet—brain—
cipher—the-new-ransomware—behind—indonesia—data—center—attack/)
* BleepingComputer &

2] ZH|o]A] (https://www.bleepingcomputer.com/news/security/new—fog—
ransomware—targets—us—education—sector—via—breached—vpns/)

+ Microsoft &4 EHo]2] (https://www.microsoft.com/en—us/security/blog/2024/07/29

/ransomware—operators—exploit—esxi—hypervisor—vulnerability—for—-mass—encryption/)

+ BleepingComputer &2

soo]A] (https://www.bleepingcomputer.com/news/security/sexi—ransomware—
rebrands—to—apt—inc—continues—vmware—esxi—attacks/)
+ CrowdStrike &

A o)) (https://www.crowdstrike.com/statement—on—falcon—content—update—for-
windows—hosts—kr/)
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