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= Myelec Electrical Wholesalers is a Headquartered in Ontario, Canada, Description of the puk
Report

proud to be a 100% locally owned and MacEwen Petroleum Inc. is a Canadian

= Gortemoller Engineering, Inc. has been
operated... owned and.. e < 5 ~
providing civil engineering and land
deve..
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R News

HL Lo & sorey @ HL Lawson & Sons
+ Disclosures Y O ¢ Revenue: 10.3M$

F Report

DomWs R Gl 3 H. L. Lawson & Son, Inc. provides transportation management solutions. In-house logistics for product

=B movement across the country ensures your supply chain is well-managed and secure. Dealing with
one solutions provider enables accurate, real time information flows and delivery status. Lawson

The University and College Unlon Logistics, a subsidiary of H. L. Lawson & Son, Inc. operates 34 power units for freight moving out of our
distribution centers. Lawson Logistics core business is to provide just-in-time, next-day delivery in the

w (2] Northeast and Southeast. Our fleet is equipped with satellite tracking capability for up-to-the-minute

reporting of delivery status. Our drivers are highly qualified and extensively trained in customer
service so your customer has a satisfying delivery experience. Using our well-maintained equipment
backed up by a nationwide network of service partners, we can ensure on-time delivery of your
freight. If next-day service is not your concem, or if you have existing freight contracts with other
carriers, our staff will work with them to ensure your satisfaction. H. L. Lawson & Son, Inc. is situated
on interstate highway 81, and is just a short drive to Interstates 64 and 40. Our facilities in Roanoke,
Va._, are within a days drive of 60 percent of the nation's population.

® Lynx < Leaks - Myelec Electrical

O News . Myelec Electrical &8 Myelec Electrical

‘ Leaks

MacEwen Petroleum Myelec Electrical

B Report
Gortemoller
Engineering
(gorteng.local)

Myelec Electrical Wholesalers is a proud to be a 100% locally owned and
operated WA business.

Our business has grown tremendously from three staff members at one branch
in 2006 to over 55 staff memb: cross nine branches today. Thi

Rushlift (lks.net) reflection of our excellent service. We are results driven and onl
best. Each member of the Myelec team adds value to the bus
enjoy a comfortable working envirenment
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text "UTF-16LE", 'microsoft sql server’ ,8 text "UTF-16LE", ‘microsoft sql server’,®
align 1éh align 4
3 const WCHAR asc_428AA8 ; const WCHAR aWindows
asc_420A40: aWindows: ; DATA XREF: encrypf
text "UTF-16LE", 'windows',®
text “UTF-16LE™, *\',0 ; const WCHAR aProgramFiles
; const WCHAR aWindows aProgramFiles:
akindows: ; DATA XREF: encrypl
text "UTF-16LE", 'windows',® text "UTF-16LE",
3 const WCHAR aProgramFiles ; const WCHAR aProgramFilesxs
aProgramFiles: aProgramFilesX8:
3 % E
text "UTF-1B6LE™, 'program ‘F119= »8 text "UTF-16LE", 'program files (xSE) ]
5 const WCHAR aProgramFilesXs ; const WCHAR aRecycleBin
aProgramFilesXs: yp aRecycleBin: ; DATA XREF: encrypf
; rg i text "UTF-16LE™, "$RECYCLE.BIN',@
text "UTF-16LE™, 'program flles (xSE) 28 align 4
; const WCHAR aRecycleBin ; const WCHAR sAppdata
aRecycleBin: DATA XREF: encrypt afppdata: DATA XREF: encrypi
text "UTF-16LE", '$RFCYC‘E BIN',2 text "UTF-16LE™, 'appdata’,@
align 4 3 const WCHAR aExe
3 const WCHAR afppdata afxe: ; DATA XREF: encryp
afppdata: ; DATA XREF: encrypt text "UTF-1G6LE", '.exe',®
text "UTF-16LE™, 'appdata’,® align 4
: const WCHAR aExe ; const WCHAR aMsi
aExe: ; DATA XRE ENCryp aMsi: ; DATA XREF: encryp
text "UTF-16LE™, '.exe',® text "UTF-16LE"; '.msi’,®
ahgn 1eh align 1eh
; const WCHAR aMsi ; const WCHAR aDll
aMsiz 5 DATA XREF: encrypi aD1l: ; DATA XREF: encryp
text "UTF-16LE", '.msi',8 text "UTF-16LE", '.dl1',8
align 4 align 4
; const WCHAR aDl1l ; const WCHAR alynx
aDll: - encrypl alynx: = DATA XREF: encryp
text "UTF-16LE", '.d1l',8 [text "uTF-16LE", '.1lynx",8]
align 4 aEncryptings: 3 DATA XREF: encrypf
; const WCHAR alnc text "UTF-16LE", '[+] Encrypting: ¥s',88h,8
alnc: i DATA XREF: encrypl ; const WCHAR asc_425478
| text "UTE-16LE™, '.inc',8] asc_42547@: 3 DATA XREF: encrypi
align 4 text "UTF-16LE™, '\\?\',8
aEncryptings: ; DATA XREF: encrypl align 4
text "UTF-16LE", '[+] Encrypting: ¥s',esh,@ i const WCHAR asc 42547C
O™ 7. el =AE v (F}: INC ransom, % Lynx)
T w3 Lynx AAFel Qe BAF Aw INC DAl FAT FALY Jo3t
ATEFL AgekT glov], ZRIY 4P 58 5 ASHOEE e FAT BRo| Helsgln
ol= INC sl ol 5 o el 2235 3 #Y Ifd Z2 Fa A"
AAFES o7 awﬁao G (@5t oF 4 o ol WA o|e] U A Aol Y
Aom HAth Lynx #GHN7t o] £AAFES Fufs E52 AARE AL 7Fs/de] A
et ol HuAodE & fiddleld AT Aolde HASAHoR FASHH, Lynx
Aol digh ARt &4 W82 Alsstazat
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S
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‘;‘-'_f’g_':g Chat site:

|

~ TOR Mirror #1;
~ TOR Mirror #2:
~ TOR Mirror #3:
~ TOR Mirror #4:
~ TOR Mirror #5;
~ TOR Mirror #6:
-~ TOR Mirror #7:

3| README txt - Windows BE5
Muo 27 EEEM)

‘our data is stolen and encrypted.
Download TOR Browser 1o contact with us.

~ 66b33295a3128b53533bd263

~ TOR Network: http://lynxchatlydzludmhmi7SjrwhycnoquiobdprohxmyzfdeufSgjxroad.onion/login

http://lynxchatfwdrgsclpd567idllkqjr2kltaumwwobxdik3ga2oorrknad.onionflogin
http://lynxehatohmp pvbaubTlloc2vsbchy Tnya7dsu2hhs55mejxp2joglad.onion/login
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http://lynxchatdykpoelfiglvebtrybaTgxk3rs2aiagh7ddzSyfrtd6quxqgd.onion/login
http://lynxch2k5xi35j7hibmwli7d6u2ozdvp2wgpbgkwolb24cod3deigiygd.onion/login

~  README.txt
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Lynx g9l A=k

infosec

Initial Access

Discovery oloiy HEYs E3t WU HE
AT Sato|m gAY N ——
Mew3 35 wA R Defense Evasion
A 4
Privilege Escalation pead eng ue
TRHA WA E2 ET é S
Execution
N —
Impact ] A2 MHAE obsd BYO WY
WOl HAE At \ /
CjojE| =3t UENE
MH|A S Z2HA FE I i
| i —
A
Lynx @A 9ol= A3 Al F7H4Q A &A% Eeto|HE mhREstAL:, AdY Al
Holz WY ZEIZE & &7 ststAY HZAdsked & Sl & 12 79
Aol EAstH, ¥Hxol A3 <l = Adgo] 7Hssith. Lynx #4dgol7t
AHgShE A3 1zb= ot meF &
oIxt | EE |
--file [MtYE 2] XE8oh oot Aot
--dir [CIMEE|FZ] XEe E2H0 L=zt
--help HY oIxt 4 =9
--verbose ClHY 21 =H
--stop-processes o A=zt AW, iy oiUo| HdAlS0 4@ Z2MA B
--encrypt-network HEQA 38 xtg A3l
--load-drives =747 EZIO|E ORE
--hide-cmd Yol 2™ A 20|l HE ZEZE ¥ 5
--no-background HiZot® HE 7|5 Hl2dat
--no-print HH-E =8 7|5 Hgd3t
--kill E™M Z2NA 8 MHA SR
--safe-mode e RE (s EXSHX @S
1. Lynx 490l 43 A
aaslo] B4 AT 12709] 49 A% §4 F F BER Beel s)soleta AWE “safe-
mode’®l A%, o b JUREA sk mEE EASAY AR uRER
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Lynx 9ol B2 4ot REE AAStE 7|50l
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£ “—-verbose” A3 AAE Abgshd #AHA9 A ghE HoFa A od
I JeAE WE ZEIE o] EsH "ot ¥R A JdAE dHHA

2 Z3yst 5
7S EASeA “Settings™ol “[-17 Al “[+]7 71T E T SASHE BAISHE o]Feh A2
71%-& INC ool “~—debug” Adl <1z} SAgt 7]50|ch

A 1zt “——kill’E dHstH, :Holof StEIPH Z2AA P AMH|A BEES XS] A

A
Z2A20t MEAE FRAXIY INC gl “——kill” A3 1xet 54 7]
HHHof F7Hd "g2E \AH7] notepad & ALlStL Fr Aol BT FUS
LA~ B ARA Fa g2 ol ®eof g

sql, veeam, backup, exchange, java, notepad sql, veeam, backup, exchange

E 2. Lynx FHHo] Z2AL 9 s Fa O

? 1¥7) (Debugging): L2 A ©A Sl WSk A2de 7S ok Syske 3y
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if { DeviceIoControl(Filel, @x53C828u, InBuffer, @x18u, @, 8, &BytesReturned, @)} }// delete vsc (change vsc size 1)
// ©@x53c828 = IOCTL_VOL SHAP _SET_MAX_DIFF_AREA SIZE
// resizes the allocated space for shadow copies snapshots cause the deleteion of vsc

13 12. DeviceloControl & ©]-&3t ¢} BALE AHA|

A EtolBE dmetsty] Ao, A W] ZARES AARbT Lynx A %l‘ﬂ-‘l} INC S lol=

2 @Y ofoA T8 Argsh= WY EAE #E]8 Windows 23 El(vssadmin, wmic
shadowcopy, wbadmin, bededit) & 8512 il tjHlo|AE ]010}—,: &+ DeviceloControl =
o]g3f W<l EAES AAISH}. DeviceloControl &5 o] &3] WM HApEo] A EE I+
o} A AR ALEE WM AR el ISty A4S H1, A% T
SRS i) olv] AFE WY BARE AASA Beh Lynx BAAINA AL AL —file”
Qs “—-dir” AAE BT A1gol AL ojer St

while ( !WMetEnumResourceW(hEnum, &cCount, v4, &dwBytes) )
if ( GetVolumePathNamesF. 5, szVolumePathNames, @x78u, &cchReturnlength) {

&& lstrlenW(szVolumePat| vs = 83

. if { cCount }
szVolumePathNames[8] = @; {
} v6 = vA + 3;
else do
{ {
/7 = lpszVolumeMountPoint[ve--]; if ( wa[2] == 3 )

1f ( SetvolumeMountPo 1\1" (v7, v5) ) // Mount Volume

if ( param_verbose )
print_message_with_ s(L"\t[+] Mounted % s\n", v7); if ( param_verbose )
print_message_with_ s(L"[+] Found share: ¥s\n", Stringl);
encrypt_target_directory(Stringl);

L9 MEYD 2% AQ 2D

™
ES
[m

a9 13, 423 g #-8E: 43 =7

e GF2olE AAshr] oo deet tide sk ol A “——load-drives” AAE
ARESHH, whd ofeel oo A Egfo|HEH Z EefolH7A] RE EtolHE Bl £AX
Eato|lHrt EAshEA] Eeleta, sy CetolHrt ZA st uheE & g5t tite] Frsict
EF “-—encrypt—network” UAE AMESHH UEYD Ff AHE: el dide] FrRtth o=
INC #d9o1e] “~-1hd”, “~—ens” Ax}e} F LT 7]59]

Q) et “——fil” 4 g Al 54 maw gEsksi], —-di A% 9 Aol 57
Azo] ZASIE HUSH gEskaTh B o d9EA G4 Aol ool L AYT BE
e GuEaT ¢Est o g L B B Bhl Hel sl AFEH glom,
speldl ofl9] e ofef met 2t

oo =tExt 3¢ e olel £

Windows, Program Files, Program Files (x86),
$RECYCLE.BIN, AppData
E 3. Lynx o] gast A9 i

*exe, *.msi, *.dll, *.lynx, README.txt
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otk INC #HAgdole] dast oo tid2 7o FAsHAR ool zpol7l EA ettt

Lynx @
ZA5HE “microsoft sql server” EHE &Edlote IZE7F FUHH ESE oju] 4SstH oS
FTEOo=Z 2ot obx] 7] fls F71Rt “lynx”7F INC fid9olol A= “inc’& th=th

“——mode” QAE EH F 3 7HHo] ¥4zE REES AFSt:E INC WA &, Lynx

PAAols dEst S AHste 715e] BEg EASHA et INC HAddole oo As,

3t & Al 2 IMBARE S gtst= fast E2F 6MB Pith IMB THET &2 36H= medium
o

no, 83 o) HAE d5dehs slow REZE At Lynx Aol ©] F medium

infosec

1MB ¢33}

5MB 4+ mte!

1MB %23}

5MB 4 oted

4 i ®
°
°
1MB ¢t s}
o ot
1MB 0|2t 1MB 0|4 6MB O| ot 6MB O] 4}

39 14. Lynx AG90] gesh w4

=

Lynx si4d9lojo] ost WAS & o AAls] AHEH 9] Il oy IMB miRhe] ol 4
AB3E Zst, IMB o4 6MB mIRte] mdo] ¢ mrede] A IMB ¥ &2shs . 1en
6MB olAte] mde 6MB ztAo= IMB A ¢resistth. ot ¢Fe st AES-128(CTR)
A1 EE A dBSE FdstH, 7] A ¢EE SR Curve25519-donna & AHEE 71&
H 53}

=
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infosec

User Lynx

3717| B

Curve25519

Q17| A

\

Curve25519

p—t ‘_-'-I‘OI °F§§ i K1} %iil’ —
2 (e XM
% AES-128(CTR) AES-128(CTR) %

Lynx @HSelelA] FE 718 PHAS o, WER 78 FTHHA otz 718 BT 4 9l
ol AgT Curve2S519-donna FaEFo]l 7] Bel gmeFolr] ot 7] R
FnAEL Fol F ALAE AAe Al Ade] 27 o8 B AYE 44T
& olrk ARgAts Belo vz $AYIE wERL, Aol Alylet Aol B2 A
Z1C)7F el Azish el B2 AT A1Be SUF g 7HAA bk o] S

71(C, HE '&& v|d'olgty R B},

Lynx #Hole oot o4 wtdnid 9t Ad7Ieh S7071E Ad &, ST A7t
= 3 15, mdo] £ g

19] 7712t A=A 7H°L7]% AHEsl et ARGt

0%
o,
:CI’L_"
|
ifics
filo
ol
to
ol
&
iu)
[¢]
ol
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= decode_basetd string(
&
"WWI1ci B<WKRhIC__IFth2> hbmQgZWs jcnlwdaVkLg@kKRGI3bmxvYWQgVEISIEJyb3dzZXI gdGEgY 29udGF jdCE"
"3aXRoIHVzLg8KDQpIRABKIHAZIW1kIQBKDQpDaGF@IHNpdGUEDQogfiBUT1IgTmWBd 29yazogaHR@cDovL 2x5bnhjaG™
':Bbkfeewx_’c cb.wBL.p;d2hb¥23-cX"eCIEch.»th eXpnhC 1unanh b2 kL nquaﬂqu 2xvZ21uDQogfi ELT
d "

'b29,cn uWHQub25pb2— bCQna
"w¥z12czZjaHk3bnlhN2RzdTJoaH
"RecDovL2x5bnhjaGF@yYnlrcTI2elN

"2xvZ21uDQogfiBUT1IgT cm9y ICMB01iBodHRwOi8vbH1ueGNoYXRkZTRZcHY1eDZ4l LPd;Z“QSanR L3d8d3dna|r<
"b2¥;b3hthBCdTHih3h— d ”Qub25pb2$ rbGEInalaNC 1B+ IFRPULBNaXIyb3IgI zURIGhAdHAGLYIseWs4Y2hhdGR "™
.3Rn¥3Lpanhxb2"cc3hrcGh cGlyamZxMmyY@cHZ INXFkNHVUNGRoCX 14 3dxZC5v bn’"b’°3b2dpbgBkIP+gd-°SI=

a;RCZT,Ban wnp,.nL2w"'

1pcnd jNjogaHRBcDovL2x5bnhjaGF@ZHLrcG91baZmcx2Y218cnk2bzdnegszcnMyYWlhZ2g3 ZGRENXImdHREN
"nFleHFkLmIuaWiul2xvZ uEchf|BLT"IgTr ycmIy ICM301BodHRwO18vbH]lueGNoMms LeGkzNWo 3aGxibXdsN202"
"dT v

jR2CDI3cX;2cH23b2w2*jij2Q:ZDchL_ cHQub2Spb2iub69naﬁ4HCgEKT3UyIEZ5b2c6DchfiBtT"IgTwU“
"Bd29yazogaHRBcDovL2x5bnhibGIneHN 1 t 1
"FkLmIuaWIuLweK TH4gVEISIElpen

ﬂuaﬂgu .BPIHqg'-BSI- pcnu
a2827316aGt3Z6GNscmpuZ3Imb21kL nqua

b
cndq.zqhdkB andua Vi
"gaHRecDovL2xShnhi bGQneFuEd

"GuLwdK IH4g TWlycmay ICM30iBodH
& );

ueGlsb2cubmvaLwakI

a9 16. Lynx W e] A E Base64 2T

Lynx #4d9Jol= Base6o4 = 17GH WAHLE J&S tjadste] Ageith dagdy HdLEE
dsstyE Ero] HAE mAdz AFEAY, olnzz W] wjAFstHoR HAEe, A4H
TAE 2 g5t S8t INC HAY )% Base64 2 AP H AL ES Brs) AF8spA|gt
Lynx #dolet= g2 HAE ot wZm HIML HA9 T 7k2] A9 HHLEE

Fgatths Aol de] gr.

encrypred
Download TOR Browser to contact with us.

ID
™~ 66b33295a23128b53533bd263

Chat site:
™ TOR Hetwork: http://lynxchatlyszludmhmi?sjrwhycnoqukxbiprohxmyzfieufsgjxroad.onion/login
TOR HMirror #1: http://lynxchatfuwlrgsclpi567i411kqjr2kltaumwwobxdik3qaZoorrknad.onion/login
TOR Hirror #2: http://lynxchatohmppvéaué?llocZusichy7nya7dsu2hhs55mejxp2joglad.onion/login
TOR HMirror #3: http://lynxchatbykq?vycvyrtjqb3yujizeZwodubzr2uéb632trwedbsgmyd.onion/login
TOR HMirror #%: http://lynxchatdelspuSxoxlwsf47 jdo7uwtwwgikdoeroxamphude?xx5doqd.onion/login
TOR HMirror #5: http://lynxchatdy3tgcuijsqofhssopcepirjfq2fipubsqdiunidhqyxswqd.onion/login

TOR HMirror #6: http://lynxchatdykpoelffqlucbtryéo?gxk3drs2aiagh?ddz5yfttdéquxqd.onion/login
TOR HMirror #7: http://lynxch2k5xi35%j7hlbmwl?déuZozivpZuqpéqkuwolé2icod3déiqiyqd.onion/login

Our blog:
™~ TOR Hetwork: http://lynxblogxstgzsarfykZpvhdva5igghbdzmthnzmsipzeoduruz3xwqd.onion/
TOR Mirror #1: http://lynxblogco?r37 jt7pSwrnfzzqze7ghxwirihzkqcd55qluacwotciyd.onion/
TOR Mirror #2: http://lynxblogijysjfoblgix?klxmkbgeelleoeuge7qtufpfkjszbiZsjyd.onion/
TOR Hirror #3: http://lynxblogmx3rbiwg3drpjlinds25hjsnrukpxtSgaznetfikzhigz2csyad.onion/
TOR Mirror #4: http://lynxblogoxllthibiécfwlopSpfjus?dyvd¥yuy?qn2ftantgd72hsad.onion/
TOR Mirror #5: http://lynxblogtwatfsrwjdoatpejwikEbngqcd5f7s26iskagfufouaomjad.onion/
TOR Mirror #6: http://lynxblogxutufossaeawlijdjlduikalollSko6grzhkwdcly jngrfoid.onion/
™ Mirror #7: http://lynxblog.net/

3% 17 Lynx BHLo] HEshE A
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Lynx @49l d-&4¢

infosec

Initial Access

Discovery ol HETUF Seh WHHOf =

T1652
T1135

el 7|H ©X| F2M ALSS St o W Xigh II

\%—g‘;

Privilege Escalation Ha|R S A B L AS S

GPO & B EZ 44 A N

[m

Impact

Lynx #iddlol= oY HF & ol Aupect. weba] odAeg ooy glxz] gF2
TAZS] w8l HREudSs G| g s Fodfjof gttt o]E A
olfd o] F-S &A|stal A= Email Threat Response & Detection &F42 AMEsl= 2%

Fatzolt},

ASR 714 EYsHE S oY B9 Kjch

ASR 713 #4sHE S8 oy el Kjct

ClloJE| i

T1486
T1490
T1489

Q

y

13 18. Lynx WA o] -3¢t

ANl AT AsEAN AT gL Fush] A AFY UEYA FH A9L
QAT A2 Edolug WAl vhREWCL olF WAstW B9 W BA &4
Agel oliet oby A9E ABT & Aot

= = [e]
T zp Fste] a3ty Lynx SAdHol= Exo At A 7l1sol 971 ‘IH—E—OH, *};ﬂoﬂ %W}
A< 945 st @S FARte R Hofsi= 222 0l A4R3IE oL AL e &
itt, F7F2, ASR(Attack Surface Reduction)?® 7212 @ASISIAY FAA7E AMEsSt=E E
TRAAE ApRe] o P =2 4 Qlrh

o,

d
_|.,

Lo

}12 o2, Lynx YAl VEYT FH wAE gEsnz YEAD FF A4 W2
e AasSAL vgySe) 9% elase] AASHH Rel=Ss ojof ek Ed, Al
HEpel A2 BT slbe B MU 4 GRS NG AR A nEd, HEo
MEYIL AFao] HlolelE Batstel WMedsk o] Fastck.

=

or

3 ASR(Attack Surface Reduction): 3Ax}7} AMgsH= EA T2 A4l Ad 71535 TRAAS AHstE BT 7]
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l—“ Indicator Of Compromise "1

Lynx : SHA256

571f5de9dd0d509ed7e5242b9b7473c2b2cbb36bab4d38b32122a0a337d6cf8b
eaa0e773eb593b0046452f420b6db8a47178c09e6db0fa68f6a2d42c3f48e3bc

INC : SHA256

5a8883ad96a944593103f2f7f3a692ea3cdelede71cf3de6750eb7a044a61486
d147b202e98ce73802d7501366a036ea8993c4c06cdfc6921899efdd22d159¢6

File Name(Lynx)
Windows.exe
File Name(INC)

runner.exe

win.exe
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H Zt0 AO|E

+ Jenkins &4] &Ho]A] (https://www.jenkins.io/security/advisory/2024-01-24/)

« CISA 4] &5 0]A] (https://www.cisa.gov/known—exploited-vulnerabilities—catalog)
« NIST =% FoF4 dlolel¥o]~ (https://nvd.nist.gov/vuln/detail/ CVE-2024-23897)

+ Fortinet 34 227 (https://www.fortinet.com/blog/threat—research/stomping—shadow—copies—a-
second—look—into—deletion—methods)

+ Sophos &4 EH©]2] (https://news.sophos.com/en—us/2024/08/14/edr—kill-shifter/)

+ BleepingComputer 541 &mfo]Z] (https://www.bleepingcomputer.com/news/security/fbi—disrupts—the—-

dispossessor—ransomware—operation—seizes—servers/)
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