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Virginia Urology (VU) has a long history of providing quality care to the Greater Richmond Aree di specializzazione: contabilita_ bilanci, dichiarazioni fiscali incarichi di sindaco e revisore
metro area since 1929. This practice prides itself on its strong commitment to the community’s legale, consulente tecnico d'ufficio, ristrutturazioni e operazioni straordinarie. Consulenza
urological needs by recruiting highly. . Societaria. ordinaria e straordinaria_ fvi .
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The one and only.
Only elite players allowed.
No deposit, old school.

All Chat Sessions of All Compal

Landing
asn: 345823, aso: "GLOBAL CONNECTIMVITY LLP", cc: "DE", city: "Frankfurt am Main®, clientTz: "'America/New_vork",

continent: "EU", country: “Germany", ip: "81218.19.11", latitude: 50.1103, longitude: BEB213, postal: "60313", type: "hosting",
tz: "Europe/Berlin”, weather: "Gix<0040"
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[ ]

02:35 &M Honeywell Manufacturing Hi. vwe received your message. Our board has approved the payment but
need to discuss the amount. 12 million is extremely high for our company, can you consider 8 million??
50244 A4 ObnoxiousSpy (You) hello. price is final and non negotiable, you have 72 hours left. after deadline
prlce will double. we have 340gb of your data including financial records and client contracts
2 ik Hone ywell Manufacturing e understand the situation. Please, this will bankrupt our insurance
are willing to pay 10 milion today
030144 ObnoxiousSpy (You) we checked your revenue its over 400m last year. T2m is fair price, this is nat
negullaton send payment ta provided Dal wallet on ethereum network and we give decryptor + delete all data. wallet
adress in your panel
5 1451 44 Honeywell Manufacturing Payment of 12,000,000 DAl has been sent. Transaction hash:
50cTec70957602960b3933adi66Bb2cdoaae 116 19cbE3ab965:36412a Please confirm receipt and send

dFV'pr' n tool. We ewpect full cooperation as discussed

03/ 50514 44 ObnoxiousSpy (You) confirmed, recieved. decryptor and instructions sent ta your panel

Type your message. 250 characters per message.
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Cooling
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Pools by Bradley

Pools by Bradley

he publication

Pools By Bradley specializes in designing and building custom outdoor pools and
spas tailored to individual client needs in Central Florida, particularly in Orlando.
Their services include a variety of enhancements such as water features, lighting
effects, and entertainment elements to create a unique pool experience. The
company caters to a diverse clientele, ranging from families to exercise enthusiasts,
ensuring that each pool reflects the client's vision and ambient style. With a focus on
quality craftsmanship and exceptional customer service, Pools By Bradley has
established a strong reputation in the industry.
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Good afternoon, we are Sinobi Group.
As you can see you have been attacked by us! We offer you to make a deal with us. all you need to do is contact us by f
We are not politically motivated group, we are interested only in money, we always keep cur word. You have a possibility
You have to know we do not like procrastination. You have 7 days to come to the chat room and start negotiations.
-1 Communication Process:
In order to contact with us you need to download Tor Browser.
You can download Tor Browser from this link:
g_ﬂdgh E https://www.torproject.org/download/
)—Q‘ After you joined to chat room you have the opportunity to request several things from us for free:

1. make a test decrypt.
2. get a list of the files stolen from you.
At the end, we should agree on the price for our services. Keep in mind that we got your income/insurance documg

- 2 Access to the chat room:
To access us please use one of the following links:
1. http://sinobi7yuoppj76qnkwiobwfc2qve2xkv2ckvzyyjblwd 7ucpptl62ad.onion/login
. http://sinobi57mfegeov2naiufid dikpze263jtbl dokimfigmk2myebsdyqd.onion/login
. http://sinobibdvzohujkliofkxiz3ueyedthébed2|zjz2z6pafwSjeoptsid.onion/login
. http://sinobibjqytwgxjw24zuerqcjyd3hoow6zia7z6kzvwawivamu?ngayd.onion/login
. http://sinobicrh733ongfuxjajmlyyhalvkhlcgtixkxaxz 3gvsgdegf76uigd.onion/login
. http://sinobidxodgtdjsr3timf2rrdckjwwipSgh3lrgxnowemex62ssrhgd.onion/login
. http://sinobieadsnfgtkcd3paumapodoi TvxcySvjzfoalunsnvzehozthpyd.onion/login
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README.txt

)ﬂ.{ SINOBI

)io{ C/C++
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--file <filePath> ol o o XN
--dir <dirPath> A=t chy EH XM
--mode <mode> tosl m= MX (Entire / Fast / Medium / Slow)
--help A =2 HAX| £
--verbose 21 =4
--silent SHEAL 0|HE, HELE O4d
--hide-cmd 2% 5717
--no-background HiZetH HE 7|5 HiZ2Mt
--no-print HELE =3 7|5 H|2d%t
--stop-processes ol fzet RH CHA mlo| MdEel 2@ TENA BE
--kill EX™ TZNHA 8l MHA B2
--encrypt-network HEXI SRIMK L=t Moz et
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--safe-mode HHEE HE
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Sinobi 2t INCOllM HMISE|X[TH Lynx0llA= 2RI=|X| AULCE Sinobi= --mode 2IXIE Sl =3t REE
™Y £ A0 INC DA --mode E T3 REE MHT £ QICL BHH Lynx = 0| H|O{st= QXI7t

SIQIE|X| GHECH P SR WE U WHTE MY M2 J1SS Sinobi OfMEH HBECE Sinobi & --
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if ( DeviceloControl(Filell, @x53C828u, &InBuffer, @x18u, @, @, &ByvtesReturned, @) )
{

if ( byte_1408033C78 )
printf 1(L"[+] Successfully delete shadow copies from %c:/\n", 1);

Sinobi HHA= Lynx Tt St Lro=z Azt %t
ZEA2E AK|siCt 0|2 28l DeviceloControl &4-2 &4l A =
S| HEESICE O Anb AARE2 XE Z7H0| REFSICIN THERSED

o
e MY SAEE ANS2Z AfF[eIT.
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A

Az3t Mo = shExt o od

.exe, .msi, .dll, .SINOBI, README.txt
$RECYCLE.BIN, AppData

3. g3t ol iy

Sinobi 0Lt Lynx 2HEH0Q| 2ot of|ef a2 HREE SEot, L8 SF0|M Xto|7t =l Ect
Sinobi AMAYO= 0|0 LzotEl MAUS F=ECZ ADSPSHA| @7| fI6 “SINOBI" &HFAE o2
Heo= FItet A, Lynx HAEYOl= “lynx” SEXIE 0|2 CHao=Z AESICt

User Sinobi

Curve-25519 Curve-25519
2 BN E - 212171 D

- [
Curve-25519 | Curve-25519
i
i
|

" Encyption [ Encyption
R TET s (55 uge gRsige] -2 [0 ] R

AES- 128(CTR) AES-128(CTR)
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K& 3AXH= 0| Z7H7|(E)2F XHilo] ER%t JHQIF|(D)E 0I83 3R HIZLS CHA| AXE £ JUCH,

o
S WAOZ HAIZ HBo| IS MATOZN oiE TS Bsset 4 Uk,

my

File Size < 1MB File Size > 1MB
15% o:i::e i 25% of the total
size
Encrypt Entire Encrypt Entire
Data Data Normal File . IFil
ormatrie Normal File
Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block
Encrypt Entire Data Entire Mode Fast Mode Medium Mode Slow Mode
B Encrypted Data
Normal Data
a8 12, T et 3
o oot Hels oY A7t AEEE QIXto]| w2t FEREICh 37|7F IMB ofstel mAE  QIXtet
AHI0| MA| CIO|E{7t =SEICE IMB & X3t Mol ZL0= QIXto| w2t md 37| LRt
ASSIICt, Entire 2E= IHY A7t SStz|1, Fast 2E= OHUS| 5%, Medium ZE= 15%, Slow
DEE 25%E Lzetol= WAO|Ct Adzetyt 2tEE|H IHY 37| Lzt HELQF 2tA|glo] BE Mo
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Good afternoon, we are Sinobi Group.

en attacked by ust We offer you to make a deal with us. all you need to do is contact us by followi
erested only in money, we always keep our word. You have a possibility to decrypt your files and s{
e to know we do not like procrastination. You have 7 days to come to the chat room and start negot

- 1 Communication Process:
BIn order to contact with us you need to download Tor Browser.
EYou can download Tor Brouwser from this link:
Ehttps://wuw.torproject.org/download/
EAfter you joined to chat room you have the opportunity to request several things from us for free
EE1. make a test decrypt.
EN2. get a list of the files stolen from you.
nd, we should agree on the price for our services. Keep in mind that we got your income/insurance d

- 2 Access to the chat room:
BTo access us please use one of the following links:

B1. http://sinobi7yuoppj7égnkwiobwfc2que2xkv2ckuzyyjblwd7ucpptlé2ad.onion/login

B2, http://sinobi57nfegeovZnaiufkidlkpze263jtbldokinfjgnk2nyebsiyqd.onion/login

B3. http://sinobibdvzohujkliofkxiz3ueyedfhbébed2lzjz2zb6pafwsjeoptsid.onion/login

B4. http://sinobibjqutuwgxjw2izuerqecjyd3hoowbézia7zé6kzvwawivanu?7ngayd.onion/login

B5. http://sinobicrh73ongfuxjajmlyyhalukhlcgttxkxaxz3gusqdcgf76uiqd.onion/login
BlG6. http://sinobidxodgtsjsr3tlnf2rriokjvvwfpsgh3lrgznowoncx62ssrhqd.onion/login
ER7. http://sinobieal4snfqtkch43paumapoloifuxcySvjzfoalunsnuzehozfhpyd.onion/login

BIf Tor is blocked in your country you can use this link: http://chat.sinobi.us.org/login
BYour unique ID: 6925295b88D6823Fa2e%9289b - use it to register in the chat room.

- 3 Blog:

BTo access us please use one of the following links:
http://sinobi6ftrg27d6ghsjdt65maldsécFptinjyws2rskakqjdabuvb7yd.onion/leaks
http://sinobi6rlectéf2bgnbord72xo7hvds4a5ajiv2ifioub2sut7fg3gomgd .onion/leaks
http://sinobidywgmmug2gj2yygkb2hxbimaxpgkyk27utiSz juhfcldhackid.onion/leaks
http://sinobi713wet3uqnicagjiessuomv?Sawdbugahkjpjs3od7xndb7kad.onion/leaks

oY A3t etEEH, Mol A AMe MMHLE HAEES Hobot HiESIH O|0|X|IE Ml
= it o|0jX] ZRE HKCU\Control Panel\Desktop\Wallpaper ZHXIAEZ| Zt0|
F

o
A5t HiERIHE HERM, I6hA HYLE WES JAl 2ot=E REIC,

o= T
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+ U.S. Department of the Justice(https://www.justice.gov/opa/pr/two-americans-plead-guilty-targeting-
multiple-us-victims-using-alphv-blackcat-ransomware)

- Reuters(https://www.reuters.com/world/cyberattack-french-interior-ministrys-email-servers-
compromised-more-than-20-2025-12-17/)

- Le Parisien(https://www.leparisien.fr/faits-divers/une-attaque-tres-grave-cing-minutes-pour-
comprendre-la-cyberattaque-qui-a-vise-le-ministere-de-linterieur-17-12-2025-
ISX6EVWKDFCLLEZKHA2RBJFECA.php)

+ S-RM(https://www.s-rminform.com/latest-thinking/react2shell-used-as-initial-access-vector-for-weaxor-
ransomware-deployment)
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