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New ransomware & group

5154 [Kyber] Kyptos  Nasirecuriy rotherHood| Tengu | FulcrumSec] Genesis] Monolock

New ransomware variant (orgin/variant)
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KRYPTOS LEAKS & ABOUT KRYPTOS & VICTIM E BROKERS & RAAS #

N

KRYPToS

The tides of technology are shifting faster than any government, any corporation, any hacker can control. Those who understand this—from the
mainframes of yesterday to the quantum ledgers of tomorrow—know one thing: the next digital civilization is being written right now.

Kryptos Group is not just Ransomware. Kryptos is the architecture of the next generation. Imagine a system without gates, without chains, without
permission from some faceless entity. A system where entry requires only courage.

8 3.Kryptos 2| RaaS BEZ
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You are now on the Tengo Media Foundation page.
- Who are we?
URL Data We specialize in publishing corporate data leaks provided by our anonymous sources.
All data published in our articles and investigations is 100% original and exclusive, directly sourced from cor
Home Print - How can | view the leaks?
In each press release, you will find the "Description" and "Download" tabs.

"Description” is our investigative article, which includes a detailed story about the files found in the leak, alon

"Download" is the company's file access system, allowing for preview and download. This tab becomes avai
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BlackFL
If you need decryptor for your case
Enter your ID in your bio and join the channel

We will contactyou soon. @y 7“5 1949
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;int __cdecl main(int argc, const char **argv, const char **envp) : int __fastcall main(int argc, const char **argv, const char **envp)

_main proc near main proc near

sub rsp, 28h

argc= dword ptr 8§ call HideWindow_148007FBO

argv= dword ptr @ach call GetProcessHeap_l1400080560

envps dword ptr 18h call PrivEsc_140085CE0

call ParseCmdLine_l140001000

push ehp : hCrypto call CreateMutex_148005580

mov ebp. esp call AddScheduleTask_140085610

and esp, OFFFFFFF8h call CreateLogFile_ 140005030

call HideWindow_487200 call CopyRansomNote_140005DEQ

call GetProcessHeap_487290 call SetProcessPriv_140005740

call PrivEsc_4655B8@ call DeleteRecycle_140005770

call ParseCmdLine_401000 call DeleteShadowCopy_l40005780

call CreateMutex_4050A0 call VolumeMountAtoZ 140006260

call AddScheduleTask_4085110 call Encrypt_l40007050

call CreateLogFile_404CB@ call DeleteRecycle_148005770

call CopyRansomNote 405660 call DeleteShadowCopy_ 140005780

call SetProcessPriv_4e51EQ call Restart_dorpPE_l40005AC0

call DeleteRecycle_405208 call CloselLogFile_1400052E0

call DeleteShadowCopy_405210 call DeleteService_ 140005700

call VolumeMountAtoZ_ 485968 call CloseMutex_1480055D0

call Encrypt_aa7e6e call SelfDelete_148885C10

call DeleteRecycle_485200 xor ecx, ecx . uExitCode

call DeleteShadowCopy_4@85216 call cs:ExitProcess

call RestartDropPE_405459
call CloselogFile_404E90
call DeleteService_4051C@
call CloseMutex_4050E0
call SelfDelete_405548

push [} : uExitCode
call ds:ExitProcess
_main endp
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BlackField Ransomware
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| Blackisld_Reade bt - Windows HE3
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Ve are the BlackFL.

‘'our company Servers are locked and Data has been taken to our servers. This is serious.

fhatever who you are and what your title is if you're reading this it means the internal infrastructure of your company is fully or g
tdead, all your backups - virtual, physical - everything that we managed to reach - are completely removed. Moreover,
e have taken a great amount of your corporate data prior to encryption.

lell, for now let's keep all the tears and resentment to ourselves and try to build a constructive dialogue.
i’{;’.‘-f We're fully aware of what damage we caused by locking your internal sources. At the moment, you have to know:

< [1. Dealing with us you will save A LOT due to we are not interested in ruining your financially. We will study in depth your finance,
bank & income statements, your savings, investments etc. and present our reasonable demand to you. If you have an active cyber
let us know and we will guide you how to properly use it. Also, dragging out the negotiation process will lead to faling of a dea

2. Paying us you save your TIME, MONEY, EFFORTS and be back on track within 24 hours approximately.
Qur decryptor works properly on any files or systems,

o you will be able to check it by requesting a test decryprion service from the beginning of our conversation. If you decide to re
keep in mind that you can permanently lose access ta some files ar accidently carrupt them - in this case we won't be able 1o hd

3. The security report or the exclusive first-hand information that you will receive upon reaching an agreement is of a great value,
since NO full audit of your network will show you the vulnerabilities that we've managed to detect and used in order to get into,
identify backup solutions and upload your data.

| BlackField_ReadMe. txt
)—{ BlackFL
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dll, exe, sys, drv, efi, msi, Ink, BlackFL, ntldr,
ntuser.dat, bootsect.bak, ntuser.dat.log,
autorun.inf, thumbs.db, iconcache.db, bootfont.bin,
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1MB Encryption 1MB Encryption

QOriginal Chunk (-skip) Original Chunk (Custom)

1MB Encryption 1MB Encryption
H

Normal File P Encrypt Entire Data
ChaCha8

Qriginal Chunk (-skip) Original Chunk (Custom)

1MB Encryption 1MB Encryption

Full Mode Full Mode Split Mode Custom Mode

BlackField #H&90{= I AZolE fASHY| Qs HA 7| M CTHAE TIABICL Lt WM o5 Sof
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—

< 16MB | =2t -
16MB ~ 512MB B8 o535} 0x40000 (256KB)
512MB ~ 8GB B8 o535t 0x400000 (4MB)
8GB ~ 128GB 22 A5t 0x4000000 (64MB)
128GB ~ 2TB B8 o535} 0x40000000 (1GB)
> 2TB B8 o535} 0x400000000 (16GB)
H 3.Custom DE 2453} e

ojd 3700 ot B2 gostE sAdots e 2EXt=s ChZat 2k
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mdf, ndf, edb, mdb, accdb, db, db2, db3, sql, sqlite, sqlite3, sqlitedb, database, zip, rar, 7z, tar, whim, gz,
xld, xls, xlIsx, csv, bak, back, backup,

H 4.Custom ZE ML CHa stxx}
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loCs

Hash(SHA-256)

41c9cd08fff67539525aa413b9199beb6e0a4f1a8fc58610a183d77d179d3f282

9f66af5c1e09535d43de5713a3¢1d8130e12f8981d1066777f025cf24d963bdc

H 1 AlO|E
- Emsisoft (https://www.emsisoft.com/en/blog/44123/)
+ Vuincheck (https://www.vulncheck.com/blog/cve-2025-10035-fortra-go-anywhere-mft)

+ Trustwave (https://www.trustwave com/en-us/resources/blogs/spiderlabs-blog/scattered-lapsuss-
hunters-anatomy-of-a-federated-cybercriminal-brand/)

+ Cybersecuritynews (https://cybersecuritynews.com/breachforums-back-again)
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