Keep up with Ransomware
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New ransomware & group

Quicklock]Kazu | Cioherolf Benzona  Root [ ridentlocker]

New ransomware variant (orgin/variant)

HiddenTear [l ELIU Il MedusaLocker XYL Y-\ VNXN Dharma E23

a2l 2,20254 11 g AHML0] 28 sig

MEL 21™
1 ol & 6 7ol A Mol 250| SERCE 0] F QuickLock, Kazu, CipherWolf, Benzona,

TridentLocker = LAY |ZF AO|EE BRI JU2LE ¥ QuickLock 2t CipherWolf 2| ALO|E
H|ZtM3lEl 2402 Zo|=ICY,
Benzona Ransomware

Leak Server:

http://cpjhbé31xycwbyus2n3sddyhdzxhf75614rtwdttojzhzgppt3vpmsgd.onion

Victims List Info

Victims List

platinumone.in SUNNYGO.COM.TW sevci.org
Type: Ransomware / Exfiltration Type: Ransomware Type: Exfiltration
Data: 800gh Data: Data: 500gb
Ransom:$200.000 Ransom:$50.000 Leak Date:

Leak Date: check leak server Leak Date:
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PGP Fingerprint: 26B5 A79E B843 558@ 8DA6 3E18 C3AC 5567 9B59 C91E
Telegram: @kazu 21 | @kazu breach (Channel)
Signal : @kazu.517

Session: @54acad@9eb2c78674F3371bcO¥d24218bacff3326c3d259819hf6e78de3acBeba

Exploit : forum.exploit.in/profile/283546-kazu/

DF: darkforums.st/User-Kazu

PGP: http://6czlbd2jfiy6765fbnbnzuwugocg57ebvp3tbm3Skibd25kdgnmiiiqd.onion/pgp. txt

Recent Posts

[NEWI] Thailand’s Department of Agricultural Extension (DOAE) Breach - 5M

[Newl] Official website of the Chiapas State Health Secretanat Breach - 70k

[NEW1] Official Royal Thai Army Online Enlistment Portal

[NEWI] Vidal Health Insurance TPA Pvt Breach - 472 GB

[NEWI1] KUWAIT Ministry of Public Works (MPW) Breach - 12 TB

[NEWI] UAE - Society of Engineers Breach - 240 GB
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The Gentlemen's RaaS

We invite teams and individual pentesters to collaborate.

90% IN YOUR FAVOR

« The build is released for your Tox (with an email or other backup communication channel specified).
» You have complete control over the negotiation process with the target.
+ The service's minimal infrastructure (DLS + Tox) guarantees affiliate security and reduces the attack surface.

= We use a locker that has been tested in real cases, including by data recovery agencies.
« Decryption is im le without the private key, which is only available in the decryptor.
» Cross-platform: a single unlocker for Windows and Linux.
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Gentleman Ransomware
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README-GENTLEMEN txt - Windows 22
oIEFR BIE MY0) 27V ESFH)
7aae8fd9187c88dd0292cce1abd050e2 = YOUR ID

Gentlemen, your network is under our full control.
All your files are now encrypted and inaccessible.

1. Any modification of encrypted files will make recovery impossible.
2. Only our unique decryption key and software can restore your files.
Brute-force, RAM dumps, third-party recovery tools are useless.
It's a fundamental mathematical reality. Only we can decrypt your data.
3. Law enforcement, authorities, and “data recovery” companies will NOT help you.

4. Any attempt to restore systems, or refusal to negotiate, may lead to irreversible wipe of all data and your network.
5. We have exfiltrated all your confidential and business data (including NAS, clouds, etc).

6. We guarantee 100% file recovery to their original state, bit by bit.
To demonstrate the quality of our work, you can provide two sample files, and we will restore them free of charge.

TOX CONTACT - RECOVER YOUR FILES
Contact us (add via TOX ID): F8E24C7F5B12CD69C44C73F438F65E9BF560ADF35EBBDFI2CFIAIBE4079F8F04060FFI8D0OISE
Download Tox messenger: https://tox.chat/download.html

COOPERATE TO PREVENT DATA LEAK (48 HOURS BEFORE YOUR COMPANY DATA WILL BE PUBLISHED IN BLOG, WITH 239
Check our blog: http://tezwsseSczllksjb7cwp65Srvnk4oobmzti2znnd2i43bjdfd2prggkad.onion/

Download Tor browser: https://www.torproject.org/download/

Follow us on X: https://x.com/TheGentlemen25

Any other means of communication are fake and may be set up by third parties.
Only use the methods listed in this note or on the specified website.

They will enly waste your time, take your money, and block you from recovering your files — your business will be lost,

If you do not contact us, it will be published on our leak site and distributed to major hack forums and social networks,

- README-GENTLEMEN. txt
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Gentlemen HEYO{= Cifet Hd QIXE AE3 2=t SEE S Mo + AXE EAE0f
AN, SAXE=E SH DHUS| K|, Yot Z S HTY o+ UL olmi ABEl= ¢IXtet 7|52 Of
Hol ZLt.

g

QUL 49
--paasword Mol Ao st AE
--path EY 4= ¢zt
-T Aot AZF H CH7] AIZHE THl) XIE
--silent ool o|Fat SAHAE HASH| 11 L9t A
--system 2Z caolE At
--shares HE®3 E2to|E =3}
--full Z2Z cz2lo|eet HEY3A =2tole st
--fast o 3719 9% Y=t
--superfast oY 37|19 3% =3t
--ultrafast md 3719 1% L=t
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Gentlemen HHLYO= --path QUXE Sl L=t CHAES X|HBICL --path 7t X[™EEX] 42 L --
system, --shares, --full g{ol| 2t 2=t CHato| AFECE Olmf M 2AXt= SAlo| AHE™ =~ giCh --
system O| EMsiE|H ZZ C2io|lE MKE CHACRZ AT --shares 7} EASIE|H MY 4 U=
HEXI E2I0|HE U3eiCl --full 0 EME|H 2Z E2i0|EE dzetet F, 0[0A HESRIZ

CEl0|HE Yzofdict.

HEols A Al 24 wolier BHX| QI E QI 4F 7|52 =XE MAHSE HAY A S Windows
OMIE 21 A DE=MAE Z=st R OME =2aE X7[eet F|, Windows Defender 7|52
SE3I5CE 0|0 VSS(Volume Shadow Copy Service)E& H|ESt Ul HIO|[HE AfM|stH, mid
Aot 2A=E 0|R0|= HEAUO] A MU XM= X7t AHISICE Of2fl= At8El= HEO FE0|Ct.

vssadmin delete shadows /all /quiet

FXE HIR]

cmd /C "rd /s /g C:\$Recycle.Bin"

RDP Z21 AfH|

cmd /C "del /f /g %SystemRoot%\System32\LogFiles\RDP*\**"

Windows Defender 23| ¥ EfX| 3]

Powershell -Command "Set-MpPreference -DisableRealtimeMonitoring $true -Force"

Powershell -Command "Add-MpPreference -ExclusionPath C:\ -Force"

Powershell -Command "Add-MpPreference -ExclusionProcess C:\Users\User\Desktop\{filename}.exe -
Force"

ping 127.0.0.1 -n 3 > nul\r\ndel /f /g \""
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mvdesktopservice.exe, VeeamDeploymentSvc.exe, VeeamTransportSvc.exe, VeeamNFSSvc.exe,
EnterpriseClient.exe, DellSystemDetect.exe, avscc.exe, avagent.exe, sapstartsrv.exe, saposco.exe,
saphostexec.exe, CVODS.exe, cvfwd.exe, cvd.exe, CVMountd.exe, tv_x64.exe, tv_w32.exe,
pgAdmind.exe, TeamViewer.exe, TeamViewer_Service.exe, SAP.exe, QBCFMonitorService.exe,
pgAdmin3.exe, QBDBMgrN.exe, QBIDPService.exe, CagService.exe, vshapvss.exe, raw_agent_svc.exe,
cbinterface.exe, "Docker Desktop.exe", beserver.exe, pvisvr.exe, bengien.exe, benetns.exe, vxmon.exe,
bedbh.exe, lperiusService.exe, sqlceip.exe, xfssvccon.exe, wordpad.exe, winword.exe, visio.exe,
thunderbird.exe, thebat.exe, Iperius.exe, psql.exe, postgres.exe, tbirdconfig.exe, synctime.exe,
steam.exe, sqbcoreservice.exe, powerpnt.exe, cbVSCServicell.exe, postmaster.exe, mysqld.exe,
outlook.exe, oracle.exe, onenote.exe, ocssd.exe, ocomm.exe, ocautoupds.exe, SQLAGENT.exe,
sqlwriter.exe, notepad.exe, mydesktopservice.exe, mydesktopgos.exe, mspub.exe, msaccess.exe,
cbService.exe, sglbrowser.exe, w3wp.exe, sql.exe, isqlplussvc.exe, infopath.exe, firefox.exe, encsvc.exe,
Ssms.exe, DBeaver.exe, sqlservr.exe, dbsnmp.exe, dbeng50.exe, agntsvc.exe, vmcompute.exe,

vmwp.exe, vmms.exe

H 3. 3& g Z2M2

crSch2Sve, VSNAPVSS, MVarmor64, MVarmor, VeeamTransportSvc, VeeamDeploymentService,
VeeamNFSSvc, AcronisAgent, QBIDPService, QBDBMgrN, QBCFMonitorService, OracleServiceORCL,
MySQL, MSSQL, SAPHostExec, SAPHostControl, SAPD$, SAP$, postgresql, SAP, SAPService, GXFWD,
GxVsshWProv, GXMMM, GxCIMgr, MariaDB, GxCVD, GxCIMgrS, GxVss, GxBIr, BackupExecRPCService,
SQLAgent$SQLEXPRESS, BackupExecManagementService, BackupExecJobEngine,
MSSQL$SQLEXPRESS, BackupExecDiveciMediaService, BackupExecAgentBrowser, SQLWriter,
BackupExecAgentAccelerator, BackupExecVSSProvider, PDVFSService, SQLSERVERAGENT,
WSBExchange, MSExchange\$, MSExchange, sophos, msexchange, docker, MSSQLSERVER, MSSQL*
Sql, vss, backup, veeam, memtas, mepocs, vmms
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AppData, Boot, C:\Windows, SYSVOL, Tor Browser, Internet
Explorer, Google, Opera, Opera Software, Mozilla, Mozilla README-
Firefox, $Recycle.Bin, ProgramData, All Users, bootmgr, GENTLEMEN.txt, .exe, .dll, .sys, .drv, .bin,
system volume information, inte, msocache, perflogs, ntldr, .tmp, .iso, .img,
Program Files, Program Files (x86), #recycle, $windows.~Dbt,
ntuser.dat, NTUSER.DAT
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User Gentlemen
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A e e [T
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9% of the total size 3% of the total size 1% of the total size

Encrypt Entire Data
Normal File Narmal File Normal File
Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block
File Size < 1MB Fast Mode Superfast Mode Ultrafast Mode

oh °.:.*§§f Hel= T Z7|et U2 QIXtof w2t H2rXick. 3717t IMB Ofstel M2 QIXiet
A2H0| A CIo[Ef7 Y=StEILE IMB & XEniSh= Ol FR0l= Xt et oy 379 Yet
AT}, Fast REE IHY ﬂ7l9-l oF 9%, Superfast ZE= 2F 3%, Ultrafast ZE= 2F 1% 7tot
L=olSh= AOICE Aoyt ek, oY 37[L st ZEQF AG0] 2= OhYol o= nFE

HIEIC|O[E] 50| F7tElCt. of E=0= 7| S0 R SoH7|et diE oo HEE Yzt 2= FE
J2|0 HE R E AEEHY| I8t "GENTLEMEN" 07t &H MEEICt.
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4 ASR (Attack Surface Reduction): ZZXIJ} Al EX TZAM|AQ} AldH I3t TRNAE kotst= BS J|s
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Hash(SHA-256)

EC368AEOB4369B6EFODA244774995C819C63CFFB7FD2132379963B9C1640CCD2

62C2C24937D67FDEB43F2C9690AB10E8BBO0713AF46945048DBO9A94A465FFCBS
51BO9F246D6DA85631131FCD1FABFOA67937D4BDDE33625A44F7EEGA3A7BAEBD2
025FC0976C548FB5A880C83EA3EB21A5F23C5D53C4ES51E862BB893C11ADF712A
9F61FF4ADEBSAFCEDSB1ECDC8787A134C63BDEG32B18293FBFCO4A91749E3E454

3AB9575225E00A83A4AC2B534DA5A710BDCF6EB72884944C437B5FBESC5C9235

H 1 AO|E
« U.S. Department of the Treasury(https://home.treasury.gov/news/press-releases/sb0319#)

- BleepingComputer(https://www.bleepingcomputer.com/news/security/crowdstrike-catches-insider-
feeding-information-to-hackers/)

- BleepingComputer(https://www.bleepingcomputer.com/news/security/meet-shinysp1d3r-new-
ransomware-as-a-service-created-by-shinyhunters/)

- The Hacker News(https://thehackernews.com/2025/08/cybercrime-groups-shinyhunters.htmi#)
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