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> Partners Program \ Raa$ \ Partner Program

The A1Project team invites pentesters to cooperation.

The product was created for professionals and includes everything necessary for the successful implementation of access.

separate binary under the ESXI, the format of encrypted files the same for all systems.

the completion n f mployed files, work with balls and
ual machines, removal of b 5, a scan of a network with logged
vith each build.

f you have your own achievements for launching, we can provide shellcode.
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&5 Funksec T AUCTIONS & Stories 73 VP B Messange % Support English # SignUp  Logln
*

Welcome to Funkforum

Please adhere to the following guidelines: No pornography. No chit-chat. No discussions
involving children. No disrespectful behavior. Maintain professionalism. Stick to relevant
topics. Avoid personal or sensitive questions. Focus on providing value. Refrain from

unnecessary repetition. Be concise and clear. s

want to become VIP

iUl Today's Birthdays

¥ FunkBID

W

Html Editor
Polls
Bad
e ¥ ransom

L S

Blog
the ri vithout talk to much for all

Users stories
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Upcoming Auctions

get ready for this one

Punjab inmobiliariamaspormenos.co § fiberskynet.net
m

HIGHEST BID TOTAL BIDS START TIME HIGHEST BID TOTAL BIDS START TIME
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Bid Now Bid Now

Bid Now
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FUNKSEC 2.0

will be become after one month , RaaS panel in devloping will come after 3 months , have chat and servers to upload files and remote control
“shell” , will have courses to how attack with ransomware and advanced methods to crack and exploit CVEs and phishing teqniques etc, the price
will be 5k dollars in month , funksec 2.0 anti detection x5 better then the 1.5, it will be advnaced in encrypt without stop or sleep , he will be

advanced to scan network and exploit ports auto , wallpaper will change to other style , ransom note will be have lot details and exploit And

deceive the mind Psychologically , the ransomware will be available for who pay the full amount and just for premium hackers , if you researcher
just forget to analyst it , becouse first one you can’'t and he will be hide avaiggble just for who pay , thanks for read
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fn encrypt data(data: &[u8]) -> Vec<u8> {
let mut rng = OsRng;
let bits = 20438;
let private key = RsaPrivateKey::new (&mut rng, bits).expect("Failed to generate a key"):
let public_key = RsaPublicKey::from(&private key);

let aes_key = [0u8; 32]; // 256-bit key
let cipher = Aes256::new(&aes_key.into());

let mut buffer = data.to_vec();
cipher.encrypt (&mut buffer);

let encrypted_data = public_key.encrypt (&mut rng, PaddingScheme::new_pkcslvl5_encrypt(), &buffer).expect("Failed to encrypt"):;
encrypted_data

a2l 10. 27l ransomware.rs 2ATFC AH

0

1 2 X0|= Funksec 50| At2st= HMAOQ!I FunkLocker v1.5 o 5 ME0| Z7HSHCE XtAIS9|

Ctag RZF AIO|EO| uiAl m=z 20| 0|EQ! Avast Premium Q2 MES ZJiMCH, 1 oz JHg
CHA 2 HO0|= Rust 7|dto] iﬁiE(ransomware.rs) S0| Z7HE[7|= Lt CHtRE= Funksec 182
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Funksec Ransomware
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‘ﬁ Encrypted

File
RtiGenRandom ‘
Argon2 Hashed [laNarv] ChaCha20
Value Key
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ChaCha20-Poly1305 Windows
aod oras =14 Defenclier H?ggi}

[ Argon2 ¥ HChacha20 ¢12|&C 2 7|2 M5l ChaCha20-Poly130522 I &3}

| README-2NLRRYECON.md - Windows 0 27
Ter HEE MHO0) =27V SSHH)

[# ® FUNKLOCKER DETECTED &
&+ **Congratulations** %+ Your organization, device has been successfully infiltrated by funksec ransomware!

[F# @ **Stop**

- Do NOT attempt to tamper with files or systems.

- Do NOT contact law enforcement or seek third-party intervention.
- Do NOT attempt to trace funksec's activities.

B# 2 “*What happened**

- Nothing, just you lost your data te ransomware and can't restore it without a decryptor.
- We stole all your data.

- No anti-virus will restore it; this is an advanced ransomware.

[## %@ **Ransom Details**
- Decryptor file fee: **0.1 BTC**
- Bitcoin wallet address: "belgrghntéegdsxtOgmlcagOweavgbpmim82vtxfeq’
- Payment instructions:
1. Buy 0.1 bitcoin.
2. Install session fram: https;//getsession.org/

3. Contact us with this ID to receive the decryptor: 0538d726ae3cc264¢1bd8eb6cbcbfa3b6a3dfc589567944170001 ebfdbeadefbld

README-[a-zA-Z0-9]{10}.md

12! 11. Funksec 49l0] 72

EQST insight | 13



Funksec 2iM$lo] =k

Execution
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PowerShell @80{= Of2et ZLCt.

PowerShell Start-Process -FilePath "{file_path}" -Verb RunAs -ArgumentList "{argv}"

E 1. #9I0f AY Bof

x| CHAM 2HAO| 7hAF SHAQIX| H|3BICE Windows OIA ZZAMA S22
EO|A 71AF SHAD HEE DTZMAZ SOISICE
EFX|SIC2tE “VM detected, aborting.” BF @3 TE2OEQ| E3HE &
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vmware, vboxservice, gemu, hyperv
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ot SIERGE EZMA B MH|A 253 0|80, tiy 2E0M Z2MA MH|AS

SOIEl Z2M|IA 3 MH|A SE2 of2f Het ZTt

dH=Z S=AZICH

TE2AMIA AH|2

system32.exe, chrome.exe, firefox.exe,
explorer.exe, outlook.exe, spotify.exe, vic.exe,
Skype.exe, Teams.exe Discord.exe Java.exe

Excel.exe, Powerpnt.exe, cmd.exe,

photoshopt.exe, itunes.exe

Python.exe, Node.exe, Javaw.exe, Winword.exe,

PowerShell.exe, notepad++.exe, gimp-2.10.exe,

WinDefend, wuauseryv, bits, Spooler, DockApp,
MpsSvc, XblGameSave, DiagTrack, SysMain,
Ifsvc, seclogon, wscsvc, trkwks,
RemoteRegistry, netprofm, Netsh,
twinapi.appcore, TimeBrokerSvc, RasMan, sshd,
LanmanWorkstatio, CryptSvc, EventLog
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192.168.1.2~21 4444
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schtasks /create /tn funksec /tr "{path}" /sc onstart

H 5. 0 Ad|E2 SE H™o
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Mo oM M7} EFX|Z|AHLE 7|2E[X] QA
Windows Defender 2| ZIA| & O[MIE 21 7|5

DOE ATZEE 23t 2E PowerShell HH0]

HEof A4
powershell -Command Set-MpPreference -DisableRealtimeMonitoring Windows Defender
$true AAIZE HE H g%t
. . ‘ HOt OMIE 21
powershell -Command wevtutil sl Security /e:false e
S8 D=0 OHE 23
powershell -Command wevtutil sl Application /e:false e
Hlgt-dst
powershell -Command Set-ExecutionPolicy Bypass -Scope Process - PowerShell A&l X4
Force HE
H 6.PowerShell H&#0]
22t¢l O|0|X| 37 AHRLIE[O| AP0 H=E%H O|0|X|E CH2EE 2, HiERIHE WA 2 E 7|&Ee=
ofiE O|O|X| CH2ZE«= O Ol =7hs3dHH, O|0|X|7t C2ZEE &[X| oM BXo| o2 235 =5
HHEfSIH HAR HUHEICL

hello nigger

your files all encrypted by funklocker
follow readme to decrypt

12l 13. Funksec #HM9)|0] HIEFSHH
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O|=0l= st=ZEE UH-ES oixf dgello 2 = fIX|of MLt U Es 0302 HEHO|H

~ README-2NLRRyFCON.md - Windows 0 2%
IFgF H8E ANO) 220V EsZH)

# & FUNKLOCKER DETECTED &
%+ **Congratulations** % Your organization, device has been successfully infiltrated by funksec ransomware!

@ **Stop*™

- Do NOT attempt to tamper with files or systems.

- Do NOT contact law enforcement or seek third-party intervention.
- Do NOT attempt to trace funksec's activities.

## 8 **What happened**

- Nothing, just you lost your data to ransomware and can't restore it without a decryptor.
- We stole all your data.

- No anti-virus will restore it; this is an advanced ransomware.

## & **Ransom Details**
- Decryptor file fee: **0.1 BTC**
- Bitcoin wallet address: 'bc1grghnt6eqdsxtOgmlcagOwcavgbpmfm82vtxfeq”
- Payment instructions:
1. Buy 0.1 bitcoin.
2. Install session from: https://getsession.org/
3. Contact us with this ID to receive the decryptor: 0538d726ae3cc264c1bdB8eb6cbcbfa366a3dfc589567944170001e6fdbeadefb3d

## &2 **How to buy bitcoin**
- Go to [Coinbase](https://www.coinbase.com/) or any similar website like [Blockchain](https://www.blockchain.com/), use your credit

## 8 **Who we are**
- We are an advanced group selling government access, breaching databases, and destroying websites and devices.

#4# 3 **Websites to visit**

- funkiydk7c6j3vvck5zk2giml2u746faSirwalw2kjem6tvofji7rwid.onion

- funkngnd4slwmgwgnewneébintbooauwkaupikdyrligtycew3ergraid.onion
- funkxxkovrk7ctnggbjnthdajavdggex53kém2x3esjwlixrkb3giztid.onion

&3 *Start dancing, 'cause the funk's got you now!* i3

Sincerely,

Funksec cybercrime

12! 14. Funksec #HMLE
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4 DF3CHR (Markdown): S4EXiLt EfOE 0|83l AAlo] A= EME FME =

EQST insight | 17



oM BE ol ELtn B F|, A E2I0|ERE Z EE2l0|ENK| BE 2els] HEE EE0|HE Yz
ojd olE THoiCt SIEITE fost CHY =X it EM B2 7|EC=2 £F ECe 1 oo
A= DT ADSIE TIMSICE Lot tiy 2Rt SCE2 Ofa TeF ZT.

txt, csv, docx, xIsx, pdf, json, xml, sq|l, log, html, css, js, php, py, java, ¢, cpp, sh, bat, ini, yaml, md, rtf, ts,
jsx, tsx, pptx, odt, ods, odpm, msg, eml, apk, ipa, exe, dll, dmg, iso, vmdk, vhd, tgz, 7z, zip, tar, rar, bak,
db, mdb, sqlite, hdf5, parquet, avro, log, etl, pfx, cer, pem, csr, key, pgp, kdbx, gpg, tar.gz, xz, dbf, bak, tiff,
raw, ai, psd, indd, eps, svg, dwg, dxf, fla, flv, mov, mp4, avi, mkv, mp3, wav, flac, aac, ogg, wma, webm,
m3u, cue, midi, ps, tex, bib, chm, epub, azw3, fb2, djvu, opf, xps, jar, war, ear, pdb, msi, deb, rpm, apk,
vcs, git, svn, nfs, cue, bin, bkp, Ist, dat, csv, json, png

H 7. 20} Cfd 2Rt

Program Files, Program Files (x86), Windows, AppData,
ProgramData, Users

E 8. =3 iy EME

o A== ChaCha20-Poly1305 Z1Z|ES A
RSA ¢iZ|ECzE 7|E HEZSt= Rust 2AIE ot -cT'>-7H%'17[|‘:'P

, oY AATFCE Aot Bt
EXfot=s TN B =22 HAE WS AATEZ FFYEICL YO0 MIE HIRHS 2 medotrt
MEHASHA| MMEl 24Bytes =2 ASTI0| AT ChaCha20-Poly1305 7|2 MAsict 7| MAol=
SiAl Z12|EQ! Argon2 9 HChaCha20 212|ES AM8SIH, 22| moict et 7|15 Mos o

HHIE 0*2*}5._*& fzol= ¥E OOIHE 128 Bytes HHPIZ Ao, EHSH 32Bytes 37|29
HIOIHE =7t2 ddd f=stEl HOIEeE oM MEeltt. AtMgh e=st abg2 okl aglat Ztt.

|:|l'LI

Password

(24Bytes) Argon2 HchaChaz2o
g S e aCha ChafellaZU

I
i Random Key (24Bytes)
i Dummy Data (32Bytes)
I
I
I
I

Y ot
ChaCha20-Poly1305
Dummy Data (32Bytes)
HE oY U5l oY

12! 15, Funksec &3} HiAl
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Funksec 2HM<%l|0] ci2ulot

Execution

ASR 3 RUSHE BH o4 e et

2|
Anti-Virus 2835t0] 2|4 A2 oY ZHa|

Persistence

T1059

Lyt ALt Y AFEE £ A HF L Privilege Escalati
Applocker = WDAC 283 2ol A7|&2] 4¥ A3t | |4 Ll SIS
Defense Evasion ASR 713 8H43HE B8 o4 Wl A
A AER| HY ﬂ a0 2 28 ’
EDR &84 8ot Wl Atk (e Discovery
Lateral Movement EDR &2.418 S o4 ¥9l Atet
SAE WEHE S B BN Y Impact
=
EIEJE] | ASR M E4siE S8t oty we) o
Higis  ClolE By

16. Funksec 2HA9j|of cHS4tot

Funksec #eol= 24d Ao 7|2 LHE BHO|LL PowerShell BHOE FE ALETICE 0|E SdHA
ot 4&52 AEot7L, HHEUE FHY AAZ2o| Z2[xt HPCE SFICH ASR® A2l EM3E
SoHA O2{gh HIFAMEQ T2NAE XILHH obd HRAE A 4 QUCH ot &Y A E2 FR 2
HotE HSHsHFHLE AppLocker®2t WDAC’E &8dl & AAE27t XI™E = 2o M¥E= AS
Kok =~ QUCt

St PowerShell HEHO{E AF23|A Windows Defender O A7 HS 7|58 H|ZM3$E k1 Windows

CC

OMIE 27 7|5 ot HIEHSIE AliCt O2{3t Z2, OHIE 25 Zsto| A= ALBAE 2P £
UEE AHO| BFsl| FHLE O[HIE 25 HA KMFA0 Bz M EES £ ALK 3 20| EDR®
EENE Sl SHRIL A%tz EF E2MAE XIHl ofd AeIE 22 & UL

HEOE LHE WEIo| HmSH| 2/sHA Windows 2| HESRIZ 2t API 21 Winsock £ %%3H LHE
HEXZ tigol HutE Aottt StEIGE HESRID Aozt 4444 ZES SoiM HESR
M/ HIE Ash| W20 SAE YolHE S 5 ZEE Xt =Rt SiE Ao =

ACE.

5 ASR (Attack Surface Reduction): ZZXI7} AFRSH= EX T2 M|AQ} Ald Jhs3t TEMNAEZ kIl ES J|s

rr

6 ppLocker Windows 2FHF0lA EY T20g Mash & Ql= ZEL AFEX} S2 KT, ddY £+ e T2THS AN Mok &

7 WDAC(Windows Defender Application Control): AFXt7H Aligh o~ Q= T2IM0|L} ZEE HotsteE MEsH, MB=X k2
T2IH0|Lt ATZE 59| HHS X[tz 2Ot 7|&

8 EDR (Endpoint Detection and Response): ZRFE{2t ZHIY M S HUT[0llA LMst= obd MRS MAZICE UX(stn 24 3l tiSst0]

s st ot a2M
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l—" Indicator Of Compromise q

Funksec (SHA-256)

7e223a685d5324491bcacf3127869f9f3ec5d5100c5e7cb5af45a227e6ab4603
c233aec7917cf34294c19dd60ff79abe0fac5ed6f0cb57af98013c08201a7alc
89b9f7499d59d0d308f5ad02cd6fddd55b368190c37f6c5413c4cfcd343eeff3
5226ea8e0f516565ba825a1bbed10020982c16414750237068b602c5b4acbabd
504984fe49af411cd50fdfedb8ff114ed206c4b82a68fe21e7a215cbb53a91c2

File Name

ransomware.rs
dev.exe
setup-avast-premium-x64.exe

setup-x64.exe
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- BleepingComputer 34 ZH|0|X| (https://www.bleepingcomputer.com/news/security/babuk-locker-is-
the-first-new-enterprise-ransomware-of-2021)

« The Hacker News (https://thehackernews.com/2025/01/experts-find-shared-codebase-linking.html)

- SecurityWeek (https://www.securityweek.com/compromised-aws-keys-abused-in-codefinger-
ransomware-attacks/)

- Halcyon Research (https://www.halcyon.ai/blog/abusing-aws-native-services-ransomware-encrypting-
s3-buckets-with-sse-c)

- KELA E23 (https://www.kelacyber.com/blog/is-gdlockersec-really-targeting-aws/)
. BHot mA (https://www.boannews.com/media/view.asp?idx=135368&direct=mobile)

« Group IB 223 (https://www.group-ib.com/blog/cat-s-out-of-the-bag-lynx-ransomware/)
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