Keep up with Ransomware
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New ransomware & group

04PT[Bravox [ TheGreenslood] Vect] MonoLock]Fetchen [Datakeeper]Orion

New ransomware variant (orgin/variant)

m.lab .decrypt [NELIEEINIEE .happy11 .icanfix .purple
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2026 d 1 Holl= Al N OF 8 7H7F SEMUCE 0] & O0APT, BravoX, TheGreenBlood, Vect,
Fletchen, DataKeeper, Orion 2 CI3Y RE AO|EE ERStL oLt o Vect 2| Ct3Y |E
AIO|E= Hgd3tEl MEfE 2QIEICH

BravoX Team

No attacks against CIS countries — our roots do not burn where we grew up.

Promises are unbreakable — if a word is given, it will be kept.

Every target receives proof — we do not trade in air.

We provide a chance to recover — after payment everything is returned.

Negotiations are in total shadow — not a word outside, not a single byte to the net.

Honesty inside — armor outside — we are transparent with each other and known for our reputation.
No violence — no threats, no blood. Our tool is information.

We do not play politics — elections, nations, religions are beyond our hands.

Personal gain is out of bounds — no one enriches themselves around the team.

Exit is possible — those who wish to leave the shadow depart in peace. Anonymously. Forever.

Want to join our team?

12! 3,BravoX 118°| Raas? T2

2 RaaS (Ransomware-as-a-Service): HHEYHE MH|A HEIE MSHAM F7LE 2A HEYAHE 251 SHY & J=Eohe H|=ILADY
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About

Login

This page about program was named "Data Keeper". This program cryptes data when it
launched on MS Windows operations systems.

Register

Features

1. Free for download and use: distributed as RaaS (Ransom as a Service).
2. Used CrystalPartnership technology.
3. Custemizable victim's payment amount in BTC.
4. Each executable file will be created with unique compilation's token and unique RSA-4096 key
pair.
5. Sample decryption service for each victim: 3 files less than 1MB will be decrypted.
6. Possibility of attaching your file to output executable.
7. Protected & cbfuscated source code and compiled modules.
8. Without using command server: only TOR hidden service link generated when data encrypted.
9. High performance: encrypting random first 400-1200 MB for large files.
10. Main module sleeps in memory 3-60 seconds before starts.
11. Multithread encrypting.
12. Optional: running with administrative rights. If it happened then restore system peints will be
removed.
13. Optional: encrypt all network shared resources in all subnet's computers.
14. Optional: executing itself on remote computers with stored and customized credentials.
15. Additional: Mutant Generator - client tool for hiding from antiviruses.

32! 4. DataKeeper 1E2| RaaS &2

2026 9 1 & MS =QlEl DataKeeper 1F2 RaaS AHEA 2Z 20N 7|Ent XPESHE 2 HAt
NAEIS LHMIRD QUCE YHPHQl RaaS M X ISRt XIE20| YA X|Le=z2 RUE F
RIX7E ABAL RS AIZ HiESHE WAlo| @ot Fit X|HO|LE O|XIg & EX7t Lidg o~ Uct gHH
DataKeeper = LISHX} X|E CHAOIM 2FXtt AHGAL XZACE 20| Xt 2LEO HiREl= Fit
TXE B ASAZE 2GRt Fot HXtof| 2| ESHK| b= 2 RRS XL

3 CIS(Commonwealth of Independent States): 7 A 2752 FAOZ FMEl X[ HoH|

+ Exploit: 2Alo} 812 EHOR, #lord U 27| HE H2 Mt 50| Hefsls 2
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GLOBAL - RaaS 2025

Welcome to G \L, the next-gene tform. After months of development, we are proud to introduce a robust, efficient, and highly customizable

solution designed to redefine the Raas land e
Well-known
member . . 5 :
We are now open for collaboration with rienced partners worldwide.

Partnership Model

Default Revenue Sh r fav ject to n tigtion).

Direct-to-Wallet Payment aym gc directly to your wallet. You forward our share afterward.
Mo upfront fees or deposits equned (currently)

### LOCKERS

HEHHE v

Language: C++

Buil e: ~
Propagation Features:

ines via services.

- more efficient and stable.
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File Encrypted
File

Curve25519 suasi2  Encryption
Shared Secret Key

Curve25519

Global
Public Key

* TS} UbAL 1,
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Your network has been breached. Data has been encrypted and stolen.
All systems reachable within your environment - servers, workstations, virtual machines, and network attached stora
Encryption was performed using secure cryptographic methods. Restoration without our assistance is not passible.
Attempls Lo recover data independently or with third-party tools may result in permanent data loss.
--- RESOLUTION --—-
We can provide:
A decryption tool
- Clear recovery instructions
- Report of how the attack was performed
- Deletion of stolen data
- No further attacks on your company
This offer is time limited.
- VERIFICATION -—
Upon request, we will decrypt a few non-critical files to

demonstiate our capability.

—- NON-COMPLIANCE -

W 3 [
A2 otof [

README.gzEQi.txt

.gzEQi

C/C+H+
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QIx} a4
-log 20 =8
-keep X7t AP H|g-d=t
-skip-net 2 C[A30 Az}
-skip-local HEYIAD oAzt
-code {32bytes key} dEgo Aol Eeot HEHS
-sub {subnet} HEEXZ &4=3} Chat HIEXZ the
-p {password} LEY3 239! H|UHS
-u {username} HERZ 2121 0|
-time {HH:MM} Xt AR Ch7| = A
-delay {ss} X st AZtSe Ci7| = Ad
-threads {int} Lo} AfE 4+~ HH
-path {path} £3d 20 o=
-host {ip_addr} EX SAE Q53
-ldap HEH= ®Mot &53}
-detached o] THAH M}
H 1. #igdello] MHlxt
Global #&{0{e] QIX= Mamona &0 CHEE SSICH XHO[FO| AUCHH Mamona HEO|M=

HER3 ‘&%% fISiA NTLM® SHAIE TEY o A3IE -H QUXIt Global A= AMKIZACE.
ot HESRIR Hor 2detE 22 -Idap 20Xt HIEXZ Hof tidE XIFst7| #Igh -host 21X, TIHAA
=] 7|52 HIgdsst?| fIgt -detached QUXEZE €Al F=7HHCE.

Global MU= HH Al B35 HAS X527 s Global\Fxo16jmdgujsd37 =XIES ALEdH

QElAS £ MASICH i REA SXIES Mamona MO REAS MAY ©f At EXigint

0|2 Global HHEYH= Mamona HEYHLY St draloz =3 wiX|et 24 YiE s A4S

7180|Lt 2XE AHSiC FX|S0| A= HIOIEIE 2F MASHH, A|IA”S RE OHIE 25 AK[SHCL
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B olLZE, 2F

1

mjo
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cmd.exe /c vssadmin delete shadows /all /quiet

Ol Rl o AoE Pl EF MH|AL Z2NAE FEI) Olnff E= a2 Mamona HT

|1 o
CHH| B2 Ciyo| FoMRen, &Ml S52 of2ff ®ob Zrt

MH|A TEZNA

WinDefend, SecurityHealthService, wscsvc, Sense,
WdNisSvc, WdNisDrv, WdFilter, WdBoot, wdnisdry,
wdfilter, wdboot, mpssvc, mpsdrv, BFE, MsMpSvc,

MsMpEng.exe, NisSrv.exe,
SecurityHealthService.exe, smartscreen.exe,
SecHealthUl.exe, MpCmdRun.exe, MSASCui.exe,

SepMasterService, wscsvc, SgrmBroker,
MpUXSrv.exe, SgrmBroker.exe, MsSense.exe,

SgrmAgent, EventLog,
SepMasterService, MBAMService, MSSQLSERVER,
SQLSERVERAGENT, SQLBrowser,
MSSQL$SQLEXPRESS, SQLAgent$SQLEXPRESS,
OracleServiceXE, OracleXETNSListener,
OracleJobSchedulerXE, MySQL, MySQL80,
PostgreSQL

SenselR.exe, SenseCE.exe,
SenseSampleUploader.exe, SenseNdr.exe,
SenseCncProxy.exe, sqlservr.exe, sqlbrowser.exe,
oracle.exe, tnslsnr.exe, mysqld.exe, postgres.exe,
pg_ctl.exe, mongodb.exe, mongod.exe

H2 Z= & MHA 3 TEMA

Y=ot A™2 A QIxto w2l FREICE -skip-local € AIESHH HEQIZ 37 ECTH A=3si,
skip-net 2 AEoH 2Z C|A3T Aootoltf, ot -path AXIE A[YotH EF CAEEZ[Q O 5t9
=]

—_
It izt Cids &3

ClER|9t A0 otsste 43 NS MESH Slols 2 CIHERIS A3(510IA, TIUO|
oflel =0l sliEst=Xl {FE =fRIIT). Global HE2 o2 =X} ==0] .bin O FItel AS H|QlsHH
QstH AP o 2k

Windows, Program Files, Program Files (x86),
AppData, ProgramData, All Users, NETLOGON, PrintMe22.pdf, .exe, .dll, .msi, .sys, .ini, .ink, .bin
SYSVOL

& 3. 2=3t o2 cHd

Global #Mdflols 22 A|ARED o2t HERID SE=L HObEL) iy 7152 -ldap AXIE
X P 2M3tE|H, -host 2 MOt CHAS EN SAEZ HBSHAHLE -sub 2 EY MEYl Y HAZ

L
g 4 U,

Jiot
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AEE 2= )\I*é! *EE &etCh of= 2t A|AHIO| Chdl -u IXte| AHlFHD

= =]
7ts IR E &felsta, 21B0| d&h A|A-0| A E TotelLt.

BHH Mamona HWef0= HOr IHOM IPC$® E Sl LIE/R HES Alzetct ojmf -u, -H, -p
QIXIE Sdif 22t 273921 ofo|r|, QIEE NTLM 3lA|, 23921 HZHSE AUH LX|ot -H 2 A U=
Mot AR NTLM SiA| 7|8 Q152 A#SHX| @b=Ct LAl -u o -p ZACE Z0S A|E5}HH,
FL0| Jtstt 22 Exol #ol dot glo] diY HESZ 37 A W MUS A=est= AR
SEBiC}
sprintf s @(Name, @x104u, L"\\\\%s\\admin$", WideCharstr);
GetModuleFileNamelW (@, Filename, @x184u);
sprintf s @(NewFileName, @x104u, L"%s\\Temp\\cleanup.exe", Name);
NetResource.dwType = 1;
NetResource decope = 0;
memset(&NetResource.dwDisplayType, @, 12);
NetResource. 1pComment = 0;
NetResource.lpProvider = 8;
NetResource. lpRemoteName = lName;
if ( byte_4390C4 )
_printf _p("[+] Connecting to share: %ws\n", Name);
v6 = WNetAddConnection2W(&NetResource, lpPassword, lpUserillame, @);
if ( vo
{
if ( byte_43908C4 )
_printf p("[!] Failed to connect to share: %ws (Error: %d)\n", Name, vo);
return 0;

—-—

a3 9. Mo Mo 5 A

7 LDAP: HIERIZ HoilM ALEXL 2F, FH|, ¢

0l
oxt

H 59| H|o|EE XAt X3 JHssH| ot TEES
8 AD (Active Directory): LDAP 7|2tS] windows £%} CIZIEE| AAHOZ AIAIRt ZHEEE AHHOZ Az| Jts

° IPC$: HER/ZE S¢ll CIE AREO| HZo & o, 25

1

mjo

2517| 9I8t Hoig 2% =
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HAE AARIS] AA| CIHER|0| HEYAHE cleanup.exe TMIUTOE At F|, MH|A S8 E= Y
27|52 S8 SAoz HAOITt Iot S HESRZ oA Topot gie AlZElE s 27| fld #4
DAENME A Al -skip-net QIAHE FItoiCt, 2t A FH2 of2f Et ZTH.

217 SAE MHIA MM

sc \\{host_ip} create Radio_[0-9]{32} binPath= "%%windir% %\Temp\\cleanup.exe -skip-net" start=
demand

ae) AslE2 Atf M

schtasks /create /s {host_ip} /u {username} /p {password} /tn "CoolTask" /tr
"% %windir% %\Temp\cleanup.exe -skip-net" /sc once /st 00:00

MH|A e

sc \\{host_ip} start Radio_[0-9]{32}

ae) AdER A MY

schtasks /run /s {host_ip} /u {username} /p {password} /tn

3ol AslEE a2 Al

schtasks /delete /s {host_ip} /u {username} /p {password} /tn

User Global

Curve-25519 " X Curve-25519
urve Public key B Public key E —ETE————
Y

Private Key A

Ve |
Curve-25519 | Curve-25519
|
Encyption ‘ SHAS512 [ Shared secret Shared secret | SHAS12 | Encyption ‘
8 key | C F Tl key a
HC-128 HC-128

T2 10. &3} 7| AN A

o=

—_—

1Rk JHOIF|(A)Z MAMTBICE 0| SteAYE ZAXte

& d|2o|2t Curve25519
A

Global #y%ol= T A=t QIH THADHC
S7M7[(B)2F Curve-25519 ¢itts s S|/ H|Z(C)2 UELL Ol I
u]

=) =
L2[E0N 2H0| ZIKte| JHelF |t AThEe| ZIWF|TeE SUSHA AlLtEl= 242 2l0

1

SHCH

—_
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HZI(E)2 AlLtet 2h(F)2t S5

|2Ue HiE ABEIX| D SHA-512 ¥m2|Ees
C-128 ¥m2|ZoE Iy

ettt SAXE 0] SIHFI(E)=E AtLlo

Alo |
le WAloZ SHAIS MEH TS MNEoRM Y T Bt

SHAE|

= oo
YZotE FAHTIC) 2ot HEE

37M71(B)=  Aldfet ZH(C)2,

SAXel JHel7|(D)et  mBiXte

[0l A 52E{ 32 HIO|EE 7|2 0|83}
|H mel 2ol mshxiel 37H7I(E)E

7 HIZES CHA ALY £ o,

Full Encryption

1MB Encryption

N% Encryption

(Maximum 70MB)

Normal Data
Normal Data
{size} < 1MB 1MB < {size} < 5MB 5MB < {size}
a2 1. oY bt WAl(1)
o oot HA2 Mamona MLt SLSH| F 71X et ZEZ FRECHL A HEf HA2
37|17t 2 Dje| ER UREE R0 Aoost= WAIOICEH IMB Ofste| M2 MA| tE TS,
5MB O[s}9| MU XS 1MB DHEDH ASSISCH 5MB ECH 2 I ZEX7F X[™eh HE0HE mr9|
XN HES ASsISH=n| 1 37|7} At 70MB 2 F8t=|o] QUCH.
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Full Encryption

10% of the total size

Normal Data

L
1 n
. 4KB Encryption :

Normal Data

L
| .
. 4KB Encryption :

Noi

H  4KBEnayption |
Normal Data :

L
______________ =

H  4KB Encryption !
1
1

Normal Data

4KB Encryption

Normal Data

{size} < 64KB
I_ 1 1/6 of the total size
|_ 1 10MB chunk
5wl wale iele] o
5MB Olste] THUS FH
728 Liwof 2t 7zt
i olict.

64KB < {size} < 5MB

oF
=]

5MB < {size} < 20MB

tot

=3 B4 (2)

20MB < {size}

YAI0|Ct. 64Bytes O[ste| mU2 TA| H=otE SHH,

2folgitt. 20MB Ofstel mE2 TA| 279 1/6 UF

20MB HrCt 2 mMA2 10MB Ot X2 4KB £
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!''! YOUR NETWORK HAS BEEN COMPROMISED BY GLOBAL GROUP !!!

All important files are now inaccessible.

»>>> WHAT HAPPENED? <<<

“||‘||-C1' org/ |
ed link

4. Follow instruct

You may submit one small file

»»» FAILURE TO ENGAGE WITHIN 7 DAYS RESULTS IN: <<<

xccnmgtsm2id.onion

README.gzEQi.txt FOR DETAILED INSTRUCTIONS
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SE oY gzet 2 Flols fPAHE AME2Z ARSiCt olm AL8El= FF0E Oof2fiet ZLt.

a0l X7t AfH| FHEo

cmd.exe /C ping 127.0.0.7 -n 3 > Nul & Del /T /g \"%s\

EQST insight | 16



Ao CHSLet

MITRE
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Execution asr 7% 24312 £3 oty 39| Aot
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MITRE
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DISCOVGI'y ;B 7| BHX] &5 AES ST A4d el KT l

MITRE

ATT&CK I
Defense ..o xs o se no T1562.001 T1222

=
- =

Evasion
|
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0 2FA (2-factor Authentication): ID/PW QIZ 2|0 BCHFSHt OTP S8 &8%t &7t 0I5 fLIOZ QIFsH= HiAl
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ofet g7l =7| HF Sl HIEY HRAE LHS| ME, ACSH| 2loh EDR =iah A4 2o mHX] HEO|
ZRoit. ol=3] Y SAE2 B HERID F#0IL 2f MEFa, 2uatel ixo| F7(He=z Zi
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" ASR (Attack Surface Reduction): 27} AF28H= EX T2 AQL M JHs3t TRMAS KICISH= ES J|s
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loCs

Hash(SHA-256)

f6f7a37b49310287a253dbdf81e22f0593f44111215ca9308e46d2c68516196f

B &1 AIE

« Resecurity (https://www.resecurity.com/blog/article/doomsday-for-cybercriminals-data-breach-of-
major-dark-web-foru)

« The Record (https://therecord.media/notorious-russia-based-ramp-forum-seized)
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