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.env (Oh-no...) Chat dump

It is not good...

sbin:/sbin/nologin
/var/adm: /sbin/nologin
1p:x:4:7:1p:/var/spool/lpd:/sbin/nologin
in/sync
hutdown:/sbin:/sbin/shutdown
sbin:/sbin/halt
mail:/var/spool/mail:/sbin/nologin

operator:x:11:@:operator:/root:/sbin/nologin
games:x:12:180:games:/usr/games:/shin/nologin
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We give the “project” RansomBay in good hands! Conditions, Tier 1 countries income from 150.000.0008$.

Already today you can create a name for yourself from scratch, you can become part of our cartel, if you can fulfill the conditions then immediately write
to me!

RansomBay - Client, Blog, FS pages,
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RSA Public Key ‘
ChaCha8 Key RSA-4096 Encrypted
Key
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1| readme bxt - Windows 025
e BIE MY0) BV E8TH)
Hello!
Your files have been stolen from your network and encrypted with a strong algorithm. We work for money and are no
--- Our communication process:
1. You contact us.
2. We send you a list of files that were stolen.
3. We decrypt 1 file to confirm that our decryptor works.
4. We agree on the amount, which must be paid using BTC.
5. We delete your files, we give you a decryptor.
6. We give you a detailed report on how we compromised your company, and recommendations on how to

--- Client area (use this site to contact us):

Link for Tor Browser: http://3pktcrcbmssvrnwe5skburdwe2h3veibdnn5kbjqihsgbeubseb7ryqd.onion
>>> Use this ID: 81F2B1C14220E50881F2B1C14220E508 to begin the recovery process.

* In order to access the site, you will need Tor Browser,
you can download it from this link: https://www.torproject.org/

--- Additional contacts:

Support Tox: 1C054B722BCBF41A918EF3C485712742088F5C3E81B2FDDI1ADEAGBASSF4AB56D90A65E99D20

readme.txt

.dragonforce_encrypted

C/C++
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filename A= et o] mAUH
H 2.DragonForce M9flo] MXZt
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MsMpEng.exe, sql.exe, oracle.exe, ocssd.exe, dbsnmp.exe, synctime.exe, agntsvc.exe,isqlplussvc.exe,
xfssvccon.exe, mydesktopservice.exe, ocautoupds.exe, encsvc.exe, firefox.exe, thirdconfig.exe,
mydesktopqos.exe, ocomm.exe, dbeng50.exe, sqbcoreservice.exe, excel.exe, infopath.exe,
msaccess.exe, mspub.exe, onenote.exe, outlook.exe, powerpnt.exe, steam.exe, thebat.exe,
thunderbird.exe, visio.exe, winword.exe, wordpad.exe, notepad.exe, calc.exe, wuauclt.exe, onedrive.exe,
SQLAGENT.exe, sqlservr.exe, SQLWriter.exe

H 3. 3& g Z2M2

Chad| T2MA HES 7HNet SESHE A UX|TH HHO| use_sys SM0| &4ote|o] JUCHH F|otot
E2to|H truesight.sys 2t rentdrv2.sys & 2483 TEMNAE ZEICE ZF E2fO[He Qle| &

ER 7|58 B 2ot £RMo| EIXIE R3|6tn ZZMA BFRE AT} truesight.sys = Adlice
Software ©| | XM T+ RogueKiller Antirootkit 0 RE3l EX| 8 HH 7|52 FM3st=
C2lolf EEE, v3.4.0 0[ste] HHON Qoo Z2MAE FEAZ = U= FYFo| LAHRICL
rentdrv2.sys = =9 UERZ ZE 7|¢¥ Hangshou Shunwang Technology OA ArE3H=
CZ2I0|HE, truesight.sys 2F SYSHAl oo ZEMAE ZI=EAZ + U= FHUYTO| YALCL
rentdrv2.sys 2| 4% M5 HZTO0| SHE|X| QgACLl 24 H 12 & WY AN= FAH X7t =HCtD
FEMOM, F F|dot EEl0|H= EF FQF E210|H Kok Mol MBIt

switch ( use_sys flag )

{
case @:
goto LABEL_26;
case 1: // truesight.sys | terminate process (Bx22E@44)
v8 = DeviceIoControl(hDevice: hDevice, dwIoControlCode: @x22E@44u, lpInBuffer: &InBuffera, nInBufferSize: 4u, 1p0
break;

[/ rentdrv2.sys | terminate process (Bx22E818)

InBuffera;

ji B
il

J non

rol(hDevice: hDevice, dwIoControlCode: @x22E@10u, lpInBuffer: lpInBuffer, nInBufferSize: @xB808u,

break
default:

goto LABEL 26;

12l 11.BYOVD & 8%t I2HA &

Lot AostE TS ALEAL YOlZ =F0tK| Rot=S WY SARRS AN MY SA=ES ARG
flot ArEdts EE0l= otfet ZLt.

EQST insight | 15



SARE AA oj0l= -m &d QIxtz AFet Yoot R0 el Aot tidE AFeitt HEo=
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=l EZ0HE A2Sh= local, HIERIE 3/ A & "ADMIN$” E0E =ehh= nt, J2|12

N re 1
myY o?
i

2to|Het HERYT 3R AHE EF == all ZEE FEELCE 0] 20|k backups 2te EEX
EXMSHX|E, e SMS AMESHHE o mE: YooiohX| g8 S=Ett -p Ad QIXE AESHE 53
EM dzotd £+ UM, -m Z2 -p AXE AESHA| fheH HF 3{01| JlgczE XFE HWalg
ALEetCt
Ao} CHats HEYCH, 2t CIHEZ|IE &ld) o2l =0l siEsh=X =lelit). oel 52 AFEgol
MEYE[O] JA2H, O|F 7|-’.-_‘-9§ CHet CIZE2|7F ofle] =X =feldta C2E2| 2felo] BitChH Zt
Cl2UE2|off ZXHSts THAO| of|ef eH=QIX| =tQlIStit. 2felsh= 2f=st o2 thad2 of2f #et ZLt.

tmp, winnt, temp, thumb, $Recycle.Bin,
$RECYCLE.BIN, System Volume Information, Boot,
Windows, perflogs, Public

.exe, .dll, .Ink, .sys, .msi, .bat,
.dragonforce_encrypted, readme.txt

B 5. ¥=3} o9 CHat

710f wh2t ZFECh HIO|EHo| A BIAHEN THUA2 i7|9f 10|

—_ e

2 fXtet 3
-
HH| ootE Fldota, Jhed Hilnt 2EE o2 melol A7|9t HaGl0l ME 20%2 d=stetrt. 242t
H

EIEAL
.dadigrams, .sqlite, .db, .sas7bdat, .daschema, .sqlite3, .abcddb, .sqlite, .nrmlib, .db-wal, .db-
shm, .dacpac, .accdw, .xmilff, .kexis, .kexic, .fmp, .sl, .accft, .accdt, .accdr, .accde, .accdc, .accdb, .fmp12, .
temy, .rodyx, .rctd, .nwd, .kexi, .itd, .grd, .epim, .dtsx, .dlis, .wmd, .mdn, .maw, .lut, .kdb, .icr, .icg, .hjt, .fm5, .
db2, .adn, .abx, .abs, .xId, .xdb, .wrk, .wdb, .vvv, .vpd, .vis, .v12, .usr, .udl, .udb, .trm, .trc, .tps, .tmd, .sq|, .s
pq, .sis, .sdf, .sdb, .scx, .sbf, .rsd, .rpd, .rod, .rbf, .qvd, .qry, .pnz, .pdm, .pdb, .pan, .p97w, .p96, .owc, .orx, .
oqy, .odb, .wyn, .yf, .wnv2, .nsf, .ns4, .ns3, .ns2, .nnt, .ndf, . myd, .mwb, .mud, .mrg, .mpd, .mdf, .mdb, .mav,
.mas, .mar, .maq, .maf, .lwx, .Igc, .kdb, .jtx, .jet, .itw, .ihx, .idb, .his, .hdb, .gwi, .gdb, .frm, .fpt, .fp7, .fp5, .fp
4, fp3, .fol, .fmp, .fic, .fdb, .fcd, .exb, .ecx, .eco, .dxl, .dsk, .dqy, .dp1, .ddl, .dcx, .dct, .dcb, .dbx, .dbv, .dbt, .
dbs, .dbc, .db3, .dad, .cpd, .cma, .ckp, .cdb, .cat, .bdf, .btr, .ask, .alf, .ora, .arc, .adp, .adf, .ade, .adb, .4dl, .
4dd, .mdt, .nv, .ib, .db, .te

E 6. H|OE{H|o|A 2 =Hx}
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.vdi, .vhd, .vmdk, .pvm, .vmsn, .vmsd, .nvram, .vmx, .raw, .qcow2, .subvol, .bin,
.vsv, .avhd, .vmrs, .vhdx, .avdx, .vmcy, .iso

H 7.7 Ml 2 ebExt

1 ool mle MHEZIel 37| 7IF full_encrypt_threshold, header_encrypt_threshold 20l [}2tA
A etsstet & AselE AL 22t 2MB 9 10MB 2 MHE|0 /0, 2MB 0[ste| me HA|
A=tE SHH, 2MB =3 10MB 0[5t2] mU2 HMS 3MB Tt =ototct. ot 10MB ECH 2 OfU2
HH|o| 50%2t L= alotrt.

2 3712 10%
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2 3712 10%

= 37121 10%

2 A O] E ) 2719 10%

= 37121 10%

& 3712 10%

= 37121 10%

HA 3712 10%

2MB 0|5t 2MB &1} 10MB 0|5} 10MB =3}

o535} & Glo]E]

g Hjoje

a3 12

1]

7] ¥ o s} WA

&l ANE|ZOZ ChaCha8 2 AMR3IH, AFR3H 7|9} IV = RSA-4096 B717|2 B33t OS2
(o]

of Az
19| SOl FUKSICE oY Aol O|FollE Y=ot SHFAE FIHSH=C, encrypt_filenames &

It 0]
SMBIE|0] Qe AQ QUS3 sHAX} XJp#ot ofL|2t DiHES QIALIBICE QAL HIAOZ Base32 =

2 EXt TEo| ol "gwfn6l3bk4502zecvi7xtygrpsudmahj” EAIE Egg J|1EC=2
o

OIUFES QFY of 7 Yot AFKE ISt
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o Aozl O|ofl= Moo X&EE O[0|X|t Ofo|2 D= HiESIHI} Aozl me| ofo|E22
ZoICt  HHESIH2  “C:\Users\Public\wallpaper_white.png” ZZ0| XNZstH, Of0|2 O|0|X|=
“C:\Users\Public\icon.ico” ZZ0{| XZSiCt.

rE

20k oLzt HHANE ZHY AAHEO| S5 A= 7Ist =IOt Y HF0| EXHetCtHA, Iy
HEHHE job_executable HEHO| MEE ZAZ0| SAFSICE O 0| job_title 0l XM&EE S HAT2=,
job_description 2 = MHOZ MMSIH, job_start Off MEE A4S 7|F02 M= ZAS
AMdotrt.
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Discovery
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.l

al ES = 4
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MaE s
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MOl MHO| E[O{QUX|2H F|eFst HFQ| E2t0|H truesight.sys 2 rentdrv2.sys & A8 EOF
H|IE R3[5t0 TENA E% AE35t7| hEof Fefet =207t AAlE|X| Q=S KHEHSHOF SHCL Ol=
FoF C2t0|H XM HMES Edff EY + UM, Microsoft Of|A HSst= F|efot =20 XITh SE0
olg| Fofst & E2t0|HIE F=IH=[0| U0 7Ho|=Etelol| et 0|F A|AR| ’5.%3f0=| F|oFet E2to[HIt
oA8El= A2 WA o ACt ok otLfzt oty Aol Bt oiur HHOISO0| Lot AHLE IR &l
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Hu
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=

ME EHo| Szt 8 CEES THH AMESHr| WEol, EDR® &FME Sl oy
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loCs

Hash(SHA-256)

d06b5a200292fedcfb4d4aecac32387a2e5b5bb09aaab5199¢c56bab3031257d6

70afd8efb34382badead93ae104d958256de6be8054227ccc85fe95d5¢c5f9db0
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+ Guide Point Security (https://www.guidepointsecurity.com/blog/ransomsnub-ransomhubs-affiliate-
confusion/)

- The Hacker News (https://thehackernews.com/2025/05/play-ransomware-exploited-windows-cve.html)
- The Hacker News (https://thehackernews.com/2025/05/qilin-leads-april-2025-ransomware-spike.html)

- BleepingComputer (https://www.bleepingcomputer.com/news/security/everest-ransomwares-dark-web-
leak-site-defaced-now-offline/)

- Symantec (https://www.security.com/threat-intelligence/play-ransomware-zero-day)
+ GitHub (https://github.com/keowu/BadRentdrv2)

« UNIT 42 (https://unit42.paloaltonetworks.com/agonizing-serpens-targets-israeli-tech-higher-ed-

sectors/)

« Microsoft (https://learn.microsoft.com/ko-kr/windows/security/application-security/application-
control/app-control-for-business/design/microsoft-recommended-driver-block-rules)
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