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GLOBAL RaaS

Forums Ma 1% > Partners Program \ RaaS \ S{E6c#RitHI

GLOBAL - RaaS 2025

Welcome to GLOBAL, the next-generation Raa$ platform. After months of development, we are proud to introduce a robust, efficient, and highly
customizable solution designed to redefine the RaaS landscape.

We are now open for collaboration with experienced partners worldwide.

Partnership Model

Default Revenue Share: 85% in your favor (subject to negotiation).
Direct-to-Wallet Payments: Victim payments go directly to your wallet. You forward our share afterward.
No upfront fees or deposits required (currently)
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Dire Wolf

GB Group

GBGroup is in the process of developing
innovative solutions for their clients.
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Home About FAQ Contact

THAIRUNG GROUP Health-Insights

A worldwide leading, reliable, highest
performance and most cost effective HCIT
(HealthCare Information Technology)

Thairung Group is a leading group of
companies in the automobile business

services provider
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Welcome to the negotiation system

Enter the room 1D, username and password to start

Room ID

Username

Password
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DireWolf Ransomware
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User Private Key Shared Secret

DireWolf
Public Key
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Key
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T HowToRecoveryFiles tat - Windows H2Z
oEF BY@ M40 £7v) EEUM)
[Dear Mr or Ms,

If you are reading this message. it means that
- your network infrastructure has been compromised
- critical data was leaked
- files are encrypted

The best and only thing you can do is to contact us
to settle the matter before any losses occurs.

[We can maintain confidentiality for 3 days for you, during which we will not disclose any information about your intrusion or data leakage
[We can extend the confidentiality period free of charge until we reach an agreement if you contact us within 3 days and communicate effectively with us.

If the confidentiality period expires, we will disclose the relevant information.
[We provide complimentary decryption testing services. For specific details, please contact us

[We have provided a sample document as proof of our possession of your files and you can download and check it

- hitps:/fgofile jo/d/3ffbu)

Please be advised that your files are scheduled for public release after 30 working days.
If you want to secure your files, we urge you to reach cut to us at your earliest convenience.

ontact Details:
- live chat room:
- urlhttp/direwolf3ddtabsanvhulcelauvoxu2a7lz6dhgsavig rgsjfvodid oniony
- roomiD: {redacted)
- username: {redacted)
- password: {redacted]

~ HowToRecoveryFiles, txt

.direwolf
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LX[SICE ESE DireWolf #Ha90l= CHY A|ARIS 2% 23t of | Cilrunfinish.exe ZE0| &l TIUS
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= WS KJHoic) otef FEIALE runfinish.exe IHYO| EXSH= 22, HA/ S2= 28 o2
AH23l Xt7F ARIE TIRHSICE,

cmd /C timeout /T 3 & del /f /q <path> & exit
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Get-WmiObject -Class win32_service -Filter "name = 'eventlog" | select - OMIE 21 m2HA D ol
exp Processld exp Processld
Get-WmiObject -Class win32_service -Filter "name = 'eventlog" | select - O[HIE 21 TZAMA D 29l
taskkill /f /pid <PID> OHIE 20 ZZNA B2
vssadmin delete shadows /all /quiet S XX HAH
wmic shadowcopy delete /nointeractive S X" HA
wbadmin stop job -quiet HEzol e =y It
wbadmin disable backup -quiet OfeFEl di =ty Fth
wbadmin delete backup -keepVersions:0 -quiet DE i KA A
wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0 -quiet A AE ME] SR Al
wbadmin delete catalog -quiet HHOY O|E}C|O|E] AFK|
bcdedit /set {default} recoveryenabled No 21 2A(WInRE) H|&Ast
bcdedit /set {default} bootstatuspolicy ignoreallfailures 7 2E T X
wevtutil cl Application Application 23 Afx|
wevtutil cl system System E3 AH|
wevtutil ¢l security Security 23 AHH|
wevtutil cl setup Setup 23 A

H 3.4 ol o[HIE 27 AN W

PO 2AostE floi EF ZzAMA MHIAE MMz Jgoith F2 iy Z2M2 3
t

wxServerView.exe, sgimangr.exe, RAgui.exe, supervise.exe, Culture.exe, Defwatch.exe, httpd.exe,
wsa_service.exe, synctime.exe, vxmon.exe, sqlbrowser.exe, memtas.exe, tomcat6.exe,
Sqlservr.exe, agntsvc.exe, dbeng50.exe, dbsnmp.exe, dbsrv12.exe, encsvc.exe, excel.exe,
firefox.exe, vss.exe, infopath.exe, isglplussvc.exe, msaccess.exe, mspub.exe, mydesktopqgos.exe,
mydesktopservice.exe, ocautoupds.exe, ocomm.exe, ocssd.exe, onenote.exe, oracle.exe,
outlook.exe, powerpnt.exe, sqbcoreservice.exe, sql.exe, steam.exe, tbirdconfig.exe, thebat.exe,
thunderbird.exe, visio.exe, WIinSAT.exe, winword.exe, wordpad.exe, onedrive.exe, wrapper.exe,
xfssvccon.exe, sqlservr.exe, sqlagent.exe, sqlwriter.exe, MSExchangelS.exe,
MSExchangeTransport.exe, MSExchangeMailboxAssistants.exe, MSExchangeRepl.exe,
MSExchangeRPC.exe, MSExchangeServiceHost.exe, notepad++.exe, notepad.exe

B 4. S Y Z2M~
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AcrSch2Svc, backup, BackupExecAgentAccelerator, BackupExecAgentBrowser,
BackupExecDiveciMediaService, BackupExecJobEngine, BackupExecManagementService,
BackupExecRPCService, BackupExecVSSProvider, CAARCUpdateSvc, CASAD2DWebSvc,

ccEvtMgr, ccSetMgr, DefWatch, GxBIr, GxCIMgr, GxCVD, GxFWD, wuauserv, GxVss,
Intuit.QuickBooks.FCS, memtas, mepocs, PDVFSService, QBCFMonitorService, QBFCService,
QBIDPService, RTVscan, SavRoam, sophos, sql, stc_raw_agent, veeam, VeeamDeploymentService,
VeeamNFSSvc, VeeamTransportSvc, VSNAPVSS, vss, YooBackup, YoolT, zhudongfangyu,
SQLPBDMS, SQLPBENGINE, MSSQLFDLauncher, SQLSERVERAGENT, MSSQLServerOLAPService,
SSASTELEMETRY, SQLBrowser, SQLServerDistributedReplayClient,
SQLServerDistributedReplayController, MsDtsServer150, SSISTELEMETRY150,
SSISScaleOutMaster150, SSISScaleOutWorker150, MSSQLLaunchpad, SQLWriter, SQLTELEMETRY,
MSSQLSERVER, BackExecRPCService, bedbg, Culserver, dbeng8, MSExchange, msftesql-
Exchange, msmdsrv, MSSQL, sqgladhlp, SQLADHLP, sqlagent, SQLAgent, SQLAgent$SHAREPOINT,
tomcat6, vmware-converter, vmware-usbarbitator64, WSBExchange
H 5. 2 & MH[A

e Mbjaet Z2MAS P O|20s Y=elE TASIC -d QAXE AESHH EF CEEZ|2t O
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AppData, Boot, C:\Windows, SYSVOL, Tor Browser,
Internet Explorer, Google, Opera, Opera Software,
Mozilla, Mozilla Firefox, $Recycle.Bin,
ProgramData, All Users, bootmgr, system volume
information, inte, msocache, perflogs, ntidr,
Program Files, Program Files (x86), #recycle,
$windows.~bt, ntuser.dat, NTUSER.DAT

HowToRecoveryFiles.txt, .exe, .dll, .sys, .drv, .bin, .t
mp, .iso, .img, .direwolf

B 6. 2=3} ofe] chd

EQST insight | 16



oY fzdbE mol Zv|of w2t MM gzt RE AztE {2 IMB O0[5He] m2 FA|
Clo|EE =ststn, 1MB ECt 2 D2 ool X IMB T ssisict 2t st chab ofct aHEst
JHeI7|E MMt stERTE DireWolf o 370712 A& Curve25519 37 H|Y 2
283t Y 7 HIEES SHA-256 oA 22[ECR sHaE0f LZ3} 7|2 A8
SHA-256 22 SiAlE|H, siE siAle] LHE nonce? 2 EE38I0| ChaCha20 L1Z|ECZ IIAUS
otolsict mlo| Bofle 7| =270 TR Curve25519 37H7I9t 7 6 HIOIE 3|9 Qlol9l
HIO|E{(0xAB OxBC OxCD OxDE OXEF OxFO)E &H XMZSiCt.

DireWolf
Public Key

1MB Encryption

Entire Encryption
Normal File » >
ChaCha20 Normal File
User Public Key (32Bytes) User Public Key (32Bytes)
OxABBCCDDEEFFO 0xABBCCDDEEFFO
Original File {size} < 1MB 1MB < {size}

a3 12, Iy 4se

-3
=

o Aoetrt ELMH Cihrunfinish.exe Z20 2l DAS W5 10 = F MREYS Aot 2Hef
S0 AmstE X7t AWE Tt F S=ot, MEYH dIotH Avh AMH= T™EX| gfsCh
&ot= MR FI0l= of2H Eef ZLCf.

cmd /c start shutdown -r -f -t 10

B 7 M2 dHY

? Nonce: f=otoil Hotdat neMs ol AH8El= Yolof 2t
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DireWolf 2HAMlI0{ CHS7tot

Discovery

el 7|9 BA| 22 M A2 S5 b/ "ol Arc Defense Evasion

o
=3

Execution b » EDR &5MZ St obd He| At
b =
o
ASR 712! Z4skE S5 obd ] AT Impact

ASR 7 SIS S5 ob4 9| YT
cjo|ef we!

T1486
T1490

12l 13. DireWolf 2HAgljo] CiSukor

DireWolf #ideolz 55 A WXE ¢6iM 4l Z=E Al runfinish.exe 2t= 0|82 gl oS
Mastn, Al Alols sie mrlo| A|ARIO]| EXHSH=X]| 2ols SUTH AAHS FE0E 22olsh= WS
R[St ACE EF Z=o| MIUS ZARSH| mh2of & 7|8 BX| £FHS A8l od HeIE EXIstD
Xkt 2 QUCH

oty de7t EX|ElE A2 2msty| s OHIE 23 EZMAE FX[5t Windows 2| 7|2 O[HIE
EE AMASCt EDR® 2242 A8 £ T2M|AQ| HIZMalLt O[HIE 21 AH|et 242 oty HRYE
Kokt o~ QUoh o, 2M UX|E Qs Xp7h M| 7|s0| EXHSH=C, 0| FYA|= EDR &FMHE AREdH
ot HRAE Kithe 2 QUL

CEst QbA MBS DireWolf 2HM9I0{9] 2t EMR|= Windows HE DTEDEES 2N AMEICt, M2t
ASR* 1%l ZHd3tE SoiA HIFAHEQI TZ2NAE KTk 2N HRE otg 4+ UCL Eot Lotz
OIS AL o2 S35t AS WG| 2l E 9 7He BHHE &8 AAH Exst= ZE
HHQ EAMES AASt, 23 SMES H|IZASISICH ASR 74| M52 0t Aost= 22 e 2AES
Arists A2 ot S, A BHASIO], A|AEIO

1 = —
Kpereh 4= QUCH R Y SAMES EXo| HIESRITLE MEAM A4

A O

T

i}
fot
ot
n
inl
'}
|.|'|
i
4
et

% EDR (Endpoint Detection and Response): ZFE{Qt ZHIY, At S THL7|of|A WSt ot RS MAIZICE X[t 24 3l CiSsto
sy &

FAFS Oh= A2 N

=
== o= 2T e

4 ASR (Attack Surface Reduction): 2ZXI7} AI28t= EX TN AQ}L Ml Ji55t TRMAE KL= B3 7|5
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loCs

Hash(SHA-256)

8fdee53152ec985ffeeedal3dd7a85852eb5¢9902d2d480449421b4939b1904aad

27d90611f005db3a25a4211cf8f69fb46097c6c374905d7207b30e87d296e1b3

b6fa7a34b57803d2b80f3f484656d34997231597b6cTaa7fc8a386d6474c8afe
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B XD AO|E
« Group-IB (https://www.group-ib.com/blog/hunters-international-ransomware-group/)

- LE Parisien (https://www.leparisien.fr/high-tech/la-police-interpelle-cing-hackers-francais-de-haut-vol-
derriere-un-celebre-forum-de-vol-de-donnees-25-06-2025-QJTPFTDPQZAP7B25MF24YLHUBE.php)

- BleepingComputer (https://www.bleepingcomputer.com/news/security/critical-fortinet-flaws-now-
exploited-in-qilin-ransomware-attacks/)
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