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D4RK4RMY LEAKS

n ELZAB [LEAKED]

2 DJRE4RMY . B Tul7,2025 . fj 1 MinRead

https:/Awwiv.elzab.com.pl From the first Polish minicomputer to electric car charging stations and responsive web applications. Silesian reliability,
European design, recognizable brand among fiscal devices. ELZAB from ELZAB Street. 50 years of tradition of innovative constructions that have
changed the course..
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© 1999 - 2025 D4RK4RMY All Rights Reserved ®
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Gunra Ransomware

22 2lof

[ ChaCha8/ChaCha20 Z12|=02 MY o5 31E 511, 5T 7|8 RSAZ £
. ChaCha8/ChaCha20 A
T
File Encrypted
X org3t 7| | T_l‘ File
" Encrypted
i [ ot .-
o [~ e
(+ Windows
ClojEftjjo] &8 mp: Maj o o5} M 37| < 1MB: 3 Y A58}
orest e | VMOIDIA TR 7% Sholm 37 P2+ 218 1MB C THY 37] < 5 MB: 22 1MBEF 223
=] o= -
S mjel 37| ) 5MB: 10% T2 570 77t 2488}
* Linux
oY 37| < 1 MB: Haj o oSt
L Skip-Step[2HH]: ZH[ratio] O}C} 1MB 23 =5}
SR uos WY SALE A SEIA MM
L #7 ;
o ChaCha8
ok HE| AMCE
RSABZS || chachazo prost || BEI 23S
-
7| RIADM3 bt - Windows IR
DrgF) EEE M40 2V ESY
r'(OUR ALL DATA HAVE BEEN ENCRYPTED!
We have encrypted your side entire data.
The only way to decrypt your files is to receive the private key and decryption program.
To receive the private key and decryption program, you must contact us.
ML E We guarantee that you can recover all your files safely and easily. But you have not so enough time.
}—f.';.
You can decrypt some of your files for free when you contact us.
You Cnly Have 5 Days To Contact Us!
How to contact us
1. qTox : OFES7CEDOCGE11AESTED49C64288557F49E8271E91399E849328B0780DATE9A573031783235BEF
2. email : 4569f6322bc3b22e9@proton.me
L R3ADM3 txt

3 23
——————{ .CRYPT .ENCRT

‘[ C/C++
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Gunra iMgflo] M=k

MITRE
ATT&CK Initial Access
Dk y a LnEgo] oS BB 27| AR
H
M3 =ajo|= g % Execution
S a =R YT LERER S0t Y FT 4B
Impact
. EE —_—
glojg] =3} <
Y SARE 43 | ] MITRE ATT&CK® is a registered trademark of The MITRE

Gunra MY (Linux H{H)

Corporation, ATT&CK content is licensed under CC BY 4.0, ©
2025, The MITRE Corporation,

12l 8.Gunra &S0 3H M=k

Gunra UHA0S| Linux HH2 Cefot e QIXIE Sl L=t SEES FESH MY = U=
MAE|0] Qof, SAXE FSH OIHYQ| 9IX|, &EX}, Azst Ax, A3 7| HE WA 52 |USH 4
= QUL Linux HTQ| QIXIet 7|52 ofal b ZLt
T= 29
--threads / -t oY set AgE i XA
--path /-p Y=ot CHat X|F
--exts / -e A3t CHA MUl AR X|H(all: 2E IHY, disk: =5 C|HIO|A)
--ratio / -r L=et 74 HF (MB)
--keyfile / -k RSA 3717 M (.pem) 2
--store / -s Aot 7| & HE
--limit / -1 = =3t 37| (GB, 0: ®A| oY A3}
H 1. Gunra HM0] Linux HH A& oIx}
Linux HES| HR -p QXE Sl =t iy oY = F=E X|Fotct. oH st o] th
oY FR oy mhuol| CHelM A=stE #ASHH, ClEMEZ(Y Z ST CEEZ(e ot¢l CIAEZIE
BfMsl Lot CHel DS A olotet.
-e SN2 Y=ot iy ool AXAE X|FHsHH, 0] F40| ULt ‘all'E BFE Z2 MY R0 AR
ol =HEAE FMelet RE Mol A=t Cato| ot St ‘disk'2 HFEE 22 AA” EXst=s =25
ClHrO|A mUoh Aottt dzst ofle] iy oY =EXo= 0|0 Yzt ftEgEl Oru9)

stEXtel ENCRT & &M LE mey

rO

| RBADM3.txt 7t TEHEICE
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Original Chunk (Skipped) Original Chunk (Skipped)
Normal File Vd *
ChaCha20 : :
Original Chunk (Skipped) Qriginal Chunk (Skipped)
Original File Encrypted File (Store Mode) Encrypted Key Block

Encrypted File (Append Mode)

3% 9. Gunra YO 252 HH =9}

Gunra M09 2|5A HEES I ASSH0| ChaCha20 YL12|ES AESICt fssl CHAM mle —p,
-e QXtE X|Het A=eb HEXfo 2t MAEEN, dzet= -r QX 7[dket 22 Adzgt WAoR
TIMEICE Gunra & ZE IIYE IMB HRIZE 4T36HH, -r QIXE AtEd IMB 2 23} 0| 7HUHE
Tzl 37|18 MHSICE olE 50 -r=5 9| Z?, IMB £ zsist & 5MB £ ZILF 1, CHA| IMB 2
L2tk WAoZ HiE SAEICE olmf AHFlE ZHth EEE @ ZE 2433 #el AT|=
DNHXMOZ IMB O|C EEPH -| QXE AKESH GB thel= Z|CH *§§f 3A7|E XEY = ACh Y Azst

QIXtel |F0i w2t M galo|

-s QIX}IE AF2SIH Store Mode 7t HEE|0| ¢s3st=l 7| 220| X|H
HEoM M= Y FAZIF EXskeX| =elst & 2
6éEHQI 7| THUS MMBICL -s QIXIE AESHA| U/JTHH Append Mode

=otEl melol ERZ0| FItEIC)

b ClEEZ|o =2 NEEICE O
7|dto = [Filename].keystore
F MEE0 23tz 7| E50|

\J

BEHaE IFA FA FA FA FA FA FA FA FA FA FA FA FA FA FA FA| curuiirunnnannn
BaE6 IFA FA FA FA FA FA FA FA FA FA FA FA FA FA FA FA] ..cccuccncnacnn.
0000 [FAFA FA FA FA FA FA FA_FA FA FA FAJ26 00 00 00 ............ ...
e 05 08 88 88 V8 56 234 12 11 11 11 11 1% 11 11 11 L..aEWL L .ieeees
BaaE 7 g 1 b e T e B 0 s s ol i et B o oo [ Sk 5 A B £ L B P s T L B ol ) R i i ey
S 7FFFF7FFEBEFE 11 121 11 11 11 11 11 11 11 11 131 11 11 131 11 11

| Key
| | Monce

L

10. Gunra HA0] Linux HZEe| F|okst 7] MM

5 Nonce: 2=3l0lA HotMDL neME 2 AMBElE 2l9| 7t
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FIIE, Linux HAEOME=E 223t 7] Md otE & AN FAmo| oIt duNo2E= gt 7|9t
Nonce £ OI&Y & SIEE FE¢| EHT 22 MYsty, 0| H|HE 7|2 A=3fs 3K E3re
2 QA It 32{Lt Gunra 2| Linux HEE2 1Byte T2 HE ZtS MM 0]o] 20/= H|zEZXQl
HAIZ ALETICE O npEOf|A Of HIO|EDICE time(0) B2 ZESH £ THR|Q oix| AZHE AE(seed)E
MESH=0l, 32Byte 7|2 12Byte Nonce & MMsH= Ol 1 £ ZAZ|X| 2ioF YTt A|IEE HHEl Zto|
gtEE Jts40| =Lt gtef MM =X A|ZH0| HHCEIE A= Hal Z0| Zfof XVt HuH HA| 7|2t

o
Nonce & O|IZE £ U= 0| Ldsirt
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Gunra 90| (Windows HH)

Gunra #H%0 Windows HT2 Linux M1 2| B9l A 80| SESIES EA = A2,

21Xt g
5 dgs LR glet REIA O|EO|Lf, L=siof AHEt 7|12 E=2517| /g RSA 3717

Ny 5
So| ZQ3t 50| LR Zt=lof c,

ddfort HHEH F= M XS {6 '375345635adfwef39'0|2h= 0|52 FHIAS MMt
Ol A[AE! TA| =2t0|EE &XtXo= %“—.“OH HH-EE A5, efzet EH”% 2.* |3._H:h Of

C =2fo|2 L AREAM ZHet 2 ote| 2C
Tldoith efost nbgoM £ SCE

OfzH T} ZLt.

tmp, winnt, temp, thumb, $Recycle.Bin,
$RECYCLE.BIN, System Volume Information
Boot, Windows, Trend Micro

.exe, .dll, .Ink, .sys, msi, RSADM3.txt,
' CONTI_LOG.txt

H 2.Gunra 30| Windows HM &3} of|e| chat

7% of the total size

Normal File

£ .

N | Fil
ormatHie ChaChas

Encrypt Entire Data

7% of the total size

Normal File

7% of the total size

Encrypted Key Block
Database File

Original File

Encrypted Key Block

VM Image File

12 11. Gunra #AMSY0| Windows HH S35 Hal(mpd stxtX} 7|F)

I otws wrAle mlo| sraxtet Aof et ZMEICH HolEfHlo|AS RS TUS A|o Dk
HHIS eissiein, JHA BAl(VM) olojxiet BEl mfe 3yleh mAglol Mol W ot 5|, 12|m
b

N

=

_ANl=

F2e 22 FH 2719 7% UEN ATkl F 21%0 Azebeict 22F sfekshs ot == of2f
2
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HlOIE{lo|A 242 Shatxt

— = o

.4dd, .4dl, .accdb, .accdc, .accde, .accdr, .accdt, .accft, .adb, .
ade, .adf, .adp, .arc, .ora, .alf, .ask, .btr, .bdf, .cat, .cdb, .ckp, .c
ma, .cpd, .dacpac, .dad, .dadiagrams, .daschema, .db, .db-
shm, .db-
wal, .db3, .dbc, .dbf, .dbs, .dbt, .dbv, .dbx, .dcb, .dct, .dcx, .dd|,
.dlis, .dp1, .dqy, .dsk, .dsn, .dtsx, .dxl, .eco, .ecx, .edb, .epim, .
exb, .fcd, .fdb, .fic, .fmp, .fmp12, .fmpsl, .fol, .fp3, .fp4, .fp5, .fp
7, .fpt, .frm, .gdb, .grdb, .gwi, .hdb, .his, .ib, .idb, .ihx, .itdb, .itw,
Jet, .jtx, .kdb, kexi, .kexic, .kexis, .Igc, .lwx, .maf, .maq, .mar, .
mas, .mav, .mdb, .mdf, .mpd, .mrg, .mud, .mwb, .myd, .ndf, .nnt
,.nrmlib, .ns2, .ns3, .ns4, .nsf, .nv, .nv2, .nwdb, .nyf, .odb, .oqy,
.orx, .owc, .p96, .p97, .pan, .pdb, .pdm, .pnz, .qry, .qvd, .rbf, .r
ctd, .rod, .rodx, .rpd, .rsd, .sas7bdat, .sbf, .scx, .sdb, .sdc, .sdf,
.Sis, .spq, .sq|, .sqlite, .sqlite3, .sqlitedb, .te, .temx, .tmd, .tps, .
trc, .trm, .udb, .udl, .usr, .v12, .vis, .vpd, .vvv, .wdb, .wmdb, .wr
k, .xdb, .xId, .xmlff, .abcddb, .abs, .abx, .accdw, .adn, .db2, .fm
5, .hjt, .icg, .icr, .kdb, .lut, .maw, .mdn, .mdt

.vdi, .vhd, .vmdk, .pvm, .vmem, .vm

sn, .vmsd, .nvram, .vmx, .raw, .qco

w2, .subvol, .bin, .vsv, .avhd, .vmrs,
.vhdx, .avdx, .vmcy, .iso

E 3. CIo|E{H|o|A 3 VM 2

10% of the total size
Normal File
10% of the total size
. ﬁ . . Normal File
Normal File ChaChag Encrypt Entire Data Normal File 10% of the total size
Normal File
Normal File
Original File Encrypted Key Block Encrypted Key Block
File Size < 1TMB 1MB < File Size < SMB Normal File
Encrypted Key Block
File Size » SMB
13 12. Gunra HEH0] A= HH AT3} A
7tetMATE GO[EH|O|A 2HA mMUS FMeleh LIHX| D2 37(of mi2t A2stE ettt ot 37|17t
IMB 0[5t Z2 HA| mUS AZostn, IMB E XSHHA 5MB 0[5He! Z0f= made| A9 1MB ¢t
ALt SMB E Xafsts A2 M ORUS 10% 37|l 2ECE LIFM =2+ #Hnf S50t
Aot
o zet 2 mdol M Fof =70 ERet HIOIKHE FIIoICt d=%tol| AFESH ChaCha8 7|, Nonce,
HE oY 3= 22 oE WAooz ADSE TIHME=EX FESH| fIgt 2Bytes 37(9| AEXIE
S| RSA 371712 Ysstst § FIteict
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Gunra YOz A2 =¥ 752 R AEXAel 57 JtsdES Attt 0l 2l

= T
VSS(Volume Shadow Copy Service) S52 X=2[¢t § 2 =8 AHSH= 2SS AT 0] IHHON
SHMH=E WMIS E Edl| SELECT * FROM Win32_ShadOWCOpy HelE At AMAE W RE S
ME SARRS dMsta, =3 200N 24 28 M SAHESl 1f ID @S FEOIC) ol i ID S

0|83l Ltz BHNE UY- A Y Mz SAES ARt

cmd.exe /c C:\Windows\System32\wbem\WMIC.exe shadowcopy where "ID='%s" delete

H 4.VSC H| EHo]

8 WMI(Windows Management Instrumentation): |I=® 2GHAQ 718 24 MEl, SZ HEHE EFE ghroZ Xo|-2z(dd 4 ==
St 22| QEmojA
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Gunra HMgj|o] CHSukot

MITRE
ATT&CK

=1
Amego] 372 Ygols
=

ASR 113 24=18 St o d9 AT

HIoIE MITRE ATT&CK® is a registered trademark of The MITRE
Corporation, ATT&CK content is licensed under CC BY 4.0, &
2025, The MITRE Corporation,
32! 13. Gunra #M9fo] CHSukot
Gunra H&L0{2| Windows HEEZ Windows BE ZEIDEE 286 A|AH L] MY SAHES AKXt
5 Oord d=etE St ofof M2l ASR FAIS AMoISHH, e AN U Aok HEE H|IFAFCI
OEMAE AFHO| XICHSto] 2 HYIE RutHo = WX| Jtssith £5], AlAH S X[H™ Axeb &

m o

w3 EDR 2RHS TGD A4l Hot XS Hgstol, 22T HoHM 82 ¥ MEL 2H MY
Jlgtel HIMANOl SRS M43 MHALE £ QUEE o} Pict OIS Sof WY fwst T
wasts Wl Vg WES MAZIOZ ENSHL, off mEMAc AMS FUE 4 ICh Cigo,
EDR¥ALZD 24 AAHS ool Z1 OMEES ZYolM DUEYSHH, Chol SiEofA

o=, MY SAREES EXO| HESRZ FZOILt 2f XMFL, IRl oMo F7|Mez it sy

FH, AARO| dzolm|tiEt: 0B =77h Jksotch ojmi Y FX| F2 oS AAsin

Moz 57 HAES A6l #Y HojEel REYES EFSts A0l KoLt FtE EX9
H

=
HHSIALE P AAF B2 F7|1E Cifes] AGA0{9 A

ol2{¢t CHES F2F2 Windows &ZAZ OfL[2} Linux HES| Gunra HMAOE SYUsHA XL JHsSICL
IH c2|le 2RIt HoozZ 0S EMo| = M2 Hof MxHnt
Ho|ct. SGAAIQt HAGO| CHAIZ 22t HIAIE XESHH,
st
=

4 Qut,

H [
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Hash(SHA-256)

91F8FC7A3290611E28A35A403FD815554D9D856006CC2EEQ1CCDB64057AES53B0

22C47EC98718AB243F2F474170366A1780368E084D1BF6ADCD60450A9289E4BE

H 30 AO|E

« ArcticWolf (https://arcticwolf.com/resources/blog/arctic-wolf-observes-july-2025-uptick-in-akira-
ransomware-activity-targeting-sonicwall-ssl-vpn/)

« Microsoft (https://www.microsoft.com/en-us/security/blog/2025/07/22/disrupting-active-exploitation-of-
on-premises-sharepoint-vulnerabilities/)

- Thehackernews (https://thehackernews.com/2025/07/newly-emerged-global-group-raas-expands.html)

- Securit affairs (https://securityaffairs.com/180578/cyber-crime/fbi-seizes-20-btc-from-chaos-
ransomware-affiliate.html)
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