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New ransomware variant
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Attention citizens of the internet underworld, o a = Emﬂl‘
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It is with great pleasure and mischief that | announce to you all that _' - —_— - ﬂhr
the fortress of the CIA government has fallen prey to the cunning —_— = | a—— R SR,
prowess of the Injection Team. Yes, you heard it right! Our elite squad P s

has breached their digital defenses, leaving their precious website in Defensa Argentlna I argentma.gob.ar
shambles. Attention citizens of the internet underworld,

12l 3. InjectionTeam LC}3# {E AlO|E

EQST insight | 5



4l Injection Team 182 A0t 812 ZEZOIM XSS BHSID Y= ISO0|Ch

AU MM MH|AE
E2 AM ojcjof i, ¥ AOIE 8z, 2dMHI= HZE, DDoS® 3, O Qg HIE 59 AU
MHIAE 1,000 E WIE XI3sto QUCE olzfst WE MH|A 2|02 WordPress 29| #[obH
ARl HREE TA4 32 32 H{ESD QUCH

2AZH U 7Y 2 XS SHql

Team 0829 342 5 & ¥
Hot Ak BE HZ 7|HOZ 7| LR 22}

HZ CIOJEof HZ0| SIISFH, =AHZ

% DDoS (Distributed Denial of Service): 4oHMOZ CHAl HESRA, A, 22tQ! AMH|A S0 e EfmiS A1 s A|AEQ|
HMHOR ABSHK| RSHEE St 24

IS
Ml
m

HEE ZA(BruteForce): X3 753 2E ZL9|

EQST insight | 6



Top5 M0

22%

N -
L~

[oemnd
15%
15% |
10%
6%

11% E
5

= -

B -

B —

Devman
JZ 5. MU/FIPE Fo o 3 g
SafePay &2 M0 KTt 27 1SS W Gymnazium a Jazykova $kola Zlin 2 323l 30GB 72|
LH& CIOIHE Z7HRUCL S Clo[Eol= St LHE 7|1E2 S8 ohdol FEIt LR ZEE|o] QUUCH Dt
=32 HE SAl RTB Legal € 32 200GB w22 HIOIHE EHF MM, 0|2 s Hy =AM, 0
HE, oMY, AtM, RAE & LIt HE 3 Y M7t RECL

Qilin 22 0O|= Z=X|0tF Cobb 7}2E| RE 3o °f 150GB 37(°| 40 TWHS| EME EFIUCL
S CiolEollE Fol N SR MAYEE =2 AMUX O|0|X|7F Zete|of QUAUCE EPE O|=2| HEZ|

22 Army Navy Country Club € B8 300GB F2°| HO[E{S LoD, 0|2 oIs) sjgle] 0|2,
x4, MSJIE ME, NAZY S 97 WuIt RS,

; =S © © o o

|2 REHOZE ZHst= &2 H0|1 RUCL 5 Hofl= D|=e] HAMYUM W.E.
=M, Ol&, 20 MM, 3A Xz, MRS, HE HE S CHdot H0|EE

QI ms #2= 37H=|X| LAUACE £ CHE O|= HHYM| Greater Seattle Concrete =

2 EMet 7| HEIL ZEE HIO|E7F 58 & ZIHSICE

1

Akira J&2 0|= o|HX|ZA| Pacific Summit Energy & 323l &f 160GB #22| HIO|EHE EFULCL
@ HQl HE, R LA AR, WR AR 2M 50| ZEE0 ol siet HIo[EH= M5 SIHRHCL HESt
0j=2| 28 7|2 Flagship Bank & SZd 1 & ME T Xz, ALAM S0| ZEE 40GB 722
CIO|EE EF(sH Z7HRACE

EQST insight | 7



IHm

4 o STt 47 3F Devman 2 ZLte| 33 A3 7|7 NSSF Kenya € 33l 2.5TB 7t
HOIEE EHACD FIstn QUCE el X(ELIE)E SihM IE 232Ms XHHo2 YRS
ACH, LAY FE AO|EO FH, CoE 23, MY st YAS HFohr|= Mok ¥ HolEol=
O, F&, AM|EYHSoL 22 YT} E°*E|01 ACH FUSZE 450 T+ =2i(Bet oF 61 AR)S
Q75 ALt 22| oiX| GMA Network = LHE MH{7H 2ot OH 65GB 7t2fQ| Go|E{7t RERC,
SULRE 250 T (2ot of 34 HH)S 27SIRASLE GMA Network = 7& CIO[E{0f 2Z FHL
TRl FEIE EeE|X| AT FHHUC.

EQST insight | 8



W s0] IF EHA

Welcome to Devman's Place
there ill b e news. Thanks for waiting

> TO (UK, ARE OUR MAIN PRIOR

My Victims

12l 6.Devman C}3Y K= AIO|E

Devman 82 25 H 4 H8H 52 AZS I8CE, XISMK| £ 44 72| TsHXIE AARMCE NS
ZAME Mol “My Writeups” HO|X|0f SZo| AMESt AZEQ0] FAHOILL FofPt HAE S
2 CHAEZ MASHH| AEsts =Eot HE2 ECh ot XA o7 otLel CHE
ME SH| MIXo=E H2sHH, LsHAt7t Devman | ALO|E&C ofL|2} CHE Mo O
FZ AMOIEN T EH AA=Z|= HCL A0 &8¢t CHE I8 HE9o= Apos, Qilin, DragonForce,
RansomHub 7t UM, 5 HEE= XA HL0{2! Devman HHAHE AT L[SHXIE AHA[SH|
A|ZFHCE.

o

Il

[
ou
10

e ol on
10

Devman 1S X2 X(ESIE)OIA HS3CH HLFQ Haelof Mul2 Holx|L, 3% ofn 2
RIE AHLO HIAE SEA S RASS AP Y3t BEZ F2 BESID ALt E3 9 F2It 2
J1%de] AL, WKl X A st MZ o0|XIE BoMeHLE MES HHO

k=2
=
A3gSkE SIHoHH =85t ulst= 2k =RIFC

EQST insight | 9



OlSS WIS THY W, JIABS B2 TSN ST o] A% Zh, ofHf 2O J|eIX]
eMMoz Zofetm Utk 1 Fols Jh VYT E3twlof oLt e LY FIut 27 B3
ZoHEIX| g4m ojn| HI8S X A ERIEICt

ZH0ol= Devman 152 A HMHEYHE FHE|= MEO| YAMOH, Devman AEO| XpA=29| X
A™E Ed st sHM07F v1 HAEYUS QIXSIY| T L} CHat sHMof7t XLt 3 & sZAESt Mamona
HMQ O}t iR RAFSH Hlw 2M5t 2t A8 7|50] =I7tEl HMOZ SISt 6 HEE = KhA| 2HAMYA
MHIASE 37He 30| o MR ez Ho| 0[0f CHH[SIOA} Devman HMAHE EMTH LHES

oH

QSO B},

EQST insight | 10



Devman Ransomware

gosts

-

-

dn
oN

W/
9

Curve25519 $ngjEo = &35} 7|8 M50 HC-128 ¥12|So =2 UGS}

\ HC-128 a
d
File Enéﬁted
1 File

(oL LT E R curve2ss1g Curve25519  swa-si2 Encryption
User Private Key Shared Secret Key

Public Key

* AT S} YA 1,

1MB O[3} 23| 2o s}

1MB £33} 5MB 0]3}: oo 3 1MB =3}

5MB 3} mplo| ZLE| MY M 27|0 N% 2 23 3HZ|CH 70MB)
* AT} WA 2,

64Bytes 0|3}: M| Y&3}

64Bytes 22} 5MB 0|3}: I{io] S E] M| 37|2| 10% %S 223}
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[Your files have been stolen from your network and encrypted with a strong algorithm. We work for money and are not associated with politics.
<< Our communication process:

1. You contact us

2. We send you a list of files that were stolen,

3. We decrypt 1 file to confirm that our decryptor works,

4. We agree on the amount. which must be paid using BTC.

5. We delete your files, we give you a decryptor.

6. We give you a detailed report on how we compromised your company, and recommendations on how 10 avold such situations in the future.

--- Client area (hrtpsffron.chat):

»>> Contact this ID: C17360B8044655F 3E0C2CD2FAT21D24A72DETBDSF51E2199594235BC097C25352E6C943CBF90
* If you prefer email - devman@cyberfear.com

=== Recommendations:

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

Important:

f you refuse to pay or do not get in touch with us, we start publishing your files.
Ehe decryptor will be destroyed and the files will be published on our blog.

README.yAGRTb.txt

yAGRTb

e
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-delay {ss} XIget AlZtSer 7] = A
-threads {int} Aot AE & AN
-path {path} Ed 20 4zt
-host {ip_addr} EX SAE 2453}
-ldap HER3 Fo} st

-detached aHMeflo] xHA!SH H|ZHMSE
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HOIX; 2o Y=ot 2H ZEFOIL, HHLE WHE,

HMfo=E A 7| Mdof S S
215 EHE Y=ot K2 EF M| XESID JACH, 0| ==l ArEetrt. 2felEl YHE= ofzhet
2Lt
2mMl M
config[0] BE oSt HIE
config[4] HAMLE LI
config[2056] X7t AH| of 2
config[2057] OMIE 21 AtH| o8
config[2058] MHIA B2 o8
config[2059] DTEMA B8 68
config[2060] HMgof HEHS AT R
config[2061] Az 2E MH
config[2062] HMLE D2IF =3 off
config[2064] Ofo|2 HE o=
config[2065] HESI 3¢ X ORE o
config[2066] 2HMQ0] H|ZUHS (32Bytes)
config[2098] A=t AKX}
config[2114] Curve25519 3717| (32Bytes)
H 2.Devman HMello] MHZt
oz ot S EX|e 24 WHE Qs A4F 7I=0IL EXE AMFSCh FX[S0| U= HIOHE
DE AMASHH, M ol w2t Windows 49| RE OME =1E AlNotct. Lot HY TEIE
HHOIE 2ol W SAHES MHoHH, 2E MY Aot EF Floil= HHAUE KM= AH|SITE
Hof b
cmd.exe /c vssadmin delete shadows /all /quiet s AR AMF|
cmd.exe /C ping 127.0.0.7 -n 3 > Nul & Del /f /q \"%s\ N

B 3. AN 2 gEof

EQST insight | 13



AEAU0 MH|A SEL Z2HA 7 23 4FHo| £[0] QCHH AL oA AelE ¢
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= Of2H et Zrh

ol £ AH|A2t

MH|A TZNA

WinDefend, SecurityHealthService, wscsvc,
Sense, WdNisSvc, WdNisDrv, WdFilter, WdBoot,
wdnisdrv, wdfilter, wdboot, mpssvc, mpsdryv,
BFE, MsMpSvc, SepMasterService, wscsvc,
SgrmBroker, SgrmAgent, EventLog

MsMpEng.exe, NisSrv.exe,
SecurityHealthService.exe, smartscreen.exe,

SecHealthUl.exe, MpCmdRun.exe, MSASCui.exe,

MpUXSrv.exe, SgrmBroker.exe, MsSense.exe,
SenselR.exe, SenseCE.exe,

SenseSampleUploader.exe, SenseNdr.exe,

H 4. Z5 & MH|A 5 Z2NA

MHjaor ZZHAS FRP 0[F0= HIEHIO MHAUAHE HOofStCh Ol= -ldap AXE AREDHOL
MHE|H, FIHOZ -host QXIE M8 EN SAEN T MIIE A|ZSH7HLE -sub QIXIE AIEdH EF
MEU tiHo] BE SAEN Mobd £ It 7|&E Mamona HAO|M= IPC$® £ SdHM HERXI HES
AESHH, O fIoiA -u, -H, -p 20Xt Zf2f 2321 oto|C|et AFE NTLMSHA|, 2121 H|ZHS S =
=0 -H 2 QB8 SiA| Zhs X2 HH| NTLM Q152 THSHX| @tel, -u 2Xtet -p 2AXE SHAM

Z2OQlE Al=sict 2heF H£KO0| JhsolttH, ol AHyo Mot glo] aiE HIESRS S+ Ao =
oAS Aooists AAS ARSI
if ( log_flag )
prlﬂt log_sub_40273@0(Format: L"attempting hash auth to ¥s with user ¥s", vie, vil + 568);
3 = v11l + 1688;
¥
if ( lauth_ntlm_sub_4@657@(v1@, lpUserName: (vil + 568), vi3) )
if ( log_flag )
print_log sub_40273@(Format: L"hash auth failed, trying password auth");
LABEL 20:
I = (v1l + 568);
if ( '*( 1 + 568) || (lpPassword = (vil + 1888), !*lpPassword) )
= e;
= @;
if ( WNetAddConnection2W(lp » lpPa rd » lpUserNam » dwFlags: @) )

return HeapFree_wrp(lg

WNetCancelConnection2W(1lpName: Name, dwFlags: @, fForce: 1);

}
if ( log_flag )

print_log_sub_40273@(Format: L"found accessible host: %s", *(vl + 4));
33 10. Mamona HH9|0{e] HEST Q15 WAl
° IPC$: UIEQ2E Safl CI2 ARHO| Mot & o, 2lEE +8st| 2let Mg 37 4
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Devman H{OM= IPC$E Eoli HERI L=stE Alxsh= 0| OtL|2l, LDAP7 & EE
HEAANE Tofsts LAS ARSI -u Atz MEEE2 27921 010|T|7t id@domain HEHEHH Of7|M
= PS

ol HEE FEMHM AESHH, siY =Ml YEE Iz AD® o HEE ZE ZAEQ FHE
7tM2Ct 0|2 2t ZAE| -u 2IXtQ| Of0|C|2t -p QIX[e| HIEHSZ QIFO0| 7hseHA| =elst =, 2SE
HE SAEN HHANE TmpSCt,
VSpFlntf sub_4e907a(! ilel » 260, L"Xs\\Temp\\cleanup.exe™, | );
.dwType = 1;
t ource.dwScope = 8;
memset(&' tRe irce.dwDisplayType, 0, 12);
Netf :. 1lpComment = @;
“e.1pProvider = @;
e.1pRemoteName = Name;
1f ( log_flag )
print_log_sub_4@%@4e(" +: Ccnnectlng to share: X¥ws\n", Name);
= NNetAddConnectlonEH( tResource: & » lpPassword: i, lpUserName: 1 -} » dwFlags: @);
if ( v6 )
if ( log_flag )
print_log_sub_409040("[!] Failed to connect to share: ¥ws (Error: ¥d)\n", Name, );
return @;
}
if ( log_flag )
print_log_sub_. 4@9949( —: Connected to share, copying binary\n");
if ( CopyFileW(1pExi ngFileName: », lpNewFileName: Ne : » bFailIfExists: @) )
{
t = GetTickCount();
vsprintf_sub_4@9070( sme, 32, L"Radio %d", Ti nt);
vsprintf_sub_409676(
528, ;
L"sc \\\\¥s create ¥s binPath= \"XXwindirXX\\Temp\\cleanup.exe ¥s\" start= demand”,
3% 11. Devman HMllo] Mot 9 M
HEE SAEQ| QA E00| cleanup.exe LIYHOZE HMOE =ANSHH, MH|IAZ SESHALE =Y
AAERE HHEHUHE At Eot 22 UE/IOM HOE og] B ARE= HAS XS] 2l
HH ZAEN M= -skip-net QIXIE 71510 HEAUAHE ATt ABSH= YO = Of2f 2t ZTH.

o] ]

sc \\{host_ip} create Radio_[0-9]{32} binPath=

HE SAEN MH[A MM
"% %windir% %\Temp\\cleanup.exe -skip-net" start= demand
sc \\{host_ip} start Radio_[0-9]{32} MH|A Al
schtasks /create /s {host_ip} /u {username} /p {password} /tn
"CoolTask" /tr "%%windir% %\Temp\cleanup.exe -skip-net" /sc once g AAIEE AHY M
/st 00:00
schtasks /run /s {host_ip} /u {username} /p {password} /tn Xl AF|ZE X AlsH
schtasks /delete /s {host_ip} /u {username} /p {password} /tn At AF S| &M AR

B 5 T Y MHA 5 Z2AA

7 LDAP: HERIS HollM AlEXL OF, FH|, 915 FE 59| HI0|EE MFstL £3| 7I551H| 3= ZZEE

8 AD (Active Directory): LDAP 7|8t9| Windows £% CIEE{Z| A|ARIOZ AIEXIet HEES LEHOR 22| Its
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SICH, -skip-local 2 AF2SHH HEQIT 35 GG

oTr =2

HEXZ Hot o|z0fl= M 22 AL Lzt TZ

A3}, -skip-net 2 AHEsHH 2 Elﬁi P%*§§f5._ﬂif. LSt -path QXIS AESHH EF C2E2|2t
a IGYeH, 2t CIAMEZ|E &35l ol =0 siEsh=Xl
&I}, Devman Iﬂ'l"*?-l 01|9| Q@IHHI bin 0] F7tEl ZE Helstn, & HTEQ| 2f=st Q] Lol
SYotLt. &elst= =et o2l CHal2 ofaff Eet Zrt.

Windows, Program Files, Program Files (x86),
AppData, ProgramData, All Users, NETLOGON, PrintMe22.pdf, .exe, .dll, .msi, .sys, .ini, .ink, .bin

SYSVOL
E 6. 258t ofe] chat
mel ofwst wAle MEZM| met £iix st BEz pREC MEZs v s Amse
2, 2E ofost H2S ZHGS S O SHO| ERSICL A M WAL 37|t 2 Yol FL e
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Hash(SHA-256)

1f6640102f6472523830d69630def669dc3433bbb1c0e6183458bd792d420f8e

c5f49c0f566a114b529138f8bd222865c9fa9fa95f96ec1ded50700764a1d4e7
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« GMA Network (https://www.gmanetwork.com/news/topstories/nation/945481/gma-network-statement-

on-cybersecurity-incident)

« RELIAQUEST (https://reliaquest.com/blog/threat-spotlight-reliaquest-uncovers-vulnerability-behind-sap-
netweaver-compromise/)

EQST insight | 22



