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2~ : Moscone Center, San Francisco & Digital RSAConference2022

N

X : TRANSFORM
o TR LH%

- Innovation Sandbox

- 25+ Keynotes

- 350+ Sessions (Cloud, Zero Trust, Privacy, ...) e TRANSFORM (Together, we transform.)
- 400+ Exhibitors (Early Stage Expo) - WO T 0]Z 9 Cybersecurity H3} =

- Vendor Seminar (Qualys Security Conference, . -
- RSA Security, RSA Conference S &2 %

Mandiant APJ, IDC Analyst Briefing, ...)
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'OWN YOUR
DENTITY.

Investigate
and respond

Widest range of enterprise security infegrations, increases
efficiency and maximizes existing technology investments

Ve SUle o APIS L L ey SRR I Protect faster with

Limitless XDR

Remediate

tufin “;“:'”"‘i
Hunt for threats
and more
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Soulless to Soulful, Security’s Chance to Save Tech (June 07, Trellix)

e “From soulless to soulful work presents an incredible opportunity for our industry.” (gryan paima, ceo, Treliix)

e Normally at RSA we discuss important topics like Al, anti-ransomware, but, today | only want to talk about PEOPLE.

o Social Media 7| 2] SXY
— 1A, Social Media 2| A= M| 42 O 7HZA 2HE 11 Community S
- J2{Lt 252 Social Medial| Foll-dS XSt 20, Q=

o ‘Soulful Work’E &= QX &E

[Do you think social media is harmful?]

~<

- U HU QRIES E O 52 JHK|E X|SIH Lo RHEAI S FHE 4 9= soulful WorkS & LK} &t
= Agree = Not Agree = AFRE X|7|= cybersecurityZt 52| X[t £ &5111 A 20, 0] = cybersecurity A 0f| E21H2 7| 2]

o AlZIO| Z5F F7lols HA HEI S5 FE5S olEot QXS E0{F0]7] #lslA=...
o HOIHEI7I HETe| Ot FE2 =22 S5 GArPO| F2 # 2l
- HEXA0| MEH EHHE IO 78%= Hd, 64%= M Ql, 89%= OO At SHX[ 2t Hackere= =712t 15, dE S LU E= A H ER
o SUEHEO| Mot oIF) £ 0| H7I BUE U2 ShME M2 T HA HL
- X AHEH cybersecurityd] CHEE 27| Q1A 7HM 2 Q (eg., AHStE/CIEHM T2 I Community college T2 1O 2|, 2L H S5)
- 27 4Y0| campaign= Sl 24| METH AKX H, cybersecurity e 22| PH2| Campaign= S|l Y ENME SHZES 2RIt US

e Introducing “I do soulful work”

Make the Give Protect Keep the
o They are doing Soulful Work, just like you do soulful work, and | do soulful work. World Better Inspiration People Country Safe




Topics & Tracks for RSAC 2022

Analytics Intelligence & Response * Open Source Tools

Anti-Fraud * Partner Perspectives

C-Suite View * Policy & Government

Cloud Security & Cloud Sec Ops * Privacy

Cryptography * Professional Development & Personnel Management
DevSecOps & Software Integrity * Protecting Data & the Supply Chain
Hackers & Threats * Risk Management & Governance
Hackers & Threats Advanced * Securing All the Things

Human Element * Security Mashup

Identity * Security Strategy & Architecture

Law * Technology Infrastructure & Operations
Machine Learning & Artificial Intelligence ° Zero Trust

RSAConference?202?
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Ransomware cunnly Chai
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Identity PPY
Active API
Directory
Security
Attack Operations
Surface XXDR...
Digital Cloud Native Security

Zero Trust Risk/Reputation Analytics Platform
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Global Threat Brief: Hacks and Adversaries Unveiled

o Speaker : Dmitri Alperovitch, Sandra Joyce

Global Th
Hacks and Adversaries y. 2 o e e TR YE:M22 TH IF FHH A X
Saries Unvejle [ X2k
Dmitri Alperovitch % 05
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The Five Most Dangerous New Attack Techniques

o Speaker : Ed Skoudis®| 4 / SANS Institute
o T8 LE : 71% st 571X 3 71 7|

V‘

O ) gh g"“’ < ) h ""'04: X1

YW RMCoeerce2 , e |0

i
The Five Most Dangerous New Attac>ks % g
«»’ »

Living Off The Cloud > & ¥ Cloud Network Anomaly Traffic =24

Multi-factor Authentication > Multi-Factor HZ HX} 243}

i) Mobile Device - Update, 7| &= ¥ H| 243}, Data Backup &

Communication Satellites > ¥ Z = 0| A& 2 EFX| /KT

@ Attacks Against System Backup > T ZH2| A| AR H M| A Z5)
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Hacking Exposed: Next-Generation Tactics Techniques and Procedures

e Speaker : George Kurtz®?| 18 / CrowdStrike

o 8 WE : XMt ol Z H= (ZI= A B

o Cloud 24 Container Server Al Z710] 2 24 Z71 o &
o Cloud Container sl A| C}E Container, Host OS SlilZE &=
— VM Server2t= CHEA| StLEC| Host OS & S /ot7| M=
o Ol& 7ts ol 8 AlLiE|2
— Host EE+= Container #oF 248 1178 0| &2

— CtZ Container HIO|E| ZHA], 20490 2+

o CHSHrot

— AHO|H=tE A" 55 &0l 2R

— Z[LIHX], oo Mol HEIY T2 M2 ZLEHE SLA O
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Ransomware Reality Checklist: 5 Ways to Prevent an Attack

e Speaker : John Fokker / Trellix

o 72 LS : MU0 3H WX 57}x| L
o LHE HOQt Hole m}e}, CHH]
o FR A EE FF AMLS WEA X
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Securing Entry Points and Active Directory to Prevent Ransomware Attacks
B | a - ';

4

e Speaker : Dereck Melber/ Tenable
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Cloud Target Attack

- Container Server 278 28

&S APl F 2 (Code injection, Replace, CSRF, authentication)

Supply Chain Attack
- 2% YA Update Server Target
- A S FLE A+ XH

National Infrastructure Attack
- B{AlO-2Ito[Lt M SN 5T

Identity Attack

- REAZ Y5 Ft 34

- Fail open 2 &4 &8 MFA 22| 7|8

National
Infra-

- Z7pZ 23 9 7|8k Al M Target structure

Ransomware Attac

System Backup Attack
System N gy wop aag Fom i EX)
BaCkup - IBM, Veritas, Kaseya, Dell &
Ransom-
ware
k
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“Cloud Taget Attack”

“Identity Attack”

“Supply Chain
+

Ransomware Attack”

Container Server $| &
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- gTe Y %8, U713 ot

HE APl FA4H

- Code injection, Replace, CSRF
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IZ MITRE ATT&CK* Framework (*Adversarial Tactics, Techniques, and Common Knowledge)

Initial Recon Deliver Control Maintain
Y Y Y T Y Y Y Y >
|\ |\ |\ \ |\ |\ |\ |\ >
Weapnize Exploit Excute
oS et
Web Security
Cloud Security Security Ops & Incident Response
loT
Mobile Security
Security Application Security Endpoint|Security Data Security Messaging Security Threat Intelligence
oo
e N/W & Infrastructure Security
Security Consulting
Identity| & Access Management Floud & Transaction Sedqurity
Blockchain MSSP Digital Risk Management Risk & Compliance
Operation developer Security Expert Security Expert
Human . .
Security strategist (Mornitoring, analyst)
(CISO, CPO)
Facility
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[ Privacy Act A|&
- 5/ T @: ZAz|ZL|of, SEEtE, I E|Z, HX|L|O}, RE}
- CCPA > CPRA(23E 1& AR 0E)

STATUTE/BILL IN S * CCPA: California Consumer Privacy Act

LEGISLATIVE PROCESS * CPRA: California Privacy Rights Act

Introduced { e
o s o 0 Privacy Act 2|3| &9
. In cross committee \‘7’ - 77H—$—‘: D-”Al-_jliA-HEI DlAl?_'I, -II—_I—X'l Xll -|I:r-g-ll 26"0'9,

e = AF|E 20| L}, HIAH L|O}

Inactive bills

. No comprehensive bills introduce e e
B 039 o2 FolM HoYe=sH LES oeh B
AME7F AN S

€) Last updated: 6/9/2022

U SO|H, HE Eero] o= 4o S0 UAs

H.R.1816 - Information Transparency & Personal Data Control Act

S.1494 - Consumer Data Privacy and Security Act of 2021

S.2134 - Data Protection Act of 2021

S.2499 - Setting an American Framework to Ensure Data Access, Transparency, and Accountability Act(SAFE DATA Act)
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The Security and
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[Backup] System Backup ¥ 2™ List

Product CVE Explanation
Veeam CVE-2022-26500 REC as Local System
IBM Container Backup CVE-2022-24921 DoS
Veritas Backup Exec CVE-2021-27877 Execute command on agent
Kaseya Unitrends Backup CVE-2021-43044 (multiple vulnerabilities)
Dell EMC Cloud Disaster REC. CVE-2021-44228 Log4j
NetApp CVE-2022-24921 DoS (Golang issue)

37



[Backup] T2 AFEE|= H|2/E T4 List

O Ner-NMelideus Teels [y Gybar Criminals

Native OS Binaries Percentage | MITRE Technique Administrative Tools Percentage MITRE Technique Info
Windows Command Shell (CMD) 53.44% T1059.003 11021.001 AnyDesk
PowerShell 43.92% T1059.001 T1021.004 T1021.005 | ConnectWise
Control
WMI/WMIC 33.86% T1218 T1564.004 Remote Services 3598% RDP
T71218.011 UltraVNC
Rundll32 24.34% T1564.004
PUuTTY
Regsvr32 14.29% T1218.010 .
WinSCP
Schtasks 12.70% T1053.005 7-Zip
MSHTA 10.05% T1218.005 Archive Utilities 6.35% T71560.001 WinRAR
Excel 8.99% 71105 WinZip
T1087 & Sub- BITSAdmin 3.70% T1105 T1218
(o) . (o]
Net.exe 7.94% techniques T1564.004
. T1105, 1564.004 T1016 T1018 T1069 &
[o) 1
Certut 4.23% T1027 . . Sub-Techniques,
ADFind 2.65% 11087 & Sub.
1003.002 :
9 h 11482
Reg.exe 3.70% 1564.004 techniques 8
PsExec 2.12% T1569.002
Fodhelper.exe 0.05% T1548.002
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[Backup] XI5 AFEE|:= CVE Code List

O Ner-NMelideus Teels [y Gybar Criminals

* All major groups were quick to
leverage CVEs over the last 2
years

* |nitial Access, RCE or LPE

* Most observed: MS Exchange,
SolarWinds Serv-U, Log4),
Accellion, SonicWall,
PrintNightmare and SMBv1

39

CVE-2021-34523
CVE-2021-34473
CVE-2021-31207
CVE-2021-26855
CVE-2021-4044

CVE-2021-35211
CVE-2021-27104
CVE-2021-27103
CVE-2021-27102
CVE-2021-27101
CVE-2021-44228
CVE-2021-31206
CVE-2021-45105
CVE-2021-45046
CVE-2021-44832
CVE-2021-4104

CVE-2021-21972
CVE-2021-34473
CVE-2020-12812
CVE-2019-5591

CVE-2018-13379
CVE-2021-36942

CVE-2021-26084
CVE-2010-2861
CVE-2021-36542
CVE-2021-34523
CVE-2021-34527
CVE-2021-1675
CVE-2021-28799
CVE-2021-20016
CVE-2021-27065
CVE-2021-27065
CVE-2021-26858
CVE-2021-26857
CVE-2020-5135
CVE-2020-1472
CVE-2018-13379
CVE-2018-13374
CVE-2017-0148
CVE-2017-0147
CVE-2017-0146
CVE-2017-0145
CVE-2017-0144
CVE-2017-0143



[Backup] CYBER SCAPE
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