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New ransomware & group

i Rusylocker] Crv0 | 13-089] intye | Waissben] Evoutio)

New ransomware variant (orgin/variant)
.cracker m .cod .asyl pryct .CYBER [Lrinrna lockis

szt

a2zl 2,.2025H 12 & Mo 9H

VELET
12 gol= & 7 79 Al iRlo] DB0| SHYCE OIS 2E C12W 9B A|ES 2D, WK

o AIANES YZESH Alle Y20 O%ICH Osiris= 17, MS13-089 = 2 7, MintEye = 5 Z49| I|s}
AAEE R= AOIE0N AARCE O 2 LIHX| 252 CI3E |F AOIED JiMsf & Aef=, mlsl
Atgll= ofxl =el=|X| etn UCE

MS13-089

LEAKED DATA

uro_com (USA_ Virginia)

Virgimia Urology (VU) has a long history of providing quality care to the Greater Richmond
metro area since 1929. This practice prides itself on its strong commitment to the community’s
urological needs by recruiting highly. .

dgpcommercialisti.it (Italy, Reggio Emiha)

Aree di specializzazione: contabilitd, bilanci. dichiarazioni fiscali, incarichi di sindaco e revisore
legale, consulente tecnico d'ufficio, nistrutturazioni e operaziom straordinanie. Consulenza

Societaria, ordinaria e straordinaria, ivi .

@339

a7l 3.MS$13-089 9| [} |E AOIE

2025 = 12 ol ST MS13-089 I F2 ARl & 2 19| L3l AMZSS H=EUCL £t HIo[HE
SHotE YN S THES HES(%)Z THNLZ HIo TISHAIE Latsts 20| =Rl
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The one and only.
Only elite players allowed.
No deposit, old school.

Landing

asn; 345823, aso: "GLOBAL COMNECTIVITY LLP", cc: "DE", city: “Frankfurt am Main", clientTz: "America/MNew_York",
continent: "EU", country: "Germany", ip: "'81218.13.11", latitude: 50.1109, longitude: 868213, postal "60313", type: "hosting",
tz: "Euiope/Beilin”, weather: "GMXX0040"

Honeywell Manufact. | Session: 1adSf8 60874 [Mew 1]

‘M Honeywell Manufacturing Hi, we received your message. Our board has approved the payment but
3 the amount. 12 million is extremely high for our company, can you consider 8 million??

13/12/2025 0244 A4 ObnoxiousSpy [You) hello. price is final and non negotiable, you have 72 hours left. after deadline
price will double. we have 940gb of your data including financial records and client contracts

03/1 \M Honeywell Manufacturing We understand the situation. Please, this will bankrupt our insurance
coverage. ‘We are willing to pay 10 million today

03/12/2025 0301 AM ObnoxiousSpy (You) we checked your revenue its over 400m last year. 12m is fair price, this is not
negotiaton send payment to provided DAl wallet on ethereum network and we give decryptor + delete all data. wallet
adress in your panel

13/12/2025 0451 A Honeywell Manufacturing Pagment of 12,000,000 DAl has been sent. Transaction hash:

0¢43e535150c lec70957602360b3389adIEEEb2cdcaae 16 19cbE3ab365c 364 12a Please confim receipt and send
decryption tool. \We expect full cooperation as sed

13/12/2025 0514 A ObnoxiousSpy (You) confimed, recieved. decryptor and instructions sent to your panel

Type your message. 250 characters per message

4 cryo |*:-||'?'-“°‘I JEQI RaaS3 gﬂ%

Cry0 J&2 20254 12 ¥ 3 YEE 2{A[0F sHZ ZEHQI RAMP OflM FHE 2ESEI| AIZYLCE 0|E2
3 ME o ot X e 23 AN 2F S

e
LAY RE AOIEO| AME AX At HEH2 2ele|X] gf1 QUL

3 Raa$S (Ransomware-as-a-Service): HMYOE MH|A HEZ HIZHA F1LE 2AH BMYol2 qtED 2AHS 4 YT 2 St H|XL|A DE
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Delko Pools by Bradley

0 News

El Leaks
m&m R PETES Pools by Bradley

Report i
Wesley Heating & Pocls By Bradley specializes in designing and building custom outdoor pools and
Cooling spas tailored to individual client needs in Central Florida, particularly in Orlando.
Views Their services include a variety of enhancements such as water features, lighting
effects, and entertainment elements to create a unique pool experience. The

- P company caters to a diverse clientele, ranging from families to exercise enthusiasts,
Windward Life ensuring that each pool reflects the client's vision and ambient style. With a focus on
Care quality craftsmanship and exceptional customer service, Pools By Bradley has

ews established a strong reputation in the industry.
The Boathouse on Rl e neame
the Bag Encrypted , Proof 5000000 $

05/01/2026
Lares

Krenzer Marine Disclosures

Overview Metrics

e Title: Data Contracts, Financial data,
Cuctomer s data

Harris Consulting e tion: 50 Gb
Engineers

¢ Oh § 55m { 37s
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Sinobi AH0] 2F2 2025 H 7 Hol| EA[UCE AXTIX| T3 7= AOIEO| L3 =% 221 X2
SHACL 7E AMZ0l= Dol =X|9| o|Fnt FE, AA LXK oLzt B3 Xtzo| 72t ME Ho[HE
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N News N News

El Leaks El Leaks

Report Report
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Sinobi Ransomware

gos gy

oFG 5,
: 237

Curve-25519 YM2|Z0 2 ok&3} 7|2 MM AES-128(CTR) Y2|E2o2

a AES-128(CTR) h
N
File Emﬁted
File

Curve-25519
User Private Key

Encryption

curve-zss1s] Curve-25519 | suas1z
Key

e _ Shared Secret
Sinobi
Public Key

Files < 1MB: M| 2535}
Files > 1MB: MEHSE B E=( entire / fast / medium / Slow )oj| I}2}
— I 37|12 100% /5% / 15% / 25% 0 B2 2t&3

peosst || wlmgzay || ysw3 Hn
E
| sy
D, O
AES-128(CTR) ¥&3} =
(CTR) & MH|A 28
E  READMEmt X +
oy mE  eY| H v =+~ B
Good afternoon, we are Sinobi Group.
As you can see you have been attacked by us! We offer you to make a deal with us. all you need to do is contact us by f
We are not politically motivated group, we are interested only in money, we always keep our word. You have a possibility
You have to know we do not like procrastination. You have 7 days to come to the chat room and start negotiations.
- 1 Communication Process:
In order to contact with us you need to download Tor Browser.
You can download Tor Browser from this link:
Eﬂgh E https://www.torproject.org/download/
}—0‘ After you joined to chat room you have the opportunity to request several things from us for free:

1. make a test decrypt.
2. get a list of the files stolen from you.
At the end, we should agree on the price for our services. Keep in mind that we got your income/insurance documd

- 2 Access to the chat room:
To access us please use one of the following links:
1. http://sinobi7yuoppj 76qnkwiobwfc 2qve2xkv2ckvzyyjblwd7ucppti62ad.onion/login
. http://sinobi57mfegeov2naiufkidlkpze263jtbldokimfigmk2mye6ésdyqd.onion/login
. http://sinobibdvzohujklioflxiz3ueyedthbbed2lzjz2z6pafwSjeoptsid.onion/login
. http://sinobibjqytwaxjw24zuerqejyd33hoowézia7zbkzvwawivamuingayd.onion/login
. http://sinobicrh73ongfuxjajmlyyhalvkhlcgttxkxaxz 3gvsgdcgf7euigd.onion/login
. http://sinobidxodgtdjsr3timf2rrdokjvwwipSgh3lrgxnowomex62ssrhqd.onion/login
. http://sinobieadsnfqtkcd 3paumapodoi TvxcySvjzfoalunsnvzehozthpyd.onion/login

~N o v W

- README.ixt

.SINOBI

aal

8. Sinobi 2iMgo] iR
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T1106 T1569

T1135

T1083 T1082

T1562.001 T1222

| T1140

T1486 T1490

MMl0] 2
MITRE
ATT&CK
. Windows API ZEE St SE ¢
Execution
AAE MU[AS otg3 Wy A
MITRE
C2lo|E EtM Ol = ClE2| EH ATT&CK
Discovery a7z catojs gia
HEY3 28 xtel EA
M |
Ob/M TEHA MH|A B
Defense ~ 2%/ ZEH= MU= 8=
. oy A HA
Evasion .
LHESIE XY AL
MITRE
WOl =ARE AH| ATTBCK
Impact SVER

MH[A Bl Z2 A

OI}I

T1489

J21 0. WALl 22 Ha
Sinobi M= Ciefet & QIXIE AtEOH A=t CHAO|L) HAS FESH
AR A0, SHA= Yzt et HH| =22 22 2z2E 8 & U= ZE &
o AFEE|= QIXtet 7|52 Oz #eb Tt
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QIx}

L
oZ

--file <filePath> Aot CHa oY XM

--dir <dirPath> 2zt et E0 X|IH

--mode <mode> Aot I MH (Entire / Fast / Medium / Slow)

--help A =2 HAX| £

--verbose 23 =

--silent AR 0|HE, HELE O] 8y

--hide-cmd ZEY 27171

--no-background HiZelH HE 7|5 Hl2Mst

--no-print HHLE =3 7|5 H|2dst

--stop-processes o st AH CHA mlo| MdEel 2@ TENA BE

--kill EY Z2MA Y MHA B2

--encrypt-network HER3 SRIK L=t iz et

--load-drives SHT E2[0|E OIRE

--safe-mode HHEE HE

H 1. WMo Asolxt

Sinobi ML INC 2 Lynx Mool A% QIXIE H|W J 2o, M WO AY FE20A
35 7|52 3R ALt dR QIxt oAM= ko7t =HRIEIDE MY Yzt ZE HAFE J|s2
Sinobi 2t INCOHH HSEX[2F LynxHIME ZI=|X| QUL Sinobi= --mode XIS Edf zst RES

MBS £ A1 INC EA| --mode E 2Z3t ZEE MYE 4 QUCt 8HH Lynx = O|E H|o{st= QIXI7t
SOISIX| SIECh, S8 SHER W © PEE M M 1SS Sinobi OISt KIZEICE Sinobi &£ --
silent QIXIS ArEstH 2fEA}F HAN WHHE WES +ASHK| X2 Lynx 2 INC 0= STt 7|59
QIXp7} =QIE[X| SIUACE O|2{et XHOI™EE H2lsHH, Al ?_H’S%IWE oA Xt =FOM HSSh= LHX|
ZF2 7|50| MetHo=z selst LM HOICt
if ( DeviceloControl(Filel, @x53C828u, &InBuffer, @x18u, @, @, &BytesReturned, @) )
{
if ( byte 140033C78 )
printf 1(L"[+] Successfully delete shadow copies from %c:/\n", i);
32 10. e SARE AA|
Sinobi HHAH= Lynx YLt SLS HACZ Azt KPS S| © S LS /6 WY
SAEE AAetct. O|Z s DeviceloControl g+ =& He SAM20| MEE= St 2| 8%
SA xfgFetct. O Anb AARE ME S0| RESICI TESD, Z7hs =HHESh=E aPEoA 7|E0|
MY B SALES XIS = ArK[etct.
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et A0S kil QXIS AFSSIE TS MY ABHE 9ol EX TIAlAS MHIAS SE3IC
E2 iy ZEAA Y MHAS off Eel ZOMW, Y B2 Lynx AMUOIOIM Solsl =3} St
7102 olslct,

sqgl, veeam, backup, exchange, java, Notepad sql, veeam, backup, exchange

H2 IDZMA 81 MHA Z2 Cljdd

oY Aooh= -file X AFE Al EF mpAnh AosIH, --dir QIAF AFE AloflE XIS 220 EXMst=
mAgh Aottt & QAXE R UHEX] IOH o2 idE HolPt ZE MUS A=oH, 2felE

A3} Hel B2

Windows, Program Files, Program Files (x86), | .exe, .msi, .dll, .SINOBI, README.txt
$RECYCLE.BIN, AppData

E 3. 2=3t o2 chy

ofn

Sinobi AL} Lynx A0S 23} o] CHAR CHEE SUSHLE, L2 FF0A Xto|7} =telEICt
Sinobi #HMLOl= 0|0 ATIHE MUS FSECE LZSHK| Q47| s “.SINOBI" SHEXE 02
CHAOZ =15t HHH Lynx M= “lynx” SEXLE 0f|2] CHAOZE AMEBICE,

User Sinobi

Curve-25519 Curve-25519
31 || || BWIIE st 212171 D

| |
Curve-25519 | Curve-25519
|
Encyption [ Encyption
R TE|. s gaime gisgE . [ 0
AES-128(CTR) AES-128(CTR)
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Sinobi Q0= T ASHE Qo THUDICH RS 32 HIOIE HRIF|(A)E MAMSICt o= st=RYE
2K 2747|(B)2F Curve-25519 ¢AMS £8iis] 2R H|Z(C)2 MASICE o|uf 2R H|ZO0|2t Curve-
25519 22|B0M FE0| ZXte| Hel7|et Hrhte| SIH7 2tz SUSHA| AlMtEl= 2 2ot

mjsixtel ZHRl7[(A)t SAXC| S7H7|(B)2 ALt 2X(C)2, SAXS| HIF[(D)et LHAe] SIH7|(E)Z2

Auket gh(F)2t SYotH, of St U(C, F)IE &7 HIZO[Zt ot olmf MYE ISR HIE2 HIE=E

AIBEIX] g8 SHA-512 2 SHA|E|0| mhd7|Z #Hete|H, ASH2=Z 0| IHY7|E AEdH AES-128(CTR)

LUZ|ECE MY ASIE pAHSICL AeIt 2EEH Sinobi & IHUSl 2o msHXte] SIH7|(E)E

Mottt SAX= 0] S7H7I(E)2t Atalo] ERet JHRI7|(D)E OI8H =7 HIES CHAl AlME = 2,
o

=
gt
2 SHAIE HE DHF|E HEHC2M SiE TIUE F=ote = AL

File Size < 1TMB File Size > 1MB
1ze .
size
Encrypt Entire Encrypt Entire
Data Data Normal File . kil
ormatrie Normal File
Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block
Encrypt Entire Data Entire Mode Fast Mode Medium Mode Slow Mode

B Encrypted Data

Normal Data
33 12. Y A3t WA
oY fzel #Hels oY A7|9f M%EIE QIXtofl w2t EEFXICH 37|7F IMB Olstel mAES QIXtet
0| TA| HIo[Ef7t Y=stElLt. IMB & X1i5h= Ol F0= Xt et oy 379 Let
ALt Entire 2E&= DY A7} OE,*§§}EI_T'_, Fast 2E= IfAQ| 5%, Medium 2E= 15%, Slow
L= 25%E A2eldhs Ao Yoyt 2REH, IHY 3T|Lt st REet A Q0] BE o9
20l= 1H™E HEIE0|E] E20| F7IEICt o] 2E0l= F=o0| ALBE= 370712t siE mhHo| HEE
ot RE FE, O2|0 A RS AESHY| f[gh “SINOBI" OH7t el MFEICE
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Good afternoon, we are Sinobi Group.

en attacked by us? Ue offer you to make a deal with us. all you need to do is contact us by followi
erested only in money, we always keep our word. You have a possibility to decrypt your files and s
e to know we do not like procrastination. You have 7 days to come to the chat room and start negot

- 1 Communication Process:
Bin order to contact with us you need to download Tor Browser.
EYou can download Tor Browser from this link:
Ehttps://www.torproject.org/download/
BAfter you joined to chat room you have the opportunity to reguest several things from us for free
El1. make a test decrypt.
EN2. get a list of the files stolem from you.
nd, we should agree on the price for our services. Keep in mind that we got your income/insurance d

- 2 Access to the chat room:
BTo access us please use one of the following links:

H1. http://sinobi7yuoppj7éqnkwiobufc2que2xkv2ckvzyyjblwd7ucpptls2ad.onion/login

B2. http://sinobis7mfegeovZnaiufkidlkpze263jtbldokinf jqnk2mye6ssyqd .onion/login

B3. http://sinobibdvzohujkliofkxiz3ueyedfhébed2lzjz2z6pafwsjeoptsid.onion/login

B4, http://sinobibjqutugxjw2hzuerqcjyd3hoowbziaZzékzvvavivanu?ngayd.onion/login

B5. http://sinobicrh73ongfuxjajmlyyhalvkhlcgttxkxaxz3qusgdcgf7buigqd.onion/login
Bl6. http://sinobidxodgtijsr3tinf2rriokjuvufp5gh3lrgxnovoncx62ssrhqd.onion/login
BR7. http://sinobiealsnfqtkch3paumapoloi?vxcySvjzfoalunsnvzehozfhpyd.onion/login

BIf Tor is blocked in your country you can use this link: http://chat.sinobi.us.org/login
BYour unique ID: 6925295b88b6823Fa2e9289b - use it to register in the chat room.

- 3 Blog:
BTo access us please use one of the following links:
: http://sinobi6ftrg27d6ghsjdtéSmaldsécfptlnjyws2rskakgjdaduvb?yd.onion/leaks
: http://sinobi6rlectf2bgnérd?2xo7huds4aSajiv2ifhoub2sut?fg3gomngd..onion/leaks
: http://sinobidywgnmug2gj2yygkb2hxbimaxpqkyk27utibz jwhfcldhackid.onion/leaks
: http://sinobi713wet3ugnicagjiessuomu75aw3dbugah4jpjuldod7xndb7kad . onion/leaks

o sty 2tek|H, Mo A AIEHN HHELE EHAEES oSt HIEDIH O|0|X[E MAs)
ClA30| XM&SICE o|= shig o[o|X] AE2E HKCU\Control Panel\Desktop\Wallpaper 2|X|AEZ| Ztof
ElotHS HATOZN, TISHAIZ ML E W8S FA| 2RSS Lot

OP
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MITRE |}

ATT&CK
. T1106 T1569
Execution asr 7% at4si= E3 ofd 89| Kot -

=]
—

T1135

MITRE
. T1083 T1082
DISCOVEI’y el 7 X EFE AMES ST o9 A 1 l

MITRE |}

ATT&CK
Defense . ..c su o se 5ot T1562.001 T1222
Evasion
W 11140

MITRE

SIS ES o ATT&CK
clolE g T1489

3% 14, HYsllo] cHSwet

Sinobi WM = HH Al =LE LollSt7| fI6H VSS o Mt 2R TEMA G MH|AS ZZoiCt
ofoil CHHISHZ| QI8 ASR* &l SdstE SoiA HIZHER Z2MA A= AHHsta, g9

BOIS 2t 4 ULk,

[e]
[¢]
%

oot EDR &84 TQint XA 2ot miX| 2oz FAHES A8t FFL HIFEYEQ AHRE UKD
MG Xtoteh &~ JUXES ofiof oict WY SAREE2 BXol HERS F0|L 2f MEA, IRl
DAl oMoz 24t s, AlA™O| Pttt H|o|Ef S+17t JhSStA| ioF Sttt ofm HHey
X H2 Hets 2Aashtn, Y71Hez2 54 HAES HAl5H0] Y] HO|Ee| RAYES 2&Hof oLt

OFX[Z2Z, Sinobi YA = HEHZ 37 LY: L2oIEZ HERZ 3/ Aol HIwesS

£|AstStLE HigAstel 28 2|AA0 H2SHK| 2= ofjof STt

4 ASR (Attack Surface Reduction): 2AXI7} A= EX TENAQL M JHs3t T2 AE KL HS J|5
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loCs

Hash(SHA-256)

9432B065C803BAAS4AF1FEFAC20D97AFFCE212DEC2BB9A597FC010064D391FC24

1B2A1E41A7F65B8D9008AA631F113CEF36577E912C13F223BA8834BBEFA4BD14

D4919A7402D7AE02516589FBDFB3CC436749544052843A37B5D36AC4B7385B18

B D AO|E

- U.S. Department of the Justice(https://www.justice.gov/opa/pr/two-americans-plead-guilty-targeting-
multiple-us-victims-using-alphv-blackcat-ransomware)

- Reuters(https://www.reuters.com/world/cyberattack-french-interior-ministrys-email-servers-
compromised-more-than-20-2025-12-17/)

« Le Parisien(https://www.leparisien.fr/faits-divers/une-attaque-tres-grave-cing-minutes-pour-
comprendre-la-cyberattaque-qui-a-vise-le-ministere-de-linterieur-17-12-2025-
ISXBEVWKDFCLLEZKHA2RBJFECA.php)

« S-RM(https://www.s-rminform.com/latest-thinking/react2shell-used-as-initial-access-vector-for-weaxor-
ransomware-deployment)
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Research & Techn

5.
c
®d

JWT AME7| fE0| x2iok= 21F flgat 2|23 g HE

H ME

JWT = QIB0| 2ot HEE StLtel E20| Hop HMESH= A0ICh MH= 0] E2S Sl MEXIE
SfOISIEZ, ALAL HEIE EEZ2 1“3% QM0 2AFE Ml £ UL Ol2fe EF W20 JWT =
727 2 MHIALE 2] MHZ FEE 2t80fA 22 APRE.JEF.

JWT 7[Et IB0M= M7 S Bt o, MEE E20| FdHoz MdE AAXE =eleit). oj
M7t 2ielst= sty 4= EZ9| MYO|C.

CLIENT SERVER

AFE Xt

JWT ME 2ol

l

X X2

J2 1. JWT 7|8t oI=

of FZOME MY ZHgoll MEEl= ME7| stito| elEel =7 FBECL mEte ME7(7F 2[R0
LERLL 2D BREYE B2, 25 AAl T dzeh SO 2lE + Ark 2 BEAME JWT 2
ol21gt E4& HIECZ, MY7| 227t 228 off o X7t ZUSH=XIE &M AIRIE Sl AMEaxt

oLt
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HJWT
1) JWT &t?

JWT = MH7} 23
ALEXZL "0l 7158 +

I_Ol_

WS mofch "ol 20| 2
2

Hqe

= C
ASHSH
TOo=Z

ANEAIZEE 2 HA QXoIX|"
ool AE=X"E LS| 2I3 AF8dt= EZ20|Ct

mElinig =

o HMEEH, MH= 0| Sl AFSAt AEnh Aot

JWT & F2 2302 43 Al €550 o|= ¥
efols Aot MEtd JWT &= e 2300 MEi |X|E OHEE AP ®Z HOf, MH|A 2
2Z(SSOMEH Y HYds STM0F ot 2FoM Z5A =Tt

JIEOlS ME{ZE "7t OfH MEHQIXI"E MM RO XES) FE MM wAS S, 9
MEE HES ZslShs WAlo] UALHOIRE WEl JWT WAL Must AelE A4 S3 vlmchs,
Bt 33 YU 2302 R0 ABK E2 CPA ok O JWT S MM 232 dekE A

H22|/DB off XESIK| 2
AF2XIZ stolsiCt,

. o
1.5 EE HS LT —
| | —_— uu
= E - -
3.AMIDE=
ZajololE MH Database

1. @&} g
MM D M2

5 =
¢ ¢ -
A 4 gctuist 2o Hn
E20|YE MH uis} Database
2. MM 3 gwT

b= Stateless 22 MAZE SHH, X0| 2 Wi EZ

L]

=Eo[HE

1. 281 &M

JWT FHz 2E
=P

3. St dist

=S

rlu
o
ol

a =
% o5
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2) JWT 74 224

JWT & FH()e2 JREE= M 7Ho] A QA2 O|R0{X|H, YHNMO=Z Header.Payload.Signature
HEHE HUECL Zf 74 QA AEO0| EF 97| flet Aol ol OOl ME 7t 22HE 2l
Base64Url #Al0Z QIRGEl EXtHo|C},

eyJhbGciOiJlUzITNilsInR5cCI6IkpXVCJ9.eyJzdWIiOilxMjMONTY 30DkwliwibmFtZSI6IkVRU1QILC
JhZG1pbil6dHJ1ZSwiaWFOljoxNTE2MjM5MDIlyLCJodHRwczovL3d3dy5za3NoaWVsZHVzLmNv

bS8iONRydWUsInVzZXJuYW1lljoiRVFTVCBMYWIifQ.PYq5fttdbnGoTpSsLiSIOrSBB49hscTmAPS5
jGIWIGA

1

XXXXX. LLLL7

slici(Header) ME(Signature)

Encoded(Base64Url) /H/ Decoded(Base64Url)

Header Signature
(Algorithm & Token Type) (DATA) (Secret)

"sub":"1234567890",

"jat": 1516239022,
"https://www.skshieldus.com/" : true,
"name" : "EQST",

“"username”: "EQST Lab",

"admin" : true

“alg" : "HS256",
o s ST

b'\x49\x5c\x8b\xc7\x04\x49

® Header(sllH)

st ME Zn2|En EZ ERY
gn2E S=n sEo FAIER &
Al 3L|X{(Signature)S HASSICE.

{EE Zgoln ULk MHe EES HEE o, 02 38 =
—

I
Z02 Y LUEES ArE

Bl ox
u
il
mjo
=o)
El
o

—e O e
ot =, UX|S

"alg": "HS256", // MY &1nZ|S
"typ": "JWT" // EZ EIY

a2 4. JWT &4
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@ Payload(H|0|2E)

Ho|2E0fl= E20| e AN FESO0| XN, o] MEe| 2 gd5g 22 (Claim)o|2t Bt JWT

HZ(RFC 7519)0lM= Szl E41F A2 Helo| w2t SEE 22, 371 2, HIS7H See=
=EICk

"sub": "1234567898",

"iat": 1516239622,
"https://www.skshieldus.com/": true,
"name": "EQST",

“team": "EQST Lab",

"admin”: true

}
33 5, C|3Y & HA ho|]2=
. SE&l 22| (Registered Claim)
SEE Y2 JWT EX0|M ojnjet 87t AbHo| HeolEl Yoz, EZ wLIK, f= 77 iy
S HHSH| Qs AFZEICE B =2 OLX|T, EFQ RFY HTHL MH[A 0|20 EEE[7| w0
AH MH|A 2HHOIM AIEEl= BRI BCt
{
"sub": "1234567890", ==g| =ajjol
"i1at": 1516239022, o= '—I EE"':
"https://www.skshieldus.com/": true,
"name": "EQST",
“team": "EQST Lab",
"admin": true
}

J3 6. Ho|lzE | SE&E S

—

JWT EZ0|M oot SE& 22 SR= thsat 2o

=1 £aj|2H (Full Name) =L

iss Issuer EZ Ya=Xt
sub Subject AFEAL 11 AKX}
aud Audience EZ X
exp Expiration Time EZ ks AIZHUnix Time)
nbf Not Before EZ g4 AIZ Azt
iat Issued At EZ YUg Azt
jti JWT ID E3 19 AHx

H 1. S5H 22Y 37
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« 27l 23| (Public Claim)

370 S22 o2 MH|AT Z2 JWT E & AISY f, MZ CHE MH[ATH 22 0|22 S2YUS MA]
EEsh= 22 27| 2loh AFEEICE 0|2 fsf 22 0|E2 “https://www.skshieldus.com/"X& URI
HEHE ZA DS ol =E = MH|ALS| HoRIXIE FEPICE F, 22 0|ES URI HAlo=E Foot

22 ol SalYe B 22Yos 2REc

{
“sub": "1234567890",
"iat": 1516239022,
['https://www.skshieldus.com/": true, | 27| S|
"name": "EQST",
“team": "EQST Lab",
“admin”: true
}

J% 7. Ho|2E W} 371 Sz

« H|Z27H 2| (Private Claim)

HIZ7H 22 JWT EZ0 ofeh o|nf7t Fol=|of AUX| o, S OIFat &t ZF AMH[A R7AR
el AFEA EAE & ACE 0|2 Qs Mol 21F 8l 27t 2Xoff ARet YEE MH|2 S0 A

Y EEols B X2 R

{
"sub": "1234567896",
"iat": 1516239622,
"https://www.skshieldus.com/": true,
"name": "EQST",
"team": "EQST Lab", H| 274 2|
"admin": true
}

J% 8. Hio]=E W HISIH S
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® Signature(A| LX)
AIUME JWT 7t HE oPgollM f-HEEEX] fAsE =

EZQIX| TS| fleh ME ZoICh. JWT 29 et Ho|2=
ALBZ, EZ9| d2| = AALX AT Zatof| oo ZZE f.

rO

I5t3, -|I:|-|7} A|§|o

o

Valid JWT

JSON WEB TOKEN (JWT)

COPY  CLEAR

leyJhbGeiOiJTUZzTINiTsTnR5cCI6T QXVCJQLFyJZdWIlDiIXMjMBNTYSODkwIl

W1ialWFBljoxXNTEZMMGMDIyLCJodARwe zovL3d3dy5za3NoaWVsZHVzLmNvbS8i0)

nRydWUsIm5hbWU101JFUVNUIiwidGVhbSI6IkVRU1QgTGFiIiwiYWRtaW4i0mZh

[bHN1 0. jpgJ4hrkmNg_ZrhhIBSFG-BUE]jL6K@SeQ2lqvNiBR1qE

JSON CLAIMS TABLE
>«
"alg": "HS256",
"typ": "JWT"
}

DECODED PAYLOAD

JSON CLAIMS TABLE
{
“sub”: "1234567890",
>| iat”: 1516239022,

"team" :

e

"https://www.skshieldus.com/": true,
"name” : "EQST",
"EQST Lab",
"admin": fals

ANIOLX™E JWT 9 slioiet ]11|0|§E§ 212)

SHA| Etol Qlzdzt

H T HA

HEbX|2, MHe| 2

.I

S
=
oo

Z SILIZ AL83
FOIM ALK ZXISHK]

J% o. O3Y # JWT

Header + " +

2l 10. A|OL|A =4zt

t Base64Url QIZESH H,
MEICE m2tM §l|CLE HIo|2EJE =
oot EZ0| HEEICE

= 32 H()o

=0l

(
2

e

o=
HE

rﬂ
r-°i
Ho
Pl
ng
mjo

E|

re
o

i
EU
S
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o MZh U=AZH0| HHAEXIE TEH o] HHO| Ef= HEO| A g2 E-0oIct. dHAl &

AL Ol|o
O o= OoOT .- O—
Zo|o| U Olo|E{E 1M Zo|o| o= HetsH, =Zto| RZTH HIR{E Zntgto| i8] Latxict
JefA EZ 80| HARH UZto| HEtX|D, ZAMOE ALK ASE MIfstA ECt.
Al 84 X8 A
(SHA-256)
ohLy= # 2c68318e352971113645chbc72861elec23f
PHASIN| 2 48d5baa5f9ba05fed9dddca893eba
|'L'=|"'|' k" O:I # Oe7ddee42332e02e9432adb333753466b
o0 614ff5{3c42064b7fb711673837e070
1. SHA] G[A]
StX| ot ﬁMmOEL oI5 JEMw = QICh SiAle AT AH S 22 ZBE AME

= A7| W=ZO|C}. kM
JWT = E—i— HAI7P OH—IEf 9| AH8ote MY 212|E2= AJLNE MYolitt & "Mzt 71X
7|22 S = A= U'E AILIHZ AEHZEMN

o
EZ0| HEE|X| QUUS & OfL[2} MHIL Az[SH=
7|2 MEE ESOIX|IIX| Solsict,

Header + "." +

oAl HE

12. JWT A|JLA MM 3P

JF00 JWT 9 ME[E AOLM dd Al AEElE 7|17t oA EsElfls FXoM2E RXIEC

MBIt REEE= 59 O|]Z M=E Al € 32, JWT 5 AAZE 258 + UM, 0|8 0|0X|=
LHEUIM AX A2t AlLIZ|RE S3ll AFelrt.
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B AMEI| REE Qe mo| ARl

M HME AXMF IWT = ALK HE Za=2 A2 6]E TS 0] M2 A|JLXME ddsk=
ME7[el 2ot 2|7t Hoto] Mol Lt off AlS2 JWT 1E ZIgh f=0|M MB7| 220
AIYS o i 2|7t LHS=X EHFEL.

1) I AEXL JiQIHE R%(2025) - API 215 3|2 olst CHEF JildE RE

2025 | RI|ME LR QIF A0 AFRREE JWT MEF| 22| 2Het HZtEl iR JHeIde {F
AL ghMSict @F 2= of 3,370 2t HAoZ UB{FICt A2 HETo| WE2H EAKIL MR S FES
ME7|7t A2=[/}D, EA} 0|2 MHEF| H7| B AAl 2| 2|7t 0|Z3HE ™ol X|XFUCY.

3Z4xE JWT 9| dojet Ho|2EE oz #Mot 7, St MEI|IZ2 MBS M= MH &
HEE Edfsts EES THENHE £ AU, JHI™HE T3] APIQ| QB2 23|st0] T A™l JHRI™ 0|
st & oloirt

HL-=2 T AMAM

oy 22 ool eld Al=rh ofd 2F V| X&Hez Y He=2 HERNeH, SHO|

MR /IZE JWT £ 0|8%t H|HAXQl APl T£0| ZAXMOE KILH=|X| Q4UACE O] AAE
JWT QIE #Z0IM MEBF|7t REE E2, MH7t e RES T4 AHEX e8a 25| o-Eths E2
X AIRE Sl 26E AH[O|CH.

2) Microsoft Storm-0558(2023) - 2I= E3E S oYs gzt

2023 'F Microsoft = “Storm-0558"0|2t= =4 ¢/8 JE0| Outlook % Exchange Online A{H|AO]|
HIo| fdl /I=E F EZS AT AHHE 34 UCt Microsoft 2 =& HIIO| M=H,
34Xk= Microsoft 702l A™(MSA)OIM 21921 Ol Egk= ¢IE E20| AEEH MEIIE =S,
O|E 0|83l & AF8XIZ 2I0Itt AXNH Hol= 215 EES AT ML

HaHe 2F REez AMMI| iR, SHXE=E EF AEAe A=z HE
= UAACL O] AFA2 AEXF QIE FEE MH MH0| ol MEE EZ0| Hotf
E Al

MH[A= diE EZ
:l.
Hi— o

22 d8st= 717t REEH AUS AA TAZF FHSHE AfO|Tt.

X3 API of E
M2|SHE XM,

Ol JWT 2 2F 2FoM MBF| sttt IF dz|o| S0 ALH, g

= E
=
77t =22 ER °._|§ Hgto] S = UASS EHEL,
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3) Solorigate/Golden SAML' (2020) - SAML E2 2|=E 5%t SSO ¢l

ol

<2

2020 H Z7H=l SolarWinds 22% %ldl(Solorigate) CHE TFHO|A, Microsoft = 3ZX}t7
ZEo| ADFS? & &It | ADFS o EZ MY QASMEHRIZNE EFe SAML 23¢!
A QIBME SuAZlE HRE SIMCID QHHRICE SHXH= 0] QUBSME 0|86 ol AEXIE
H HOo|l= SAML EZZ M4 A

21901 ANE 2opS0|A| EICh.

0x
ot
|__|
X
ox
gt
1>
0
o
=
x
=

O Atdl= JWT 7t OfL|2t SAML &4l EZo|M st EHo|ct. 2Lt MEE EZS M=Sh=
FZOME, EZ "AE =20t MIE H8otn ASSt=E ol MEElE I(MBII/ME ASAM) 2=|7t
ER5ICH= AS 2o FEL.

B /=2 MHIIE S8 JWT 9=

-

lEIE2 M3717t REEE SHIIE E22 AE US0] AUES Y = UASS EHECL MHIE
o

o =

MY 252 Mzlo] Y JIZ02 M= IZOIME, olRoM MME EIORE SUK 72 M
a4

ol 4

x =

U

St7] oLt o] 2ol 2 AOIME HBl AHAO| FHA| AX|E[X| UACH, Atz ZAL
2QIE|RICE 2 HE M= OIF JWT HE 7IED fI= 2ol 2HFEol|M I,

HN @
r o
=
-
for ML

4

2 13.JWT #Z JIE

T SAML (Security Assertion Markup Language): SSO &F0|A Q15 ZotE XML 7|8t EE0Z HYst=

H

=
oy

2 ADFS (Active Directory Federation Service): S|Al AEMQZ shH Z0lstH 1 AIME BHstE ES2 2hgdl 02| MB|AN s
2IQIEA diF= =2 MY Jls
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7t REE dEoMes SHAE YU A2 MBS WHY = JUA ECh Ol=Z I8 JWT 7|8t
o

15 HBtS 28| EICH MAEOI 01 A0 A]

OO 71 L- -

EZ 48 MY S4%}
Header + Payload HeadiiégsyMad
G M a ae e

A (=3t 7))

JWT Hg JWT I HE
: :
N o IwTES MW

eyJhesod. WiifQgn.PYq5fttd eyJhcsod. WiifQqn.PYq5fttd
47 NE 3

IJ
o
—
P
X
og
)
]
2
oo
ret
[
=
-
do
i
0z
ox
-}
0

[
=
_|
10
=
[
Hu
N
rr

ofsolEx| ge MHE HYHDE, £2 XS oL U 2y S

"sub": "1234567890",

"iat": 1516239022,
"https://www.skshieldus.com/": true,
"name": "EQST",

"team": "EQST Lab",

"admin": false

J3 15.JWT Ho|2E
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SAME ME7IE et F2, 7|E EEQ| HOo|ZEE #UIS

—= 0O
5, St 712 MEBE ME2 JWT 4H40| 7HsSICE
A IWT
A

Header Payload +%
- alg: HS256
Payload Payload
- sub: 1234567890 - sub: 1234567890 = 1
+ admin: false + admin: false = true
Signature

+ (Header+"."+Payload)
- A2 MEH 7|2 M4

O[ME JWT 7|gh eIZ2 M3 AES U= 7|Ee=

Sot £2 X AEJ} Jh5E 20

2 16. 0|27t

to] ARSAL AR} = ot YEE HE

FIZE JWT

Header
- alg: HS256

Payload
« sub:
- admin: true

Signature
(Header+ "+4=5%t Payload)
FEE MY 7|2 MY

AHE JWT 44

7] wEoll, M7t 0 =EXH S MY
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AlLf2|2

JWT 7t 3AXIof| ofsf X2 ZLR, CHSt EXS0| eiie & QUCH 2 MEOM= I oAE MESICt
1) APl 215 23]
LHE MHIAOM JHRIME Z3|, =2 Y =URIME AEXME HIO|HE Htetst= APl &= 30| EatE
IWT 2 QETIE AEste 297 Bl AXIZ Off 23 dICilM HolE 4 U, HelHs 3| U 4%
APl = Al 27|10 JWT Helje] EZ0| Zatz|of MEEICE

Request

P‘retl:},-' Raw Hex W n =

POST flogin/userModi fy. pang HTTP/Z
Host: login. coupang. com
Coockie: PCID=17&628202324075141E5440683; MARKETID=

LIV S

al4xZAgleEcTuWhZ2F£3cEI%$3D,; rememberme=Y,; CSID=
DUM eNxzbZ0chtJPCHem3elp. S£05£3001; CUPT=

; bm ss=abBeliefde; CT AT=

1728202224076 141e440:83; x—coupang-target-market=KL; cto_bundle=
PO TnVSESOS0Tnd 0Tk SgMmES ZEC Uk ECY 2 xEUThvh 2 SDWDM AT EZhEGSshVIiZn SDM3F g
HEVekhxUZozedEVEOlze ) JYVnxndT ZEKQX ]l shndk (e dwZnVvdiUTvik Z0eGs 4bUVE Qvlyv 0k
tgalt CHOFEc e 1Mk EnUGETREL T30 0Tl 4UTE4aWVD I TIGe0VOMND IvEnp afFhl T3ALEWE
DREGTVVI0ITOMHImEsWVFPo i Rjdnp Ia0l o0 E0she RV Sh G COD AR FZLVENF dnBvh Wt G
WESwhjdlTFFIUDhEQ = InUCTy Rilhyinde dk Shmy e THO dnFEE3 T 20 GAud g 110
JlWenJueTZndlh) ZnZqUDE; x-coupang-accept-language=ko-FKER; gdl=T; =i
Secabald®eaadeS284b5377d2e37£eE6231471640; ILOGIN=Y; LOCALE=ko KE;
CT_LSID=rfNCzzdkMymerahTiWlsza P CHIMYviSvUHMEMsdCIw; CPUSE RL=
o0GelbenUVOTyzalo0Zk bwd L ZFx5m2 ) 5T TEQUGK IS U Ev Z2Fpwgoaut UE lwmw 0% ZEs
M9 ZyvaZekovENZge=sCO09 3 i IV 2FWp JEE Y gqHW P eW ) iEvXOxFE S =06 MHSWEwE xHM s cu P BE

Z0eGFHG

DUM YLajsrkPmOeJaGliITE-lE1VOTEESTU) JhsEZogZOKT; member srl=12317£358

[SvIraWii0id M MaNDMLOC L1 Y=Z I LT Bk gt OTF IS0 VENC 147 VEMmMi LCI DerAL D |
AJEVIGILCThbGoeididFUsI1NiJS . eyl leH0itnsiTFNJRCIE I Jgim I Y eV x LWIwMT crc 1T
DEmZS0S5ZD Y SLWHINREZZD e OMm I xNEIs InfpYAQLi 0] Eull=Y4NDUSHD AV RETE s IR ZEROTi 01
IvInOsInM1YiIeI JEvM=EyvNIM10CIsInFl1ZCIeWyJodHRwezovL3d3dy s b 3VwTWEn LnlT
vhEIsli0iHEwiclwljphInSwEWSpECIs InSmZnxpbnJiLCJjh3J1liwiY29vEZE8lzaGFy
EWOiLCIwTrkiKSwibndnIjoxNeT4Nzg0N TewLCIpe3MidiJodHREwe zovwh 2 1hed o LmlTwed
HEBhbneuTZ9c Ly IsInV4eCIeNTe 20D e S 0Dk 3MCwiaWFO0I joxl =Y 4N g0 T cwL O T e Gle 1 04
Iy L1 0WT0EC0sTn Ri L TRk MDA OD e 32i liTeBk M gx D dhMD i LC T Gl 1 nEfaWdidil
OZTJTIMD I 0COZNDUILTRAZD Ot OWHMANE 01Tk 4E IwlTge0DIif0. cJ-ahfoyvallf37TaW 3y
¥1HIPm- 1k ECrHIkndssGPgrhbMmpTnesyo flnSbhpJeshE-r9x5iU810MS 050yt Z5L1 =00

=

s bm mi=

DES7ACFOEDSCEFESCIECEZ07E8CECABI S ~TARQrudlFOT77 7] abAQAA+LPCOx48005MR) T

a2zl 17, JiQIEBEtel APl M| =Xlst= JWT
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e JWT E CIZTSHHE sub oF Z2 AEA AE FE7b ZYEO ASS =g &+ UL

FHOIM= MHIE @8 X2| IE0IM O sub gt X3| CHal AFEXL AlEo| =Y ALEsiCt

ne
4

DECODED HEADER

JEON CLAIMS TABLE COPY | ™
i
e
": "41f8777d-8250-4f3d-a674-cB72faa2c257",
" IWT

DECODED PAYLOAD

JS0OH CLAIMS TABLE COPY | ™

"https://www.coupang.com”
|
"client_id": "4e2eB2cB-7456-4bd4-9c75-5b9&T2858382",
"exp” : 1767689815,
"ext": |
"LSID”: "9@fBc9Ta-85ab-4b3B-9ebfT-cBabBBceedfBT",
"fiat”: 1767674614

"iat”: 1767674614,
"iss": "https://mauth.coupang.com/",

“ti": "b62d4fB1-fc99-44B3-bce3-4bIbB9aA1924",
"nbf": 1767674614,
"sop" [

"openid",

"offline”,

"core”,

"core-shared”,

"pay”

_subi: "123126358" | AL2XA} DR A HZ

M|
n

1 18.JWT CIZY Z1t
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et MEI7F REE dE0M=E SHXIL sub S CHE AHEAF AEXtZ HE S F
IR JWT E MEZ MH5t] 52 APIE &5 &+ UL 028 HA2 Xts

o o =/
AEXE AEXL YIS Sofi HEF =2|2 =iE = A0, JHAYE {FE A27t 249 HE + ULt

279 43 = JWT £ F7|ol MF5t1, olF RFUHME g E22| Rayuez 279l
L2 Fofl= otzlet Z0| JWT 7h EXSHA| =Lt

0 o £ FEE Ep. 37| Hit. E¢ Sa. I Cro. 2.
DSID AEhM4MdhbyHh_kSjpjSed6W... .do.. / 20... 338 v No.o. Me...
extcid 7fcftbsb0267420c96acf66365.. lex . [/ 20 38 v No.. Me._.
g SIYGVEYLAnOMvCZWEBYLE_175...  .cre.. [/ 20... 35 v Noo. Me...
HSID AxkHweTnijcibTcsn go.. / 20... 21 High
HSID ARAFXorME3UrFymagx go.. [ 20 21 High
HSID AxkHweTnijcibTesn yo.. [ 20... 21 High
IDE AHWGTUNCj19n_gQWOqDgQ... do.. / 20. 70 « v No. Me

IMemZ5FND neeDzmgkhdO5q1DcKGOwWVA... int.. [ A4 37 Me_
LOGIN_INFO AFmmF2swRglhACYDGggUng... yao.. / 20... 330 v Noo. Me._..
MAC X0IxBwwIaT8g na.. 20... 15 v No.. Me...
Cookie Value [ CI2 2= URL 24|

XQaSK9298TLSTVs8/AWMbxgQE)j-WWIPo2
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b
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: Talse,
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- Microsoft Security (Storm-0558): https://www.microsoft.com/en-
us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-
access/
« Microsoft (Golden SAML): https://www.microsoft.com/en-us/msrc/blog/2020/12/customer-
guidance-on-recent-nation-state-cyber-attacks
« MITRE ATT&CK (Golden SAML): https://attack.mitre.org/techniques/T1606/002/
- RFC7519: https://datatracker.ietf.org/doc/html/rfc7519
« JWT
-https://www.jwt.io/introduction#what-is-json-web-token-structure
-https://cheatsheetseries.owasp.org/cheatsheets/JSON_Web_Token_for_Java_Cheat_Sheet.html
-https://learn.microsoft.com/en-us/entra/identity-platform/id-token-claims-reference
« AWS KMS: https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
« AWS CloudHSM: https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
« Azure key-vault: https://learn.microsoft.com/en-us/azure/key-vault/general/basic-concepts
« Coupang:
-https://pages.coupang.com/f/160047
-https://news.coupang.com/archives/58857/
-https://v.daum.net/v/20251202212010142
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