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(Q BreachForums 2022\1E| 2024'd712] 2] af2f| BHRH7| 2 QUL R WLt 0|F BEH o2 HEYF
() 2025' 518H7|0f CHA| S8t BreachForums2 HA S5 24313 2A2| 0k 212/0f ChEt 2| S0| #|7| g
(2 ShinyHunters= SLSH €2 0248 Safl a2 ALO|E7H HR7| 2 2 5{LISHY 7H5 40| HCta 225
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October Top 5
industry

53%

us CA FR DE AU

25

%
25%
9%
SRR S A

HE S5 9= HE  AMyx

New ransomware & group

5154 [Kyber] Kyptos  Nasirecuriy rotherHood| Tengu | FulcrumSec] Genesis] Monolock

New ransomware variant (orgin/variant)

[CIER) .FIND [YITTIRIEYTRN] befirst1 .prey35 stolen30 .trap2 (ST FAST

a2l 2,20254 10 € 2MLll0f QI sig

M=z

2l

Ho

10 ol £ 9 7Hel Al Aol 380 SERUCE 0|F & SLSH, Kyber, Kryptos, Tengu,
BrotherHood, FulcrumSec, Genesis = XHd| Ct3@ RZF AO|EE 2F5t1 UL oM Tengu 2t

FulcrumSec 2| Ct3 ¢ R& AO|E= H|ZHdstzl MEiZ 2tQIEICt.

KRYPTOS LEAKS & ABOUT KRYPTOS & VICTIM E BROKERS & RAAS #

N

KRYPToS

The tides of technology are shifting faster than any government, any corporation, any hacker can control. Those who understand this—from the
mainframes of yesterday to the quantum ledgers of tomorrow—know one thing: the next digital civilization is being written right now.

Kryptos Group is not just Ransomware. Kryptos is the architecture of the next generation. Imagine a system without gates, without chains, without
permission from some faceless entity. A system where entry requires only courage.

8 3.Kryptos 2| RaaS BEZ
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2025 A 10 ol ZAE Kryptos AHA0l= MMl & 5 79| Lz HEE AAMC,. sy 2F0|
371et RaaS AIEA 2 20| W=, HoXh= O 50 E2{(ttet oF 7 2hl)e| |X|HIE Lok 3tH 34
43 Al +2l9 10%E XI=soF ot HAE| QAct Kot Bhes| 7t oME Biols AUCER=

AgAZ g2s5" + glenf, 7t ™ BIEA| ‘Attack Phase'Zl= HIAE HXIE Satelop oiCt
LHREX-EZ23WUXL fHo| 2t M2 CHE 33 71ES MEsts 5, et MY HAIE Sl 25t

A oz EMEL,

TENGU Ransomware
12 media outlet

TENGU REI"ISCIITIWEI"?

| = ‘ N
T 220 © 230h 08m 40s 7 views

You are now on the Tengo Media Foundation page.
- Who are we?
URL Data We specialize in publishing corporate data leaks provided by our anonymous sources.
All data published in our articles and investigations is 100% original and exclusive, directly sourced from cor
Home Print - How can | view the leaks?
In each press release, you will find the "Description" and "Download" tabs.

"Description” is our investigative article, which includes a detailed story about the files found in the leak, alon

"Download" is the company's file access system, allowing for preview and download. This tab becomes avai

2025 A 10 Hof| A= HRMK| £ 6 A mEh A7t 2elEl Tengu HYAO=, SE XIIREH
2k

CIAE |E AOIEREDF ORLEZL X OIME: &35S SESIH ZMzdsS =2{Rch 2Lt o47(H Tengu 7}
2ot L3 /E MO|EE HIZ0| 27kstt ). 0l 71HQl 34 F2k 2QlEX] AL
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32%
17%| 8% | 8%

Hz | HY |71 | %S

2o b 2telo] YAl BEHEUCE LHE IHF

=9l SE HMZA ORASlE Qilin &2 34
e B w29 ClIo[E{7t EFFCt. 3l Clo|El= O|= Qilin

=
EM-38Y At=:Alef M S0l EetE of 276G
a

EOl L3 E RE AMOIEO SIHEIRULCE.

4 Mo

Sinobi I&2 10 & 13 € 0|2 ®FXX|Fe| 2|2 MECQl Central Jersey Medical Center & S&dl <
930GB =9 2tXt JHRIMEE Iolst OB E EFRUCL 0| XtE= CH3Y RE AO|EE Sdlf S7HRICL
0|01 10 & 28 ¢ D|= ZZz2|CtFl AHEAM 7|2l Florida-Spectrum Environmental Services £

5

S|
S48l 719l HEME X AN SS Zetet oF 500GB 9| HIO[EIE EF AL

Akira 182 10 2 2 € 0|=9| ARE MEEK| M=EAL Apricorn £ 3l =@ =75, MF FE,
A%M SE Eeeh HO|EE L33 RE AOIEO SIHSHACIY H=oh. 22 & 0l=29 C|AS3(0]

HMIZ=ALR! Displaylt = 324 CH&0| =0 7|Y mtUst Z2NE Xtz FEXICH

SLSH 152 10 € X* EQE}l FedEx, UPS, Disney/Hulu S 2F 39 7 7|¥el HEE Q= ALO|E0
AAISHH, 10 & 10 LK SEHO| 2 2R ZE X=EE 37HSHICI D gufict. Eoth 22 Al7| Red Hat
Consulting 2 L& GitLab* XEA0AN 2F 570GB w22l AATES 117 2|EZEE EFZUCID

FZotH, o|F Cra | AAMCE

4 GitLab: 7| L& ek AABEQL CI/CD HA S SHA! JHgt XpAtO| KEHEl ZeHE
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INC J22 0|29 Z2I 9|F H|ZA} Summit Golf Brands £ 23l 2 47GB Q| H|0|E{1ES EH%[MC}. F|A|
A=, CIXPRl oY, ClAt Xtg SO| EgtEl RF Xte= CH3E AO|EOo| SIHE|UACE B 0|S2 LA
IT 7|2l Partitio & 24 & 437GB 22| HO|EE K=ZULCE.

Holl 28 U MEAZ, 2F =4,

ZAM7t Zeket 48GB 2 HIO|EE EFMCE EEEF SO IT MH|AYAM MCSL GmbH T

e
272 wo 12 =N, ZRIE 2, e HRLAOM THA0| SEMCL 019 XD 2 FZA

o
=
The Overhead Door Company 9A| 342 YL siE 7|H2 712 M, @A 715, 18 AH2LAM SOl
ZotEl LHE Xt27t wEE AR =QISCt

oMM, Inc 252 59 47|79 I1I_’E°*X1I funktel GmbH 2| 3.5TB 7t&f| LIO|EE EFRUCHT FEMCE
0|2 F2 HMEQ MAz, L oY, 20 BAHA, 2F AN S CiLe EME MEE ZIHRICL ot
0j=2| o|F Al Medical Center of Marin = Z2Zsll Xt JHQIFE7L Totel MEX|LE O|F AZHA,

2xtel MBS S BAfe tiy FEIh FEMCL
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H HE TE EHA

BlackFL
If you need decryptor for your case
Enter your ID in your bio and join the channel

We will contactyou soon. @y 7“5 1949

2! 6.BlackField 2iAgllo] &ajla3

BlackField 2Mdgoj= 2025 EH 9 € oAMIC ME %%/—E—*—'.' %@ﬂ%&l VirusTotal

— ' o . o= . . Ju
’é‘ﬁl 'c'>_7—|:| APE1I._ *°|EIII Ql—h = JIIOH 2oLt E1I0I B /= AIO|E0| %%OI =4t 754
ALt

;int __cdecl main(int argc, const char **argv, const char **envp) : int __fastcall main(int argc, const char **argv, const char **envp)

_main proc near main proc near

sub rsp, 28h

argc= dword ptr 8§ call HideWindow_148007FBO

argv= dword ptr @ach call GetProcessHeap_l1400080560

envps dword ptr 18h call PrivEsc_140085CE0

call ParseCmdLine_l140001000

push ehp : hCrypto call CreateMutex_148005580

mov ebp. esp call AddScheduleTask_140085610

and esp, OFFFFFFF8h call CreateLogFile_ 140005030

call HideWindow_487200 call CopyRansomNote_140005DEQ

call GetProcessHeap_487290 call SetProcessPriv_140005740

call PrivEsc_4655B8@ call DeleteRecycle_140005770

call ParseCmdLine_401000 call DeleteShadowCopy_l40005780

call CreateMutex_4050A0 call VolumeMountAtoZ 140006260

call AddScheduleTask_4085110 call Encrypt_l40007050

call CreateLogFile_404CB@ call DeleteRecycle_148005770

call CopyRansomNote 405660 call DeleteShadowCopy_ 140005780

call SetProcessPriv_4e51EQ call Restart_dorpPE_l40005AC0

call DeleteRecycle_405208 call CloselLogFile_1400052E0

call DeleteShadowCopy_405210 call DeleteService_ 140005700

call VolumeMountAtoZ_ 485968 call CloseMutex_1480055D0

call Encrypt_aa7e6e call SelfDelete_148885C10

call DeleteRecycle_485200 xor ecx, ecx . uExitCode

call DeleteShadowCopy_4@85216 call cs:ExitProcess

call RestartDropPE_405459
call CloselogFile_404E90
call DeleteService_4051C@
call CloseMutex_4050E0
call SelfDelete_405548

push [} : uExitCode
call ds:ExitProcess
_main endp

33l 7. Cylance(%l), BlackField ()
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BlackField #M{0{= Cylance TH0{2t H|WSIRUS M main g W 24d A —_rl_’F_?f 29|
SstH, PDB® ZZ0 T ‘Cylance Ransomware'2t= 0|20| HA|Z|o{ QUCt o|2{st

XAl Jie Hzkg Heot 502tV |Eke R0 AATES FAOMALE ZIHE

aSste Q2 MTHEICE D BlackField JE2 XA CIO|E| R AIOIEE ggsm otm  Ely|
ME-TOX® -O|HY S22 Sl mBiXiet HES= A= =0lxof &N g5 S @ E
£[QI5t7|= ofFELL

2
rﬂJ
0x
rie}
2
o
1%
=2
fot
i

bl

0
Hu

Cylance #Me|0] 7|8te| BlackField &0l 2MS TIASH

=
CHHIE 4= AT StaX} oic,

° PDB(Path Database): T2 Jid 2PH0|lM AFBE Z2NE O|F-ClHMEZ| X 0| EH = FE

5TOX: 5 M glo] P2P J[¥oZ Sfels B oAN
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BlackField Ransomware

[ Curve25519 Z¥2|Z 0= 2t53} 7|8 MAI5H0 ChaCha8 Y12|E0 =2 4T3}

. ChaCha8 A
ﬁ ?
File Encrypted
1 File
|

gests |

Curve25519 SHA256, Enayption
Shared Secret Key

v
-

* Full Mode.

ol M| 253}

+ Split Mode.

-Skip QIAI2 MEHIk2 ot T3 ZHAONT AZUSH0 1MB 223}
* Custom Mode,

5 5 MY 37| < 16MB: ot M| 4SS5}

o2l 37| 16MB ~ 512MB: 256KB ZHH0iCH 1MB 228
m 37| 512MB ~ 8GB: 4MB ZHZojct {IMBYLE 3}
mY 37| 8GB ~ 128GB: 64MB ZH0jC} {MB %S5}
o 37| 128GB ~ 2TB: 1GB ZHHolc} 1MB 24 &5}
mt 37| » 2T8: 16GB 7+ oict 1MB 253}

-

i ges e WY SARE 4

dm
o

9|3 cajole
ChaChas u %%,ﬂf* |

| Blackisld_Reade bt - Windows HE3
ZEF BEm A0 27 RS
Ve are the BlackFL.

‘'our company Servers are locked and Data has been taken to our servers. This is serious.

fhatever who you are and what your title is if you're reading this it means the internal infrastructure of your company is fully or g
tdead, all your backups - virtual, physical - everything that we managed to reach - are completely removed. Moreover,
e have taken a great amount of your corporate data prior to encryption.

lell, for now let's keep all the tears and resentment to ourselves and try to build a constructive dialogue.
i’{;’.‘-f We're fully aware of what damage we caused by locking your internal sources. At the moment, you have to know:

< [1. Dealing with us you will save A LOT due to we are not interested in ruining your financially. We will study in depth your finance,
bank & income statements, your savings, investments etc. and present our reasonable demand to you. If you have an active cyber
let us know and we will guide you how to properly use it. Also, dragging out the negotiation process will lead to faling of a dea

2. Paying us you save your TIME, MONEY, EFFORTS and be back on track within 24 hours approximately.
Qur decryptor works properly on any files or systems,

o you will be able to check it by requesting a test decryprion service from the beginning of our conversation. If you decide to re
keep in mind that you can permanently lose access ta some files ar accidently carrupt them - in this case we won't be able 1o hd

3. The security report or the exclusive first-hand information that you will receive upon reaching an agreement is of a great value,
since NO full audit of your network will show you the vulnerabilities that we've managed to detect and used in order to get into,
identify backup solutions and upload your data.

| BlackField_ReadMe. txt
)—{ BlackFL
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DireWolf 2HAigllo] X2k

MITRE |\
ATT&CK
. T1106
Execution  windows API X7 352 £3t £5 43
|
MITRE
ATT&CK
. T1083
Dlscovery celole BhM S A A Clale 2] B
MED
Defense  E2/4YU ZEHZ HH|IZ I5 T1562 T1564
Evasion Az =3 HEA 3 |
wel SAE A HOlE get T1486 T1490
Impact
MHA U TZZHA ZE T1489
a3 o. WMelof A MY
BlackField #HM0{= CHAot A QIXIE Sl 2=3t &2 HUSH MY = JUXEE HAEN UACE
O3t FZE= AP FSE EPY, st Al JEA MM EE RUSH HEY &> JUCL
BlackField o] A3l QIXte}t 7| ofzi HR} ZLCl.
=M HE M MH|A
path - Qrest thy 22 K|F, SH0| ZASHK| popt FA| et
full oY MM LSt
-mode fast oY 22 Aot
split EN 37| 7HHCE U453}
Custom HMeof Lf Moj=l mY 3| w2t 28 453t
-priority off DZ2MHA M &9 4H
-skip - -split =2H0|A skip 27| X|H
-power restart oH A|AR HO{MT| O|F THAIZf
shutdown o AAE FO{MT| O|F AAHI B2
-console - Aot TG by A 2tdst o =l
-nomutex - 5 A WX E got REA MM off =l
-nonetdrive - HEX3 E2to|E sal o5 =tol
-nodel - AS3} 0| XI7|KpA AMH| 5 =tQl
H 1. siMeljo] AlQIx}
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MM HE Al path QX &H L=3} CHA HEI XFEH AAR MM 2Z2lE SHX| b0 X|HE
ZE20ot ASSEICE CHE MMY0S0| Mo w2t 276 22 Ld=elst= Ant "2, BlackField =
path SM0| ZMol[H =] AAHFZo| Xt SR MHAYZEE AAZR SET T JZA| HHSH}
St nomutex SM0| SRR o2 2, HWddoel I=5 AHAS  WXGH7| 2l
"Global\\BlackFLMutex” ZXIg= FHA 7 £ MMl 0| POl SHE 7I18€ 20 IIUS
MMt BS53E Yollsty| Qs XSS HISH WME § Sl 28 MT SAES AAsict o Ze
PC o ¢IZE ZE HESQZ E2l0|EE AAHI ORESH SE2 230 7|1, 0|8 Hde=

Y2ol5t7| flet x7| BAE =it

0% AlAH FA| CEO|HE AEOR B BE CIMERZ el F, i AKX HH-ES
WAOHD, Qs (NS THESICH Ofuf 53 Z2ot AN U NABS st UM RSt Hols

Az3} Mol F= shExt o od

dll, exe, sys, drv, efi, msi, Ink, BlackFL, ntldr,
ntuser.dat, bootsect.bak, ntuser.dat.log,
autorun.inf, thumbs.db, iconcache.db, bootfont.bin,
boot.ini, desktop.ini, ntuser.ini, bootmgr, BOOTNXT,
BlackField_ReadMe.txt, LPW5.tmp, MSVC150.dlI,
LLKFTP.omp

Windows, $Windows.~bt, $windows.~ws,
windows.old, windows nt, All Users, Public, Boot,
Intel, PerfLogs, System Volume Information,
MSOCache, $SRECYCLE.BIN, Default, Config.Msi,
tor browser, microsoft, google, yandex, DropBox

H 2. ot53} 0|2 CHAH

7 REIA(Mutex): SHe| XHRIO| Of2] AE 52 Z2MATL SA0| WIS RSGEF She S7(3 iiHLIZLZ, HEA0{0lA

YRIE 28l A2Bict

rr
rlot
ok

)

8 WMI(Windows Management Instrumentation): §I=2 2FHHel 1M @4 Mel & HEE EESE Aoz x3|ma(g 4 UESE
st= 2| QlEmojA
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1MB Encryption 1MB Encryption

QOriginal Chunk (-skip) Original Chunk (Custom)

1MB Encryption 1MB Encryption
H

Normal File P Encrypt Entire Data
ChaCha8

Qriginal Chunk (-skip) Original Chunk (Custom)

1MB Encryption 1MB Encryption

Full Mode Full Mode Split Mode Custom Mode

BlackField #H&90{= I AZolE fASHY| Qs HA 7| M CTHAE TIABICL Lt WM o5 Sof

32 HIO|E 7|2t 8 HIO|E nonce #f2 HMstn, MMEl 32HIO|E 7|8 7[9QE Curve25519 ¥12|ES

o|g8s J37H7|1E THELE Ol 3AXIe J7i7|t st 27 HIZE TESHL, 0| SHA-256 O
X

SiAle 32 HIOIE IM7|E ddeitt 2BIHOZ 0 md7|E AE3 ChaCha8 212[E5L=Z M
OIS BIE ABBIC}.

= A2 M2 -mode QUXtol| izt FHEREICH MY MHME 2=2tst= full 2E, LR 7240t
A2ot5h= fast HE, -skip &40 HH™E 0E ZE HIOIEE FU[HCZE AHFH A=sh= split
C J2|1 oY =HEX-3Z|0| et 2sst He7b 2EE|E Custom REEJH EXHSICE mode SMO|
XEEX 42 2R 7I882Z Custom ZEZ} AFEE|H, 0] ZEOM= THY =fExtet 37(0f w2l £

HelTh MEHNOo= Aoolditt, 2t A efost Hel= Of2ff e ZLY.

—

< 16MB | =2t -
16MB ~ 512MB B8 o535} 0x40000 (256KB)
512MB ~ 8GB B8 o535t 0x400000 (4MB)
8GB ~ 128GB 22 A5t 0x4000000 (64MB)
128GB ~ 2TB B8 o535} 0x40000000 (1GB)
> 2TB B8 o535} 0x400000000 (16GB)
H 3.Custom DE 2453} e

ojd 3700 ot B2 gostE sAdots e 2EXt=s ChZat 2k

orssh Chat EHEiRt

mdf, ndf, edb, mdb, accdb, db, db2, db3, sql, sqlite, sqlite3, sqlitedb, database, zip, rar, 7z, tar, whim, gz,
xld, xls, xlIsx, csv, bak, back, backup,

H 4.Custom ZE ML CHa stxx}
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g2 Iz pMElo] QL J|EN QEE AATCEE JHIOZ SPALE, XY SO ZEE 0K
ULOE HY ot F| AMESH= ZO0ICE O[]t Z2 ARl %2 M0 MEWAOAM iR =8HA =QIEICH
SME HHYNE xRS 3AES Hot £F MM EX| 7ts4d0| &1 S S MTHMO=E ZO[SICH=
HolM 7]2X 2 +E2 Wob EY £ Uk JELt 22 34 FYES 1S o, 32Xt= o|0|
LHEZ0| EES] AAR XE F29| melst = XF CHA0A HHEAUNE HAHsH= <7t Bot thadt
TE THALEO|ZD s S atAHI= oF EICh

LESH BlackField 282 XMl Ct3g HIO|H RZ AIOIEE
TOX € Eoff moixtet 2N MEIsh= 2AlS AMESiCt 20|

ot S20] BHEX YUT

2HGHA| e, #4Y = o jtH'-e*oll-f
Al
=

M mfsf Afz|Q] mero] ofgn

[EtA ol0] LTI HE J|Hre] M 0I2t SIT2te, EDR £FME TSt 2|4 Hot XIS X310,
el Fofgds S¢ HFLL HIEYEQ SEE UEE MEACLY + JA:EF Sfof oIt Ol=2M I
ot PFoIM LMS= AP Z|EF MEHS HAZICZ EIX|St, ofd Z2AM|ASl Mdg FTHAZ +
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loCs

Hash(SHA-256)

41c9cd08fff67539525aa413b9199beb6e0a4f1a8fc58610a183d77d179d3f282

9f66af5c1e09535d43de5713a3¢1d8130e12f8981d1066777f025cf24d963bdc

H 1 AlO|E
- Emsisoft (https://www.emsisoft.com/en/blog/44123/)
+ Vuincheck (https://www.vulncheck.com/blog/cve-2025-10035-fortra-go-anywhere-mft)

+ Trustwave (https://www.trustwave com/en-us/resources/blogs/spiderlabs-blog/scattered-lapsuss-
hunters-anatomy-of-a-federated-cybercriminal-brand/)

+ Cybersecuritynews (https://cybersecuritynews.com/breachforums-back-again)
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The DGI : "Big G" Q Participants “little g"

Data Gove rnance People and Wh o I Decision Data Governance Office . Stewards &
Organizational Bodies |  Bodies (DGO} Custodians
Framework '
. J L Beneficiaries of Data Governance Activities —’
v
o Processes, Tools, Communications ‘
Program Value Why

Program Outputs '
Policy & Rules; o
Guidance & Guardrails

' " Q “owimnas || DG Work Program
Data-Related Decisions
Governance What

Outputs, Mmu_n(ab-hues; y Focused
Processes, & / Ouersight Modolsj Metics | | Data Governance Activities
Work Program How Controls: ‘
Chackpaints & Netifications
Work Stream Lifecycles

Data Products; Catalogs;

Foeus « 5 Goals » Metrics » Funding
Definitions & Metadata ‘ iR X 4

For

Beneficiaries Whom o Beneficiaries: Products, Services, Processes, Capabilities, Assets

ZX :DGI, "Data Governance Framework”

12l 1. The DGI Data Governance Framework

oloje] AHHAAS] FR4E2 MAE S0 Wt CiEA| UEHHCE oIE S0, M=M= 7Y MES
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2. RBI (Remote Browser Isolation, $1Z Helx ZHz|)
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Safe visual stream delivers RBI safely executes the
a full browsing experience website code and renders
without risk of infection in a dynamic visual stream

ZX : Skyhigh Security, “Minimize Your Cloud Attack Surface”
33 6. RBI Operation Method
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3. eDLP (Enterprise Data Loss Prevention, 2IE{Z2}0|= GH|0O|E] RF 4X]|)
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4. eDRM (Enterprise Digital Rights Management, IE{Z2}o|= C|X|EY A$t 2t2|)
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6. ECM (Enterprise Content Management, A S3})
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