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[8] “ISO/IEC 27001" ISO, https://www.iso.org/standard/27001

[9] “ISO/IEC 27019" ISO, https://www.iso.org/standard/85056.html

[10] “ISO/SAE 21434", IS0, https://www.iso.org/standard/70918.html

[11] “ISA/IEC 62443 A|2|=" IEC,

https://webstore.iec.ch/en/iec-

search/result?q=62443&p=1&f=eyJKYXRIUMFuUZ2Vzljp7fSwidGVybXMiOnt9LCJ2YWxpZEQubHKki

OnRydWUsInBTYmxpY2F0aW9uSWRzljpudWxsLCJzaGI93VHImIjpmYWxzZSwiZGlzcGxheU1vZGUi

OiJsaXNOIn0O=

[12] "UR E26 and UR E27" IACS, https://iacs.org.uk/resolutions/unified-requirements/ur-e
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https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=InstructionGuide_main&nttId=18588&pageIndex=1
https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=InstructionGuide_main&nttId=18588&pageIndex=1
https://www.kisa.or.kr/2060204/form?postSeq=15&page=1
https://csrc.nist.gov/pubs/sp/800/82/r3/ipd
https://www.nist.gov/cyberframework
https://www.nerc.com/standards/reliability-standards/cip
https://eur-lex.europa.eu/eli/dir/2022/2555
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R2847
https://www.iso.org/standard/27001
https://www.iso.org/standard/85056.html
https://www.iso.org/standard/70918.html
https://webstore.iec.ch/en/iec-search/result?q=62443&p=1&f=eyJkYXRlUmFuZ2VzIjp7fSwidGVybXMiOnt9LCJ2YWxpZE9ubHkiOnRydWUsInB1YmxpY2F0aW9uSWRzIjpudWxsLCJzaG93VHJmIjpmYWxzZSwiZGlzcGxheU1vZGUiOiJsaXN0In0=
https://webstore.iec.ch/en/iec-search/result?q=62443&p=1&f=eyJkYXRlUmFuZ2VzIjp7fSwidGVybXMiOnt9LCJ2YWxpZE9ubHkiOnRydWUsInB1YmxpY2F0aW9uSWRzIjpudWxsLCJzaG93VHJmIjpmYWxzZSwiZGlzcGxheU1vZGUiOiJsaXN0In0=
https://webstore.iec.ch/en/iec-search/result?q=62443&p=1&f=eyJkYXRlUmFuZ2VzIjp7fSwidGVybXMiOnt9LCJ2YWxpZE9ubHkiOnRydWUsInB1YmxpY2F0aW9uSWRzIjpudWxsLCJzaG93VHJmIjpmYWxzZSwiZGlzcGxheU1vZGUiOiJsaXN0In0=
https://webstore.iec.ch/en/iec-search/result?q=62443&p=1&f=eyJkYXRlUmFuZ2VzIjp7fSwidGVybXMiOnt9LCJ2YWxpZE9ubHkiOnRydWUsInB1YmxpY2F0aW9uSWRzIjpudWxsLCJzaG93VHJmIjpmYWxzZSwiZGlzcGxheU1vZGUiOiJsaXN0In0=
https://iacs.org.uk/resolutions/unified-requirements/ur-e

Keep up with Ransomware

2iME[= Gentlemen HAL0] IH
mR

2025 11E WA oo At == X|'H 10 Z(800 ) CHH| oF 8% &t 740 2= FAIFHCL

2025 H 11 & 19 ¢ 0|2-F2F-sFE= AHEY0 IESQ m2tE FNSTH 2HAo} Rﬁ%' X Media
Land o CHet S5 HME LHEICt Media Land = LockBit, BlackSuit, PIay s Hatol 280 2

TE Nt UNMZE X[IFERUCE SHN ALEE HH'IQf HESI7} SAEE Zi0] =oIfHT| [[H-'?-OIEP.
24T LHE20= Media Land 2t AEAIR! ML Cloud £ H|EgH 23 #Ql 3:' HAE 2IE 59 "o

-

Zote|of QUACE

JAXL 2 HESH=E Ao ol WX SE2E Sttt F2 WAl A7t 2IFICt CrowdStrike & XEAL
Y 1 Ho| 3AXRt ZE8 LR AAH SIHE R0 MST AMAS =I5, sHn EXIUCHD LEFICE
Scattered Lapsus$ Hunters(SLSH)Z 2{Zl O52 =22 x{H0o| CrowdStrike LHE CHAIEET}
AAZNE SWSHH, LWRXIZRE 2 oF 5 ™ E2{(ctet of 3,600 THHY)E Ci7t2 SSO oIE FI|

=Fd

S= MSEUACtD FIUCt StX|2E CrowdStrike = Z=AF 2t S 20| ofH AKME B2 SH
AH2 QIStHME, 2 AE2 BX A= AHHEO] ARLH AA" HoiLt 12 HO|E RES ZUSHA
QAT SRt

LHEX S2E= SLSH OFS S8 2025 A 8 & NS =elEl v ATt 22 T 22| 3#o|M L7 Raas?

SAIS O|TFCE o ol Dot 22 10 FIKIE AR BHERCH: F2 GOl R5-HY SN Eaas?
FS0| SQISACE Ol 20251 10 11, W TATI| Yuto] BTt 0|R2 UAHQI TS B2

I

o
LEJUCE T2t 11 AHGAYO| MED RaaS 22 37, T[siAt AA| S AWK 2SS XI&sta ALt

1SS0 2IF F7|: £ 239I(Single Sign-On) SAOA AEXIQ| Q1F0| AZEASE LIEIHE EHatX 7|
2 RaaS (Ransomware-as-a-Service): A0S MH|A HEZ M2 FTLE 2AHSH £ QT E H= H|XL|IA DE

3 Eaa$S (Extortion-as-a-Service): H|O|E| Ef¥|- 32 MH|A HEHZ HN|SSt= HIXL|IA ZE
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() 20251182 S 7 H2| 0| A| 417} RaaS ZAIE O
(Q 10E7HA1E UMY O] BR 2L} H[0[E] R2-F5H(Eaad)

S 71540l 47|

67l S
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Q HH A+ DEF QuickLock, Kazu, CipherWolf, Benzona, TridentLocker=

() 1Z QuickLock CipherWolf2| C13 % |& AfO|E &= 6
a3 1. HHEe

AH CHEE 72 MO|EE EF

|2 Il
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November Top 5

Industry Country
14%M13% 0 o/
11 dooe
o ‘9@ o® ¢ @
Hz I MHZA RE o

New ransomware & group

Quicklock]Kazu | Cioherolf Benzona  Root [ ridentlocker]

New ransomware variant (orgin/variant)

HiddenTear [l ELIU Il MedusaLocker XYL Y-\ VNXN Dharma E23

a2l 2,20254 11 g AHML0] 28 sig

MEL 21™
1 ol & 6 7ol A Mol 250| SERCE 0] F QuickLock, Kazu, CipherWolf, Benzona,

TridentLocker = LAY |ZF AO|EE BRI JU2LE ¥ QuickLock 2t CipherWolf 2| ALO|E
H|ZtM3lEl 2402 Zo|=ICY,
Benzona Ransomware

Leak Server:

http://cpjhbé31xycwbyus2n3sddyhdzxhf75614rtwdttojzhzgppt3vpmsgd.onion

Victims List Info

Victims List

platinumone.in SUNNYGO.COM.TW sevci.org
Type: Ransomware / Exfiltration Type: Ransomware Type: Exfiltration
Data: 800gh Data: Data: 500gb
Ransom:$200.000 Ransom:$50.000 Leak Date:

Leak Date: check leak server Leak Date:

12l 3.Benzona 2| CI3Y {F AIO|E
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2025 A 11 €0 &AHE Benzona 152 ¢

M7HA] & 7 9| msf YEE AMYLE siE 182 tad
H

Hosta, HO|lH #2e 27 5
Dg), ojoje REUS &8

1

FZ MO|EON Tsf HE 3H RFAS 0], HHA/HOERE, ol |R=2 3 7Kz &
M= HAlSt ULt ol L=fet IO|E EFE YHaldt= 0|5 EF

=13

=l

0T ot
=

-
ot

1%

PGP Fingerprint: 26B5 A79E B843 558@ 8DA6 3E18 C3AC 5567 9B59 C91E
Telegram: @kazu 21 | @kazu breach (Channel)
Signal : @kazu.517

Session: @54acad@9eb2c78674F3371bcO¥d24218bacff3326c3d259819hf6e78de3acBeba

Exploit : forum.exploit.in/profile/283546-kazu/

DF: darkforums.st/User-Kazu

PGP: http://6czlbd2jfiy6765fbnbnzuwugocg57ebvp3tbm3Skibd25kdgnmiiiqd.onion/pgp. txt

Recent Posts

[NEWI] Thailand’s Department of Agricultural Extension (DOAE) Breach - 5M

[Newl] Official website of the Chiapas State Health Secretanat Breach - 70k

[NEW1] Official Royal Thai Army Online Enlistment Portal

[NEWI] Vidal Health Insurance TPA Pvt Breach - 472 GB

[NEWI1] KUWAIT Ministry of Public Works (MPW) Breach - 12 TB

[NEWI] UAE - Society of Engineers Breach - 240 GB
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Top5 M0

Bogs

6%

82%
8% | 8%
7@ MHIA) o=

6%

ol

Qilin 282 11 € 25 ¢ 0|=2 HYUME=EF9| 9|7 7|l Columbia Medical Practice & 2l &tX}
JHRIMEE mtst oF 410GB H22| HIO|EHE EHSt = Qilin 29| Ct3Y {F AIO|E0| Z7HRUCE

Akira 282 11 & 28 ¢ 0|72 I 2|Atel Lone Rock Timber
EEst of 25GB 2 CIO|EIS ZCt 2

i

S48 719 2 HelEgE

MEAE S AgAM 5SS Z22 & 0|29 HZ M !
Crucible Industries & 223l 2f 10GB 0| Eot= LHE 242 Xl@l MHE QERICL

Clop 282 2229 E-Business Suite MZCI0| #F<AF(CVE-2025-61882)2 A& o2 7|2
SAUCL tRES] Heli= 20259 113 OfXof| EHAX|TE M3 AFA3E HIO|E] |RE2 1120l S7H=/ACH
CHEMOE Clop J&E2 0= AZAH2l The Washington Post off Hisli 0|5, 28 Az, Al2|=2EHS

SO| ZetzEl of 180GB 29| JHAIEEE RESIUCID ULt

INC 282 11 & 21 ¥ O&i0|Z|ES

b

2HEHH| ®|Z=AKRI NAFFCO FZCO ZE@9| JHolmE, L{iE
E

MEXZR, 2 2M7F Zet=l 1TB 9| HI0|EE Eh2[UCt =t LYl 11 & 22 ¥ QA EE|0te| 02I0]
KHEA HZARI Woom GmbH WE XI2Ex SE3UCE

Kazu 382 11 & 7 & 0|= HAAZFO olof ZEiEZQl Doctor Alliance & =24dl0| 2iX} 0|,
o|z7|EHET SO0| Eot=El 353GB 37|29 HIO|HE EHFSICtn FESHH, 20 Tt =2i(stat 2oF 2 o
9 MOtR)E LFCL 11 & 10 Lofl= S=H|0te] =7+7|&2! National Civil Service Commission of

= 1 2
Colombia & 328l °f 2.9 TB 27|2| HIO|E{E &t 7 30 2 Hef(eheh of 49 4 HAUR)E AL
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W s0] IF EHA

The Gentlemen's RaaS

We invite teams and individual pentesters to collaborate.

90% IN YOUR FAVOR

« The build is released for your Tox (with an email or other backup communication channel specified).
» You have complete control over the negotiation process with the target.
+ The service's minimal infrastructure (DLS + Tox) guarantees affiliate security and reduces the attack surface.

= We use a locker that has been tested in real cases, including by data recovery agencies.
« Decryption is im le without the private key, which is only available in the decryptor.
» Cross-platform: a single unlocker for Windows and Linux.

12l 6. Gentlemen A90] 1E9| RaasS SHZ
Gentlemen ZHMYO 32 2025 H 9 0| &Fsl7| AIESH RaaS IECE Ct3E RAMP ZEHO|A
TS BRGH| AZRUCE ot 2R 3TN SEI7IEE(CIS) 2% F7t= 34 CHANIAN H Q=

0|= 20| 2A[O}Q} HTHO| Q1SS A|AFSICE.

THE
GENTLEMEN

a8l 7. Gentlemen M9 89| Cj3Y {=E AOIE

Gentlemen YU IF2 AXTIX| LAY |FE AMOIE0 & 64 71 L3 =% YEE AAC, of
FE AMOIEE Tor HEHIOM 2FEH, 2t T3 7|l & 7| HF, RF Xtz AAl LAl

oY #yS Yo 4

ol cHulst| flsh O]

0 on
oM rr mo o

f A
St S7HBtCt E3F Gentlemen &2 Windows, Linux, ESXi & Chst
712 RaaS E &d HSstz Ut 2 EIANoME CPIse ¢

Windows HEHE 42 24 FEE SROILA} ot

—_
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Gentleman Ransomware

[ X25519 sng|Eo = ATt 7|8 M5t XChaCha20 Z1n2|Eo = s}
h XChaCha20 h
File Enchpted
File
2tosf 7|
—_—
xas519 X25519 | Hchachazo.  Encryption
ayptofrand Shared Secret Key

Gentlemen
Public Key

Files < 1MB: M| 253}

oLo 5] HEAI
yod Y Files > 1MB: Me#5t B =(--fast / --superfast / —-ultrafast)o]| }2}

- oS

— I 3712] 9% /3% / 1% S ko35

BHOY L ALEL AbH|

o=E (| B SA2Y 242t A LIEH3 Hnt

i

dm
oM

py

Z2MA &

XChaCha20 253} MHA Z2

O[HERZT Az

README-GENTLEMEN txt - Windows 22
oIEFR BIE MY0) 27V ESFH)
7aae8fd9187c88dd0292cce1abd050e2 = YOUR ID

Gentlemen, your network is under our full control.
All your files are now encrypted and inaccessible.

1. Any modification of encrypted files will make recovery impossible.
2. Only our unique decryption key and software can restore your files.
Brute-force, RAM dumps, third-party recovery tools are useless.
It's a fundamental mathematical reality. Only we can decrypt your data.
3. Law enforcement, authorities, and “data recovery” companies will NOT help you.

4. Any attempt to restore systems, or refusal to negotiate, may lead to irreversible wipe of all data and your network.
5. We have exfiltrated all your confidential and business data (including NAS, clouds, etc).

6. We guarantee 100% file recovery to their original state, bit by bit.
To demonstrate the quality of our work, you can provide two sample files, and we will restore them free of charge.

TOX CONTACT - RECOVER YOUR FILES
Contact us (add via TOX ID): F8E24C7F5B12CD69C44C73F438F65E9BF560ADF35EBBDFI2CFIAIBE4079F8F04060FFI8D0OISE
Download Tox messenger: https://tox.chat/download.html

COOPERATE TO PREVENT DATA LEAK (48 HOURS BEFORE YOUR COMPANY DATA WILL BE PUBLISHED IN BLOG, WITH 239
Check our blog: http://tezwsseSczllksjb7cwp65Srvnk4oobmzti2znnd2i43bjdfd2prggkad.onion/

Download Tor browser: https://www.torproject.org/download/

Follow us on X: https://x.com/TheGentlemen25

Any other means of communication are fake and may be set up by third parties.
Only use the methods listed in this note or on the specified website.

They will enly waste your time, take your money, and block you from recovering your files — your business will be lost,

If you do not contact us, it will be published on our leak site and distributed to major hack forums and social networks,

- README-GENTLEMEN. txt

12 8. Gentlemen M0 7R
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MITRE
ATT&CK

. T1106
Execution  Windows API X 558 S8 S5 48 '

[ |

MITRE

ATT&CK
1 T1083
Discovery catols g 3 fiA= cl2ef2) gy l

MITRE
iz = ATT&CK
Defense  2W/MY Z=2A= AMH|2 F=& T1562 T1564
Evasion 2z 23 g4l

T1489

IS
BHOY = ALE ARX| HoE 2A=3} T1486 T1490
Impact

Gentlemen HEYO{= Cifet Hd QIXE AE3 2=t SEE S Mo + AXE EAE0f
AN, SAXE=E SH DHUS| K|, Yot Z S HTY o+ UL olmi ABEl= ¢IXtet 7|52 Of
Hol ZLt.

g

QUL 49
--paasword Mol Ao st AE
--path EY 4= ¢zt
-T Aot AZF H CH7] AIZHE THl) XIE
--silent ool o|Fat SAHAE HASH| 11 L9t A
--system 2Z caolE At
--shares HE®3 E2to|E =3}
--full Z2Z cz2lo|eet HEY3A =2tole st
--fast o 3719 9% Y=t
--superfast oY 37|19 3% =3t
--ultrafast md 3719 1% L=t

H 1. #Mello] Astiolx}
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Gentlemen HHLYO= --path QUXE Sl L=t CHAES X|HBICL --path 7t X[™EEX] 42 L --
system, --shares, --full g{ol| 2t 2=t CHato| AFECE Olmf M 2AXt= SAlo| AHE™ =~ giCh --
system O| EMsiE|H ZZ C2io|lE MKE CHACRZ AT --shares 7} EASIE|H MY 4 U=
HEXI E2I0|HE U3eiCl --full 0 EME|H 2Z E2i0|EE dzetet F, 0[0A HESRIZ

CEl0|HE Yzofdict.

HEols A Al 24 wolier BHX| QI E QI 4F 7|52 =XE MAHSE HAY A S Windows
OMIE 21 A DE=MAE Z=st R OME =2aE X7[eet F|, Windows Defender 7|52
SE3I5CE 0|0 VSS(Volume Shadow Copy Service)E& H|ESt Ul HIO|[HE AfM|stH, mid
Aot 2A=E 0|R0|= HEAUO] A MU XM= X7t AHISICE Of2fl= At8El= HEO FE0|Ct.

vssadmin delete shadows /all /quiet

FXE HIR]

cmd /C "rd /s /g C:\$Recycle.Bin"

RDP Z21 AfH|

cmd /C "del /f /g %SystemRoot%\System32\LogFiles\RDP*\**"

Windows Defender 23| ¥ EfX| 3]

Powershell -Command "Set-MpPreference -DisableRealtimeMonitoring $true -Force"

Powershell -Command "Add-MpPreference -ExclusionPath C:\ -Force"

Powershell -Command "Add-MpPreference -ExclusionProcess C:\Users\User\Desktop\{filename}.exe -
Force"

ping 127.0.0.1 -n 3 > nul\r\ndel /f /g \""

E 2. 57 x| B©X| 2o 2 HHof
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ARlofs B I AYBIS 9o SH IRN|ASH MHIAZ 2HFOR

o =
U MH|AE of2f e ZCt

OpA

Zoitt B2 iy Z2M1A

mvdesktopservice.exe, VeeamDeploymentSvc.exe, VeeamTransportSvc.exe, VeeamNFSSvc.exe,
EnterpriseClient.exe, DellSystemDetect.exe, avscc.exe, avagent.exe, sapstartsrv.exe, saposco.exe,
saphostexec.exe, CVODS.exe, cvfwd.exe, cvd.exe, CVMountd.exe, tv_x64.exe, tv_w32.exe,
pgAdmind.exe, TeamViewer.exe, TeamViewer_Service.exe, SAP.exe, QBCFMonitorService.exe,
pgAdmin3.exe, QBDBMgrN.exe, QBIDPService.exe, CagService.exe, vshapvss.exe, raw_agent_svc.exe,
cbinterface.exe, "Docker Desktop.exe", beserver.exe, pvisvr.exe, bengien.exe, benetns.exe, vxmon.exe,
bedbh.exe, lperiusService.exe, sqlceip.exe, xfssvccon.exe, wordpad.exe, winword.exe, visio.exe,
thunderbird.exe, thebat.exe, Iperius.exe, psql.exe, postgres.exe, tbirdconfig.exe, synctime.exe,
steam.exe, sqbcoreservice.exe, powerpnt.exe, cbVSCServicell.exe, postmaster.exe, mysqld.exe,
outlook.exe, oracle.exe, onenote.exe, ocssd.exe, ocomm.exe, ocautoupds.exe, SQLAGENT.exe,
sqlwriter.exe, notepad.exe, mydesktopservice.exe, mydesktopgos.exe, mspub.exe, msaccess.exe,
cbService.exe, sglbrowser.exe, w3wp.exe, sql.exe, isqlplussvc.exe, infopath.exe, firefox.exe, encsvc.exe,
Ssms.exe, DBeaver.exe, sqlservr.exe, dbsnmp.exe, dbeng50.exe, agntsvc.exe, vmcompute.exe,

vmwp.exe, vmms.exe

H 3. 3& g Z2M2

crSch2Sve, VSNAPVSS, MVarmor64, MVarmor, VeeamTransportSvc, VeeamDeploymentService,
VeeamNFSSvc, AcronisAgent, QBIDPService, QBDBMgrN, QBCFMonitorService, OracleServiceORCL,
MySQL, MSSQL, SAPHostExec, SAPHostControl, SAPD$, SAP$, postgresql, SAP, SAPService, GXFWD,
GxVsshWProv, GXMMM, GxCIMgr, MariaDB, GxCVD, GxCIMgrS, GxVss, GxBIr, BackupExecRPCService,
SQLAgent$SQLEXPRESS, BackupExecManagementService, BackupExecJobEngine,
MSSQL$SQLEXPRESS, BackupExecDiveciMediaService, BackupExecAgentBrowser, SQLWriter,
BackupExecAgentAccelerator, BackupExecVSSProvider, PDVFSService, SQLSERVERAGENT,
WSBExchange, MSExchange\$, MSExchange, sophos, msexchange, docker, MSSQLSERVER, MSSQL*
Sql, vss, backup, veeam, memtas, mepocs, vmms

B 4. S5 Y MU|A
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OlF ChA CEO|SE RAIMOZ EMMS| DE CMSRS OISt F, Y YUK UHES MY

= = - T oo-sl'-T'—,
Y=o} oS 2ol = L2ofolr). ol £ F=et ot At 8l MAH2 Aost CHAO|AM Hestot 2felEl
ofle| chat2 o2 HL ZLCh

ots3t M| A2 A A oy

AppData, Boot, C:\Windows, SYSVOL, Tor Browser, Internet
Explorer, Google, Opera, Opera Software, Mozilla, Mozilla README-
Firefox, $Recycle.Bin, ProgramData, All Users, bootmgr, GENTLEMEN.txt, .exe, .dll, .sys, .drv, .bin,
system volume information, inte, msocache, perflogs, ntldr, .tmp, .iso, .img,
Program Files, Program Files (x86), #recycle, $windows.~Dbt,
ntuser.dat, NTUSER.DAT

H 5. 245} of| A CHA

User Gentlemen
PV X25519 [ o500 g .X25519.. X25519
~o //
S~ R -
X25519 : X25519

Encyption Encyptlon
A e e [T

Xchacha20 T

t nonce Xchachazn
[ | I

Gentlemen A0l T AS3HE 9IsH 2t TIUDICH IR 32 HO|E Hel7|2 AT Of FHQI7|=
SIEDYE BRI TH7ISH X25519 HMS H T IR HIUS WAL O MHE IR HjUS

=
HIZ ALZE|X| @311 HChaCha20 £ &3l 32 HIOIE we} 7|2 HEw|H, 2ZH2=Z XChaCha20
& t

212[F0| o] 7|1§ AHE3IH mE= EWJE. ot x7| HEE JHRI7|= M 2H(0x09)2t e[ E
CHE 32 HIOIE gt Yddt= ol MEELL 0 a2 &=st FZEES ?Iet Nonce 70l 28&[=H|, &+
16 HIO|EE HChaCha20 9| Nonce £, 3t¢| 8 HIO|EE XChaCha20 2| Nonce 2 &&Eo0] 7474
HEEC
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9% of the total size 3% of the total size 1% of the total size

Encrypt Entire Data
Normal File Narmal File Normal File
Encrypted Key Block Encrypted Key Block Encrypted Key Block Encrypted Key Block
File Size < 1MB Fast Mode Superfast Mode Ultrafast Mode

oh °.:.*§§f Hel= T Z7|et U2 QIXtof w2t H2rXick. 3717t IMB Ofstel M2 QIXiet
A2H0| A CIo[Ef7 Y=StEILE IMB & XEniSh= Ol FR0l= Xt et oy 379 Yet
AT}, Fast REE IHY ﬂ7l9-l oF 9%, Superfast ZE= 2F 3%, Ultrafast ZE= 2F 1% 7tot
L=olSh= AOICE Aoyt ek, oY 37[L st ZEQF AG0] 2= OhYol o= nFE

HIEIC|O[E] 50| F7tElCt. of E=0= 7| S0 R SoH7|et diE oo HEE Yzt 2= FE
J2|0 HE R E AEEHY| I8t "GENTLEMEN" 07t &H MEEICt.
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4 ASR (Attack Surface Reduction): 2ZXI7} AlR%t= EX DZAM|AL} Mg Jt58t T2NAE XItht= HS J|s
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loCs

Hash(SHA-256)

EC368AEOB4369B6EFODA244774995C819C63CFFB7FD2132379963B9C1640CCD2

62C2C24937D67FDEB43F2C9690AB10E8BBO0713AF46945048DBO9A94A465FFCBS
51BO9F246D6DA85631131FCD1FABFOA67937D4BDDE33625A44F7EEGA3A7BAEBD2
025FC0976C548FB5A880C83EA3EB21A5F23C5D53C4ES51E862BB893C11ADF712A
9F61FF4ADEBSAFCEDSB1ECDC8787A134C63BDEG32B18293FBFCO4A91749E3E454

3AB9575225E00A83A4AC2B534DA5A710BDCF6EB72884944C437B5FBESC5C9235

H 1 AO|E
« U.S. Department of the Treasury(https://home.treasury.gov/news/press-releases/sb0319#)

- BleepingComputer(https://www.bleepingcomputer.com/news/security/crowdstrike-catches-insider-
feeding-information-to-hackers/)

- BleepingComputer(https://www.bleepingcomputer.com/news/security/meet-shinysp1d3r-new-
ransomware-as-a-service-created-by-shinyhunters/)

- The Hacker News(https://thehackernews.com/2025/08/cybercrime-groups-shinyhunters.htmi#)
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]
HZEZAE HOMMEF : JIA|M 8 BM (Visibility & Analytics)

HNEZEHAE OFF[EIXol|M ZEAIE S EM(Visibility & Analytics) ez AEXL 7[7], HESZ, AAH,
OiZ2[#[0lM, HlojE= FdE 6 Cf Y 2o SEL= dYEl= 7(8t Q40[X, Z=Z|of Hob Mzt
dWE z23ts Ay FR 2oLt 22E 2|MX| 7|2 JtEL(Gartner) 7t “EO0[X| ¢

d

2ACHYou cannot protect what you cannot see)”l ZE}ZO0|, SEAMO| X|&H
2HE0M 2= AHitat HRIE AE-BASH= F72 Hoto| JHE 7|X2XHO0|HME Xl Q0|C,

—

~—

HEXMel XNEHHD O0|E0AM JiAld  2HEel Hot EXl= o2 (Preventive), & X|(Detective),

wH(Corrective) SMZE FREICE A= WatH F=OILE A F UM =X| S ZA 7[9te o

SHo 2ot HAZro| FEHICL 2Lt S2IRE Hetnt §A 22 AUoR T XRto| 2

olgt ZAel HITCE ZE AUES KiLhst= A2 AMMA SIHSSHACEL At LM o|F

M 9A| B2 RF 0|20 MEEICH=s =X SHAIE X|UHIC (2 FLHR| CHY 7oA 2ot JHoIFE
Aol CHk ZtAE EXFo= Hof AMRES HA[0f QUIX|SHK] X

S5 o M2

o
ogh7t ettt SSES 22Itt

olzfet 2F0M HZEHAE OF7|HIM= HS SAZCZE AESL &2 HISe + A= BX SHe
JESHE Wiy oMz Feith M=zEsAESl J|E ARl A ot Bo'et 'XEH HAF'S
HEHOE S| floiMs =& U ZE AMHO] Fed| ARLOF SHH, F7t 2| ofC|M o 2|20
HIok=XIof| cheh AR JtAl o] ROk oot o]t Z2 JHA[Y0| StEE[X| gi= of, FH S 2ot
SHe d9H =Z0 H= ol gict.

=2 HAME Y =Eet S8 23 249 Eed2 MM X&HCZ HT|E[0f Tt O2iLt 2

=

AAE EJSIEEIE MZ2 IT(Shadow IT)2F Z0| 22| AtZX|CHo| =Xt OjAE XHto= Qs
ARl SME AFI| o33, Ol HQt EXtof CHet 29222 O|0{A ATt O[2{8 SHAIE F5517|
HOb 70| M) oM, IFUMEZ == T 07|83 205 FYUMAM F-E2M5ID
SlH Ag2 st SIEM(EQH ME 3! O[HIE 2|, Security Information and Event
o

metZ X2 &1 UAct.
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04710l SOAR(EQH @AAEZ|0|M-XH53HLHE, Security Orchestration, Automation and Response)2)
DRt Al 78t XtE KRt Al I BN 7|0 ATEHA, 1ol O|EF o|iMo| HEXT TAL

A =EIF FAL HdstE[n QCh AMZ W Z8d FR 7IYS0| ARMci =eb x| kst
AEE S3ll SIEM-SOAR 0f Chigt i £XHE H%ﬁf.ﬂ A= A2, ot J|z0| FES IT &ES

o
2T & Qe 2F0| TUUSS AlAIC

Security Information and Event Management
Global Market Report 2025 ¢ -,

billion
TQEDEJJCS:L’JEE.fl i 1‘|

=

k=)

E

$5.63 2

billion g
$5.34 =
@

billion N
oW

o

S

©

=

2025 2026 2027 2028 2029

ZX : The Business Research Company, “Security Information and Event Management Global Market Report 2025"
131 1. SIEM Global Market Report

o[z{st =M= ¢flel a2imet 20| S2E AIY HIO[HOIME Fes| =a{tiCh Chgt AE ZAb 7|22
240 m=2H, 22 SIEM A2 d87 dFE(CACGR) of 10~15% +&°| 18¥S XI&sHH TA|
Hot £84 AF HoME 2|YelHe| SFME 7St ALt dF9| #iFo= tHedl 208 +Hoks
7ls2 g0l Mulad, gaid, Al °F Z2 XMt 7[&=0] SIEM I 2ESH Zgtls & =20l Al
7l&2 drist Hjo[E £KoilAM 2Izto] AESE7| o2 OlMer f/ed MEES Hoihn =S 24 ™S
NSz, 7|HS0| AEHe JtAEE =Este o EaHel =72 2lAg|a QI

JefLh g3Hel JAE R 2M AAel +E2 A Vlsel RTez tYE £ gtk JIEH 249
= = HEA 24, F AHEA(HEL MA)Q 2ol
At ARE otuzh ool 2F F 2AAl XK &2 glo] AlEstd, O|F EE 2| MA=
ol
(=]

HilE 71822 di&st| o2 F=H HH|0]7] mZo|Lt.

oo
of =X FMHIS ZS}

=1 L= = —

=
A}
rr
|
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I(Roles &

D= MHA H7|XQl

s4e]

o
27I=ol

Responsibilities, R&R)S =S| Hoslof

Che Xt XI&H

[=]
S

<+

ZR7} QUL Olet 22 HHAA 7|8t0] ZHE o, JtAld

HOt EffA|(Security Posture)

mujn
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7tAlE B 2A "= MEZEZHAE OFF[EHINo|A AEXE 717], HESHZ, AAH, oiE2|AH[0[M, ol S
6 CH aidl Ta| Hutof] 28Xz ML= 7[¢t HZE, HE Hot JIoN S AE-tH3Sst7| {gt
7122 $ESH=E O 5X0| UCh 2ogojA, 22RE, fF 28 2 SO=2 24E T QoA
LMSH= goist 232 O[HIEE SYXCE T -BMTOEM, XX HUte| HOb MZX[HE HASHD
AMZIXOI Mzt olAl(Sjtuational Awareness)2 M&dt= diAl olmatz 7|sSiCt

E3| H=EZEZAE 2tA0|Mz= "MZ(SHX| @t i HESICHNever Trust, Always Verify)'= %

o
Toiot7| °|‘H, thE 23 MES oM Xsd 24 MAVE EeXoz T Enh Y dots o480t

rr - mo

S
LHEX Iar ei=et Eafd Lol 2HE 3AS BXISH| fisiM= 23 =& HA|, SIEM 7|8t Azt
AEXHAEE] el 2M(UEBA), 9@ QIE2|™MA(Threat Intelligence, TI) ¢S,
QAAE0|M-XtS2HIHS(SOAR) S| A S CHYSH 7|& QA7 RIIMCE AEOF StCt. O[2{%t
a0 Xtsert SERE of, DEStE ffgo| chet MAMA B[t AlLet CH30| ZhsdiX|n |

1z

om HI
o -

l‘J
TR

OF
=

Of2f= 7HAlY B 2M EEo| FR 2451}, 0|F Fosty| flet FAIHl #2|-7|g YUE NZESAE
= 2HEOIM St LHEOoITt.

2 E'2 HERZ, AME8AL, 7171, oiZEFAH0IE & IT l=at
HatofA 2dSt= OHIES =2 Ql0| 7IE-XMFH 249 M Ho|HE =Est= HY 7SO} o=
HEC0[AUA CHSE 23l 2OE Badts &8 H0l, 2732 A, 2ot HF, H|ojE HE, ofZS2(AH[0]1d
ad S 2ot XARE WRE FHIIFHCZM HMH @S 7|0 AES, AL té“éﬁ Al getet
ARl 2ME Jtsot ot ZtAlgel EEFEOoIC

27 HojE T2 EF A2=”o0 IoteAHL =5 2|0 HE2{M= o ECh 2Zojs, F2RE,
C|&lE{2]-215 (Directory/Authentication) 23 & LCHAISH EM0A MM OE E3t 21 ZaE
E= SIEM 2 St SYCE K& TSt MAIZ THOF BICE JHE A|AREZ BAEl 270 22
HATOZ= AL Y Aol Ciet Xl oF QA H2EtA 240 oFE7| wROICh kM

X r
Olo]HE Jlut 27, Sysiog, SNMP, APl 9IS S 28| O7IF QoA Liets OMES

o
— =
o= F M0l MAfSD, TA BEQ| TS HEE BRI} Yct,
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Ciob AR 2HH0M = 01713 Qlmaetel RE RIS RAMENOZE £Ist= O HIEHs-2F FH 37t
EXStct oloff w2t 23 £ 0

D2EZIS 7J[Uo=E Ciet HIG-AARION MME= HEHE 238 H
SEH(JSON, CEF, LEEF 5)& ZXN73H(Normalization)sh= 1HE0| Z4Xo|Ct,
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53 2es AAZteZ EfX|soF SICt. Liopzt OO|3ZMOHEO|M MMt AHAls oH ¥ SX|, MM
CHe| CHERA QIB(MFA), AAIZE 9fE HIF 8! ®M XE3E NE5tn, +9 7hf Eoid S84 M2
Hotg XHatz| A|AE! ICAM(Identity, Credential and Access Management), 8 HL|E{Z! |A|2t
AStH Xt ZHYCEM XEXQI JtA|Ma 4B 7oig = UCh

23 3 2M0| DEREH 2 Xtg HOot HAQl A AdFo=E JtssHA EC =

T HEY 239 st ¥ BM 222 0|1, 2M ZAue= e ZE Mo XX gtn
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Hot 9y EM0| kit =H Al 7|89 of|F M A|A”O| A2 Hob MAQl S40] Lk HAlEd
ATIol rhet HIO|HE HAIZICZ A5t HM=ZCo] Az 2 2EX|X| g2 flgs oiFste, 13
20t MMZAYXE(PDP)Q! ICAM 89 AARHICE HMHEO S8 2[A3 AT BHIECH ™HETt
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g 2l A2 HA 7|50 note|H Al 7|He] I QU™-E[HA AAHO] FEE 55H0|1 AHEXC
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HEQl(Static) 22| YAlol HFEC) O={gh YAl2 ot OHIE W Al EMRE IM 2H, HENK
Yt AZH0] 22E(0f /o] st tig Al7IE =& ol At

0|2 7HM3t7| QshiMe AtSeteEl B mo| AAH TS S YoM YZHo=Z FMg HiZsH
M8ste MA Heto| ZaHo|Ch SIEM OlA EX AL2[R J[8te| 2[R (0ll: 5 £ i 10 2 2321 Af)o|
SIX|=[H, APHol Heol=l 7Eof w2t SOAR 2| 220|858 SEstHLE ZHMAMX|IH(PEP)t HES3I0] shzt
E Xttt S 7I2XQl XtS3t th3S 3Ok STt LIok7h I3 EfX| A|ARIDL HMANX|™(PDP)S2
g

s
AR AAlSHY, oY APt AMBEE FA 223E YISt MZE2 2ot FM

2
OF
=

Y HELCZMN =& SZHO|Lt CHEMA IR0l ME3HA| CH8sHoF SHCt.
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HAE Helgitt. ML/AI AIEI0| HIESRID E2fTint AFEA #E MEHS X&Ho=Z SHE35I0 H=Ho| 34
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HTI =S MBAILE JI7I0) Chel "R F3 A, MIBE Ze|) AUt 95 27" 5 Mol of
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AIBHOR ZHSID AWHORM, Hslots SI% HHO| RSPl CiASHs XisH Eot #HS
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rot
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HIERIZ, AA", OH%EHIOH\_, CIOIE & 6 7KKl <l EE0M S22 TA| Hot MEs SEXe=z
SHStD XY £ Us ATE foict. BAE T QlZat SFE0N JHHEHOR M= IHHotE
HEE SiLo| wMEtoz HESH= A2 HeF AXIUE HAHstn AZEXl 9y g s¥s 2HA= iy

EQST insight | 35



o
=
HLI
(m
_‘"E
I
ok
o
=2
e
rr
r
M
rot
Hu
|
1o
Rl
Ja!
H
P
ot
1
I
2

, CllojEf Z]gte] AAjZt E2Mar 53%¢el
golCt O|F 23l S8 =21 22| MAE 7|22 o SIEM o SAEUSH
H ~ =

- o

a2 AsetE S

Ho2 ei7fz|ofof Bt
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B F2 AAHE HZESAE 7|5 P4

MZESAE $AS NTHOR TP SllMs 718X woln o2 2 £ = Alrme
LAHO[C HZEHAE OF|EIMOIME "A[SHN| 8T BN UBIUCHS UHOZ 24 AlAH B MEHS

SoIokT, NA4HOR ABOIH, 24 et HIS HAS 42U 4 U= AAHO| HIEA| KO} BiC,
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Otz R AAHI 52 —.P 2t HZEEHAE 2HFH0M SR8 A2 HUSICH AAHIN M AAHE Edi
XElo| Hot EfA| st

=
= O
ol S Txo| ¥

7'.*'*‘1 ol = A

= =

(Visibility & Analytics)

HZEMAE OF7|EIX L} £Q WSO Y52 DLIERSIT, 0| S 7|HoZ MAZHEHE M3

se] AIAR
a—~p | * CITE HOES X256t
g{} + A8}, LIEQIT, ofZ 2130l €0 = Sy3jof Z3lo) ot 64 P2t
0 SOIM e/dolk= giet 21 =l . 4l B, AIRIBRIS)t 2.
GIO|E1E +-T5t0] 2ot QI8 EX| = J|ES Be5I0] A B HIHA
o = O
S YT AEs0] ABS AT BA
) - AFRXIQ}QIEIE|E =55
o XX LY Cust 2| AAOM A = & 5? }55}2 gagllzslm op;;1 7;1 =1 al
27 HlojEIE FYoIM T2l X &= SR oM UK HSEH 08
=4 EIXISH= T 24 AL

ZE R0 &= 2EOXE
dl IS A ELE AZH-BAFI0,
FYFUIH HEHE MAEHCR
AJE-22[Sh= AILE

@

EX :SKEGA, "HIZEMAEQ| AIZ:SKZT 2 tysiCt”
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1. SIEM (Security Information and Event Management, H9t ME 31 o[HIE zi2|)

SIEM 2 RIZEHAE Of7[EIXERE OfLfat =X|o| HErAMQl JiAlY =tHet 240 A0 7+ HYZeQl
dats ASh= AIARIOICH ZZ LY Crefet QlmafoflM Edsh= et 2Tt OfHIE C|o[HE
AR +F-NFSID, Ol FT Mo old e, dll Iz, Y HEE BXSL F1dh=
Sl 2of 2N SUFLR J[STlLt.

HEFQ ZHM SIEM 2 ot IDS/IPS, M & 2 FAl 2ot A|A”e] 2a8 S8 &2(st=d|
=ote[RUCE. a2 MIZEHAE 2HHoME O H20| tE =HFEof, AEX T{FE 'HO|E" Teof
O|27|7HX| H FHel MF AA”HM Ldst= RE 2OE S8t AAl 245ts B+ AAHC=R
Letstn Atk B3| the HL& 205 Hojd ALEX} ofH 2, Hlo|H 0|5, M HE S M=t A9
207} $TE(00F SHH, Zf 2ot O|HIES A 245t @ 7(gte] ANHEES HAZLQZ EX|3(0}

o] YoM EBst= 23 HI0IHE N2I5h7| 2l == &tFo| = XXl ofF[HIME [FHAESH
MABHOF B M50 THY SIEM A|ABICR TE 7|52 EgSe 2957Ll, HI® &mEA1t H|o|E
M2l dsg nEfste] g Jlutel 22| RES MEY £k UCL OIE S0, ¥2 219 te Ha2
SYEZIANAR(LMS)O| BHest, 82 OlojEel &7|Zt 2M2 uibojg ZE2E0| £HSIHH, SIEM 2

E FMOCH A Hot 2o £He| 222

Ltob7t SIEM 2 EX[oZh HEZX] g1 SOAR(EQH QAIAE0|ME-AtSetrh3)et ZIZstA HA /0]
AEHQl S| SHUFLR IS¢ttt SIEM O] EfX[et ojd de|Lt 9 FE= SOAR = Xts Fil=H,

AREO FelEl Z20|=(Playbook)dl M2t AE #az, 2 XiEH, 7t ASMFA) 27, ZHA Ho[H

1

AT, BEIRt U SO Il TAJE RSSO AT ARHOZ NZEAHAE OBIEK LHoIA
SIEM 2 QINHE B2l EaA, ZZa0[A hS, U ZAt 5 FAF 2ot 290l s ZZo=y,
S Hot OMES S3h2Astn HhSTHK| Aot FAHQl Higg s 4 Utk
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Log Collection Real-time Alerting

Log Analysis FW / i N \ NAC User Activity
Event Correlation Monitoring
Log Forensics Sarver e Dashboards
IT Compliance : S I E M _ Reporting
Application Log DDoS \ AV File Integrity
Monitoring \ Monitoring
R ps/iPs) S | v S‘L’i?&"oi‘it'i,?ﬁﬁe
Auditing

Log Retention

CHoFSH HOFA|AET} LIS XASO| BE 2

S10o| AIA|ZHAIE Tl A|S & %og 2M

o;
-r‘é

F
Threat Visibility Threat Info Incident Response

=X : 0|2 2T H|0|M, “SIEM, Al, SOAR T1=EE| 2F7MKX|"
02 3. RiSY ASe HOA| HA AAY PNE

M2 ot P HZOIM SEM 2 B 92j0] TF Lol wot e DUERSD @S Altels
sy £72 TR 53 U KMoIM STE 2OE 24sks 2iof 2AX| 9@, 9lHo] CTIMolH
93 I2|RA) U A FoHY HOlEIMIo| A% UAIZIOE AiSEl0] SHTICH= Ho| FRsiCt. 018 Sof
U OIMIETH Qliol 24Xl ok IP, AL, A4 B2 JIH(TTPs)T UASH=XISE B2 ChEORM

HlSetct.

xZ0l= SIEM of Halzdnt Al 7S "= X 8 28 IS nTefotn ULt ojm Al = HE
HE0| otl FHof StA| Estzlofof oith, 23 & 3 24 HAM= Yrieh HIEY 0B mES
St&5ta Ol E=(Anomaly)E AlESH= o SetEl Al 20| HEE0| EX| YA E #oICh £t 2F
229 FHOAM= Splunk 2| Atz|et 20| LLM(AHCHANRE) J|Hte| e AIE &&ol0, =Eet EHERiot
Sgfet A2 0] il XANHZ HESHALE AILEIRE QESHH Al 7t 0|F 24 A=z X5 Hets
F= S 2% Hods Sthelcts YYo2 UTSt ALY
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Al Assistant

Erviranrment | online-boutique-us =

AP Overview

Top Services by Error Rate L Top Business Workflows by

Top Services by Latenay [P90) & Top Business Workflows by

£ : Splunk, "Al Assistant in Observability Cloud”
12l 4. Splunk GenAl Assistant

2. SE2IAAH (LMS, Log Management System)

HEEZHAE Z0AM SYEIAAH(LMS)2 SIEM 2t 7| SXnt Heloo HESt Xto|E JHEICt.

SIEM O] £#X=l Ho|HE HIECZ gnz|Eat il "o AMAlZt & , At
8ol EEsks AIAR-o2tH, SYZRIAAHES2 =2 W T Ao Zdst= ZE 205 #EGLO|
=T, O|F F7IZt AEHCZ MIYSHH Melel(Indexing)dt= O FES =Ch SIEM 2 XSetz
g M2E floi MEE COHE CFs B, SYERIAAHEE2 A2E 235 TE 7F

=
Z2(Compliance) 39, IZalA 7|x Ho|E] =HE s Y& HIO|EHe 7tE4E8 EXH= Qlmet
AlA

oz Mol o

N
o
o
ot
a

THo=Z FIIH|

DE T& HAE HBHOF st= MEEHAE ZoM= 23 Mol )5t

mi=of, 1HE9 2M XEel SIEM & HE MF X2 MEdte A2 oittn 45 ZHM iR
A=Nye)
= T

3l = AlAEQ)

S S S o
ds Fo| 2eloto] dAsHoF oith. LMS £ Sl U8 &= HI0|E 2EZ1t HESH0|HA tE0[ek=
7lgbs WX &E5, SIEM 2 1kotE 2Mot HSHEE F45h= A0| E4HOoICh ol2{st & AJAH
el 715X, 23 o= ofzf &Eet 20| Fe|g & UCt
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SIEMZ} 221 2|9 =g X}o|X

SIEME 3| 218 X&He R +Hs: 2 2|2 Chke T AL HBEE 2

=5
ol 20t o2, 2l ThsE Hot 23| S 35 =3, HF ¥ Melstshs AEelLcE ol
; = 5t7] glsl 2OE MAZICR BMEH= 7|5 A|AH S oot Ic gl g FE4 2 2
ZEEC et
LMSE LHEHOoZ 7|2 ol 23 7|50 28t

GOEf  SIEM AIATIR S 9% 2naE 7K
NBH 2 A8 G20l oLt ool 2291 nf

U YBE 40D RET 2 20N, 0| A
B 29l Y AR cigol HSELC

= = Ho
D‘i IE’—‘.?_ 74 7I=E o A= g
+F9 23 @50 A4EAHLI 2% S

9|
J~|'ll1| s e 'ﬂ% M2l 7|52 AHstAl gE
Lich.

Z4 SIEM A|ARE QS XS HM2ES

a2 = slals J|=X Xoig| 2
HES  HSHO YUS AN NSO v oo =T SRS JISH 20|

EotH, 2 EHE WA2 23 U HiojH 24|

= 217] 2o 5 Eo| He LG e o
et E=HE ok g|ct
Hot SIEM A|ARIQ| JHA R ZHCHS| Lral W 2382 =79 Fo FEHE QUEZY Y E

=72t IDS/IPS, SHEIHHO[2{AR ZE CIE HOt =7 1 A|ARIDS HES HRE SHXI, 0l2{F &
ol = SE EUsiH 20t O [HHE FEoH= Ay P AHNE fIEE HalE + U 71s0| Ui
g Lct. £|0f LA fhELIC

FEETRE A 4 ZHUM 20| =X
3 Oh, SIEME GDPR %! HIPAARH ZE AHE
T 78 F+ 20 Y OMIE ZM 7158 #Fk
& Y= gLch

23 #H2(0= CHE 7 0] RlAHL, EFE
e &4+ BFES S50 9l 522 83
SHof Bt R AFE0| 212 + UL ch

£X : Lepide, “SIEM vs Log Management System — Key Differences”
12l 5. SIEMs vs Log Management

HNZEsAE OF[HN7F EQIE|H 7|E 2Eits ChEA MEXE S

OiE2|Aold A S EOH'-P HEE BE T2 AdRof chet ME 237t ZEH
o
T

HiolEe olF, M #F,

otk 831 23 3 8 22 3o 2™ + A= I11|0|E1°| I HEL RES YR BP| 2o, TS
T2t 8 ME Sl cheh S Awst J1sS MSdHoF 5, EfARIT 5 FAYS ABY + Us
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Lot SERIAMAEE HEd| HOHE MMsts AS 9o 22X 82 STt 7IsS HMSdHof ot
Creroh HiCet AIARIOIM MYE= HIFEY 208 24 Jtstt #F HEiZ #Heoh= oid(Parsing) 3
et 752 S, et BeAl £ AIFoIL #elof chet 2O M&SH HMstn ==
A0k ot oA FHE HolE= ®lHOlE ZME S SIEM § &9 24 Al2HL RIHe=
ASECL SEZRIAAEE2 FA #2 23 F ?le Mo 2 £80| TRt Ay =afts MESHH
SIEM 22 HAIZt MESHHL, dE 240| Q7 &= 2 CIo[EE HH0[E A|ARQZ O|Est=

0
9'_|-
4% oln

Clo[e| mojmatelo] sy E HHS I 0|2 Sl HAl 2ot A dAe rsds XHE

ALt

3. 4lf|o|E{ E=HE (Big Data Platform)
siojo|l EES 2FNMo=Z Hot FHo| ZohEX| %, EE oM LMl RE TR MY 4
HIEY CIO|E(Z3, EMMM, HI=L|A HO|E )& XNZ, TA, B 2Mst= Mol A [|0|E
s

ARl o
Qlme} oistg 4uslch ANMOZ HZ, 38, B Ol 17 FEEA, 0BIY QIAolE
og

O =
TF o7 OolH 24 S HIZLA JHK HES flet #Y J|E AAECZ HERO 2UACH, X 20=
ZZlo| Hlo[E 2| 3! 2ME X[Yots FRAAHCZM @ AEQN HEYHLTL X&Ho=z sl
UL

neurond.

Data Processing Data Analysis

ﬁ}ﬁ Data Quality

Data Storage ; Assurance
X =
() (E
) How Do
Data Collection B i g D a ta P latfo rms Data Management

Work? -

Z£X : Lepide, “Exploring 6 Best Big Data Platforms for Your Business”
12 6. How Do Big Data Platforms Work?
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ol2fst HIGo|E ZEO0| HZEHAE HOt 2HH0M MEA 2= 0|Rs EBdt=
£ H=ZEZHAE OPF[EINOME 22 2

=50| 7[tgH_2 BototA Ett. 7I1Z9| HO|EH|0o|AL) o A|AROZE= O|2{sh 2 C0[EHE
=

tiE2 HlolE xz2(of

HIolE X2 HE

t
mZo|tt. HE FZat EMMHES ASS 12} O|#HIE |0[E{<

= OO

otEl Hlofoly SME =olch

SlH0|E SME2 SIEM 1t 7|5 % X0 2F¢et K0|HS 7IEIC) SIEM 0] Eot O[HIES| HA|IZE 24,
BXl, Z2 5! SOAR & HAHE St AisstE th30ets 2ot £t SXof| HSetrtH, Bin|ojH ZHES
A2 | 2= H0|EE ZZSt= H|0|E 20|32 (Data Lake) w=xt 27| Hzt 12|10 HiX|(Batch) 7|8t
dE 2Mo| FetEE ECh ARHORE T ALAHES 4% HAXoz FH5I0], SIEM Hol 9
i8S, 2OlolE= w2 HIolEe| Chzd EA5 BEsA St 20| LErHo|C},

Zatxo=z HhojE ZAUF2 (2l oflAlet 20| MH|A 22| FHE, AIA" 2 FE, A28 2F HE,
HIZL|IA HE S =X L Aajot Crefel 249 HIO|HE Sgfate| 3! EMst= SAHECE 2L 0|2
Soll tHET HI0IEH 24 8 AZet =78 HSote] o A8A 21F HOIHE EAMSts AIAH|A
24 SFE FHsL, 1 FHep LR HY HO|EE Z2Y 245 M=ZR2 H|EL|A QIAOIEE
EESHE S ASXIS(A) ZlEtel TARY oMEFH XY =AM xZ9l 4o A FEA FdE
g3 = Atk

4. UEBA (User and Entity Behavior Analytics, AF2X} U QE{E|] S £A)
UEBA & =Z| L§ AMSXHEIY, #2(Xt, TEL 5)°b AEE|(MH, ClHO|A, ofEZ|H0|M &)o WS

I

HIOIHE =45t 2ot flelE ERIsh= I%OIEF. UEBA = 1 Tz SEE T8 AAHeZ F=HE0f

SYE|7| = BIX|2H A|20|= EDR, XDR I} 22 QIEZQIE Hot 22 M |CAM, SIEM, YH|0|E ZZ g}

Z2 S8 24 A2AH LR 5—*.“&! 7|s0|Lt B2E HEiZ2 LiXHSE|0| S&SHe 27F HOh o HEHo|

THEE, A2 Ot A|AHIM £EE 202t WS HO|HE 7J|EICZ 2t M| MM s

I§Ed(Normal Behavior Pattern)'S <t&otal, 0| 7|E0f|A S0t HIFAMOl 252 AEHSIH ZA| L2
LA Z|ALE XtS2tEl CHESE sAst= AOo|Ct

otH JtEU(Gartner)= Ol AIEXL &

0>
1o

| UBA(User Behavior Analytics)Z Ho|MoLt, loT 7|7]9|

ZEel Btk Sctet ARtel =itez 2M LS 2R, MH, IEXRIE S H|QIAHK
FH|(Entity) 2 2HE5t0 UEBA 2te MZ2 HFE FEICL 0l= et A8AN LEEDE ofLf2}, o2y

MEX AFD IT FX, IP F200 2N SgHoz Wlsts nkotEl 42 BXISH| fIolTt.
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Use cases
. Malicious insider
+«  Compromised user
«  APT and zero-day

. Known threats

Use cases

Analytics
+  Supervised machine learning
+  Unsupervised machine learning
+  Statistical modeling

. Rule-based system

Future:
+  Generative adversarial networks
-
A“alytlcs . Ensemble networks

+  Deep learning

Data

+«  Events and logs
+  Metwork flows and packets
*  Business context

. HR and user context

«  External threat intelligence

UEBAZ2| M| 7IX| 3y 24

ZX :Thales | Imperva, “User and Entity Behavior Analytics (UEBA)"
131 7. Three pillars of UEBA

UEBA AIARIS| X5 izl 7|ZM (Baseline) S&'0| QICh AAH 2I0j4 4+TE GlOES Tzl
[HoR majsto] WAC| HAMOl WS H(ITM)S HRICL 0/F A YSS O

— —_
I8 H4=(Risk Score)E #HlAstn, EX AA3ZS
3 =

HA
oy 24

(1) tlol&{(Data) : SIEM, HIO|F 20|23, HIEHZE T2l & Ctet AA0M OHIERt 25 SEoiCt
ojmfi H|=L|{A M2k (Context)O|Lt A HE(HR) S & Z2&5HY C|o|E{e] FehdE #QICh.

(2) =4(Analytics) : A=/HIXE HAEd, SA 22, 7% 702 AA™” S o 24 78S
HESI0] Ol F=E Aol

(3) A2 Ar3|(Use cases): 2to|Xol LIS XH(Malicious Insider), E%|El AF2Xl A= (Compromised User),
APT 2 H|ZC|0] 34 S Cist @/ ALIZ|QE ZDICEH
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S3| HZERAE $20)M UEBA = 7IZ SIEM O|Lt HiKo[E] Kot SAlo| ShijS eks)

ASITE HEFOl SIEM 0] AFHO| HOIEl MR 74 (Rule)o o|Zsto]

UEBA & DfAlz{dS Sof 7802 Folsy| BE 0y HILE LBAKIX| 22 B TS HofuiCt,
A E

ofzfet FH M=ol %22 XML SIEM Al

o

WS2 UEBA 7|5S LHESIH BX| 2242 Stheista

5. ASM (Attack Surface Management, =
ASM 2 7|ZEo0|| =t EHEXILt 28 MEII7t

s TE, 9 HE UNS NAY JMOR XSssiel NN At BA

#
FEQ e YUY TTtoz fASHE 2/f 34 BH I
= Hob 2|
MAOICE HoiXte| 2HFO| ot HEHOo=Z 'o|f ZAXHGNAH)S 2F oM =X9| CIX|E AHtE HIZH2Ch=
FOo| lo|Ct. O|E Sl HMZE 30| Jts¢t Fofet MAME AHSI D NHsk= ol =XE ECt
HMZEZ{AE OF7[HIX7L LS Xhitol]l CHet st HES ATt sthztz, 2o k| Oz
XHiH(Shadow IT)OILt o|o] RFE XtH ZH(Credential)2 =OF EX|Q| AtZX|CHO| A $ICL m2tA
ASM 2 TEH ot ofL2t Ct3g, HE7X| ZLEZ HRIE &&sto] =29 i HE RF R E

ARSI MAHQl g gets orefsfiof oitt.

ASM o] Bl B fl2j XA A

— —

M 24 3 2UE9 XIF, 8, ELEHZERLZ 0|0jX|= &8 Z2AHAZ
TolELh. 7Y A QlEulo] AEE = E SIERI0, 2ZEQ0], 22RE 2AAE XS2E
AAisto] XHikS AlE(Discovery) BT O 2PYolM= ZZ[0] 22| FQl '¥HI IKr2 =2E, 22
ARZX|CHO| &21 'Shadow IT'Lt '‘Orphan IT', 2201 ZetE A 3 At XHeb, X =2S A

AIO|EQ} Z+2 'Ot XIAM7IX] IZMOZ EFX|BICE,

| —
xx|o| @
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Your Attack Surface is made up of...

(e FFF 1 3‘::: =

é L

\h.@,/' M | S
= W e Networking Database _’l{;, .-\
J}_\._\ ’ File-Sharing & Security Storage & Building - ;,*‘v\
Caley Remofe Access Systems Systems Analysis Systems Control Web 24
Services Systemns Frameworks
Development ME&A IT
Infrastructure Infrastructure
Z£XH : Paloalto, “What Are the Types and Roles of Attack Surface Management (ASM)?"
142! 8. Attack Surface Example
¢l Jnt Zo| X==o| 34 HEH(Attack Surface 2 Thed| HALO|EO| =ot=(X| ot i olZet A
MMA MH[A, MU S/ AAR CIOIEHO|A, HE Ho| AAHR & ZYRAZ, 22(1 M&A 2 Q&
HUE IT olmet S o§9 FHIstn CiYst QA2 TME0| UCL ASM 2 Of2fgt AHtE w2t glo|
Ao §, the FAE AME GO 3AXC A A8 JHsME VIELE YEE HWiktn g
SUELIE TEOICE Eot Y A™EITALL HAISH iy FATO| o= +FQZE LEMH ACH I
HO|=E OIEIX|7IX| HBXHOZ RASYO=M, HoHel =t 2|AAS ofrjof M Fs{oF S=X|oi
CHeE QIAEE 2HE FISeit.

EEE &0 ot 29 miX| HE, 2Eett ZE HA, ¥ =
FIOHEICE. Of ZHYOlM BIEIEX] 5 MZR IT AM2 HZESAESL Z2 YA Hob FM L2 HYAH
Cf Ol AFESHA| Gd= 10 AHi2 oFHSHA| H7|5tH =4 #H XME =AAZICH ot 1T

SHE2 M A F7tet Y HEF0| YAl EASkE I8H S48 JHKIEZR, XEHe ZLEYS S
ME2 FAEa 4 HEE AL ZX[5tn Hot 0| ZA| Zosk= &8 NAE |XIsiof ot
ASM 2 t=o=2 RFE|7|HCt SIEM, EDR, XDR S U 9/ BX| AAe S2-dsd o W-2F ™S
TS WA o] EME 20t Yo 2tde o ATt
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o 2oto] Li-2[RfeE PRIk 22A FA gt Lojof XHS SUHCHEHE, FMZEHAE FoA2

Q2 AA|ZIOZ HL|EEISID X|&Xoz

, SHEIAAH- HlOoE SEHE,
UEBA, ASM S2 Tttt JHE £FM9 TYO| OfLIEt, d= A st IT 2HFoM 2dss 2"E

E3] Al & HilE{d J|gel €2 QIzte| JEFtez= Xe|shr| 022 w2 HoIE 2HHolM |elnlgt
Y MES EYCIZM, JtAgel Helet JIsS EXo=z 2AFTitt ol e 21 £EHS Eof, St
GOl 2t HEUBAE HARICZ M HA 2Igel 2t (Context)S HEoH mst=S X[t
O[21gt =4 2 RMZEHAES| My ARl X&EHQ HE'S oy 9/ M| 7tsst HH 2HE
H3sHH, ZaMoz ZX0| AHoh (€S MEXe=z QX[G gg £+ U= HEH QMOIEE

CHet 7l=d DEoiMoZ MZEHAE NAZE 2HEE|Xls bttt dEXQ JHAE2 AlAH0] T

J

In

Clo[Eet 0| 2F-&est= =EQ| HHAAIL HetE M H|=4 ZREIC m2tA HR, IT, HEERE S

Q3 BN 2+ Ikt ®el(Roles & Responsibilities, R&R)S 2| Moot Y TZMAE HEsH, 22|
10

ZEHOZ 7HAY 3 24 29| =E2 NZESAE OF|HIX| M2[dE XWots 22 =ChCh 2EE
dE 7HAgar 2 24 HolHs MBEX|E(PDP)O| 38 FMS +E-=Fols Y 2= ZELHH,
0|2 Sl ZX2 =3 YoE do flgs UMHC=z oFste FZ Ci8dts 53X Het EiME
Toig = UCh Ol= 2IE0|AQ F2HRETE =xiE =TT SHojEZ|E 2FoME HIZLA AKZHES
SAHS, =E9| A0l SHHE Srheltls S5 JYS Y oItk
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