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B MITRE ATT&CK I3|le|3z2t 2oioly}?

MITRE ATT&CK = Adversarial Tactics, Techniques and Common Knowledge 2| ¢
HMZ A8SH= H=(Tactics), 7I=(Techniques), EXH(Procedures)2 HAXHSZ 2Jst XA 7[dt

OHEZ|A0|Ct.

- . . Privilege . Credential . Lateral
Initial Access Execution Per Def Evasion D M it Coll
9 10 18 techni 12 i 37 i 14 techniques 9 i 17
Replication Native AP BITS Jobs Process [s] Files or Replication Screen Capture
Through Injection g 1.\ Information ¢ .. from Password Through
Removable Windows Hijack Execution Stores ;. Remavable Data from Local
Media Management Flow 1) Access Token Deobfuscate/Decode File and [lmmn' Media System
Instrumentation Manipulation ., | Files or Information Network
Drive-by Traffic Sniffing Lateral Tool Audio Capture
Compromise Command and Signaling . Exploitation for Madify Registry Process Discovery Transfer
Scripting Privilege OS Credential Archive
Valid Interpreter .., Valid Escalation Process Injection (@) n Dumping (88 System Network Exploitation of  Collected
Accounts ., ACCOUNS 15 00 Configuration Remote Data o5
Exploitation for Hijack Execution Reotkit Brute Discovery Services
Explmt Public= Client Execution Account Flow @ Force [3/4) Clipboard Data
Facing Manipulation ., Indicator Removal on ) System Owner/User Taint Shared
Application Shared Modules Valid Host (5/8) Steal Web Discovery Content Video Capture
Browser Accounts 5, Session Cookie
External Remote Scheduled Extensions Access Token Query Registry Remote Automated
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342 dENoz Aol tHAM YWelE TJHICE ZIMEH 2z Al EXet Mant J|sE F2ECh
OE 50, 3FAE HAY x7| 22 AlTstn O CrE st A5, L HE, F> 9 Ho{(C2), dlolH
FE 59 CHAHE HMEICE MITRE ATT&CK IZ2|3= ol2{et 2 thAlo| M2t 3AZ 2R/t 7|=0]
CHEE AFM| Aot BEX| X|E, 2ot M2k S2 FMS3ict 3% Enterprise, Mobile, ICS M| 7tX[2| DHERIAE
H3stH 7| Hot, Ad Mo AJAR Hot mHI Hot S CHFst etAHol| 80| 7SIt

B MITRE ATT&CK I3 M1t 7|=(TTPs)e +14

MITRE ATT&CK ZUe|39| M2 SAHXIS| HSS HAXCE ZHRISH M (Tactics)2t 1 EHAOf| A
ABElE THEQ! J|&(Techniques)E 74 = ZAXL AlO|H 2HE
S of, o SEE JHX|1 o Aoz FI=XE MESIH 0|8 S =Z2 AN ¥

ALf2I2E TEHOoR 2ME 4 Qirt.

o
4&[0] Att= FHolot. o] T3
X

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

EXPLOITATION

Exploiting a vulnerability to execute
code on victim’s system

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

* £%: Lockheed Martin 24! m|0|X|

12l 2. Lockheed Martin 0flA] 3718t Cyber Kill Chain 2
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[1] MITRE ATT&CK: https://attack.mitre.org

[2] Red Canary: https://redcanary.com

[3] Mandiant Threat Intelligence Reports

[4] Atomic Red Team: https://github.com/redcanaryco/atomic-red-team

[5] Lockheed Martin — cyber kill chain: https://www.lockheedmartin.com
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Keep up with Ransomware

Devman: stLie| &, o2] zH<|of

m R

20254 52 MO ms At = Xl 4 E(550 H)0| HIsH 2F 12% &4t 484 242 7|ERUCE. X[t
3 ERH Y RFES| mlsi At 7t 245t J= FMIX[TE 5 2ol Vanhelsing #HA/0{S] AATETL
3= Ol 2483t HEO|LL OF0| S 7t540| =0l
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=
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TCR Team 2 2 283 XM= 2ok| 7| 2 RS 2AYUCE C}3Y R AO|E0M HAfof| Alnjst
|2 f|o|E{7} B ZWRAC 3 HRoll= e 29t Zl Jiol eIt ZEtE o
Aoz s+OIE|919 b oF 2 FFofl 37HE ClojEE LH2Zten, 5 ¥ Uojle CHIE RF AfO|ET
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S92 A7t EAFC
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2 9iz0j: WOt NAHIOILE 917 TAIB PSl0] Chat AT HIY 4 YT o= opyms
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) | -> SAP NetWeaver I}l Q2= 2[0S ok23} BianLian, RansomEXX ]

() B 2[4 CVE-2025-313242 F Bt MOl 1Y HRE7} IH5FH 24

() 429 2 1x|=|9{oLt, BianLian 183 RansomEXX 50| g8t 2g 92

(Q Hdelo7t vize|2|= obs

3 -> A7 2 Injection Team, HA9J0] AfH|2 Hof ]

el Al s ZEOM BS5he 2522, A0 ME[AS 500E2{0f THof

=

(Q L elolE A4 000 31, ¥ AFO|E a2, A4 RE X2, DDoS B2, T|A Q1uet AF § T st MH| AL Hof
() WordPress 2H0| #/9FH Adfl{o} HRE ZA S Q22 BT
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New ransomware variant

crry (D) 8

Dharma Medusalocker

New ransomware & group
f,nsm\u e Lvcew oot rcstean Loeena [owcars Lo mecsnran]
4

114 211

a3 2.2025'd 58 Hulo] o g

5 8ol= £ 8 719 *I-F.l MY T E0| 2RIFHCE JGroup 2 18 A, Imncrew = 8 7, WorldLeaks =
14 71, Direwolf = 11 74, DataCarry = 10 Z1 § A4 Ci3Y | APOIEOH M msixtE 2tz HZest
20| =IHCt St Cyberex 82 EEol REAMOIEE RISHA| ot ME AO|EQH EXsl, ZHE

TISHRIA| S2t @S TSt QL

C.ILA Government | cia.gov

Attention citizens of the internet underworld, o a = Emﬂl‘
— s

It is with great pleasure and mischief that | announce to you all that _' - —_— - ﬂhr
the fortress of the CIA government has fallen prey to the cunning —_— = | a—— R SR,
prowess of the Injection Team. Yes, you heard it right! Our elite squad P s

has breached their digital defenses, leaving their precious website in Defensa Argentlna I argentma.gob.ar
shambles. Attention citizens of the internet underworld,

12l 3. InjectionTeam LC}3# {E AlO|E

EQST insight | 13



25t Injection Team JE2 2{AlOf sid EHOIM XSS BE

St1 QUs T2o|ch MY MHAE 22 AN
DiCjof 812, B ANOIE 8, AMTE FZ, DDoS® 32, m4l olmat N S| 2UEZ MHIAES 1,000 =2 Lielz
HZstn ¢

UCE o2t K= AMH|A 2|0 WordPress S| F 4™ AJ|LHe}, HREE XA+ T8 B2 H{ZSID
ULCE.

12 4. TCR Team LCI3Y 8F AlO|E

Team O5°| 342 5 & ¢4

2 dAgon 2 7| 2 X SHqH
UL HO[EE /WL mal 71¥S 22t 38 =& 719 KA 22 MZE JI”0Z I LR 2Me
Z|el JHol HEIL THE SMER SRIFCE 5 ¥ Yol ME Hlo|Eof MIZ0| 2IHSHEON, aktHoR
CI3Y RF AlO|E

3 DDoS (Distributed Denial of Service): 22X OZ CHA HIERT, M, 2221 AH|A

, 22tel AHIA SO 22 Eafmis AP s AlAHo
FyHOE AN Rol=S i 27

IN

T A(BruteForce): =% 753t 2E &
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JZ 5. MU/FIPE Fo o 3 g
SafePay &2 M0 KTt 27 1SS W Gymnazium a Jazykova $kola Zlin 2 323l 30GB 72|
LH& CIOIHE Z7HRUCL S Clo[Eol= St LHE 7|1E2 S8 ohdol FEIt LR ZEE|o] QUUCH Dt
=32 HE SAl RTB Legal € 32 200GB w22 HIOIHE EHF MM, 0|2 s Hy =AM, 0
HE, oMY, AtM, RAE & LIt HE 3 Y M7t RECL

Qilin 22 0O|= Z=X|0tF Cobb 7}2E| RE 3o °f 150GB 37(°| 40 TWHS| EME EFIUCL
S CiolEollE Fol N SR MAYEE =2 AMUX O|0|X|7F Zete|of QUAUCE EPE O|=2| HEZ|

22 Army Navy Country Club 2 2Z3ll 300GB =29 HI0|E{E &3, 0|2 QI8 $|alol 0|,

T4, MEIIE HE, XHH3E § v MEIJ |KERCL

2 HBXHeR JHste ZE&2 Ho|n UCh 5 o= 0|32 ALYM WE.
ZM, old, 20 FAMM, A KtE, AMES, MF ME S Cget OojHE

ol msf #2= 3IHE|X| ULt E CHE O|= ZAEYH| Greater Seattle Concrete =

2 2AMet 7Y FEIt TekE HlojE{7t 58 T ZIHRICE

1

Akira J&2 0|= o|HX|ZA| Pacific Summit Energy & 323l &f 160GB #22| HIO|EHE EFULCL
@ HQl HE, R LA AR, WR AR 2M 50| ZEE0 ol siet HIo[EH= M5 SIHRHCL HESt
0j=2| 28 7|2 Flagship Bank & SZd 1 & ME T Xz, ALAM S0| ZEE 40GB 722
CIO|EE EF(sH Z7HRACE
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IHm

4 o STt 47 3F Devman 2 ZLte| 33 A3 7|7 NSSF Kenya € 33l 2.5TB 7t
HOIEE EHACD FIstn QUCE el X(ELIE)E SihM IE 232Ms XHHo2 YRS
ACH, LAY FE AO|EO FH, CoE 23, MY st YAS HFohr|= Mok ¥ HolEol=
O, F&, AM|EYHSoL 22 YT} E°*E|01 ACH FUSZE 450 T+ =2i(Bet oF 61 AR)S
Q75 ALt 22| oiX| GMA Network = LHE MH{7H 2ot OH 65GB 7t2fQ| Go|E{7t RERC,
SULRE 250 T (2ot of 34 HH)S 27SIRASLE GMA Network = 7& CIO[E{0f 2Z FHL
TRl FEIE EeE|X| AT FHHUC.
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Welcome to Devman's Place
there ill b e news. Thanks for waiting

> TO (UK, ARE OUR MAIN PRIOR

My Victims

12l 6.Devman C}3Y K= AIO|E

Devman 82 25 H 4 H8H 52 AZS I8CE, XISMK| £ 44 72| TsHXIE AARMCE NS
ZAME Mol “My Writeups” HO|X|0f SZo| AMESt AZEQ0] FAHOILL FofPt HAE S
2 CHAEZ MASHH| AEsts =Eot HE2 ECh ot XA o7 otLel CHE
ME SH| MIXo=E H2sHH, LsHAt7t Devman | ALO|E&C ofL|2} CHE Mo O
FZ AMOIEN T EH AA=Z|= HCL A0 &8¢t CHE I8 HE9o= Apos, Qilin, DragonForce,
RansomHub 7t UM, 5 HEE= XA HL0{2! Devman HHAHE AT L[SHXIE AHA[SH|
A|ZFHCE.

o

Il

[
ou
10

e ol on
10

Devman 1S X2 X(ESIE)OIA HS3CH HLFQ Haelof Mul2 Holx|L, 3% ofn 2
RIE AHLO HIAE SEA S RASS AP Y3t BEZ F2 BESID ALt E3 9 F2It 2
J1%de] AL, WKl X A st MZ o0|XIE BoMeHLE MES HHO

k=2
=
A3gSkE SIHoHH =85t ulst= 2k =RIFC
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OlSS WIS THY W, JIABS B2 TSN ST o] A% Zh, ofHf 2O J|eIX]
eMMoz Zofetm Utk 1 Fols Jh VYT E3twlof oLt e LY FIut 27 B3
ZoHEIX| g4m ojn| HI8S X A ERIEICt

ZH0ol= Devman 152 A HMHEYHE FHE|= MEO| YAMOH, Devman AEO| XpA=29| X
A™E Ed st sHM07F v1 HAEYUS QIXSIY| T L} CHat sHMof7t XLt 3 & sZAESt Mamona
HMQ O}t iR RAFSH Hlw 2M5t 2t A8 7|50] =I7tEl HMOZ SISt 6 HEE = KhA| 2HAMYA
MHIASE 37He 30| o MR ez Ho| 0[0f CHH[SIOA} Devman HMAHE EMTH LHES

oH

QSO B},
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Devman Ransomware

gosts

-

-

dn
oN

W/
9

Curve25519 $ngjEo = &35} 7|8 M50 HC-128 ¥12|So =2 UGS}

\ HC-128 a
d
File Enéﬁted
1 File

(oL LT E R curve2ss1g Curve25519  swa-si2 Encryption
User Private Key Shared Secret Key

Public Key

* AT S} YA 1,

1MB O[3} 23| 2o s}

1MB £33} 5MB 0]3}: oo 3 1MB =3}

5MB 3} mplo| ZLE| MY M 27|0 N% 2 23 3HZ|CH 70MB)
* AT} WA 2,

64Bytes 0|3}: M| Y&3}

64Bytes 22} 5MB 0|3}: I{io] S E] M| 37|2| 10% %S 223}

5MB Z3} 20MB 0]3}: B} 37]2] 1/6 OfCh 2 4KB =5}

20MB 232} 10MB Ofct 3 4KB 223}

e oes || wy s Ay [|yegya ug "E*"afg'* &4

o

i w3 232 [

A2 glof

HC-128 253} zagA z2 “*%m"a;!; otol=

[Your files have been stolen from your network and encrypted with a strong algorithm. We work for money and are not associated with politics.
<< Our communication process:

1. You contact us

2. We send you a list of files that were stolen,

3. We decrypt 1 file to confirm that our decryptor works,

4. We agree on the amount. which must be paid using BTC.

5. We delete your files, we give you a decryptor.

6. We give you a detailed report on how we compromised your company, and recommendations on how 10 avold such situations in the future.

--- Client area (hrtpsffron.chat):

»>> Contact this ID: C17360B8044655F 3E0C2CD2FAT21D24A72DETBDSF51E2199594235BC097C25352E6C943CBF90
* If you prefer email - devman@cyberfear.com

=== Recommendations:

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

Important:

f you refuse to pay or do not get in touch with us, we start publishing your files.
Ehe decryptor will be destroyed and the files will be published on our blog.

README.yAGRTb.txt

yAGRTb

e

12! 8. Devman AAig) o] IR
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Devman M0 F=F

Discovery
e S R—
I.aterall Movement _ mﬂ:ioﬁsﬂbefenderulwﬁ
\ il Windows O|IE22 A Y 27} 4y
APHE $23H 2 Y Eg3 9P ¥ A0t Execution
— AR Windows 26 zgxeg gas ¥y du
Impact S 2o AAE U HuA SES R E A0 LY
[— - N———
MY AN A e
Ni—
33 9.Devman EHMglo] 2H F=2F
Devman #HLI0l= Mamona A0t CHREES| 7|50 SYSICE Xto|&0| UCHH OIO|2E X|H™Tt
o|o|xX| m=z HAHSHALE CIHAH 22|E sl HHUHE MAASH= 7Is F7t d2(n tiE JHME
HER3 Hot 220|Ct HANMS AME QX AL 9tFZUCE Mamona HAEOA= HIERZ AS5S
LISHAM NTLM® SHAIE HES7| It CIXt -H 7t Devman HTEOAE= AMK|EHCE ot HE9I3 Mo}
2dStE Qe -ldap QIXIRt WIES®3E MO cadE XIFSH| {8t -host, CIHAH 22| 7|52 HIZH%t

5t7| ?Iet -detached QUX[ZF &Ml F=7H34CEH

T M-
-log 21 =4
-keep Xp7h AH| gt
-skip-net 2 A3 45}
-skip-local HER 3o A3t
-code {32Bytes key} Aol Aol Heot HHHS
-sub {subnet} HESRZ =3t iy HERZ iy
-p {password} HESZ 239! H|YHS
-u {username} HES3 239¢! 0|&
-time {HH:MM} X" AlZHHH:MM)ZEX] CHY| = A
-delay {ss} XIget AlZtSer 7] = A
-threads {int} Aot AE & AN
-path {path} EN 20 g3t
-host {ip_addr} EX SAE 2453}
-ldap HER3 Fo} st
-detached dsllo] xAH Hlgdst
H 1.Devman 20M9)lo] M3 QIx}
SNTLM: Hot 0I5 I2EZ F SiLIZ, Q5SS 2lof &X| 2= CHl sHAIE M e 2o U QIEE MSsl= 7|s
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HOIX; 2o Y=ot 2H ZEFOIL, HHLE WHE,

HMfo=E A 7| Mdof S S
215 EHE Y=ot K2 EF M| XESID JACH, 0| ==l ArEetrt. 2felEl YHE= ofzhet
2Lt
2mMl M
config[0] BE oSt HIE
config[4] HAMLE LI
config[2056] X7t AH| of 2
config[2057] OMIE 21 AtH| o8
config[2058] MHIA B2 o8
config[2059] DTEMA B8 68
config[2060] HMgof HEHS AT R
config[2061] Az 2E MH
config[2062] HMLE D2IF =3 off
config[2064] Ofo|2 HE o=
config[2065] HESI 3¢ X ORE o
config[2066] 2HMQ0] H|ZUHS (32Bytes)
config[2098] A=t AKX}
config[2114] Curve25519 3717| (32Bytes)
H 2.Devman HMello] MHZt
oz ot S EX|e 24 WHE Qs A4F 7I=0IL EXE AMFSCh FX[S0| U= HIOHE
DE AMASHH, M ol w2t Windows 49| RE OME =1E AlNotct. Lot HY TEIE
HHOIE 2ol W SAHES MHoHH, 2E MY Aot EF Floil= HHAUE KM= AH|SITE
Hof b
cmd.exe /c vssadmin delete shadows /all /quiet s AR AMF|
cmd.exe /C ping 127.0.0.7 -n 3 > Nul & Del /f /q \"%s\ N

B 3. AN 2 gEof
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AEAU0 MH|A SEL Z2HA 7 23 4FHo| £[0] QCHH AL oA AelE ¢
=it T2 iy MH|A 81 Z2M|A

TZNAZ @MFOZ

T —_1—

= Of2H et Zrh

ol £ AH|A2t

MH|A TZNA

WinDefend, SecurityHealthService, wscsvc,
Sense, WdNisSvc, WdNisDrv, WdFilter, WdBoot,
wdnisdrv, wdfilter, wdboot, mpssvc, mpsdryv,
BFE, MsMpSvc, SepMasterService, wscsvc,
SgrmBroker, SgrmAgent, EventLog

MsMpEng.exe, NisSrv.exe,
SecurityHealthService.exe, smartscreen.exe,

SecHealthUl.exe, MpCmdRun.exe, MSASCui.exe,

MpUXSrv.exe, SgrmBroker.exe, MsSense.exe,
SenselR.exe, SenseCE.exe,

SenseSampleUploader.exe, SenseNdr.exe,

H 4. Z5 & MH|A 5 Z2NA

MHjaor ZZHAS FRP 0[F0= HIEHIO MHAUAHE HOofStCh Ol= -ldap AXE AREDHOL
MHE|H, FIHOZ -host QXIE M8 EN SAEN T MIIE A|ZSH7HLE -sub QIXIE AIEdH EF
MEU el BE SAEO| FMOfg o~ UCE 7|&E Mamona HAMOME= IPC$® E SN HERZ HES
AESHH, O fIoiA -u, -H, -p 20Xt Zf2f 2321 oto|C|et AFE NTLMSHA|, 2121 H|ZHS S =
Y=Lt -H 2 QIEE Al 2 X HH NTLM QS22 T™SHK| 4o, -u QIXtet -p XS SdHA

Z2OQlE Al=sict 2heF H£KO0| JhsolttH, ol AHyo Mot glo] aiE HIESRS S+ Ao =
oAS Aooists AAS ARSI
if ( log_flag )
prlﬂt log_sub_40273@0(Format: L"attempting hash auth to ¥s with user ¥s", vie, vil + 568);
3 = v11l + 1688;
¥
if ( lauth_ntlm_sub_4@657@(v1@, lpUserName: (vil + 568), vi3) )
if ( log_flag )
print_log sub_40273@(Format: L"hash auth failed, trying password auth");
LABEL 20:
I = (v1l + 568);
if ( '*( 1 + 568) || (lpPassword = (vil + 1888), !*lpPassword) )
= e;
= @;
if ( WNetAddConnection2W(lp » lpPa rd » lpUserNam » dwFlags: @) )

return HeapFree_wrp(lg

WNetCancelConnection2W(1lpName: Name, dwFlags: @, fForce: 1);

}
if ( log_flag )

print_log_sub_40273@(Format: L"found accessible host: %s", *(vl + 4));
33 10. Mamona HH9|0{e] HEST Q15 WAl
6 IPC$: HERTE Soff CH2 AFEO| st g of, ASE 7| LIt Mg =/ EM
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Devman HH{00M= IPCSE Sl HESRZ L=HE AIE&E Zi0| OlL|2t, LDAP? & E83lA
HHANE HMOSH= LAS AL -u AXtZE ME-E2 =721 Of0|C|7} id@domain HEHZIH Of7|AM
Rl HEE FEMM ARESIHH, siE ZOQl FEE TPtz AD® of HEE EE IAE9 HHEE
7tM2Ct 0|2 2t ZAE| -u 2IXtQ| Of0|C|2t -p QIX[e| HIEHSZ QIFO0| 7hseHA| =elst =, 2SE
DE SAEQ HHYNE Hmbsict,
VSpr‘lnt‘f sub_4e907a(! ilel » 260, L"Xs\\Temp\\cleanup.exe™, | );
.dwType = 1;
t ource.dwScope = 8;
memset(&' tRe irce.dwDisplayType, 0, 12);
Netf :. 1lpComment = @;
“e.1pProvider = @;
e.1pRemoteName = Name;
.1.f ( log_flag )
print_log_sub_4@%@4e(" +: Ccnnectmg to share: X¥ws\n", Name);
= NNetAddConnectlonEH( tResource: & » lpPassword: i, lpUserName: 1 e 8);
if ( v6 )
{
if ( log_flag )
print_log_sub_409040("[!] Failed to connect to share: ¥ws (Error: ¥d)\n", Name, );
return @;
}
if ( log_flag )
print_log_sub_. 4@9949( —: Connected to share, copying binary\n");
if ( CopyFileW(1pExi ngFileName: », lpNewFileName: Ne : » bFailIfExists: @) )
{
t = GetTickCount();
vsprintf_sub_4@9070( sme, 32, L"Radio %d", Ti nt);
vsprintf_sub_409670(
528, ;
L"sc \\\\¥s create ¥s binPath= \"XX¥windir¥X\\Temp\\cleanup.exe %s\" start= demand”,
3% 11. Devman HMllo] Mo 9 A
HEE ZAEQS| A EOO| cleanup.exe MATFOZE HHHAUNE =H[SHH, MHIAZ SESHALE &Y
AAESZ UHAAHE ddotct. ot 22 HERINM FOoE o2 H AE= AS UX6H7| 2/
7 TAEOME -skip-net QIXIE Z715t0] ARI0IS MBBICL ALBSH: OIS of2f Eet 2Lt

Ho] Ad

sc \\{host_ip} create Radio_[0-9]{32} binPath=
"% %windir% %\Temp\\cleanup.exe -skip-net" start= demand
sc \\{host_ip} start Radio_[0-9]{32} MH|A Al

schtasks /create /s {host_ip} /u {username} /p {password} /tn

$©
X

SAE0| MHA Y

=

"CoolTask" /tr "%%windir% %\Temp\cleanup.exe -skip-net" /sc once g AAIEE AHY M
/st 00:00

schtasks /run /s {host_ip} /u {username} /p {password} /tn Xt AH|SE XY AlK

schtasks /delete /s {host_ip} /u {username} /p {password} /tn Ry A= B AH|

B 5 T Y MHA 5 Z2AA

7LDAP: HEIS MO ALBXL, I8, Hl, 915 M= 5ol HolEl§ MIotn X3 JHsop| st DRER

8 AD (Active Directory): LDAP 7|2te| Windows & CIEIE2| A|[AROZ AR HEHE Y™ oZ | Jts
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0|'

SICH, -skip-local 2 AF2SHH HEQIT 35 GG

oTr =2

HEXZ Hot o|z0fl= M 22 AL Lzt TZ

A3}, -skip-net 2 AHEsHH 2 Elﬁi P%*§§f5._ﬂif. LSt -path QXIS AESHH EF C2E2|2t
a IGYeH, 2t CIAMEZ|E &35l ol =0 siEsh=Xl
&I}, Devman Iﬂ'l"*?-l 01|9| Q@IHHI bin 0] F7tEl ZE Helstn, & HTEQ| 2f=st Q] Lol
SYotLt. &elst= =et o2l CHal2 ofaff Eet Zrt.

Windows, Program Files, Program Files (x86),
AppData, ProgramData, All Users, NETLOGON, PrintMe22.pdf, .exe, .dll, .msi, .sys, .ini, .ink, .bin

SYSVOL
E 6. 258t ofe] chat
mel ofwst wAle MEZM| met £iix st BEz pREC MEZs v s Amse
2, 2E ofost H2S ZHGS S O SHO| ERSICL A M WAL 37|t 2 Yol FL e
Yot ohssists WA MB OfStel IS FH| SIS T, 5MB Ofstel MAUS XS TMB
OHE0H Qessich 5MB HCH 2 YIS IR XS HISUE mYo X RES gwsister|, 1

lu

7|7} =i 70MB 2 H|$t=[of ULCE.

N% =3}

(ZIcH 70MB)

4o 25 glolg]

1MB 05} 1MB =3} 5MB 0|5} 5MB =3}

Jzl 12, 37| W ol ofS3) uiAl - q

o=
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e} _||'|
rE
=2

T
1>
rlo
]
N
N

2 ool 3% ¢ ZHAD Yoish= WAIO|C 64Bytes 0[5hQ] U2 TA|
u}

SHH, 5MB O[ste| M2 FA| 37|12 10%2Z 2 2etotct. 20MB 0[5ke] M2 HA| 27(9|

= 0o
ot
a lot
ot o
-
N
o
il
Ir
2
N
-1
]
10
o !
I
-~
lve)
=]
oo
tot
_tor_l-
Ot
[
N
o
<
lve)
HL
n
riu
i=]
ne
ro
o
<
o
=]
iul
=t
mjo
N
N
o
i

02
ok
ot

[ JkBe=st ]
243 271 10% ! !

I
! 4KB 2455} :
: A4 GOl !
A oE]
22 Hlolg
64KB 0|5} 64KB =3} SMB 0|5} 5MB 23} 20MB 0|5} 20MB =3}

Ay 3712 1/6

1 10MB H3
32 13. 37| ¥ T ofsst WA -2
T Yoot YA BE SUS SNBSS AELCE Y29t 7l= Curve25519 & SdliA Ydot S7 HIZS
olgeltt. 2 mUntch AES JHel7|E oLt Hdet LhS, St=E2EE Devman o S7W7|E AESH 7
HIZS 48 + Tk XHe 7Helv|et dTigel S7H7|2 2hE S¢ HIZO| Rt 17|12t HTide)
HRl7|2 2= S| HIZah S g2 JHXl= Curve25519 2 E435 0|&¢h AO|Th. diE S/ HIZS
SHA-512 Z1E|EC2 SHAIE g8l sti#lel R 32 HO|EE 7|2 0|83 HC-128 L12|EC=E MAUS

%
=30 L3t Curve25519 3747|5 &H KAL),
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oY g=ebvt ELiE, 2 gt iy =0 dg:E

Sdot(of AL, HYLE LHES PDF HEHZ XNF
dHE-E= AAZH0| PrintMe22.pdf 0|E2= XMEEILCL

m B PrintMe22.pdf

= O
C' ) e= 9t ar ff A £
= Jolemp o, V

O Qo Y=etEl mAS| Oto|2S HAFSH| ?l8H Base64 HEHZ XFHE OtO|2 O|O|X| It
EMo| M¥et =, HXAEZ| 2 HES SoliM O0IZS ez HEFst

BEEN ENCRYPTED! CHECK README.yAGRTb.txt" 2H=

SR
LSt “YOUR FILES HAVE
= 237} B3l 00X2 HZESIS HAHDIC)

YOUR FILES HAVE BEEN ENCRYPTED!

CHECK READHME.yAGRTDb. txt
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DragonForce 2iA¢]l0] CH24tot

Discovery

Wel 71 2 @52 AL E S8 b #Wy yT .
e '_ 2 Defense Evasion
o Eg EDR &% 48 B3 o4 e ajgh
e ElAAER] H2 A Lo 2o

HERM MH|2 U RE Hliﬂﬂ

I.atelal Mavernem

sA MU0 AL A B . .
FAR 5% AS Wit = Execution
wuon ua 2 Aol R e mme AUl 9 3t AFEE A WY A
—— E ool Zelo] ASE AHe| Ao MWE|TE A3
EEE A7 wustE 5 4 ¥ A
ASR T3 SH43HE 28 o ag| Aot | Y
ClofE] g | (==

- 4

12! 16. Devman ZHA9)0] CHSttot

Devman #Melofs W oozt 5! YEYD FIE Sl UESD 29 BCit A0 &3 =
S 2z WE2 YSICH MR | JlH X STHS ABY o 9IS

EEO

Xpere
HERI MHIAE HASHALE HIZHEsl HIEXIZ Tzt Sfate|X| oA & = QT

Haglolel oM dWel7t EX|=l= RS 2mst?| fIsi Windows Defender £ H|Ed2lsHH, CIHAE
2e2jstn ZE OoHIE 2OE AA[SICH EDR® £3ME AtE3H Windows Defender H|ZASLL O[HIE
27 AMEet 22 oY HRAE ALt £ UCE £ OMIE 21 AMHel 2R HX[AEZ[| FZO|
LIQSHH|, HXAEZ| M2 M2 AABI0Z HosiH ZAXIIL A2Z OHIE IS AKSHA| 26IH &
= ACt

Lot HESQIR SZEo2 MHUUNE Tmopsty| fIsiM =321 ID o HIYHZE 0|88 HESRR 2o
HZE MEoich Ex9 ID % HEHs F aE2 =HRIE[X] effeu, 34 FH| - AE HEE
FHSALE RE =22 FUAT AFS A2Y + WI| WEo| 2FAC £ 0|3l AFS Z2Asfiof piCf. vt
HF MHIAE 0|28 # U= AHE HESHAL SRS ¥F MH[A XHE HZ2dstl SHXt
HEZ stHoll MK RSt=E & = UL

&N dEot ot A= CHEE Windows B ZEIXEES 285IHLE B AFEY 3 MH|A SE2
Edl o|R0{ZICt. w2t ASR"™ A Mtz H|FAMEQl &

ot Moo MEE Z2IMES YA BOO| NESHEALE =
SX5t7| WE0 Anti-Virus £ 8310 oA I Az
AAEHO Md A2 HI?_*&O:I SHE dHoTt HHe=
XFA0| AlHE|C{EE QISEl Ao Hstom ASL|E2 AX s

O =

9 EDR (Endpoint Detection and Response): ZFEIQt ZHIY, At S THUT|0flA Lilish= ofd RIS AAZtez UX|stn &4 5l i3sto]
ojsh shtg ohe &2

"0 2FA (2-factor Authentication): ID/PW Q15 2lol= FLHFSILE OTP S €8t It 215 £LHOZ QUZSH= WA

™ ASR (Attack Surface Reduction): 2ZXI7} AIR8H= EX HTRMAS}F AW It TEMHAE KLl HS IS5
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1]
tot
Jot
rn
H

ne

=

> 0
=
of

e U
> ot

Lo_}
rir

.
1o

0

Iul
o

r_'_

4n
H

0o
ot

me mlo
mjo

tot

At

>t
r

tl

in

A2

0

X7} elojz =pst=

—

A sloict, ASR T2 %“gﬂ% %'5Hk| HHO| EAMES AMHSH= mZAMAQL TS
g o= QUCH #Ob ofL|at Y] EANEES HEO| WESTLE KA A HHAEH0,
2t 87 & =S

ZX[s{oF BtCt.
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loCs

Hash(SHA-256)

1f6640102f6472523830d69630def669dc3433bbb1c0e6183458bd792d420f8e

c5f49c0f566a114b529138f8bd222865c9fa9fa95f96ec1ded50700764a1d4e7
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H 30 AO|E

« GMA Network (https://www.gmanetwork.com/news/topstories/nation/945481/gma-network-statement-

on-cybersecurity-incident)

« RELIAQUEST (https://reliaquest.com/blog/threat-spotlight-reliaquest-uncovers-vulnerability-behind-sap-
netweaver-compromise/)
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I
HZEZ{AE HQIMzE ;. 7|7]| 4l AIEXQIE (Device/Endpoint)

HNZEZHAE O7|EIMO0|M 7|7|(Device) & AE=EQIE(Endpoint) Tai= AlHXL-ALl(Identity) Z2{et
ZILSHA HAZOf, AFEXIZE QIS 2|AA0 ™2SH7| Fof| ClHio|A AEHRE HOt ME|EE J|HIOE %X[F
OEE Mttt A EX XEHCE ZSTICL AFEXIe| A0 =QIF|C2te, sHE ClHFo|AT}

=0

= x
SEIX| QUL Ot JIES SFGIX R B2
S

PS

E , H3e H[ete|ofof BTt o= CISA 2 7jo|=2IQlollA]
UxSH= AFEXIRp CIHPO|AS| A, (X, WPl S CHYst 4AE JHoz M2 HMSE SHO=E
ZHok= HAE MEdof g2 2|0[gtCt.

D2t 19 He|Y ol ¢T #BFS FHo| WYL olof ufet TXY| Fe YRSS ASAIS0| Yo
A= PC, =EZ, EHZ3 S CHSSH Cibfo|A0]| SAtElo] XiFs) ALSSHs Hefz M= of2{st
% S of2f Wot FAS WLISH @ADL Ylov, S

ClafolASE L 2
g SO 7| 4% EiE iRl AR(BYOD)Q ClHio|AS SIFALL 9/

O
IEH2EZ =%t o= T O

Sol Fwhel FL, 22N YEAS FHOE A JIF WOt #F0| ¥H-R 2 Uz I

RtOR FHGD Ik OIS siAchy| flof b= FEo| ‘@b L HOHA JtolSatel(N2SF),

x|
o 'Z8E0F Y=l M ZEYW SoM Y =2 2F9l HAE Asiel MZEHAE T|Ht

o

o
HRtME il At UACt. of2fet SE2 ClHIO|A 3! MEHQIE FO|Me| HEAl =Hot AZxt
Mol HAE HS HudtA Q-6 QUCh

ClHIO|A Sl AIEZQIE SHAO| CHHBIe E0] =
Expel 2 2025 | 1 27| AEZQIE Q8 HIM"0|| M2H XX
68%7t A=ILIEO|A LHSIHOM, o2 J2E &

XMZE oA (Removable media), MH %2k (Server side vulnerability) S Ctst 2 Q30| Zolsict.
£9|, '=2j0|E HiO|" 0| M| ASIZQIE ZZHO 64.2%Z2 71 =2 HIESE AHX|stn UM, 7|&

HEHI &l =38 LoUZ= g0 A AZE EHEL.

rE

5
o
S

I
=
i)
6
=
<
D
O
=
=]
0=
g)
=
wn
=
=)
Q

1
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Attack types on endpoints in Q1

9\

@ Drive by
@ Phishing
@ Removable media
@ Server side vunlerability
@ Credential theft
Server misconfiguration

&KX : Expel "2025 ' 1827| JERQIE [y HAM"
1.2025 9 127] AEZQIE 3H |

"Expel, CrowdStrike & 22Y Z|ZEO0|A Lst= C|HHO|AR} AEZIEN= AAR(MH)TEX] ZEsh=
A7t BRI MZEHAE MRO|AME AFEXL ClHIO|A FH9| A=EZQIE HHOZ sfAMe LeJt

%“:l,.u

O[ME ClHtolA 3 A=HQIEN Cfst fIgfo] nTshX|SsHEo [M2), gt dope.uiil =

0z
0

5.1 9
ISTte2E= FE0HA| ACt de| 7[gh EFX|(EDR/XDR), S8 AEZQIE ZZ[(UEM), XI&HQl Hob AEY
SUER, FY 78 M2 SH S O hg M2 SAlo| MSots OB wol A7t Wesic
RZESAE BEOIME ClololA % QISHOIES| M2INE SHOZ UKD, S MAltoz

BIXI-KHERSH= MA| F150] Hfo|ct.

-

5| HZEHAE 2HBNME AEAS| MEE HEE M, Y AEAL HRZ HIoks ClHfo[29|
Mgt 2oF e ot AASI oA =felsh= 20| Lt OIS S0, S¥et AAHS I AREXE
A

StEEtE, 0|52 =22 fIEe7t £2 CHO|A (WA 0IME, 43I ZE, oY 8ol BXl S)2= 719 W

=/

E
=
Al

L
0
=]
R
o
it
ng
A
ro
a
=
=]
I>
H
o
lo
2
X
2

2 A2Ho[Lt HoEol i HIS AS2E HiteHo Z
SHlE EF W U2 Auo] APHOR B £ AUTE in, T AT AAS HoiHe mekts
S

23 dgS oAl =t

EQST insight | 32



ClHfO|A 5! A=HRIE TEf= MZEHAE OFF[EIN LHOM st ®M& EHS "o, =% F2 M
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4. ClHjojA 3ok 22|
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&2 9o, =% ol Exists 2E 717|(PC, LES, 2HIY, loT S)oi chist F|oFH EtX|et Hsk It
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1. ITAM (IT Asset Management, IT XtAFZIZ|A|AE)
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2. EDR(EndPoint Detection & Response, AIEXQIE ElX| 8l [§2)
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Mot CHSTHX| ofREE D3Rl HOt AJAHIOICE 7|=0= CtE|HIO[2{A (Anti-Virus) YE{Zl FMAE
ApEtof] ZBRQACEL EDR 2 LHX[X| %2 IEOILF LHEXE o|&lQ|, MZ2H0] 32 STHK| e HIAE

SIS A=HRQIE Hoto| sHyoz 2| £ ATt

EDR 2 Gttt 21 X 7152 Hol, &6 &7 2FolM Zdsh= Chaet 2ot O|HIES MARIe=
HEEAMSIL, Zp THErE 2oF MEfet FoFF, old el HIJ ATEL0 M 5 SHel ?ly F=E
oh=of mefet = Q= SE HAEEE MSeTh F2 EDR HE2 Z=2AMA Z A9 =5, 22| 7|g
4 BX|, o 8 HEZ ZHA, FUF XS BX, AESANE ds IEH 2M S 1nTotE JlES
HME5I0, 2oF HYRIL oly H=E MKY| QXsta, AE E= 522 HEs hSXXIE FE =+
UATE Xt Lot xtSstEl AAHE g S2ol5, ZF HE Xs F2|, f/e XIE(0C) &AIZt
YOI0|E, MEYA HE B4 § 15 the 7IS7Al it BEetE|1 QICt

==29% EDR £RU52 USXIS(AN HA2E 7|8 EX] 3 2M, TEZE(XIAHN) s Sot X
Asst 5 U Jlgs HIHoz Tstn ot olE S0 of2f ‘a3l 3'ap 20| 2[Rt ol "EF
HE £ Saia7t ZE PowerShell A BX| HMS MoiR"eln ZEXIES =HSIH, Al 7t 2H
X 22 XS WYXt Eoh Al J|HE o A”E|HA AFSHH HAIZIQE MR I3H FYO|L
SAXe| HE MEES gtFstn, HM 7 3l E SF0| i 2EHo= O|F0E £ UCL 0|2 &7,
fIgl Ard(Threat Hunting) 7|5dt XtSetel ZAl, JE 4% =Y, &9 718 o/ He 2, OIS

=
TZHA 2|Het S =2 722t 2tF0] w2t A=y 2ot 2FS XHstks ot 7Isk MSE2 UL,

Charlotte Al

Charlotte Al is a generative Al security analyst that uses the wor st-fidelity security data and is c mproved by CrowdStrike's industry-leading threat hunters,

managed det response operators, and incid axperts.

rch for a powershell execution on a windo stem that includes flags for an encoded command line

Example prompts Capabilities Privacy

Help users of al vate the ility Our generative Al was purp
stop breaches. vith easy to

understand, plain language pro s that simplify

your use of the platform. Get intuitive summaries of

adversary activity in your environment, investigate

th nothing but a prompt, and even

trigger response ac

ZX : CrowdStrike, “Conversations with Charlotte Al Demo”
O3 DEDE ANS E8 WY Azl 44 su
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HZEAE OHIE—*WOﬂHh EDR 0| 2t E|Hr0|A ol dl=molES| MM ZES I3t WA spoz
J|s8ioF Sich EDR 2 Tad| 91¥ EHXlo| HEax| ofm, ZXIE o Q40 mat H2 Hg HEYD
#He| =7} 915 @7 5 Er% (S MMS RpZ3pet 4 Qlofof BiCh 8t SSO, 1AM, MFA, ICAM S
HOmO] AT A3l 910l WS 7Lt AFRXISl HI AT ZA IEEID, Atm A2

HAEOR KL 4 Qe HA Of2o| SR3

ID

X2 EDR 2 EIX|-CHES HRIE MRI}-HIE-?-JE-AIA%!-—Z‘E = %QE 2tESH=  XDR(eXtended
Detection and Response) 7HH0| £A5t @ f A He, #iH B354, £#E 27X
s2 °|'71|§ 25t XDR 7240| *'xl (Eat% A=to|C EDR, NDR, SIEM/SOAR =

EDR =S S¢f XX2 Ehedt OLMTE MBS 9o, CiYsh 91 Q¥ 32 Eo| dAztes
thgolm, ClHtolA U AEmOIES] wWot MRES mWMOZ MRl 4 Tk EP, Al Tt XIS
xzH , 54 AE SN TRT MAZH Hot

s A B, M IS BA S Jle DS HiEoz, MzER
o

3. UEM (Unified Endpoint Management, S

XA L ClHio|ALL AEZQIEE SHIf PC oF ES & HEXQ IT 7|7[0] =et=|0] UUSL}, HF
StAHo| Hatof 2t ADIEE EHES], AHZHE, loT, J2[1 72l AK°l BYOD(Bring Your Own
Device)7tX| Cifet HENZ H2AH 2HEE[UCt. 0|28t tﬁﬁff ClHio|A Zr2|e] SFEE I &R, HY

S0 2= HES aHez SY 2El6or 2 EReyo| tiFRI

|IOI-
L
H'I In
H
e
Im
!
]

et wHolo| cigshr| o, A=EZRIE 2| 7|z QA MDM(Mobile Device Management)0i|A]
EMM (Enterprise Mobility Management), J12|21 UEM(Unified Endpoint Management)2 2 ZIStSHLLCt

CISHADIEE, e

e mHi
DHIY A=27} SiE| 0 C|HFO|A Q]

=
=
=

SLS)ol gt & Hojet Hot 2| Jiso| £HE HT oL, HAt
77t CIFHAIHA SHAIZE =2{%iCt.

=, ZHHY CjdtolA z2[(MDM)EEH ofL|zf,
S THIY o7 HMbtg ZaNo= Fog = U
Mool M Ao, 22RE HA S EMM 2

EMM 2 ol2fgt stAE 25317 2lsif SHet JHE2
2| (MAM), = Z|(MCM), O|HY-HEQT Hot
7|50| XL AFE M08 Hut Ho|EQ] &2
k=

Sl 2HYE 7

2E| o
—_ = —
~

] O

—
==

UEM 2 EMM 29| 7|52 LS &F5I0, PC, ES, ADIEE, EIES, /021, 1oT, BYOD & =%
HE T Xpita AEZRQIES T ZAUENM ST H25k= HAIE MSeich Haet ZHHY 22| +=F2
=0, 2SAxe TH R, HF FFS =Sotn EZE CHO|A9] SE-QUIS-FHM  H{E-Eof

o
2H2|-oHZ2(AI01E HMOoi-F ¥ HA-HOIE |FE LX-AARZI ELEHY SS Lstelrt.

rI

r
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UEM 2 MZEZAE Hot O [ENo|A ZE A=ZIES| gEfet MHBEE HA|IZICZE HEot, 0|5¢!
L= Fofet 71719 HERA BZE ML F2[E = UAs ZHst SHl 7IsS MBSOk ot
HAREHRUE, HR-2R ARE S0t D= CHIO|AQ HOb ME, M F KR, HAIZH A9 =4
ZaE 7|HeZ HZ ot Hot ME SXo= XFS= A0l 7hsstot

£%| UEM 2 7|E9| EDR O|Lf IT Apik2tE| A|ARIBIOZE= CHS0| 02 FHE ZHXO=Z SHE +
Acts HollM xEHES 7HEIC oS S0, EDR O|L} Xjpib2te| £2M82 PC, M S LRl IT Xtitof|
=2 +F2 SHHAUS TS MSoHXIZ, ZHrY 7|7|Lt Ei=3!, BYOD, loT S Cifet 2SXH|t
HHlol= Oo|HE etd 2|, 2X| mMef, SH oAl So EHIt -l + AUCE UEM 2 Of2 Cet
THE SEnt 2ot MRSt EAF0M SRR E[E + A= NAIE MBSt SHXI2, SLiel X
T A= of2! BX| gfn, =X 2F0f| St HEY T 8 2F0| &X| gdtts A%t 9;!'1}

HZE=AE OF[HINE HEXOZ 3o = t =4
Qi DRSS MIFMoz FIY WRIE ACH, AE=ZRIE A2 HA Hitel dxXE BoSZ:=

20| EAE|0{OF BHCt.

Microsoft Intune admin center

Endpoint security | All devices

A Home q Endpoint security | All devices »
U Cashboard . [
+ Refresh "y Filter Columns + Bpont | G Bulk Device Actions

= Al services -
*  FAVORITES Crverview Filters applied: Managed by
B aoes | B AN devices | Showing 1 to 2% of 38 records page 1w |ef2 Mot =
W Endpoint security T8 security baselines Device name T Managed by T4 Gwnership T4 Compliance 4 os 05 version T4 Last chock-in 4
3 Reports @ security tasks 000001 Intune Persony @ ot Compliant Windows 10.0.18363.778 4/17/2020, 10:45:23 AM
& users Manage Intunie Personal i05/Pad0s 133 2/5/2020, 4:54:20 PM
2 Groups 0 A Intune Unknawn Mot Evaliated i05/Pa00s 0.0.00
"} Tenantt administration Intune Persony Android (device admin_. 4.0
P Troutleshooting + support Intune Persony Android (dence admin_ 4.0 e

Inture Personal macOs 450

Confightg Windews 2020, 10:49:23 A0

urikngwn Mot Evaliated Windows 10.0.18363.778 417/2020, 10:05:43 AM

B Custom Templates

P, Device compliance

I
s

: Microsoft, “Technical documentation”

(173
Lo_l
ra

32! 4. MicroSoft Intune, UEM 2
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4. AD(Active Directory/PMS, x| 3! X}A 2i2|)

Active Directory(AD)= OIO|3Z2ATE APJ} H[Sdh= CHEXQI ClEEZ| MHIAE, =X W] PC, LES,
MH S CIFst CIHIO|AZE TOQl CIRIZE E3 22|st= sHAl A|AHIOICE 7|=0= ALK A™D 02
ot zzlof =2 EEUKXTH X 7| SFo|M= ClHo|A SE-5Q-AK-HM i S AE=IQIE
2|9 7lgt olmet2 ZbEsta QUL

AD = C[HIO|AT} melof ZHE= g2 2o, mx-AY L
HiE, QIF 21 A & Ciet 2F-EQ EXE FYoM L& 22 £+ JAXE ot 2IZoja
AD 0t OfL|2}, Microsoft Entra ID(7¢ Azure AD)2} ¥ISEl sto|EE|E SHNME SUSHH PC, EE,
ENE3!, 5 loT YHMHX| ClHiO|AS| S8 2|5 X[/

274, g JI7le] Hot A mg, M

HNEEHAE ZFOM AD = thedt CIAIEE| MH|ATE OfHl AEXQIE ZIO|ZALO|E THIE 22|5H=
'C|HIO|A PMS(IHX| 2 Xpib zt2| A|AR)'ZE HAgho| =&AL & 4~ QUCL OIE S0, =O[Ql 7IJE 2E
ClHfolASl AKX, X[, AHE O|H, Hob MEf(IiX| HME Of, Hot MM ZF£ 5)E HAlZC=
A-ZLEHYStD, OF HM(GPO)OILL Intune(UEM) St S XtSSHEl Hot ME, ATEQ0| HYIE,
Ol4h el BX| 2l He2| & LIS EX| MAE L2 8L £ UL

LSt AD 2 HEEl UEM, EDR, ICAM, ZTNA § 2 Hot
% oge, WEYI M2 SX-Z2E

215
o[22 Xt& BAl A HESRIA X, mHX| OIHE 7|7| &
HUEHE S ’é"é"ﬁ.._ ANEZQIE Hot SH|Q| 7[Hto] Fot.

0In
113

EME2 AD OA HBsh= ClHo|A &4
H FMg W) Ol

= =
[=Ra |
A, Fe AR S 717 AT

—_—

=
=)

o
H
o
o
Ol
i

%|Z0l= emafjojA AD # OfL|al, 22SE |4t Entra ID o HSs) sjol=als ol K| St
et Atz WEo| SiElT QU ClbfolA QMIER| THA| 2|, B WE, 9¥T Bt S Cierel
2| 7152 HA AD J|HoR URlssts WitoR WHE o2 wolrt

AD= M=ZES{AE OFF[EINO|M AMEXRt CHIO|A REE ORE2E S8 QMIEZ] 3 FM 22| AdFICZ
7|SeHoF Sttt AD 9| 2| Helet tlo[E Fetyd, 2ot SHH2 =X U ZE AEHIES Y HED}
HZ SH, 3 Lty =20 ZZAECH AD oF gAlE 45 22 g el

E El_O-| =
X3 FHO| 2F BBMT Hot £FS 3B £Y 4 U =047} HCL
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5. EPP (Endpoint Protection Platform, QIEXQIE HS Z2HE)

EPP = T SAZFO0IM JEERIE(PC, =ES, MY S)of CHeh Ciefet 2ot 7|58 SEXe=z 2|5t
HSdt= MES 20[eict. 22 AE[HIO[2{A(AV)LE QIE|ZYNE SHz ZLYXT, %|Z20l= EDR,
UEM, PMS, FoFF ZITH S Ciefet AIEZQIE HOt 7|50] Stte| HEZCZ 8YEs Yoz Tsistn

' =
SX|, oMl 24, FA4HE HY, WK 22|, AZEQ0 HX| dE mef § Fo Hot 2| YRE
=3
I

ot

X2, AH 78 AN EPP 7} EE AEZQIE HQOE AJAH 2
CHE=22l EPP HE2 3 HO(RZAD) AZEQojo] oSt 8 7152 MM, Mz CHE
ME o= ASel A7t ZXHeIL). Ol MZEHAE

H

e B2, M, AT 72 S0l

> E dm

[» o ot
lo ro
HT
e Mo

10
)

ro
)

M-

SFMM HSsh= APl £ SEoll Bl HEHot
|= QUACH SEAIZH AIZOM 'EPPEtE 8017t SEE
B2t B

, Y5 EROME Chst Hicjo| AETOIE ot
3t TE| AAHIS XHEHOZ PXSH= A2

=]
#It] S HEZ 22 £FME 0[5}

o

rr

HZEHAE 3Z0|M EDR, UEM, NDR, ZTNA, DSPM, SIEM&SOAR S T2{H =8 HOt A[AHSS
Tajy GoiofM HUZMAE(POP) I FMAK|H(PEP)Q oEe LWy & Ut J
AAHSO| Zizto] S BEoIME HEES 4T -ENEHs 29, ZE MMM YA U= B X

H =
HAZE 2 g, 22 232 SY40| XMsta o= UL

=1 1 — O = T d

M=2EZAE 2tFoM I3Ho= X|gdof g A2, 2+ H
ICAM(Identity, Credential and Access Management)
AHRLIEZOIE .| EQ|3-H|0|E ZE g Z2A HHE

i

w on g
bt
_>'-_|—

HOt A|AHI0| NBstes ™ME(PIP)E

49l Sg EUBLZE AA5HL,

rc
10
ofm
g't
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S dto] S8 M U HZ SHHAIE
Felstks AOICh ICAM 2 Zb ZE{olM TEEE= MY, 1F5, dH, fle, M ol S22 SEHe=
=A-HESHH, X WAol M2 YM(PDP)It YM TM(PEP) S SN La=|AH s - A0{0F
oIt

2=, EPP E HIRS 4T GHE Eof SUES HEHCZE 285t A2 MZEHAES HHZE
| % 2 f I Mot M FAof| 2

© | &
o B|ATIS HMMS ESMOZ EXts US|

EQST insight | 46



&£xo=z

7|

0, NZEZAE OPHINE

5
[=|

JEN=SE
ITAM, EDR, UEM, AD, EPP

717|/AEZQIE Wi

otCt.

.
o

l,

Bx

Sk

ClHto|AS] AM2lM AZ,

L 2E

Jod

M,

I.

o

e Rl=

o Clsfola 8ol cf

st

X2 HZEZHAE #ZA l0|M

ol

StHA, =R

o~
=

sl cf

of /<

E|

-
[s}
o

b ClHlO|A &

EQST insight | 47



A
T

C|HFO| AL
fe1 4
=

i 2E
0= RAESH S

=

-
[<}

o

ClHFO|A0] CH
M

AtolH |
| AZ|

|

—

—

—

f

o
A0

| 2

1 C|HfOl

|

[<)
—

—

Hot 2A0|Ct ITAM, EDR, UEM, AD, EPP 2 Z2 R
A

ICE E35] AFEXtS]

-
o
—

S

=

HZESAE 2HH0M 27&=

o
—

= REy Edf
N

A

I.

ol
M
=]

MZEHAE OFF|HINOIA 7|7 8! A=Z2IE (Device/Endpoint)=
=]

0o

gak AL

ClHolAo] R

HAIE

M= z==l0| 2Lt 21t

HZEZAE 7|

EQST insight | 48

AE Of7|EIX Q|

H=Ed

| -

—

2

o|
=

IEZQIE

2l

A

=4
|

bt

CIXIZ At

ol 7loig 4= UL
ZA2XMo=z ClHjo|A Y




[1] NIST SP 800-207, “Zero Trust Architecture”, 2020.08

[2] NIST SP 1800-22, "Mobile Device Security: Bring Your Own Device (BYOD)" 2023.09
[3] DoD, “Zero Trust Overlays”, 2024.06

[4] BV |aMEEAMS/KISA, "HIZEZAE 710|221 V1.0" 2023.06

[5] &7 |2MHEEAMR/KISA, "HIZEZAE 710|E2}21 V2.0" 2024.12

[1] SKEEA, "HZEZHAEQ| A|ZESKZTE 2tdSICt - HE4:40]

[2] Gartner, “Best Endpoint Protection Platforms Reviews 2025"

[3] Expel, "Expel Quarterly Threat Report, Q1 2025: Endpoint threats”
[4] CrowdStrike, “CrowdStrike Falcon guides”

[5] SentinelOne, " SentinelOne Resource Center, Documentation”

[6] Microsoft, "Microsoft Defender for Endpoint”

EQST insight | 49



QST( INSIGHT )

2025.06

SK aga

SKEICA(F) 13486 H7| T A 227 THRR227H2 23 486F
https:/fwww.skshieldus.com

UEo| SKAIDA EQSTARIOE

A2t skads oEaE

COPYRIGHT @ 2025 SK SHIELDUS. ALL RIGHT RESERVED

E HEE2 sKEn A EQSTAIRIIE0|M ZHidet BHAR ofH BEE skAGAS MH 52| 2{0| AFBE == §lgLict



