Threat Intelligence Report

QST( INSIGHT )

EQST(O|RAE)E ‘Experts, Qualified Security Team' O|2t= 50
[m}

AtO[H 21 24 3l A7 2ol HBE 2|0 +FO| Bt HEZF AFYL|C,

SK aga

2023

0y



Headline

HOt JtAIM et EM(Gray Zone) SHA MBF —mmmmmo oo

Contents

Keep up with Ransomware

TeRHE BA MY PSS DireWolf 2delo]

Special Report

HNZEHAE HOIXEE .

HIELIR (Network) --==--=====mmmemm oo



Headline

Hot JIA|M 2ot EM(Gray Zone) dli4 Hzk
Cloud AFY1E Cloud EQHAMEIE] uiMat EIXt
e

2= Hol ALHE Fo{ "HHQ| Alci'o HOSRACH 1990 HrH AU A2 A|ARES FHSIL
MHIAE MSdts o {0lM HE RED 489 TLX JIIE 0|FUL, RE= 0 MH|AS 7[goz
Creret HHE Fugton dnielol A4S FI5ky ULt

MHIAE RISdh= 7|YS2 XAl OB MEIRL ME(On-Premise) Z0IAM IT XS Z2[6H ATt
2|3, S2tRE=(Cloud) Al H8t 7I%°| o=z TR w2t IT XS EEEoz AY =
E|HN, SHREE D6 €R
=
=

of
Crerot 2OfOlM Al MHIAE FFstn Jrt J|PE2 BHIEY S 2E2Y =017] 2l ASXIS(AI)
o =k

Cgtn Aol HE . IZ7|HS Al GTEL} HAWH LYE sl AAEiRE TER2IE 2SSt
JHMSED QICH(N2SF : National Network Security Framework, 2820F Z2z2| JjM ZEH)

W sli712] Target, H2t2| EM(Gray Zone)

On-Premise 2tZ0{A Cloud 2t Al 7|2=29| Fet0| 7t&ste[HAM, ZX|0| AX[SIA] ZHE 2ot F2FHo|

St AL iHS2 Ol2fet EME STH, ZAN-EXH =5 S e O|fE 2|1 AT

—_

Hotol EM(Gray Zone)= #E|=|X| o1 HX|El XHt, fldatz] 239
HOMD  ARE HEH, 1 g ORE VPN 59 AMH|
ofZz|#H|0| M (Application) F|2¥E

a
ALEXL PC 7t ot A0 AT Llsh Z27t BUAC

é
i
of
1=
NE
it
B
Pas
I
Moo
kA
rr
1o

719S2 28 IT MH[AE S2REE St 2Sot= =AM0[H, oo Mzt B2 EEEAE2 224RE
FHoMel 2ot 2o oHES =Astn UCL Ol WY BAM7E AHH| SQITtez 22RE MH[AE
AFEE 4= A0l 2oF BMIL O|F QUXISHA| Zet x, Hotd HETL O|R0{X[X| giAL, S2RE 2F0M

1

Ofl MH|AS| O 7|52 =Qlstyl, fHst= 2OE Of>A| 2o St=Xlof et Faet 7|=0

L
BE57| WiZolct. OfX] 8 &2 SOCEE Ko, 2o JtA[g0]| SEE[X] §i2 9| MX|CH(Gray Zone)E

w2l s AtO7) BIHS| gAisth QLT

EQST insight | 1



22H AH | MY 0{(UnitedHealth Group, Change Healthcare ), Snowflake S2tRE =
MFA AE 23, Yes24 #Ho] 2 S Lt 7|¥S ez TN FHo| HOIIL X&H

#5ta AL =7 2F 2ol FR, R3Et0|L-2{AloF TH (2022 H~oiM)E HLE d=2 TR I

HFA
= O
=87|2 A DDoS(CI=A) 24, WhisperGate S CI0|E 20|H tMHAE HHE, QIMEA {2, oA 5!
Al CIO|E =3 S92 Afo|H 342 ZAIMOMH, O|AZtA-SHOLA/O|ZE ZH BEHOME HE-HE AMHIAE

oot
ret
)
)
o
w
OH
i
ic]
ra
JE
0
.

Y 2SAL0f| CHet sHZ0] O|FO{FILY.

Le[Li2tE 1953 3 5™ ol Sotute| thX|7} X|&ED QOMH, AO|HSZIHAE Sote] A2 EIQI0|
Ol0i{™ 2tCt. 7.7 Cl=A Z3ZH(2009 H), 3.20 AO|H H2{(S8AHESA

of
==
oM
N
o
—
w
L

WEY-SHUY SHF A=(2019 &), Sh=HEXE 32(2020 H) § =H2 AO|H ZZ0| Zdct. %2
LMD S SAIALC| BPF o2 At EEDH AlOH Ot 2fdo| UBIOZ diMst= A|2t0| iCt Ot23 &=-
CHEE 2F Z2S 10 maf, 0|59 M2 HEHQl RELIEIE Adst AOIH3A Ak O S/t Ae=z
Oof| &It

di7{el SHLAZ Cidorx|ot, ZHQ Y2 CHREE =2 AL"E W EXSts FEAAM AIEECH

HOIH RS eleIst 2025 5 WES JHQIFE oFFEE] A Yot AT Wek X0 T2, Xk

SLH 2O § 56%7t AlAE FAFS L2l SHZof| s LMSE W= LIEHHTE

|22t o1 174 B

la -
i M 73 IR HO|X] HIE T 13%
saL 214 10% |

opac

|BERE ZA 29 ﬂl
P[RRy 2| ARE 5% |

1 s
mein . mEmie Hx

ofiZ

1712

|giolnjat 5%

AMAEI 9= 237 FA
* =X : JHQIFMES| (2025.5.21)

Afo[ HOtAIL A wAT|ME FOtH WM 0Lt 7|sHel 2Bz 2l O6i7t o2z + U2,

=
HEE2 AlAES It REECE WEOCH di7is2 =3 W 7t

. | 2o f
oft 12|, & AAHC| HoFHE EINQE Hof ATt

EQST insight | 2



M(Gray Zone) %11, H|3LX}

H =Hoto|

| &350| ER3It. Hetel 7

o
=

P AROIH EotS fIsiME 7[=2

| EE3
[ W .

215k

=

1 Hob 2ta|H|A|(Information Security Management System)ZS 0Ot

2 o2|(Risk Management)st= ZI0|Ct. O2|n 7|& AL

9l

2000 ‘Ao =g

HYUSRIAAR(IDS),

Uotd,

ot

o
T

N

ojn
ol
o+

:]

9jsio)

HERZ ZAH0l| Loix|A|

T2 FARSICE

=
=)

EIQIKI A AE(IPS)

il

™A D2{ohoF &

o 7hE

St
=

T

=
=

Z=Z|0] AtO[H E oA

stz Fdotn, RN WEZ

t71 {15 WAF 2!

"
£ts

= BXsta kt
(PC) SH|, AA" HZ SHl, AY 22l DB

]

-
(<]
=

SHEEN

cCtot
=

ElC}.

Of Op

ol

¥, HE(PC, Me)ole =

ot
ofdIE M0 dX|, /o EX|, L

o
Aes

=i

BX|&[= A0
Xtz oH*E=Z e

EDR(Endpoint Detection & Response)?| =

5t
= S|AX|CH(Gray Zone) SiASH 7HA|

o] 7t5

=]
S

RGNS

o £20| =ict.

L
—

f

.
o

2

o
ME

L

ofot
VN

|| X|

gol

EQST insight | 3



HEYAl Y FHO|Lt xE9 HIE XLz Q8 Cloud OlME S|MX|CHZE Che= ghdst QUCEH
{2H|01, CloudTrail € 0|8¢t ZOHLIEHE S= HE3t

o X
T =
UX|Z, ZEIOM 2G5t A= HHMEE B2t QIXIsts| OfFLCt. Cloud AMH|AS| Hob JHAlY =tEE

Ik

= [
ARl oA 2[YES EX|Eo{stn FAMES B2lsk= CWPP(Cloud Workload Protection Platform)
S2M0| EQort, S ZF Hot SR MM st 2ot O[HIEE SIEM(Security Information and

=
Event Management)2 Edff £ £&std, O[HIE 7t At BME Eoff Aol A|=E AEHStD KPCHs{of
.l

=
b 2ot £RM80| HELX| g2 IF (O MH FE AZe HIL

rot
[

AE, MHlA B2l Holx|e| AN

o
Hot AE 3)2 A AHS - 7|E Aol M2t XEHo =2 2[sHoF itk

2. 5ot Z2|H|A| ok 3 flgae| 83

HT
ro
of
73
Ll
rx
mjo
ofm
=t
T
1o
4o
1%
|0
Hu
¥ AL
m
B !
ikl
mjo
HT
ot
el
rir
0x
)
Q
2
o
mjo
0=
$0
n
rg

g 2] 30l Eoefop g AMAAH, HE, dH S AEstn, LT
=
—_

Zdo|Ct. XpAF AlHOl= HE, SHER0, ATEL0, AlM, 21 SO0| wEIglo] Xk

AlHEl A|ABIN= CCE(Common Configuration Enumeration), CVE(Common Vulnerabilities and
Exposures) S QT FOFHO|L), AAIC/Y/DHIY OiB2AO|M| EXsle FfEE HASD
H74sHoF BiCh 7|4 M7H7L o2 FR, AlA"” uALL 7|5 M S AZE $Esty, M2 X A

s
M= BLEY S 22 S H&oOF St

1 - a
20| 7 7|2H0[HM St EAICL QYRS = JHRIFE QERE] MA 23k =T WM
Flofd HAHE 2etel 224 IRIZ FMAlstE QUL

At ALE Zo|Lt HFO| A FLR, At EAE|tiTES Aot Y AA"ES FAF-E HMHok=s
PN

EQST insight | 4



F|12H8 A & T= EiX|
HHOIE X2 A AS CHA o]0l A|Zte + Ha7|2 5 ApSsE 242 5%

X]
SOt A, FFY M A B st

* Ielg el o

& Z=XIA(1)

HEX T|E M17Z0 w2t 337|2E e o R0 WS AsEA A £('24.9.15~)

E2 ISMS QIEE 2 J|U0ME EoF ATt HUlstHM "QIE5S HU=H o A7t LiEL'E AES
gt= ZLJt Bt ISMS-P(Information Security Management & Personal Information System)s=
TEo| HOb &#FZ2 FXISIY| fet 'E0|H, ¢1E2 HLATIME MEHE =lStn 2EFst REES
FHMSE7| 2fet 2Hgolct
AZS| 26 & H, EXn, EM5| 2SSHK|TH HR{7EX] FH 2d 5o Jge=z Ho| UM
ZZo| ofstElE ZiME ofd oyt ZHOA ISMS-P 215 RX|E Eoff ojd LAL= =otzz| 0
SE21 FAHS HMStHN EHots Zelsiof oict.
(1. 1221517 7|3t ozt ) ( ag9mm )
L ]
(LaRIRA HH LAWY ) —( 13amARy )
l > | 1. 22iA -
+HARY
(167H)

2. HSTH QPAL 647)
2138, 55, Kupe] 2728058
229150t 28 FRAAH T A /gt
239xtHo  20AAHY AulA 2R
24 82| &2 210A|AH S M| A okt
250EYANA 211 AT UUS
26828 212 1=+

a3, st

3. 7HIEE M2 AR 2 AR (217H)

317HIEE 2T A 23 =X
327HUBE ER U 0|8 A XA
33IMABE MS Al 2=
34THIER IP7| A| HSZER]|
ISPYRFH A2|ET

ZOIE|HIZIZ R (KISA)ZH|0]|X|>ISMS-P 2IZ M= A7>0157|=

EQST insight | 5



3. 2oto| EM(Gray Zone)E X1 s{jAsiCt

O|AEIY SiAMY JHE YRS Y CISIS LBESAOE OIAXNH GIRA M8 RNZCL YS AZo=
Seiifel Mot QUAXIE SISOM URE HBE AL8 HUs S & WEE A 2s Kol
SUE flole AR pals #|oFHolgict.

ZZ|O| AfO|H HOt OREJEX|CH HQb £RM1b ISMS-P MAE ZFE1 o HAS FASICEE,
AX|=|X] Zet =|MX[CH(Gray Zone)= OTS| ZME =+ UM O0|Z0| 7Sl FR EfZ0| ECt
EArEEel KIL(X|7| WHEEH(Fif A, [k ME, RE7H 2200k B AL, KRN, HOH SS2
Held| mofstH FtHES MASIE 34 ES Y &+ Utk HEN 2Z 2o Ao gt 34
S 2M5H0, oi7{2] AlZfoAM A|ARS FHASICHH S MX|CHE 2tEOR dfjiagh &= JAS AO|Ct.

ISMS-P & 2} 3t

o

S HH/OIZ'OEY WIIDE B23| ARSIVt FAN BIs of
2. VS

o
I MITRE ATT&CK Z|3*et 22 J|ES Aol 2Fot= A matEel gyolct

712 CMMI CMMC c2Mm2

T
o
%
H>
|.|'|
i
1z
)
r

oy | EHC EENA E5E0f ALO|HEQE H2ko| Mk HIt IT/OT AtO|HERH HZF EFl 3
- 28 284 7 % DoD &= e &z
HE | ¥F R, H[=L{A HHt 2| LtH, DoD A/ &AL 2 J[HAH (oK, A 8)
2OF | (AZEY, MH[A EE) (FCI, CUI #& =& AN RE MY
2N | ZTENE/XR] M TZMHA 17 74 2ot =m|Ql/ 107 E=m|Q1/350 7 Of 4
/el | (T 22 7H) 3~57 d= 2E ALO|HEOH MMet=
MA ~5C i ~ 2t o|H C
M 6 EA| (7| 253 3~5 Ht7|(Foundational~Expert, | 2t THQIYH 4 MIL EHA|
CHA HXoi| w2t CHE) (MILO~MIL3, C2M2 v2 7|&)
"ot | SA dAYe(R "o Qe ZAK3rd-party), X7|HIt | Xp7|TITH B R I HA,
Al | LR MK o =5 (MTHA), DoD RFAFE THelE JHE 5H
CHE | 29, OZ=HE, AH|A | NIST SP 800-171 ¢4, AF Hot MR EX| Lj/e[R
EZ | MEe T2 MA So-£| X3} Hot qd &4, BN " gz, QXY s 7Y
man | SEHEXOHEE,  BYH  ZehE | 4 (Y9IU/DoD ¥ MEH (7|5 A A2
=TT | ofet =2 BE HIEA| F4) 27 /HR)

H1 M5 DY H|-THAE|(Perplexity) H2| XI=

EQST insight | 6



3 3 Privilege Credential u Lateral =
Initial Access Execution Persistence Escal Defense Evasi A D Movement Collection
B technigues 10 techniques 18 technigues 12 techniques 37 technigues 14 technigues 25 techniques 8 technigues 17 technigues
Replication Mative API BITS Jobs Process Obfuscated Files or Credentials Replication Screen Capture
Through Injection g .y, InfOrmation ., trom Password Through
Removable Windows Hijack Execution S — Stores e ' Removable Data from Local
Media Management Flow ;3 Access Token Deobfuscate/Decode File and Directory. Media System
Instrumentation Manipulation . I Files or Information Network Discovery |
Drive-by Tratfic Snitfing le= o | Lateral Tool Audio Capture
Compromise Command and Signaling Exploitation for Modify Registry Process Discovery Transfer
Scripting Privilege 05 Credential Archive
‘Valid Interprater s Walid Escalation Process Inpection wm Dumping e System Network Exploitation of  Collected
ACCOUNS ., ACCOUNS .. : Configuration Remate Data
Exploitation for Hijack Execution M Rootkit Brute Discovery Services
Exphoit Public- Client Execution Account Flow ey ) Force ., ; Clipboard Data
Facing Manipulation ... Indicator Remdaval on System Owner/User Taint Shared
Application Shared Modules Valid Host g Steal Web Discovery Content Video Capture
Browser ACCOURts Serssion Cookie
External Remate  Scheduled Extensions Access Token Query Registry Remaote Automated
Services Taskflob 50, I Boot or Logon Manipulation ., Two-Factor Services .. H Collection
Boot or Logon Autostart Authentication System Network
Hardware Software Autostart Execution .., Virtualization/Sandbax | | P Ce inns. Software Data from
Additions Deployment Tools Execution ., : Evasion ., o, Discovery Deployment Removable
Group Podicy Unsecured Tools Media
Phishing . .. Inter-Process Compromise Modification BITS Jobs Credentials , ., |y System Time
Communication . . i Client Software Discovery Internal Man in the
Supply Chain Binary Scheduled Hijack Execution Exploitation for Spearphishing Browser
Compromise ... Il System TaskiJob ., Flow 2y, Credential System Service
Services ., External Remote Access Discovery Remate Data from
Trusted - Services Abuse Elevation Masquerading %) Service Network Shared
Relationship User Execution . Control Forced Peripheral Device Session Dirive
Scheduled Mechanism . Traffic Signaling . . Authentication Discovery Hijacking i, .,
Taskflob : Data from Cloud
Boot or Legon Valid Accounts ., ,, Input Remate System Use Alternate Storage Object
Boot or Logon Initialization Capture ., .. Discovery Authentication
Initialization Seripts Indirect Command . 3 . Material ., Diata from
SCripts 4., Execution Man-in-the- Application Window Configuration
Craate or Modity Middle - Discovery Repository
Create System Group Policy -
Account ., Process ... Modification Madify Network Service Data from
Authentication Scanning Information
Create or Modify |l Event Triggered Rogue Domain Process Repositories .,
System Execution ... [ Controller Network Share
Process ., Steal Discovery Data Staged .,
~— XSL Script Processing  Application
Event Triggered Access Token Software Emaal
Execution ..., Abuse Elevation Discovery ., Collection ..,
Control Steal or Forge g
Implant Mechanism . Kerberos Metwork Sniffing Input
Container iImage = Tickets , ., . Capture ..,

12! 4. MITRE ATT&CK Metrix - Navigator = 5 4|
* MITRE ATT&CK Z2|3 : MITRE ATT&CK= Adversarial Tactics, Techniques and Common Knowledge2| 2fAtZ
SAXEO0| MH|Z At8%t= M&(Tactics), 71&(Techniques), EXHProcedures)g HAIECZ 2Fst X|A| 7|4t ojE2|A0|CE

Opx|ete=z, ZEo| Aol Heoto|: 2Ect 'SHeb o] TRDSILL I[HIL GICHH 2ot ztdat
HAHS 2HEGY| ofFHL. SHE Y 2elet XM RM=E BFSk: 7IF0| =N, Bt 2SH0|1
gotAQl 2ot RIS JhsotAl St

Sl +EEICH o= 7I¥S0| Eot Waks AFstu A
|2, $M= ISMS QIB0|Lt £8M Q=2 MiME= &

— =]
2Lt ZEH0| 2Rl ALO[H HO MAISE 2FHY| I8 OIAEZMES TS| HRDICE

W AARY

7lE g, "zl 2, A A Hetof w2t iS22 B0l 2| ZEO Aol Eeb S| MX|CH(Gray

Hot AR Tolnt 2%, Hot MA me| % Y e S V=Ml Hot ¥ES S HMXHE
X4MOR Wofot, 224LC(Cloud) U ABXIS(A) S M7l HAUM Hot JIMS eEotn, XX
xfelo] Hot BES ST A% LIZICI sl 2D AmERE ZEO| Al o 4Eg
N4MOR Loter 4 S Holc,

EQST insight | 7



©
1]}

B
K

XH
S

[2] KISIA, 20244 =L FEESAY MEIZRAL H1M

[3] &

LS i

, ISMS-PQIZ H|E=AIH

=0
22

[EPN
A —

ol
—

FO| SHAl =31: Rule Framework

EQST insight | 8


https://isms.kisa.or.kr/main/ispims/intro/
https://www.skshieldus.com/blog-security/eqst-idx-46

Keep up with Ransomware

OjsHxiE 4 MY 155H= DireWolf THAH[0]

m R

2025 H 6 & M TS At == Xt 5 (484 )0 H|sH AZE BIt5t 505 742 7|=RCE 4 ¥

Ol, oy #Hueol OES2 s mlaiet g3 ST Ate|7F Am=0 ULt ofof| s ot =7k BA|

g5ot= A HHo] O3F2| H|IF0| B7I5t= FAMICE X[&AQl H A 7|t th&ut msH 7|H€E2

24 Xg AR Se= Z7| &30 tigt 2E0o| AHXl Aoz HQICL M2t Kol IFS2 MH|A

gElfe] HEHUAHE %*%6H Ch7|ZHol HENMOE #Sot7ALL Sttel X=Z0| oz MY IZ=EMES
|

MHIS HRRE FEHo| AT Uk,

Ol2fst S22 SIS B 0IZ, Hunters IE0| 7 © = BANOR UMY BE FEt MoIS Fck

[=] AAC OO —_
7 8 3 Y XSS CI3Y KF AMO|ES| EXAFECZ “Hunters International ZZXMEE Zzst7|2
ZHEMELICL" 2= LHES MYSHH, XtAEQ| d#S0| OiX|= FS Z 21 A1 Moo HAZ B3t

=3
THE PR HESICET LHICL X0 S5t == OF& SIHEX| UUYCH, T3 /& MOIEOH
DE msf 7| % | CIO[ETt L2t MEHOICE O|FQ| EZME Z= XS X[t 24 H 11 &
UAUCE. Hunters £ O0|&3t= HFAtQ Tdol| M| Z2HEE= EM0| EOLL 4*—0458 7&1@
SHOFX| D QUOf MY TE2HMEE RS Zi0/2ts 22 YZE MM, X[t 1 = o
2HMOZ dt= A ZZHE World Leaks & WEHOZ ZINsH7 | MLt
t

3H
Leaks 2SS AEMYOH, 7 Hofl= Hunters ZEMEES SANMOE ZRICL

AfO|H  H®HZE| QlZzt HMENMTZ [RolOfst H3trt O|oX|1 UCt CHEMQRI il ZH F  SHel
BreachForums 2| &8 2FXIS0| X[t 2 ot 6 20| T2HA AIO|H BHZ| A 2M(BL2C)N| MIZEE|H,
ZE0| HH miE He=Z ﬂo_l Ct. szl ZZ RaidForums(15 & 7HA)S CHASHZ| Qs 2022 Hojl

2FS0{Zl BreachForums = A% 0|20|= X|&Ho= # T 7|2 HAIE HOtRACE 23 Holl= 23Xt
pompompurin 0| FBI of HIEEI(H ALO|EZL =[R2, 0]0] 24 HO| 2K Baphomet 0| H|ZLE|HA

CRA] 248! HE QUCH Ol EH2 25 H 4 Zof| ChA| oHH mi2isi=0l, PAl 2FZI2 BreachForums 0f|A
A8t QE AA TEH ATEQ0] MyBB 2 HMZH0] FARS Sdoff ¥ T 7|0] M2 & A0
TS AAZ H|EMS oot dE}CE LHO| MEH BL2C = 23 2 & 2 AKX F oHFel
IntelBroker £ H|EZZHOM, 6 Yofl= ShinyHunters, Hollow, Noct, Depressed S $H& QI8 4 HE F7}
HMCE o] Yol MEZ EH 2Fo| EtHAS SMHA BreachForums = #MIIK|E SFE|X| ¢
ACL CHE R2IXIES 7 ol BreachForums S7E O 0RX|TH 7K SAHOZ =EE AO|E

efole|X| o4 QUL

<

m e

nr kK

EQST insight | 9



712 2859 g3 St Aol |HEXHSS M A40] O|0XlE 7h2O|, TIEHE ZEESHH

OFsk =QIHLh 4 2ol Ralord 2t= O|ERQZ SZF = 5 Ho| 2|2 st Nova
2ol= RAMP ZHo| 23S Y=LoHH &30l KIS 7hst QUoh 71ZE0| XpASe| Cr3d
AOIEOINM ZBESIH T MH|AE S20|1, HHEAN 7SS MBS A0H5HH MU MHIAE
g DEHE ZEStD UCh 21 HREH %E5P_T'_ AE Chaos AFX =HXC=z ZHE AERICL
2 Eko Ct3Y |F AMOIEJ Q0| &S3ICtot 256 | 4 HFRE U3Y |RBEAMO|IER 2T
e, 6 o= RAMP EZ0| S22 AlAISHH i 2 QI¥E 25D Ut 1 200 6 ol
S¥et WarLlock 2EX RAMP ZE0| MZ22 DIEHE ZES= =2 AN, SiX L3 |R&
AHO|E0]| F&0] 27hs¢et HEfO|Ct.

| i

40 MU ol
W < o

57| 7|12 Clop Ol 0|0 Ct=o| FHmZ B2 msiXtE AAIEH Qilin 2&(333 7)0|
E_H*E.*%Im S0 EQtAAM| Fortinet 2 EOF ZH|Q| 2FA|N|(FortiOS)e| FAMS o4&
O

o | |
SPRIFCt. A0 AMEE FAE2 ¥ Z= 2 F|ofHel CVE-2024-21762 2t 215 23 F

ot o
1

@

|O

Hu

oF™ CVE-
2024-55501 2, & 39 D5 0[0] |7k HEE MEHCt J2iLt Qilin 2 CIZHS] TXIEIX] g2 Foft
AAZR Lo 334 SYOhIL U0k O/l SRS St QOIS WX BE oMt AU

F2 BHOZ 7| Wi20f, 2ZESo{et Hot FH|o| FI|Hel x| Mgo| HXo|ct

EQST insight | 10



’ -) Hunters International, SHA S0 Z2HE =2

tC} Al

fl

ol
kJ
!
-

7 oz ug

r

3% 2159 DLSE Sofl el 252 R

e

Tjalf 7|2t 2= HI0|E{= DLSOIM B 0|4 E =71s5tH, 6l 7| HolH R 5

OO0 O

HFHORE 2|k 1YRE| 24449)0] TRAE (A COJE| 22| BRUER B Fb|
ST TRAEL SYo| S35 World Leaks

EEo I Of

BreachForums $£2 2tA|2} Y& 2! 2F =Ct

2|t 2% makA AfO|

=

2] AR M BL2OY 2lal IntelBroker &2
6Z0l&= ShinyHunters, Hollow, Noct, Depressed S a4l 012 4% 272 |

BreachForums= 2| 42 MyBB #24HS

eelelel \

|0
il
S
-4
n
>L
°
[m
mr
ol
o
m
X
52
djo

780 57 o o2t st e, SAA

Fortinet Z2&dS 283l Qilin 2&

Qilin 152 At 5-68 40| FortiOs| #ofHE A&

ok

Ao

-

tee

-

o
rlo

=

o0 oN

F 200 2% TjX| 7} RO, OFF] 832 92 A|AHES BHYOR B

=

A RE Ml Z|FH(CVE-2024-21762)1} Q15 £2| #24H(CVE-2024-55591)

Al Warlock 18, DLS £2AF S0 $h=0] A

e{A|Of sl £ RAMPO| EE=2 H2E51H & SH

27K O[S E| WA} Ch4 AlAEl HO2 O}, 6% O[FBE BEF Ho2 23

OO0 0N

=705 DLSO| SH=0{ &2 &l 44 UbA

EQST insight | 11



BlackLock2} Global 7He| HztAl &0l

OO0 DM

0| Z0f El Dorado, Mamona R.I.PE Y35t BlackLock 2&0| Global= 2Yst= Zie2

60| LUAE Global 1&2| 24 =E0] BlackLock DLS &t

=

BlackLock?| 22} $557t RAMP Z 20| Global S22 HAl

i

o

1.

2t
(=]

Chort 417 2

i
10
ojn

Q
Q
Q

Akira®| DLSOI| AFEE 2, MY, 7|55 26 Kawad096 25

Bl %2

1 2] TeamXXX, Nemesis 12 ME2 52

ots G2 e TfsiAg e HE

135 Y2ES= WA s

EQST insight | 12



W AHEL0 2

&

Qilin
New ransomware variant
Akira |

o

Play

SafePay

tne [\_@ New ransomware & group

1
1\ (T e e

L L E @ 3 ca e
= (D ; = (D
2.2025'4 6 ¥ M0 Y s
ME2 2™
6 o= & 5719 A7 HMY N O2F0| SHEMYCH, 1709 IF0| 2E:MY = &E52 MLt M7 O
TeamXXX = 6 =of| msiXt 8 742 AARCH, A7 OF WA. = 4 A2 AARICE £ WA, O82
g TI™MSB0|AHLE ofxl HIE X|Z 7|gtE EYIX| 2 mls 7|Eel 0|2 HEH FZEsHH, i

HIfStALE 7|3tE E7|H Hlo[Eet 7|¥EE Shsts 2&2 2eltt

159 titler "import',
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GLOBAL RaaS

Forums Market\, #1% > Partners Program \ RaaS \ &fEtkfitil

Welcome to GLOBAL, the next-generation Raa$ platform. After months of development, we are proud to introduce a robust, efficient, and highly
customizable solution designed to redefine the Raa$ landscape.

£ ‘We are now open for collaboration with experienced partners worldwide.

Partnership Model

Default Revenue Share: 85% in your favor (subject to negotiation).
Direct-to-Wallet Payments: payments go directly to your wallet. You forward our share afterward.
No upfront fees or deposits required (currently)

4. Global RaaS 2H2
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g5 21 TZZU0j|A BlackLock CHAl Global BlackLock 2 HAS HAMOH, 6 & o= $$$ 7t
Global RaaS £ X ZHst= 22 YUZE 8t BlackLock It Global 2 H2HA0| EtoIiCY,

N Ccompromised

12l 5 Nemesis $4} 10| X|
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Dire Wolf

GB Group

GBGroup is in the process of developing
innovative solutions for their clients.

2545 &

= o=
ofiH mg LR

ir
m
fot
in
o

A|EFst

=

THAIRUNG GROUP

Thairung Group is a leading group of
companies in the automobile business.

12! 8.DireWolf CI3H = AO|E

MEXZL H2E = UA=E S| AlASE QUCE.

Home About FAQ Contact

Health-Insights

A worldwide leading, reliable, highest
performance and most cost effective HCIT
(HealthCare Information Technology)
services provider.

DireWolf 252 XISl & 16 212| L3{XtE AIACE. 2t L[SHX} OfCt
UM H=E W=XIE 7|5 &, ool HmsAL 2™ 7|ZHo] XU 2=

Welcome to the negotiation system

Enter the room ID, username and password to start

Room ID

Username

Password

Launch Chat

12! 9.DireWolf CI3g &4 H|O[X]
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HHL-Eo= ¢ CI3Y RF MOIE FAs 28, dis Tide CH3E ME AMOIE FALL H&0| HRst
Room ID, Username, Password £ &7 H|&33tCt, 5k XHAS0| H0|HE S S S| st ME
CIOIHE CIagoll FEEsH= 20| ofL|2}, O|F Y= S2RE AEZ|X| GoFileo| ¥=Estn 1 A3E

M- E0] AEo) TSRS Bolst & UEE ik,

MZ GO’ YECE Zatec yas x)

Mo2 0j20| 0|, OS2 2 AR 2 U AxE AYHOIE sEeln 12 a0l SO, Hes

MA-E hSTH WH §| HEE 4 2

s 1 7ol DBHAIE CHAOE st afelofat elgiom, olS EAT LISS IR UM CHIS
S

Hoflol flgoll 2A ZHIE = U= StaX; St
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DireWolf Ransomware

[ Curve25519 %D2j= o= oh&s} 7|2 M8 ChaCha20 2n2|Z02 2453}
N ChaCha20 nL

File Encﬁted
File

ar=3t 7

Lo S LB curvezssis Curve25519  sva-zs6 . Encryption
User Private Key Shared Secret Key

DireWolf
Public Key

2t sf BHAl | 1MB O3t HpY: M| A& 3}
1MB 2o} 2 ojl: mplo| 31 1MBoH 253}

s otost || wel SaE A || At Al 2 2y
Ex
:} =T o N
& T2 A &
Iy
ChaCha20 ¥=3} HHA 22 oHIER2 ] AHY|

) HowToRecoveryFiles tt - Windows HZ2ZH
ogm BUE M40 27V EEEH)
IDear Mr or Ms,

If you are reading this message. it means that:
- your network infrastructure has been compromised
- critical data was leaked
- files are encrypted

The best and only thing you can do is to contact us
to settle the matter before any losses occurs.

‘e can maintain confidentiality for 3 days for you, during which we will not disclose any information about your intrusion or data leakage.

If the confidentiality period expires, we will disclose the relevant information
M E ¢ provide complimentary decryption testing services. For specific details, please contact us

‘e have provided a sample document as proof of our possession of your files and you can download and check it:
- hittps://gofile io/d/3ffbus

Please be advised that your files are scheduled for public release after 30 working days.
If you want to secure your files, we urge you to reach out to us at your earliest convenience.

ontact Details
- live chat room
- urlhttp:frdirewolf2ddtabsanvhuleelauvaxu2atizeshqseviagrgsifrodid onion/
- roomiD: {redacted}
- username: {redacted]
- password: {redacted}

'@ can extend the confidentiality period free of charge unfil we reach an agreement if you contact us within 3 days and communicate effectively with us

- HowToRecoveryFiles. txt

direwolf

12l 10. DireWolf 2igllo] 7R
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DireWolf ZHAMgllo] T2k

2t =2 Mo Defense Evasion

o Windows O|HIER2 ] H|E 45}
i Windows 0|2 Aby| @ 247} At
H

AR o sest
= FEEENERT

12! 11. DireWolf 2iM¢llo] 22 Hak

DireWolf = EEe| HF mo| glem, 2 7ie Al QIXE A8 7|58 oY + UCt -h UXE
AFES A oIXt HHZ = &+ UCH, -d AUXE ALEd EF CHEHZ|TH A6t E A-Y = ULt
T2 o4
-h A 3T £
-d <path> E3 Z20 Azt
H 1.DireWolf &3 QIx}

>
0%
n

> o
e}
mo mo ret r@

DireWolf = Z=2=2 ML= AS YX[SH7| Lok ggoltt. AyLdofzt A

£ 28
”GlobaI\direonprpMutex”EfE O|Ecz REHAE MAMslT 0|2 == ZIXo|| sHH[StCl Tk

—

—

| -
S0|E2= dM Z=MAE SR 5
=%t

e o

0 3
K|St EESE DireWolf 2 ’S%I E CHAF A|AEIS D of

dt =] ol oSt £ Cirunfinish.exe ZZ0f| g1 o}
Mdst=0|, MU AE A sie mro| EXioh=X| =tels o[o| ATIHE AARES FS5CE EMMSID
ASSISHE Z4S AHCHSiCt, BteF QEIALL runfinish.exe IHY0| ZXxHot= HL, HMYH SE= S22 Of
HHOE At X7t AR|E TlAotCt.

cmd /C timeout /T 3 & del /f /q <path> & exit

H 2. XPJ} A HHo]

X7t A 2= =+ %HXl= 28 24 ot &X| ImE s Z4E JIS0|Lt SXHE AHSITL
HYMZEQl Windows OHIE 21 ID2MA= FZF5I1, Windows 22| 7|2 OHIE EIE AMA|SICL
ot By TEODEES 28 WM SAE MXes 22 57 &F H[gdeit 51 ZE 2 SX|= 2
TIHSICE.

! REIA(Mutex): Of2] ZZA|A B2 AZETL SUSH XHE SA0| BIZoHK| RI== 3t B 7|9

=

EQST insight | 22



o 29

Get-WmiObject -Class win32_service -Filter "name = 'eventlog" | select - OMIE 21 m2HA D ol
exp Processld exp Processld
Get-WmiObject -Class win32_service -Filter "name = 'eventlog" | select - O[HIE 21 TZAMA D 29l
taskkill /f /pid <PID> OHIE 20 ZZNA B2
vssadmin delete shadows /all /quiet S XX HAH
wmic shadowcopy delete /nointeractive S X" HA
wbadmin stop job -quiet HEzol e =y It
wbadmin disable backup -quiet OfeFEl di =ty Fth
wbadmin delete backup -keepVersions:0 -quiet DE i KA A
wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0 -quiet A AE ME] SR Al
wbadmin delete catalog -quiet HHOY O|E}C|O|E] AFK|
bcdedit /set {default} recoveryenabled No 21 2A(WInRE) H|&Ast
bcdedit /set {default} bootstatuspolicy ignoreallfailures 7 2E T X
wevtutil cl Application Application 23 Afx|
wevtutil cl system System E3 AH|
wevtutil ¢l security Security 23 AHH|
wevtutil cl setup Setup 23 A

H 3.4 ol o[HIE 27 AN W

PO 2AostE floi EF ZzAMA MHIAE MMz Jgoith F2 iy Z2M2 3
t

wxServerView.exe, sgimangr.exe, RAgui.exe, supervise.exe, Culture.exe, Defwatch.exe, httpd.exe,
wsa_service.exe, synctime.exe, vxmon.exe, sglbrowser.exe, memtas.exe, tomcat6.exe,
Sqlservr.exe, agntsvc.exe, dbeng50.exe, dbsnmp.exe, dbsrv12.exe, encsvc.exe, excel.exe,
firefox.exe, vss.exe, infopath.exe, isglplussvc.exe, msaccess.exe, mspub.exe, mydesktopqgos.exe,
mydesktopservice.exe, ocautoupds.exe, ocomm.exe, ocssd.exe, onenote.exe, oracle.exe,
outlook.exe, powerpnt.exe, sqbcoreservice.exe, sql.exe, steam.exe, thirdconfig.exe, thebat.exe,
thunderbird.exe, visio.exe, WIinSAT.exe, winword.exe, wordpad.exe, onedrive.exe, wrapper.exe,
xfssvccon.exe, sqlservr.exe, sqlagent.exe, sqlwriter.exe, MSExchangelS.exe,
MSExchangeTransport.exe, MSExchangeMailboxAssistants.exe, MSExchangeRepl.exe,
MSExchangeRPC.exe, MSExchangeServiceHost.exe, notepad++.exe, notepad.exe

B 4. S Y Z2M~
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AcrSch2Svc, backup, BackupExecAgentAccelerator, BackupExecAgentBrowser,
BackupExecDiveciMediaService, BackupExecJobEngine, BackupExecManagementService,
BackupExecRPCService, BackupExecVSSProvider, CAARCUpdateSvc, CASAD2DWebSvc,

ccEvtMgr, ccSetMgr, DefWatch, GxBIr, GxCIMgr, GxCVD, GxFWD, wuauserv, GxVss,
Intuit.QuickBooks.FCS, memtas, mepocs, PDVFSService, QBCFMonitorService, QBFCService,
QBIDPService, RTVscan, SavRoam, sophos, sql, stc_raw_agent, veeam, VeeamDeploymentService,
VeeamNFSSvc, VeeamTransportSvc, VSNAPVSS, vss, YooBackup, YoolT, zhudongfangyu,
SQLPBDMS, SQLPBENGINE, MSSQLFDLauncher, SQLSERVERAGENT, MSSQLServerOLAPService,
SSASTELEMETRY, SQLBrowser, SQLServerDistributedReplayClient,
SQLServerDistributedReplayController, MsDtsServer150, SSISTELEMETRY150,
SSISScaleOutMaster150, SSISScaleOutWorker150, MSSQLLaunchpad, SQLWriter, SQLTELEMETRY,
MSSQLSERVER, BackExecRPCService, bedbg, Culserver, dbeng8, MSExchange, msftesql-
Exchange, msmdsrv, MSSQL, sqgladhlp, SQLADHLP, sqlagent, SQLAgent, SQLAgent$SHAREPOINT,
tomcat6, vmware-converter, vmware-usbarbitator64, WSBExchange
H 5. 2 & MH[A

e Mbjaet Z2MAS P O|20s Y=elE TASIC -d QAXE AESHH EF CEEZ|2t O

5h¢l ClAEZ|RE L2obsiH, -d XIS AESHK| QM CD/ROM = Hefet AZE ZE LE20|EE
2

o ofle| eh=of shEdt=Xl eelstn HMH-ES

LO_I-

_O'_I-
o
ful
=
m
]
i
H>
to

= 2! d
Yottt efelsts et o2 tHal2 o2l Eet Zrt.

AppData, Boot, C:\Windows, SYSVOL, Tor Browser,
Internet Explorer, Google, Opera, Opera Software,
Mozilla, Mozilla Firefox, $Recycle.Bin,
ProgramData, All Users, bootmgr, system volume
information, inte, msocache, perflogs, ntidr,
Program Files, Program Files (x86), #recycle,
$windows.~bt, ntuser.dat, NTUSER.DAT

HowToRecoveryFiles.txt, .exe, .dll, .sys, .drv, .bin, .t
mp, .iso, .img, .direwolf

B 6. 2=3} ofe] chd
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ool 3Tfof M2t MA| L=t 2EE gTAE FESICE TIMB 0[5t IS A
E1|0|E1% 2=otst, IMB ECH 2 O mo| A 1MB T A= 3botct. 7—| Ll CHar Ofch HES
JHel7|E MMsta, St El DireWolf 2| S7H7|1E AHE3H Curve25519 ¢ H|Y 2
egsict, did 2 H|L2 SHA-256 diA| L2|E0=Z sHAEo| Asst 5’|§ A2 E
SHA-256 92 diAEH, s siAe] LEE nonce' 2 EHESI ChaCha20 Y12|ECE IIUS
Asletct, mlel o= 7| =70 TR Curve25519 37H7|2F &H 6 HIOIE

H|0|E{ (OxAB OxBC 0xCD OxDE OXEF OxF0)S & XMZEtsiCt.

Io

DireWolf
Public Key

1MB Encryption

Entire Encryption
Normal File ﬁ >
ChaCha20 Normal File
User Public Key (32Bytes) User Public Key (32Bytes)
0xABBCCDDEEFFO OxABBCCDDEEFFQ
Original File {size} < 1MB 1MB < {size}

2 7t ELHH Cirunfinish.exe 220 2l DS W5t 10 = 7 MBELYS A=t 2Hef
S HmstHE Xt MRE Tdet F BRI, MEYM 35 AU MAEs TAEX SS=C
&= MEE FJo= ot HeF 2L

cmd /c start shutdown -r -f -t 10

B 7 2 dH

' Nonce: =stoilA Hotdat DRMS ofsh Al8El= &olol gt

==
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loCs

Hash(SHA-256)

8fdee53152ec985ffeeedal3dd7a85852eb5¢9902d2d480449421b4939b1904aad

27d90611f005db3a25a4211cf8f69fb46097c6c374905d7207b30e87d296e1b3

b6fa7a34b57803d2b80f3f484656d34997231597b6cTaa7fc8a386d6474c8afe
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W A0 A|E
+ Group-IB (https://www.group-ib.com/blog/hunters-international-ransomware-group/)

« LE Parisien (https://www.leparisien.fr/high-tech/la-police-interpelle-cing-hackers-francais-de-haut-vol-
derriere-un-celebre-forum-de-vol-de-donnees-25-06-2025-QJTPFTDPQZAP7B25MF24YLHUBE.php)

- BleepingComputer (https://www.bleepingcomputer.com/news/security/critical-fortinet-flaws-now-

exploited-in-gilin-ransomware-attacks/)
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© @ © . E|A ABH QAR J|HIOZ AL} 23535 12 2275 HT
o CJHIO|AS B 7k51T, QFEiBH . O B2IAO1E ZEIE 7|t
o140 512 A7 Y MESHE 20t A 7|5
- VLANQGHS|) E= MEY crel2 - HEQIE =2|HOZ MESI5IN
e HEQTS =a|5o =z 28 2t MIJRE Zto] Ejme &2
- 55 EE 2oy U M - QIZB RpAol O Bt H2 L 2|45t
HROR EQI KIYS 2K SHOH, LIS QI8 SHtg x|
c 2 ELEHZCZ HEXI - 2717 45 L2 |E0| REEly
Efim AAIZHREA T OMFHZ EIX| | " | CHH|, YRIHEEH 2ZHoj|z
. Al/ML7|EHEA0 2 0|4 EFjLE - OIMBIEE M7= 2L AUS
A5, RS BHE XX 48 A N2ES SRS

EX :SKEEA, "NZEHAEQ| AZLSKZT 2 2ts|rt”

J3 2. HEHI Fo A|AH
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1. ZTNA (Zero Trust Network Access, HIZEZHAE FHZH|0])

ZTNA = NEZEHAE Of7[EHINel A X|Ql “M|stX| ot A ABSI'=E 2 &
HEY3 Jdo| =8Pt HEXN 7|22, 7|&EQ LAZ| 7|8k (Perimeter-based) HEH3 FH= ZEt
22802 CI=C

ZTNA 2H80lME 2= HIESHZ B2 FS MESHK| B=Ct AFEXtel AE, ClHfo|A HEH, 21X, AlZE
2 E S Ciefer ZHAE HEE HAIICZ AT &, 2Utel Eafmof oMt LR HERIZt
2220 H2E 58It 0] AFoM HESZ LR (2Z0]2, Al R (HF, 22RE S) 270
el SLotAl MEEl= el H2 SHl MAE MSetct.

X7| ZTNA = SDP(Software-Defined Perimeter) 7|EIO 2 SZAMOLL A
7|& (XMICH ek NAC, VPN/SSL-VPN S)2t 226t 2 HILE.£FHEE 1R0| WAOE JHL|T
UCL AH| AZOM ZTNA = OF[EIMA JHF'E OtL|2l, 2f HIEe| MF(EFEM)EE FE-HMSED
Ao, =2 el EfMoy| w2t X[ H5H= 7|t MF oo Aot Xto|7t EXHetC}.

—

0
F

OIS SOf, XMICH s (NGFW) 7|5t ZTNA = AFRAte] Aleint ClufolA AEHS Alsta, ofZalzolM
QIR W MEStE HM J|g HIEN, 00|22 MIME0|HR oItEl MBI |73 SF YED

NOHEO MY £+ JULE HAHS| EX|SCL BHH NAC(Network Access Control) | ZTNAE= F
At LAN S WHE HIERI3 &0 2XNatz|of, A=SZQIES AMEfR}t 01F ME, IiX|.#ii S Eot MA
ANE MAZICE WIS WEY3I HI2E2 S-ALtste X2 SFEICL £ VPN EE= SSL-VPN
718k ZTNA = 7|2 2HTS WA ALEXEZ|7] BF, MFA, X9 2M & =J1HQl A3 Q4aAE
2oz, ¥A SHAHNME HESHE M2 EXQt HHME SA|M| etESH=E HAoZ Tststa ULt

ZTNA AAHI2 CHMZ N* ZH X|F(PDP, Policy Decision Point)zt H*H Al& X|H(PEP, Policy

Enforcement Point)2= &Lt PDP = HIERS T2 20| S0{S wotch ARZXe| A, 77| 2,

_?,|X|’ '6'c|'>| | ]:[HE-I = |:|-O|=o}- 9-|E‘||AE I‘lEE EI-?PI*OE JI17|-OH I‘|E. O-I_Q_ O:I_I?_QI- |§ %I_‘!OE 7=|x4'6|-|]:i’

QI7HEl RH0|| ot PEP 7t ANl WESRS = 2|AA0 it Mg S70stn SHISCt o|[ME ZTNA =

ogoja, 2ERE, S10|EE|E § Chet StFoll RAESH fAxE = UM, %|Z20l= SASE(Secure

Access Service Edge) & ZEtRE 7[dh EHEn A0 HFAZ
2 QUCH

M ZEE MZEHAE HISHE deldstyl

M —
HEIZ2IRE S =it ezt

|
o

a0
[
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ZERO TRUST NETWORK ACCESS 2.0 DIAGRAM

laaS, On-prem, Apps,

Users, Devices % wo 'iﬁ@ Saas, Internet Desktop,
=
Servers
O \dnrt\ty Dc\ilcc App-ID
; e I WS Az &Y oo
L | ooo'
Any User Cloud Corporate Applications
==
= Servers
. 2.0 = =
) \\J/ o =
v Remote App & VDI
" /‘A'uf I] a
. File
.................... e o e . . . — . = = =
\ ® 3 E i 4 1 Saas Applications
: | [ | | 1 | s
@ =] E & O @ <> Legacy Applications
@ Continuous Endpoint Continuous Risk Location Time Other E’M
" Trust Verification Threat Context
Any Location Verification Assessment Internet Data

£X| : Paloalto, "What is Zero Trust Network Access”
33l 3. Paloalto ZTNA 2.0 DIAGRAM

ZTNA = HERZ Wi-2[f 72 20| ZE Eci, Md, dZS EMA AHUQZ ZHF3ta, HAIZE JHAd

1

stHel M FM Mg, D|7HFeF AEX-CiHto|AS| HZ M Xtot, AM|AHE|olM

7|gtel X
O|S(Lateral Movement) &X| & ?itl| HIERZ 20N 27 &= 23 22 Q75 Folll}. o2%
AAR2 2t HiC{o| 7|a=d 7| (e, NAC, VPN S)0 m2t HIEQS &3 (LHE/2F/2ERE)E £/Hst
=&, 4 ME= F AS, AHgA Y, 28 2Ed S0M 7 g4l xHEG0| 37| miEo, £A|

Y Alolls =29 &HEn HFE Ed2 %—.‘?'_— | 243l EA- &= 20| 0 SRSt

2. NGFW (Next-Generation Firewall, X[A|CH 2ojt)

NGFW £ THedh IP-ZE J[Hte| MEXN ZA Wo{oA Zistsl, HEYZ2 E=HmE oiEZ|AH0[M 2&7tK|

AlHSHD HAUSHA HOSts HIERZ EQt A[AHOICL HESRIZ AB(LS3, L4)oIMel Fetd Ezim

sHte== AR =Ho| w2t Ciot ofE2[A|0|Mel Algat Het @7E SFSY| ofFCh NGFW =
2IR2E AMH|A, Microsoft 365(M365)2t Z2 SaaS, £8 SNS & H|XL|A =M Y=

OEZ[AIO|M2 583st1, SERSHALL Igdo| =2 MH|Az MEHMo=z XILHh= MEstel HM2

SD-WAN(Software-Defined Wide Area Network)2t VPN/SSL-VPN & ¢4

EALXE-EAZR S 2E ZE SHoME et HESQIR HAZar FM A SAlof ASHAZICE
AEXRE, 7171, OHZEAI01E £d0l| K2t =28 WESZ MOHES FHololn, ZF MOHEEZ MZ CHE
H2 SHE HEYEM, R Hol &d Al D3 =HMs uHOZ A 4+ ULt HESHI E2iE9)
SE2 MEo SHiste, 8 SF0M old =Lt ZFol HAE FR US| o SH2 FH2l" =
A= AEE HSLT.
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NGFW = ZZo| HERZ £+F0| 2o20|A, 22RE, SD-WAN S Lot HEfE Tlotst= 1E0l|A,
F

HESZ 2oto| FMZOR J|Seitt ohZaHolM, ABXE, Y17, K| S Tt H2K(Context)ol w2t
MM FYel & HAO| Hot £33 IEHOR o|H, NZEAHAE AXS YEYD Ho ARHOR
THisi 7|25 7|do| Eik,

3. Macro-Segmentation (032 M|2HIE|0| M)

Macro-Segmentation 2 Z& L HEQIE =Mooz A2t SXst7| et tHEXQ HESRS
MN23HSegmentation) 7|&2, 2 SDN(Software-Defined Networking) 7|2t XtMICH AQ|X[et &2
nEStE HERIR FHIE S poElCh J7|1EC HERZS= Ch7f GHFMOILE Ao FA=E
TE2E/}KX|ZE, Macro-Segmentation 2 =Q5FH VLAN(Virtual LAN), AB4l & =28 Ce2
HEXIE MEastn, 2t MOHE 7t Eefmlg HUSHA SHE 4 QUCh

O im

[}

ICt=  Foloh, WERIR 22Xh= HERIR FH[e| =2[X  fIXILE St=Rlofofl FOHRX| ¢in
SCA0|8-AEXEZ7] &40 Tt =2|HMez WERIZE =5, 2t JYER YME HEY £+ Ut
2 gezM, HERIS EHd fAY, TGS SA0l Y 4+ ACH, HERD Eaft sE1

o FA TS CIS MUsH| Mo 4 Uk,

2 ¢

| SDN 7|8t Macro-Segmentation 2| ZHEE2 HELRI HME ADEQOXHOE Ho|Xtsete &
& 2 ,
5

0|

-

HL

Macro-Segmentation 2 O{ZZ|F|0|M X HM EXN7} 71sSiCH= MO|AM 7|1&E9] VLAN E=
22N 37 Sd HEQS S=0 of A Tetet JHEolth zt MOHE 2t Efn 5§
M[2tota, QI7tE|X| TS A0l AT = AeO=E, XX L 90| itsls ZE(EH ol

Hi— =
Lateral Movement)

ok
LS
=
=

o
pNoz SaMsk= A Hw 2o{do| Elch

HZEHAE Oo7|EIN 2PH0|M Macro-Segmentation 2 ZEZ! LHE HEQ39| Hot £F8 3 &Y £
U= A J|s0|H, o|z HCF HUSH Micro-Segmentation THAZ EHEfstoZid MEFQl LR Hot

HAE tde &= UCL Macro-Segmentation 2 Solf 15E =2(& ZAI2F F™ 7|8t 2t2|=, Micro-
Segmentation 22 HHE M S M22AHE Hot MM Hilu HESQS JAM, XtS2HE e 284 S

X HAlO| HOt SIS F0l= SR Jlgo] B 4 Lk
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4. Micro-Segmentation (0}0|3 2 M|JHIE|0|M)

Micro-Segmentation 2 7|& Macro-Segmentation 2Lt 35 O ME3tEl o M2fOI|CL HERIIE
OSI 7 A& (Application AE) +=Z0IM AT, AEXt, OHEZIZH(0|ME THMX| MESHA 2215t =4 Het

Ao w2t 2E Mofsh= destEl I yAlo|ot.

JlES| UEYS MESH F2 1P F4, EE 7|8 VLAN 5 S2I%-=21% 20| HEHCH, Micro-
Segmentation 2 MHIAOKB2[0lM ZHe| B, B, MM Edm 523 FHOE =olxo=
HEHIE RS 0lF S0 XTXS WENI UROIN BAZ & = MLt IR ¥

0| = (Lateral Movement)77tX| MYUSHA| EX| 7HsSICt.
Micro-Segmentation 2| #¢1 A2 3A| £ JHX|2 LtEIC

A Hl= HEYZ 7[99 Micro-Segmentation 22, NGFW(XIMCH 2istH) ZTNA S UHIER3A
HH[OIM AREXE 7171, 1K, ©Z ofEFZ[AH0lM, EzfE R S CHYT HE HIgo=
OHEZZ|AH[0|M = ALK I8 HRIE =2|™ ZAE dFstct. 0] ¢ o2 EMoin,

o
017} HZO|Lt ol L7t eiliet F HIERI Tl ZA| A 4= QUL

= Hmls AAH(SAE) 7[He] Micro-Segmentation 2F, ASLOIE(MH, IAHOIM 5) Chof
Ol0|ME (Agent) = Ofl0|]ME2|A(Agentless) BAlo| & %—?—ﬁ% AX[sl], 2 /M E2 ME22tE

Hob Muut MINMOE XMEst= WAO|CL 0 MHUM UHESRZ HZE AX(EEZX|)E AlAstetn, 2t
OH%EHIOIHEP MH|A Zo| AXN| HESQS EofE SE H ASCE MEst HMS M.zte2|oict.
EZ2o= Hil2{d 7|&0| MEE|0] HERYI 220 FME USSR A|Hist, o|4E= EX|, HM

l I
S —S—%‘ 2298 0|1 UL

~

OFE HWESI Hoto] o|4H SHo| ZRAX|TH AN dieMEe 2z

SHY-EM 24 Hole S Crfet HAX o= EXeiCh ofof w2t XA EREMS2 ASel, 7Y,
SHE TSt ACH, Q| t7|Y-58 S Ciet dFHME &H|

To-2F A7 WEA| Stz ALt

5. NDR (Network Detection and Response, HIE®|3 ElX| L)
NDR & HEEHAE ZZ0IM HERZ ™ F7te EsfmlE ZMHZI(Full Packet) THIE  AAZH
= 2o =N, Cot (et ol HRASE HUSHA EX|-CHSste 4l WERI Eot A|AHIO|CE

—_

-

NDR o 7t 2 EZ2 He 23 £F9| OHIE ZXE g0l UHERA R RS U= 2=

Ecfimls AA mzl HelZ MNE-EMY £ Atts FHoloh oI Sl 28T 34 AdLNE =8, A9

7|gtel ol miE, HIFd S, oldAe2 ot HE, C&C(Command & Control) & S E&H2 28

AILfEIQE *'AP*OE A = Lk EME _EHE. Hlo[E= =Zl9| HERA EEZX| HE XSL=2
|

0z
0
of
I-J
_>'._
= 0
2
|H
_FH
10
re
Y
-
B
o
Im
o
=
|ot
ajn
o
rOI-
Hr

off ZHAtsh= o €&«ECt.
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SIX|ZF, NDR 2 AFXHo=z Tl 20| &Ett 2laAet MEHE a7t HE/|I ™ AZoM
WASh= e EEls HA ME-EAst= lzafet SEeh 24, M M HA7 E+Ho|H,
=2o0|A-Z2RE oT S LYot 2tE Hojo| fASHA S8 + A0{oF oot IUF 2F 2HFoIM
Q1 REI AA™ STH0| = LEE + UAXT, 2HZols Hisda Al 7|Ee] Xiset J1S0]
SihelEM 2F aEda BX| =2t 34| JHMdEa Aot

Darktrace RESPO

w Jun 13, 103759
w Jun 13, 1037587 \ NGSINC) 1x [445] u Jun 12, 10:37:57

w Jun 13, 10:3755

Z£X : DarkTrace, “Utlllzmg Darktrace Antigena (Al) for Automated”
JY 4 AIE g2 HEYD ol 2N U S / HIEYI EE2X Y WY

6. PQC (Post-Quantum Cryptography, 2XILjAQlS)

PQC = YXIHEE|Q| X0 AgSIZ 0I6H 7|1Z RSA, ECC S MEX J717| &= Ln2|F0| Rt
Ztsdoll tiSst7| fIsh HYE MER 2=} MALCEL PQC = FAAFEC AU sHo=T 7| si=d
= gle 28 Ho|TE J[HeZ A0, BV|HMORE WEQI-Ho|E Ezo| sy 7|82 R QICf
A2 0|2 NIST 0lMe ML-KEM, ML-DSA, SLH-DSA S Ml 7tX| PQC L1Z|ES BZEOZ IZ4

KHEHH O, 0|2 7[R o= st 7|&0| MAL A Futof| HAte| QICH

AN PQC £2FM2 AxIAS EAIZEH|(QENC/ROADM), X7 |2E|(QKMS), LA |E2HH(QKD) st
HElZ 7D UCEH 71Z VPN S CHASHALE, EAI 17 Assh QIS A/ 7| wa-2e2| S =oto| Hast
Cikst olmato)| Mo, MEIMoZ J7|Z& dne2|Ea HHl-ix|=|= SolC}.

H=ZE=AE OFF|EINoM= HESZ, HoE, Q15 S =& Hdto] Hot MAoAM gz =
SlH, PQC Q2 Ol &F Hsto MMAez tidshs| ¢t B Tz ZHFELCE PQC 7
Yzot= F Y, SUA 34, 7| B2 34 S 7|1E SALZE o7t 052 fgu: HWdS 4=

7 Ct= HoME =S 12{dliE TSICt.

-|-

HE®Z 2=l PQC = 7IE IPsec, SSL-VPN &2t Sot AFZX et HMS MSSIHME, 2Kt
AFREO| 2rmet 7| wgt 5l QIF FxE FHICL 0|F Sdf ZEI2 FIIH-0I2 XA 2tEo|A kst
SA xHES S £ QOM, NIST EZE PQC €112[E(ML-KEM, ML-DSA S)2 83l 7|& QT2tE

CHAISEALE SHO|E2|E WAooz ASSH= A 7+SSitt.

—
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Internet

=z )

X|A} =l VPN ZH| VPN ZH|

EX : SK €, "SKT-SKB, ZHY0| X PQC(LANEYS) M5t
1215, PQC-VPN 7Hdx

Cah oixl A2 2HF0M PQC 7t &83tel0 2] MEElE M= BA| fien, o= Ax HREY &3
L2Hoi| CHH|Ste D|2| HEstn mes HE AMHE ZesliE= 20| ROICY.

HEYS el NZEAE OPIHNe AWH TS 95}
MJBIEfOM, NDR, PQC S Cist UES Hot AlAH

ZA =o|ch. ZTNA, NGFW,
3 =
Edfmio| 522 JAMOE SXGD, oY 248 MYNoz

HolM, =% U Z2E

XIS et HYSTh

>
m

mafojaet SERE, 2ARKE-AF S CHASHE HF 2F0ME, HESRIR HolM E2fE S 59| MEst
A ZM HE, ST 7MY =E, 2l BHAIHS 3 g=et S Ot 278 S5 5 U0{0f gitf. 0f

[=) =
EPéOHM Zb AA”2 Y =X0| ozt d= HES Sl UERIR A9 Hot £FES LA

_._

3 ool Ciefet A[ARQl |I1H HAE Sl M=EHAE 2HF0M WHERZ M2lga Hot
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HESZ Ee= O o4 HO|HE thed| ®ESH= =2[& 7|Ho| ofLfaf, =& HAe| HZE Fxet Het
o _I?_

1

EME HZXCZ OIREE Y JHo=Z Tslict ZE AMBAl HZ, ClHio|A9 HA
=

nl

50| EYIE Sof THE| TR0, HEYS

mRfof Mol A ZW MzlY AES 2 XX 472 AYAE JIz0| Eet,
HESS Hajo] BUS ch AAHO| TQolLt ST S2M Hiklol X STt HEST QMiER|, S5
2a, Edfm el MI M|, E=2lF ZA ¥, MOwEOlM, WES 718N, =k, DUE,
242 PE| S ClRs BElMIlad 247 QIIM0R SwElojol, TNl HolNI 2 BeNe

N HolM F23t

AN —
o2 oiXDl, 23MoEE YIEYT BB MAQl Mz, AY HX, HM Mgl AmAH SXEE

I

HESZ Z2{9 o]z NT3tEl J|=X Fdat 2F M2 MZEHAE OF|EHX e Z2E HAQ "ME(SHK|
ok stAb ASSICH(Never trust, always verify)'S AX| 42 b

=
=o0|A0M HE| SHRE, AN #HH ZEAIA] Lo ARl SET UHERD SEoME
s

NaxoR MEMS PZGH AARICR Hot mMe Y & i oM, xS o g
HERRE0| Hot 938 AUMOR ZAA7|T Hot (1SS U 4 Utk

ZExoz, WEI Tais NZERAE Op|EMlM Jhs 2EH0n 2UH0l SN Z0= SIUIC
HESIS LS FHO=E JIeH et S3t el MAIS Yskste 20| B X Eolo| MFHom
~ 2
Xy

[ |
the F2fol @ zolch XFe UEYI ool x4Hel nTslet Hus

gt of M ZAHE S
ST Tetets CIXIE 2H8nt S7ists AOIH Yol M=ZEHAE 7|gtel ANt 2oF HAE
AL = AS Aot
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