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2. ES2IAAH (LMS, Log Management System)
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£X : Lepide, “SIEM vs Log Management System — Key Differences”
12l 5. SIEMs vs Log Management
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Z£X : Lepide, “Exploring 6 Best Big Data Platforms for Your Business”
12 6. How Do Big Data Platforms Work?
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Use cases
. Malicious insider
+«  Compromised user
«  APT and zero-day

. Known threats

Use cases

Analytics
+  Supervised machine learning
+  Unsupervised machine learning
+  Statistical modeling

. Rule-based system

Future:
+  Generative adversarial networks
-
A“alytlcs . Ensemble networks

+  Deep learning

Data

+«  Events and logs
+  Metwork flows and packets
*  Business context

. HR and user context

«  External threat intelligence

UEBAZ2| M| 7IX| 3y 24

ZX : Thales | Imperva, “User and Entity Behavior Analytics (UEBA)"
131 7. Three pillars of UEBA
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ojmfi H|=L|{A M2k (Context)O|Lt A HE(HR) S & Z2&5HY C|o|E{e] FehdE #QICh.

(2) =4(Analytics) : A=/HIXE HAEd, SA 22, 7% 702 AA™” S o 24 78S
HESI0] Ol F=E Aol

(3) A2 Ar3|(Use cases): 2to|Xol LIS XH(Malicious Insider), E%|El AF2Xl A= (Compromised User),
APT 2 H|ZC|0] 34 S Cist @/ ALIZ|QE ZDICEH
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Your Attack Surface is made up of...
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Z£X : Paloalto, “What Are the Types and Roles of Attack Surface Management (ASM)?"
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