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In a Zero Trust Architecture, the Device and Endpoint pillar is intricately linked with the Identity pillar,
functioning as a critical control point that determines final access based on the device's status and
security trustworthiness before a user gains access to sensitive resources. Even if a user's identity
is authenticated, access must be restricted if the device is unverified or fails to meet security
standards. This underscores the necessity of implementing a framework, as emphasized in CISA's
guidelines, that dynamically adjusts access policies based on a multitude of factors, including the

status, location, and behavior of both the user and the device.

Since the onset of the COVID-19 pandemic, the work environment has undergone a rapid
transformation. Consequently, critical organizational information has transitioned to a form where it
is distributed and utilized across a variety of devices that users employ in their daily routines, such
as personal computers, laptops, and tablets. These devices traverse multiple security perimeters,
connecting to internal networks, external networks, and cloud environments. This is particularly
evident as remote work, business trips, and external client meetings have led to the frequent use of
both company-owned and personally-owned devices (BYOD) in public spaces or on external

networks.

In the domestic context, the traditional security infrastructure, predominantly designed around
physical network separation, is increasingly becoming a structural constraint due to the expansion
of remote and flexible work arrangements. To address this issue, initiatives such as the National
Intelligence Service-led 'National Network Security Framework Guidelines (N2SF)' and the Financial
Services Commission's 'Roadmap for Improvement of Network Separation in the Financial Sector’
propose a phased relaxation of network separation environments alongside the implementation of
zero-trust-based supplementary measures. This trend necessitates a more sophisticated approach

to security verification and control mechanisms at the device and endpoint levels.
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With the diversification of devices and endpoint environments, attacks targeting endpoints have
been on a steady rise. According to the recent "Q1 2025 Endpoint Threat Report" by Expel, 68% of
all security incidents targeting organizations occurred at endpoints. The accompanying illustration
delineates a variety of attack vectors, including drive-by downloads, phishing, removable media,
and server-side vulnerabilities. Notably, drive-by attacks constituted the majority, accounting for
64.2% of all endpoint attacks, underscoring the limitations of relying solely on traditional network-

centric passive defenses.

Attack types on endpoints in Q1
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Source: Expel "Q1 2025 Endpoint Threat Report"
Figure 1. Types of Endpoint Attacks in the First Quarter of 2025

“In global reports such as those from Expel and CrowdStrike, the term 'devices and endpoints' often
encompasses systems, including servers. However, within the context of domestic zero-trust
practices, it is imperative to interpret this from an endpoint perspective that primarily focuses on

user devices."
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As threats to devices and endpoints become increasingly sophisticated and intelligent, relying
solely on traditional firewall and antivirus-centric responses is insufficient. A multi-layered defense
system is imperative, incorporating a diverse array of response strategies such as behavior-based
detection (EDR/XDR), Unified Endpoint Management (UEM), continuous security posture monitoring,
and policy-based access control. From a zero-trust perspective, the dynamic assessment of the
trustworthiness of devices and endpoints, alongside the real-time detection and mitigation of

threats, is paramount in establishing an effective security framework.

In a zero-trust environment, it is imperative to not only verify the identity of the user but also to
concurrently assess the reliability and security status of the device from which the user is
attempting to gain access. For instance, even if users possess identical credentials, access to
critical systems or data within the enterprise must be automatically restricted if the device in
question is unauthorized or deemed high-risk, such as those lacking necessary patches, infected
with malware, or exhibiting anomalous behavior. This interconnected control of identifiers and
device pillars ensures that sensitive assets within the organization are substantively safeguarded,
thereby playing a decisive role in mitigating the vulnerabilities inherent in single authentication

frameworks.

Within the Zero Trust Architecture, devices and endpoint fillers transcend their role as mere access
conduits, functioning instead as pivotal axes in organizational access policies and real-time risk
assessment. Particularly, given that devices serve as the tangible access entities utilized by actual
users in their professional activities, their role as a Policy Information Point (PIP) is underscored.
This involves providing various attribute information and security status during the policy decision-

making process.

Consequently, when enhancing the device and endpoint domains from the perspective of a Zero
Trust Architecture, organizations can not only effectively counter increasingly sophisticated threats

but also establish a foundation for securely safeguarding critical assets and information.
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Devices and endpoint pillars, alongside user identity, constitute a critical security control domain
within a zero-trust architecture, applied at the preliminary stage of actual resource access. Devices
serve as the tangible interface utilized by users in their professional activities and represent the

juncture at which a myriad of threats to organizational assets and data materialize in reality.

In particular, within a zero-trust environment, all devices and endpoints are regarded as
untrustworthy entities, necessitating real-time verification and the application of granular policies
based on the device's status, trustworthiness, and risk level. To achieve this, an integrated
management framework encompassing various elements such as device inventory (asset
cataloging), device authentication, BYOD management, vulnerability and patch management, and

risk assessment must be established.

The following section delves into the principal components of device and endpoint pillars, along
with a detailed examination of the administrative and technical strategies essential for their

implementation.

1. Device Inventory

In a Zero Trust environment, the device inventory serves as the foundational framework for
systematically identifying and managing all devices that have access to organizational resources.
The scope of management extends beyond desktops, laptops, smartphones, and tablets to include
loT devices, printers, and portable storage devices. Consequently, organizations must establish
identification policies based on detailed attributes such as device type, operating system, and
hardware and software characteristics. Furthermore, it is imperative to manage various inventory
information in an integrated manner.

The device inventory encompasses not merely a simple cataloging but extends to the automatic
registration of newly connected devices to the network, as well as lifecycle management including
changes in device status, relocation, and decommissioning. It is imperative to maintain the accuracy
and currency of inventory information by integrating with automated asset management systems,
Unified Endpoint Management (UEM), Active Directory (AD), and similar platforms.

EQST insight | 4



The registered inventory information encompasses a wide array of data, including the owner,
affiliated department, purpose, security classification, and connection history. This information
serves as pivotal resources for the enforcement of security policies, anomaly detection, and
incident response. Furthermore, devices can be categorized based on factors such as importance,
risk level, and type of operation, allowing for differentiated access control and security policies to
be applied to each group. For instance, by distinguishing between management devices, general
user devices, and those belonging to external partners, it becomes feasible to effectively control
the unnecessary proliferation of privileges and mitigate internal threats.

2. Device Authentication

In a Zero Trust environment, device authentication transcends the mere acknowledgment of a
device's registration status. Organizations are compelled to ascertain the trustworthiness of each
device making access requests by leveraging unique identification information, such as MAC
addresses, digital certificates, and serial numbers. This verification process must be complemented
by cross-referencing not only authentication data but also the owner, registration history, and
management status of the device. It is imperative to design policies that fundamentally block
network access for unauthorized and unapproved devices, thereby ensuring robust security
measures are in place.

Device authentication should not remain a one-time procedure. Organizations must periodically
conduct comprehensive trust assessments by evaluating a multitude of factors, including the
device's network connectivity status, the currency of its operating system and software updates,
its physical location, the user's access history, and behavioral patterns. For instance, in scenarios
where unpatched devices, malware infections, or access from anomalous locations and times are
detected, it is imperative to implement additional procedures such as supplementary authentication
or access restrictions. The efficacy of these trust assessments is significantly enhanced when
integrated and automated in real-time with security systems such as Unified Endpoint Management
(UEM) and Endpoint Detection and Response (EDR).

Based on the results of device trustworthiness assessments, organizations must establish granular
response policies for each device, encompassing access permissions, restrictions, isolation, and
additional authentication measures. For devices with low trust ratings, it is imperative to consider
automatically blocking access to sensitive assets or transferring them to a separate management
framework. All these processes should be integrated with security policies through a unified
operational framework that includes ICAM (ldentity, Credential, and Access Management), SSO
(Single Sign-On), EDR (Endpoint Detection and Response), and UEM (Unified Endpoint
Management). This integration is essential to enhance the organization's overall risk response
capabilities.
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3. Management of BYOD (Bring Your Own Device)

In a Zero Trust environment, the management of Bring Your Own Device (BYOD) necessitates that
while individuals are permitted to access organizational resources using personally owned devices
such as laptops, smartphones, and tablets for work purposes, this access must be accompanied by
stringent security controls and adherence to policies. Conducting work through personal devices
can significantly enhance user convenience and productivity; however, it simultaneously
perpetuates the potential risk of exposing the organization's sensitive information to external
environments.

Therefore, organizations must explicitly delineate their policies regarding the adoption of BYOD,
including the scope of its allowance, approval procedures, security standards, operating systems,
and management platforms (MDM/UEM). It is crucial to establish detailed criteria concerning the
types of devices permitted, platforms, software lists, and the mandatory installation of security
applications.

The BYOD policy must incorporate a diverse array of security requirements, including device
registration, periodic security status assessments, access history logging, enhanced authentication
such as Multi-Factor Authentication (MFA) for access to critical resources, and the segregation of
cloud and network environments. Furthermore, it is imperative to address the protection of personal
data and the prevention of privacy infringement for BYOD users. To this end, procedures must be
established to provide users with prior notification and obtain their consent regarding the minimum
scope and purpose of monitoring, as well as the information accessible.

The risk assessment of BYOD (Bring Your Own Device) should be conducted periodically,
comprehensively reflecting factors such as the security status of the device, OS vulnerabilities,
malware infection status, the presence of antivirus or MDM (Mobile Device Management)
installations, and any history of policy violations. It is efficient to automate such assessments
through integrated management solutions like UEM (Unified Endpoint Management), MDM, and
EDR (Endpoint Detection and Response). Devices assessed with high risk can be managed with
differentiated response policies, such as restricting access to sensitive data, requiring additional
authentication, or isolating them from the organization's network.

Real-time monitoring within a BYOD (Bring Your Own Device) environment is equally indispensable.
The management system should be configured to collect and analyze a wide array of elements, not
only encompassing fundamental information such as the operating system, manufacturer,
installation details, software, and network access history, but also extending to the detection of
BYOD policy violations, abnormal access patterns, and automatic alerts upon the occurrence of
suspicious activities. When monitoring BYOD, it is imperative to ensure that the principle of logical
separation between work-related data and personal data is strictly upheld, so as to prevent any
disruption of business operations or excessive invasion of privacy.
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4.Device Vulnerability Management

In a Zero Trust environment, device vulnerability management transcends the mere application of
the latest patches for software or operating systems. It must encompass the entire lifecycle,
including the detection of vulnerabilities, impact assessment, and prompt response for all devices
within the organization, such as PCs, laptops, mobile devices, and loT devices.

First and foremost, organizations must establish a regular and systematic policy for the
identification and assessment of vulnerabilities. This policy should meticulously outline a
comprehensive management framework, which includes procedures for diagnosing vulnerabilities
specific to each device, evaluation criteria, automated inspection intervals, and a process for taking
corrective action upon the discovery of vulnerabilities.

During the vulnerability assessment phase, security systems such as Unified Endpoint Management
(UEM), Mobile Device Management (MDM), and Endpoint Detection and Response (EDR) are
employed to conduct periodic scans of all devices connected to the network. This process involves
identifying a myriad of vulnerabilities, including unpatched operating systems, insecure applications,
and unnecessary running services. It is imperative that swift actions are taken based on the risk
classification and prioritization of these vulnerabilities. It is advisable to concurrently implement
automated responses such as deploying the latest security patches, removing vulnerable software,
altering configurations, and isolating networks.

Upon the identification of vulnerabilities, it is imperative to conduct a thorough analysis of their
potential impact and exploitability, subsequently formulating a response strategy prioritized
accordingly. For instance, vulnerabilities that pose a significant risk of tangible damage, such as
breaches of critical internal systems, data exfiltration, or ransomware infections, necessitate the
immediate implementation of robust countermeasures, including blocking, patching, and isolation.
The results of the vulnerability impact analysis, along with the response procedures, should be
meticulously documented in a separate report, serving as a rapid reference resource in the event
of similar threats in the future.

The results of vulnerability management can be directly incorporated into the risk assessment of
devices. Devices that repeatedly exhibit vulnerabilities or remain unaddressed can be subjected to
measures such as restricted access to sensitive data, additional authentication requirements, or
network segregation, thereby effectively mitigating tangible risks.

Comprehensively, the device vulnerability management system serves as a foundation for
consistently maintaining the security level of all terminals within an organization and proactively
mitigating the potential for security breaches. This is achieved by integrating it with device inventory,
authentication, and trust evaluation processes.
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5. Device Patch Management

In a zero-trust environment, device patch management is a pivotal element in consistently
maintaining the security level of all devices within an organization. Patch management transcends
mere software updates; it necessitates the establishment of systematic policies, the definition of
procedures, and the implementation of a comprehensive management framework that
encompasses the entire lifecycle, including patch deployment, verification, and post-deployment
management.

Organizations must first establish a patch management policy that meticulously delineates the
principles and procedures for applying patches to device operating systems, applications utilized
within devices, firmware, and other relevant components. This policy should encompass critical
elements such as the cataloging of devices under management, the prioritization of patches, the
processes for patch distribution and installation, backup and recovery strategies, and the
management of patch application history. It is imperative that the patch management policy is
regularly reviewed and updated to reflect changes in the actual security environment and
advancements in technology.

When deploying patches, it is imperative to comprehensively consider the characteristics of each
device, the operational environment, and the criticality of tasks, while actively leveraging automated
systems such as Active Directory (AD) and Patch Management Systems (PMS). Rather than
employing a uniform application approach across all endpoints, it is more efficacious to incorporate
flexibility in the deployment schedule and methodology, taking into account the network
environment, user convenience, and the impact on business operations. The design should be
oriented towards ensuring that the latest patches are applied swiftly and without omission, using
metrics such as accuracy, completeness, consistency, and scalability as management indicators.

Following the application of patches, it is imperative to establish a system capable of real-time
monitoring of installation status and identifying any omissions. For patches that are either missing
or have failed, it is advisable to promptly undertake supplementary actions. Furthermore,
exceptional circumstances or failure histories should be managed through a distinct reporting
mechanism. Additionally, the outcomes and records of patch management must be systematically
documented and preserved to facilitate their proactive utilization in regular security audits, risk
assessments, internal and external audits, and regulatory compliance.

Device patch management serves as the foundation for proactively mitigating security
vulnerabilities across all endpoints within an organization and maintaining a consistent level of
security. This is achieved by integrating it with device inventory, vulnerability assessment, and
reliability evaluation.
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6. Device Risk Management

In a Zero Trust architecture, device risk management is fundamentally aimed at safeguarding all
operational devices within an organization from both physical and logical threats. Devices are
susceptible not only to direct physical threats such as loss, theft, hijacking, and unauthorized
access, but also to a myriad of risks including insider threats, malware infections, and data breaches.

Firstly, it is imperative that all devices are registered within an asset inventory to systematically
manage critical information such as ownership, location, and usage history. To mitigate risks
associated with physical loss or theft, physical security measures, such as locks, should be
implemented on key equipment like laptops and tablets. For devices that are frequently moved, it is
essential to establish immediate response systems, including GPS-based location tracking features
and remote locking or data wiping capabilities in the event of loss.

Device users must be well-versed in the procedures for promptly reporting incidents such as loss
or theft to the organization's IT personnel or security managers. To facilitate this, the organization
is obligated to provide regular security training sessions and comprehensive guidelines.

Based on this multi-layered management and operational framework, organizations must
implement an integrated security environment that does not solely rely on technical safeguards but
also incorporates people, policies, and processes. Device risk management, consequently, serves
as the foundation for minimizing a variety of risks such as information leakage, asset loss, and
insider threats, while substantively enhancing business continuity and the level of information
protection.

7. Unified Endpoint Management (UEM)

As the endpoint environment within organizations diversifies to include PCs, laptops, mobile devices,
and loT, Unified Endpoint Management (UEM) must comprehensively support the registration,
authentication, policy deployment, security management, and data protection of various devices
through a single platform. Evolving from the traditional Mobile Device Management (MDM), which
primarily focused on the remote control of mobile terminals, the core objective now is to pursue
consistent security policies and operational efficiency across all endpoints in the workplace.

The UEM policy must be intricately aligned with the organization's information protection guidelines
and device management principles, encompassing detailed key security requirements such as
device registration and authentication, access control, security threat detection and response, and
data protection. In this context, UEM should not operate in isolation but rather in conjunction with
ICAM, integrated monitoring systems, and other frameworks, thereby serving as a practical
implementation platform for a zero-trust security architecture within the organization's device
domain.
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From the perspective of access control, Unified Endpoint Management (UEM) must meticulously
manage the pathways and levels at which each device accesses organizational resources. In
conjunction with network-based access control, policies such as Role-Based Access Control (RBAC)
and Attribute-Based Access Control (ABAC) can be implemented through Identity, Credential, and
Access Management (ICAM) integration. Furthermore, UEM should establish a dynamic and
automated access control framework that incorporates user behavior analytics to impose specific
restrictions or additional authentication procedures on devices identified as high-risk or exhibiting
anomalous behavior.

Preventing data breaches is also a critical function of Unified Endpoint Management (UEM).
Sensitive data within devices must be automatically identified and encrypted to ensure protection,
and this should be integrated with Data Loss Prevention (DLP) capabilities to effectively block both
intentional and unintentional data leaks. Organizations must regularly assess and enhance the
effectiveness of their UEM policies and systems, continuously refining their management
frameworks to proactively respond to new types of devices and emerging threats.

8. Endpoint Detection and Response (EDR) Expansion

The increasing sophistication of recent cyber threats has highlighted the limitations of relying solely
on traditional sighature-based security methods to detect and respond to all threats. Consequently,
Endpoint Detection and Response (EDR) has emerged as a pivotal component in the security
architecture of organizations' devices and endpoints. EDR employs a multi-layered approach,
encompassing real-time detection, user behavior analytics, and continuous monitoring, to
effectively safeguard against these advanced threats.

The real-time threat detection and prevention capabilities of Endpoint Detection and Response
(EDR) systems are designed to swiftly identify a broad spectrum of threats, including various types
of malware, insider threats, anonymous attacks, and social engineering-based intrusions. This is
achieved by executing pre-configured countermeasures in accordance with automated policies. In
this process, a combination of techniques such as behavior-based detection, file and network traffic
analysis, and process monitoring is employed to establish a comprehensive response framework
that addresses both known threats and previously unidentified attacks. Furthermore, upon threat
detection, automated defensive actions—such as file deletion, network disconnection, and
application execution restrictions—must be promptly implemented to mitigate potential damage.

An Endpoint Detection and Response (EDR) system must transcend mere threat detection by
offering sophisticated capabilities that analyze endpoint user behavior and activities. After learning
and defining normal usage patterns, the system should be capable of real-time detection of
anomalous behaviors or signs of policy violations, thereby enabling immediate response upon the
occurrence of any irregular activity. Through the granular collection of user-specific information and
statistical analysis, the system can effectively address high-risk incidents such as potential insider
threats or account takeovers.
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Continuous device status monitoring is also a critical function of Endpoint Detection and Response
(EDR). Rather than merely activating in response to threat occurrences, EDR must continuously
monitor a diverse array of elements in real-time, including user behavior, system configurations,
network access, and software installation statuses. This proactive surveillance is essential for the
early detection of policy violations or exposure to vulnerabilities. The data collected, along with
information on anomalous activities, is integrated with other security systems within the
organization, such as ldentity, Credential, and Access Management (ICAM) and unified monitoring
systems. This integration forms the foundation for establishing a more comprehensive and rapid
response framework.

9. Policies and Processes

To ensure the effective management and protection of devices and endpoints, the establishment
of clear policies and a systematic management process is indispensable. Management policies
based on the Zero Trust security model must encompass a wide array of management elements,
including device approval procedures, inventory registration and onboarding, encryption scope and
methods, regular backup and recovery, software management, security log monitoring, audits, and
policy reviews. These elements should be concretized into detailed operational guidelines and
execution procedures, necessitating systematic management to ensure consistent adherence by
all members within the organization.

In particular, the management processes for devices and endpoints necessitate the establishment
of a comprehensive, step-by-step management framework that encompasses the entire lifecycle
of each device. This includes the introduction and deployment of new devices, maintaining security
during usage, regular updates of operating software and vulnerability management, the return and
disposal of devices post-use, and distinct procedures for external transfers or the use of portable
media. For each of these stages, standardized operational processes must be developed. By
instituting such processes, organizations can enhance their security posture, achieve real-time
asset status monitoring, and facilitate the efficient allocation and operation of resources.

The refinement of policies and processes is an essential procedure for maintaining a consistent
security posture across devices and endpoints, as well as for enabling swift risk response in an
evolving work environment.
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Based on these pivotal elements, the device and endpoint pillar serves as the practical security
control axis of a Zero Trust Architecture. By meticulously managing the reliability and security status
of all devices within an organization and verifying them in real-time, it ensures consistent control
over not only the identity of users but also the risks associated with the devices utilized for actual
access. This approach effectively safeguards critical assets from both internal and external threats,
while offering the flexibility and scalability necessary to swiftly respond to evolving work
environments and advancing cyber threats. The enhancement of the device and endpoint pillar
forms the foundation upon which an organization's security policies and management processes
are tangibly implemented.

To successfully implement a Zero Trust environment, it is imperative to have both technical solutions
and the systems that execute them. The Zero Trust architecture is founded on the principle of
"never trust, always verify." To realize this, systems must be in place to authenticate the identities

of users and entities, continuously verify them, and ensure the enforcement of least privilege access.

The following key systems each play a pivotal role within a Zero Trust environment and are
interconnected to bolster the organization's security posture. This analysis aims to delve into the
specific functions that each system must perform to implement a Zero Trust environment and to

examine the enhanced security benefits that the organization can attain as a result.
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Figure 2. Primary Systems of Devices/Endpoints

1.ITAM (IT Asset Management)

The IT Asset Management (ITAM) system must function as both the starting point and foundational
infrastructure for device and endpoint inventory within a Zero Trust Architecture. Organizations are
required to establish a comprehensive management framework that encompasses the entire
lifecycle of all IT and OA assets, including PCs, laptops, mobile devices, servers, printers, and loT
equipment. This framework should cover acquisition, registration, usage, relocation,
decommissioning, and disposal. To ensure that asset information is accurately reflected in real-time,
organizations must implement automated processes for registration, modification, and deletion.
ITAM can be tailored and adopted through the customization of commercial solutions according to
the specific operational environment of each organization or developed through in-house system
integration (SI) efforts.
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IT Asset Management (ITAM) systems must possess the capability to comprehensively manage a
plethora of attribute information for each device. This includes asset numbers, barcodes, owners,
affiliated departments, locations, purposes, operating systems, software installation statuses,
security classifications, and connection histories. When new assets are introduced or when there
are changes in status such as exportation or disposal, these changes must be automatically
reflected in the inventory system. This ensures that the entire status can be comprehensively
assessed at a glance, without any management gaps or information omissions. Particularly for
devices with network access capabilities, the system should be able to automatically detect and
block unregistered assets attempting to connect to the organization's network, or immediately
notify security personnel of such events.

IT Asset Management (ITAM) must transcend its traditional asset management functionalities to
seamlessly integrate with key security solutions such as Endpoint Detection and Response (EDR),
Unified Endpoint Management (UEM), Active Directory (AD), Identity, Credential, and Access
Management (ICAM), and Zero Trust Network Access (ZTNA). This integration is crucial for
maintaining the currency and consistency of inventory information and for reflecting changes
occurring in real-time within the actual network environment. The security status of each asset—
such as patch application status, vulnerability assessment results, risk ratings, and access history—
is continually updated through data exchanges between ITAM and security systems. Based on this
updated information, dynamic policies can be applied, including device access control, isolation,
and additional authentication measures.

In a Zero Trust environment, it is imperative to fundamentally block network access from
unregistered devices. Furthermore, the flow of critical assets, including their introduction, removal,
and disposal, must be meticulously tracked and recorded to facilitate audits and incident responses.
Additionally, IT Asset Management (ITAM) should be integrated to ensure that security
requirements are embedded throughout the entire asset lifecycle. This includes conducting basic
security inspections upon asset introduction—such as initial state verification and malware
detection—performing regular status checks during usage, and ensuring complete data erasure
and retention of certification records upon asset removal or disposal.

Through IT Asset Management (ITAM), administrators can effortlessly discern the status of asset
utilization, detect anomalies, and identify instances of security policy violations. This enables them
to manage in real-time which devices are being operated, where within the organization, and for
what purposes. The ITAM system must furnish a management environment endowed with precision,
traceability, and reliability to promptly address a diverse array of requirements, including internal
and external security audits, regulatory compliance, and breach incident analysis.
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The advancement of IT Asset Management (ITAM) serves as the foundational basis for
organizations to effectively conduct device and endpoint reliability verification. It should function as
the starting point for network access control and asset protection policies. Through this,
organizations can apply consistent access policies to all devices in accordance with zero-trust
principles, thereby significantly enhancing their real-time responsiveness to both internal and
external threats.

2. EDR (Endpoint Detection and Response)

Endpoint Detection and Response (EDR) is an advanced security system installed on all endpoint
devices within an organization, including PCs, laptops, and servers. It is designed to collect and
analyze a wide array of information in real-time, such as running processes, file modifications, user
behaviors, and network activities. By doing so, it detects anomalous behaviors and signs of
breaches, enabling swift and comprehensive responses. Traditionally, security measures focused
on blocking known malware through antivirus solutions. However, EDR has expanded its scope to
address unknown threats, insider anomalies, and zero-day attacks, thereby cementing its role as a
cornerstone of endpoint security.

EDR (Endpoint Detection and Response) transcends mere threat detection capabilities by
conducting real-time correlation analysis of diverse security events occurring within actual work
environments. It provides an integrated dashboard that allows for an immediate and comprehensive
overview of each endpoint's security status, vulnerabilities, anomalous behaviors, and the
execution of unauthorized software, thereby identifying complex threat indicators at a glance.
Leading EDR solutions incorporate advanced technologies such as inter-process behavior tracking,
memory-based attack detection, file and network forensics, automated vulnerability detection, and
user-specific behavior pattern analysis. These capabilities enable security personnel to swiftly
recognize abnormal situations and take appropriate remedial actions, either automatically or
manually. Furthermore, sophisticated response functionalities, including automated incident
response playbooks, automatic isolation of infected endpoints, real-time updates of Indicators of
Compromise (I0C), and sandbox integration analysis, are increasingly becoming standardized.
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Global Endpoint Detection and Response (EDR) solutions are actively integrating cutting-edge
technologies such as artificial intelligence (Al) and machine learning-based detection and analysis,
as well as policy automation through natural language prompts. For instance, as illustrated in 'Figure
3' below, when an administrator inputs a prompt in English, such as "Create a detection policy for
PowerShell executions containing specific command-line flags," the Al autonomously generates
and applies the relevant detection rules. Furthermore, by interfacing with Al-driven threat
intelligence, these systems can dynamically incorporate new attack vectors and adversary behavior
patterns in real-time, thereby facilitating more intuitive policy adjustments and rule registrations.
Alongside these capabilities, a plethora of features are offered to support tailored security
operations according to the organization's scale and environment. These include threat hunting
functionalities, automated forensics, alert prioritization, behavior-based risk scoring, and
optimization of response processes.

Charlotte Al

Charlotte Al is a generative Al security analyst that uses the world's highest & y data and is ¢ MO y C rike's industry-leading threat hunters,

managed det

or a powershell execution awi n that ir gs for an ence nand line

Example prompts Capabilities Privacy

Help users of al Qur generative Al was purp
stop breaches. vith easy to

understand, plain lang s that simplify

your use of the platform. Get int ummaries of

adversary activity in your environment, investigate

and hunt with nothing but a prompt, and even

trigger response actions.

Source: CrowdStrike, “Conversations with Charlotte Al Demo”

Figure 3. Interface for Policy Query Generation via Prompt Input

In a Zero Trust architecture, Endpoint Detection and Response (EDR) must function as an
indispensable mechanism for verifying the trustworthiness of each device and endpoint. EDR
should transcend mere threat detection, enabling the automation of a diverse array of response
policies, such as access restrictions, network isolation, and additional authentication requirements,
contingent upon the identified risk factors. Furthermore, it is crucial to establish a system that
integrates seamlessly with access control systems such as Single Sign-On (SSO), Identity and
Access Management (IAM), Multi-Factor Authentication (MFA), and Identity, Credential, and Access
Management (ICAM). This integration is essential for the immediate adjustment of access rights for
devices or users implicated in a threat, thereby effectively curtailing the propagation of incidents.
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Recently, the concept of XDR (eXtended Detection and Response) has emerged, aiming to expand
the detection and response capabilities of EDR (Endpoint Detection and Response) to encompass
users, networks, systems, and cloud environments. However, the actual implementation of a fully
integrated XDR system remains challenging due to limitations such as the scope of data integration,
vendor dependency, and the absence of standardized protocols. Consequently, many
organizations are opting to establish specialized systems for each pillar, such as EDR, NDR (Network
Detection and Response), and SIEM/SOAR (Security Information and Event Management/Security
Orchestration, Automation, and Response), and are working towards achieving a pragmatic zero-
trust security framework through their interconnection.

Through the implementation of Endpoint Detection and Response (EDR), organizations can
transcend mere malware blocking to address a diverse array of threat types and attack vectors in
real-time, thereby effectively managing the security integrity of devices and endpoints.
Furthermore, leveraging advancements in technology such as Al-driven automation, intuitive policy
management, and enhanced interoperability, organizations can equip themselves with the
capabilities for real-time security verification and response essential in a zero-trust environment.

3. UEM (Unified Endpoint Management)

Within organizational settings, devices and endpoints were once limited to traditional IT equipment
such as PCs and laptops. However, with the evolution of the work environment, there has been a
rapid expansion to encompass a diverse array of forms, including smartphones, tablets, wearables,
loT devices, and personally-owned BYOD (Bring Your Own Device). This transformation has
significantly increased the complexity of device management, underscoring the necessity for
effectively integrating and managing all endpoints through a unified platform.

In response to the evolving environmental landscape, endpoint management technology has
similarly progressed, transitioning from Mobile Device Management (MDM) to Enterprise Mobility
Management (EMM), and ultimately advancing to Unified Endpoint Management (UEM).

Mobile Device Management (MDM) initially concentrated on remote control and security
management functionalities for mobile terminals, such as smartphones and tablets. However, as
mobile work environments have progressively expanded and the variety of devices has increased,
the limitations of MDM have become apparent.
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The concept of Enterprise Mobility Management (EMM) emerged as a solution to overcome these
limitations, extending its functionalities beyond Mobile Device Management (MDM) to encompass
comprehensive control over the entire mobile environment, including Application Management
(MAM), Content Management (MCM), and email and network security. Through the implementation
of EMM, the security and flexibility of mobile work environments have been significantly enhanced,
facilitating the segregation of work-related and personal applications and data, policy-based
access control, and integration with cloud services.

UEM (Unified Endpoint Management) extends the capabilities of EMM (Enterprise Mobility
Management) by providing a comprehensive framework for the integrated management of all IT
assets and endpoints within an organization, including PCs, laptops, smartphones, tablets,
wearables, loT devices, and BYOD (Bring Your Own Device). This system transcends mere mobile
management by unifying the processes of device registration, authentication, policy deployment,
security management, application control, vulnerability assessment, data loss prevention, and real-
time monitoring across all devices, regardless of operating system, device type, or work
environment.

In a zero-trust security architecture, Unified Endpoint Management (UEM) must offer robust control
capabilities that verify the status and trustworthiness of all endpoints in real time, and restrict or
isolate network access for unauthorized or vulnerable devices. Regardless of whether the devices
are for work or personal use, or whether they are owned internally or externally, it is essential to
dynamically adjust access permissions and security policies based on the security status, policy
compliance, and real-time behavior analysis results of all devices.

Particularly, Unified Endpoint Management (UEM) distinguishes itself by offering comprehensive
control over areas that are challenging to manage solely with traditional Endpoint Detection and
Response (EDR) systems or IT asset management solutions. For instance, while EDR and asset
management solutions deliver high levels of integration, detection, and response capabilities for
conventional IT assets such as PCs and servers, they encounter issues like agent compatibility,
installation constraints, and control limitations when dealing with mobile devices, tablets, Bring Your
Own Device (BYOD) policies, and Internet of Things (loT) devices, which operate on diverse
operating systems and hardware. UEM provides a framework that enables the integrated
management of these varied endpoint environments and security challenges within a singular
platform. However, there are still relatively few real-world implementation cases both domestically
and internationally, and customizing and operating such systems to fit specific organizational
environments remains a significant challenge.

To effectively implement a Zero Trust Architecture, it is imperative to actively pursue the adoption
and enhancement of integrated endpoint management platforms such as Unified Endpoint
Management (UEM). This should be accompanied by concerted efforts to elevate the overall
maturity of the endpoint management framework.
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4. AD (Active Directory/PMS, Patch and Asset Management)

Active Directory (AD), a quintessential directory service provided by Microsoft, serves as a pivotal
system for the integrated management of various devices such as PCs, laptops, and servers within
an organization on a domain basis. Traditionally, it was predominantly utilized for managing user
accounts and group permissions. However, in actual corporate environments, it functions as the
foundational infrastructure for endpoint management, encompassing device registration, approval,
deletion, and policy deployment.

The moment a device is enrolled into the domain via Active Directory (AD), it enables centralized
management of a multitude of operational and security procedures. These include the enforcement
of security policies on the device, granting of access permissions, deployment of patches and
configurations en masse, and aggregation of authentication logs. This centralized management
capability extends beyond on-premises AD to hybrid environments integrated with Microsoft Entra
ID (formerly Azure AD), thereby facilitating comprehensive device management across PCs, laptops
tablets, and certain loT devices.

1

From a Zero Trust perspective, Active Directory (AD) has evolved beyond a mere directory service
to function as a comprehensive 'Device Patch and Asset Management System (PMS)' that oversees
the entire endpoint lifecycle. For instance, it aggregates and monitors, in real-time, the ownership,
location, usage history, and security status—such as patch application and compliance with
security policies—of all domain-joined devices. Furthermore, it integrates with Group Policy Objects
(GPO) or Intune (Unified Endpoint Management, UEM) to uniformly implement a variety of control
frameworks, including automated security configurations, software deployment, anomaly detection
and isolation.

I
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Furthermore, key security solutions such as Unified Endpoint Management (UEM), Endpoint
Detection and Response (EDR), Identity, Credential, and Access Management (ICAM), and Zero
Trust Network Access (ZTNA), which are integrated with Active Directory (AD), leverage device
attribute information and authentication records provided by AD to implement dynamic policies,
including network access control, isolation, and additional authentication. This serves as the
foundation for practical endpoint security control, enabling the automatic detection and network
blocking of unauthorized or unregistered devices, issuing alerts for devices lacking patches, and
real-time monitoring of devices accessing critical assets.

Recently, there has been a rapid proliferation of cases where not only on-premises Active Directory
(AD) but also cloud-based Entra ID are integrated to manage endpoints within a hybrid environment
comprehensively. It appears that various management functions, such as device inventory, patch
management, policy deployment, and risk assessment, are progressively evolving towards
unification under an AD-based framework.

In a Zero Trust architecture, Active Directory (AD) must function as a comprehensive inventory and
policy management engine encompassing both users and devices. The scope of management, data
accuracy, and security control capabilities of AD are directly linked to the verification of
trustworthiness, access control, and the consistency of policies across all endpoints within an
organization. The real-time integrated management provided by various security systems
connected to AD serves as a foundation for significantly enhancing the operational efficiency and
security posture of the entire organization.

5. EPP (Endpoint Protection Platform)

EPP refers to a suite of products that integratively manage and provide a variety of security
functions for endpoints, such as PCs, laptops, and servers, from a single platform. Originally
centered around antivirus (AV) and anti-malware solutions, it has recently evolved towards a
direction where diverse endpoint security functions, including Endpoint Detection and Response
(EDR), Unified Endpoint Management (UEM), Patch Management Systems (PMS), and vulnerability
assessments, are converging into a single product suite.

Endpoint Protection Platforms (EPP) typically provide a single console for key security tasks such
as real-time endpoint monitoring, policy deployment, threat detection, anomaly analysis,
vulnerability assessment, patch management, and software installation tracking. Such an
integrated management framework significantly enhances operational convenience and visibility. In
the actual market landscape, EPP predominantly manifests as a consolidated solution that
integrates various endpoint security measures, such as Antivirus (AV), Endpoint Detection and
Response (EDR), and Patch Management Systems (PMS), thereby offering licenses in a unified
manner.
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However, during the actual implementation phase, the capability of Endpoint Protection Platforms
(EPP) to comprehensively integrate and manage all endpoint security systems remains limited.
Notably, the majority of EPP products offer integration functionalities that are confined to software
from specific vendors, thereby presenting interoperability challenges among security products from
different vendors. This limitation fundamentally impedes the seamless integration of diverse
security systems required in a zero-trust environment, as well as the centralized and flexible
management of threat intelligence, policies, and authentication frameworks across the organization.

Certainly, there are instances where certain organizations integrate APIs provided by endpoint
security solutions from various vendors to independently develop their own information security
portals or integrated management systems. However, when the term 'EPP' is used in the market, it
generally refers to vendor-centric product lines or solutions.

In a zero-trust environment, key security systems such as Endpoint Detection and Response (EDR),
Unified Endpoint Management (UEM), Network Detection and Response (NDR), Zero Trust Network
Access (ZTNA), Data Security Posture Management (DSPM), and Security Information and Event
Management & Security Orchestration, Automation, and Response (SIEM & SOAR) can function as
Policy Decision Points (PDP) and Policy Enforcement Points (PEP) within their respective domains.
However, if these systems collect and control information solely from their independent
perspectives, it may lead to a decline in the consistent application of policies across the
organization, real-time risk response, and the integration of security operations.

In a Zero Trust environment, the ultimate objective is to integrate the information provided by
security systems across various pillars (PIP) into a top-tier unified platform such as ICAM (ldentity,
Credential, and Access Management). This integration aims to establish a comprehensive policy
and access control framework based on information spanning identifiers, endpoints, networks, and
data throughout the organization. ICAM must thoroughly assess identity, authentication, status, risk,
and policy inputs from every pillar. Furthermore, it must consistently execute the organization's
overarching access policies (PDP) and policy enforcement (PEP) roles from a centralized standpoint.

Ultimately, the independent operation of various domain-specific security platforms, including
Endpoint Protection Platforms (EPP), presents inherent limitations in implementing a holistic
integrated architecture of Zero Trust. While each system can provide information and participate in
policy enforcement, the foundation of a Zero Trust security framework should be the
comprehensive control of organizational risks and policies through Identity, Credential, and Access
Management (ICAM), which serves as the top-tier integrated management system.
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Each system within the device/endpoint pillar must function as a practical mechanism for the
technical implementation of a Zero Trust Architecture, transcending mere functional units. IT Asset
Management (ITAM), Endpoint Detection and Response (EDR), Unified Endpoint Management
(UEM), Active Directory (AD), and Endpoint Protection Platform (EPP) each play crucial roles
independently. However, they must also facilitate seamless integration and information sharing to
ensure consistent verification of trustworthiness, risk detection, and policy enforcement across all
devices within the organization.

The technical implementation and integration of these key systems provide a foundation for
establishing consistent security policies and precise controls, even as work environments and
device types become increasingly diverse. Within a zero-trust environment, organizations will be
able to flexibly respond to the diversification of work settings and device types, thereby
substantially enhancing the reliability of endpoint security and operational efficiency.
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In a Zero Trust Architecture, devices and endpoints transcend their roles as mere operational tools
to become fundamental and integral security components that actualize the entirety of an
organization's security strategy. Key systems such as IT Asset Management (ITAM), Endpoint
Detection and Response (EDR), Unified Endpoint Management (UEM), Active Directory (AD), and
Endpoint Protection Platforms (EPP) each perform independent security functions. Simultaneously,
they engage in close-knit integration to assess the trustworthiness of all devices, detect real-time

threats, and enable comprehensive policy management.

The sophisticated design and operation of device and endpoint pillars ensure comprehensive
security management across all organizational devices while providing a 'structural foundation' that
allows the organization to adapt flexibly to diverse work environments and the continuously
evolving landscape of cyber threats. In particular, the approach of simultaneously verifying and
managing both user identity and device reliability serves as a fundamental principle in implementing

consistent and robust security controls required in a zero-trust environment.

The Zero Trust-based integrated management framework assists organizations in preventing
threats more effectively and responding swiftly, even as the types of devices and usage
environments become increasingly diverse and threats grow more sophisticated. This approach
transcends the mere effectiveness of individual solutions, contributing significantly to the

revolutionary enhancement of an organization's overall security posture and operational efficiency.

In conclusion, device and endpoint pillars constitute a fundamental and indispensable component
of a zero-trust architecture, establishing a practical technological foundation for the protection of
an organization's digital assets. By continuously advancing technological sophistication and refining
management systems centered around this pillar, organizations can effectively reduce the
complexity and risks inherent in digital environments to a manageable level, thereby realizing a

sustainable digital security landscape.
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